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SUN TZU
(1L

»Ak poznas nepriatela

i seba samého, nebudes porazeny.
Ak nepoznas nepriatela, ale
poznas sam seba, mas 50% sancu
na vitazstvo. Ak nepoznds sam
seba, ani nepriatela, prehras.”

-Sun Tzu

Zdroj: Zdroj: https://www.amazon.com/The-Art-of-War-Sun-Tzu-audiobook/dp/B01MQSRAMM/
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“Gexs  Sietové situatné povedomie (ll1.)

" monitorovanie kybernetickych systémov, pochopenie kybernetickej bezpecnostnej situacie
reprezentovanej modelovanim kybernetickych hrozieb alebo suvisiacimi bezpecnostnymi
vystrahami a predpovedanie zmien v kybernetickej bezpecnostnej situacii (Husak, 2020).

Projekcia

Vnimanie buducich stavov
a vyvoja udalosti

udajov a prvkov

prostredia

Zdroj: Husak, M., Jirsik, T., & Yang, S. J. (2020, August). SoK: contemporary issues and challenges to enable cyber situational awareness for network security. In Proceedings of the 15th International
Conference on Availability, Reliability and Security (pp. 1-10).
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Zdroj: Husak, M., Jirsik, T., & Yang, S. J. (2020, August). SoK: contemporary issues and challenges to enable cyber situational awareness for network security. In Proceedings of the 15th International
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Zdroj: Husak, M., Jirsik, T., & Yang, S. J. (2020, August). SoK: contemporary issues and challenges to enable cyber situational awareness for network security. In Proceedings of the 15th International
Conference on Availability, Reliability and Security (pp. 1-10).
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Bezpecnostné udaje

{

"Format": "IDEAO",

"ID": "4390fc3f-c753-4a3e-bc83-1b44£f24baf75",

"CreateTime": "2019-06-03T10:00:022", o

"DetectTime": "2019-06-03T10:00:072", Cas

"EventTime": "2019-06-03T07:36:00Z",

"Category": ["Fraud.Phishing"],

"Ref": ["cve:CVE-1234-5678"],

"Confidence": 1,

"Note": "Synthetic example",

"ConnCount": 20, IP adresa
Geolokacia

Vnimanie (Ill.)

"Zdroj": |
[
"Type": ["Phishing"],
"IP4": ["192.168.0.10/25"],
"Hostname": ["example.com"],
"URL": ["http://example.com/cgi-bin/killemall"],
"Proto": ["tcp", "http"],
}
1, .
"Node": [
{
"Name": "cz.cesnet.kippo-honey",
"Type": ["Protocol", "Honeypot'"],
"SW": ["Kippo"],
"AggrWin": "00:05:00" 10

T



= Geolokacia
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m DB-IP (v4) m DB-IP (v6) m IP2Location (v4)

| an’manie,(.IV;) o

"query”: "158.197.16.88",
"status": "success"™,
"continent”: “Europe”,
"continentCode”: "EU",
"country”: "Slovakia",
"countryCode™: "SK”,
"region”: "KI",
"regionMame"”: "Kosice",
"city”: "Ko3ice",

"district™: "Kosice",

“zip": "@4p 12",
"lat™: 48.7192,
"lon™: 21.2512,
"timezone": "Europe/Bratislava”,
"offset": 3504,
"currency”: "EUR",
"isp": "Zdruzenie pouzivatelov Slovenskej akademickej datovej
siete”,
org”: "P. 1. Safarik University in Kosice™,
I "as": "A52607 Zdruzenie pouzivatelov Slovenskej akademickej datovej
I I I I siete”,
Iubilln

"asname": "SANET",

< 1km < 10km < 25km < 50km < 100km < 250km < 500km < 1000km "mobile”: false,
"proxy”: false,
IP2 Location (v6) m MaxMind (v4) m MaxMind (v6) "hosting™: false
1

Zdroj: KESTER, Jan-Jelle. Comparing the Accuracy of IPv4 and IPv6 Geolocation Databases. Methodology, 2016, 10.11: 12-17.
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Zdroj: Husak, M., Jirsik, T., & Yang, S. J. (2020, August). SoK: contemporary issues and challenges to enable cyber situational awareness for network security. In Proceedings of the 15th International
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Zdroj: Sokol P, Kleinova L, Husak M. Study of attack using honeypots and honeynets lessons learned from time-oriented visualization. INIEEE EUROCON 2015-International
Conference on Computer as a Tool (EUROCON) 2015 Sep 8 (pp. 1-6). IEEE.
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Conference on Availability, Reliability and Security (pp. 1-10).
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Zdroj: Pivarnikova M, Sokol P, Bajtos T. Early-Stage Detection of Cyber Attacks. Information. 2020 Dec;11(12):560
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= predikcia utoku
= vystup — odhadovand pravdepodobnost, Ze sa sietova entita bude v danom casovom rozsahu
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19

Zdroj: Pekarcik P, Gajdos A, Sokol P. Forecasting security alerts based on time series. InInternational Conference on Hybrid Artificial Intelligence Systems 2020 Nov 11 (pp. 546-557). Springer, Cham.
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Projekcia (V.)

= vyhody
=  velmi vysoka presnost
= Ziadne problémy s profilovanim
= nevyhody i
" nie prilis podrobna predpoved
" mozné problémy s niektorymi
typmi udajov.

onginal
log diff €2d2
— AE

Fig. 2. 10-steps forecasting for Port 445 time series based on LSTM network with log diff scaling and combination of Exponential smoothing with

rolling window.

onginal
log diff ConviDS
!

172k 17.25k 173k 17.35k 174k 17.45k

Fig. 3. l-step forecasting for Count of all alerts time series based on Conv1DS network with log diff scaling and Exponential smoothing.

Zdroj: Sokol, P., Stana, R., Gajdos, A. and Pekarcik, P., 2022. Network security situation awareness forecasting based on statistical approach and neural networks. Logic Journal of the IGPL., Husak M, Bartos V,
Sokol P, Gajdos A. Predictive methods in cyber defense: Current experience and research challenges. Future Generation Computer Systems. 2021 Feb 1;115:517-30,
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