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NextGenerationEU
" monitoring pocitacove;j siete.
PLAN "OBNOVY " analyza sietového toku (flow)
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Monitoring pocitacovej siete (l.)

" priebezné sledovanie stavu, vykonu a bezpecnosti siete

= ciel: dostupnost, spolahlivost a véasné odhalenie problémov
= poskytuje prehlad o prevadzke a vytaZzeni zariadeni

= podklad pre planovanie kapacity a riesenie incidentov

= dblezity zdroj udajov pre bezpecnostné systemy

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVO)A
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




Monitoring pocitacovej siete (Il.)

=" DAovody monitorovania pocitacovej siete:
= yvCasna detekcia vypadkov a anomalii
= identifikacia Uzkych miest a pretazenia
= podpora dodrzania SLA (uroven sluzby)
» ddhalenie bezpecnostnych incidentov v prevadzke

= data pre rozhodovanie a optimalizaciu siete

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVO)A
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




* Obsah/predmet monitorovania:

= dostupnost zariadeni a sluzieb (ping,
uptime)

= vykon - priepustnost, oneskorenie, strata
paketov

» vytazenie - CPU, pamat, disk, sietové
rozhrania

= chyby rozhrani a stav liniek

" bezpecnostné anomalie a neobvyklu
prevadzku
Financované

£ r 1
Europskou tniou PLAN LOBNOVYJ

NextGenerationEU

Monitoring pocitacovej siete (l11.)

Dostupnost

ICMP/ping, uptime sluzieb

Vykon

priepustnost, oneskorenie, strata

Vytazenie

CPU, RAM, disk, rozhrania

Bezpecnost

anomalie, neopravneny pristup

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE

SLOVENSKE] REPUBLIKY




Metody monitorovania

= aktivny monitoring - generovanie testovacej prevadzky (ping, probe)
= pasivny monitoring - pozorovanie realnej prevadzky

= ggentovy a bezagentovy zber udajov

= tokovy monitoring (NetFlow/IPFIX) — kto s kym komunikuje

= hibkova analyza paketov (packet capture)

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVO)A
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




Protokol SNMP (I.)

= SNMP (Simple Network Management Protocol) - sprava zariadeni
= polling - pravidelné dotazovanie hodn6t (OID v MIB)

= trapy - zariadenie samo hlasi udalost

= SNMPv3 prinasa autentizaciu a Sifrovanie

= starSie verzie (v1/v2c) su nezabezpecené

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




\)‘h\u:ﬂzm ’ b(t

=)

b

‘j’
ot
3
/x' =\

Agent Devices (Routers, Switches, etc)

MIB
Database

>
SNMP Responses

Zdroj: https://www.geeksforgeeks.org/computer-networks/simple-network-management-protocol-snmp/

Financované

*t'i' x r |
Eurépskou uniou PLAN LOBNOVY_,

NextGenerationEU

Protokol SNMP (Il.

SNMP Manager

SNMP Commands

MINISTERSTVO

INVESTICII, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY




“ { C . : : . / /
i Monitorovanie sietového toku

zaznamenava metadata o tokoch (adresy, porty, objem)

neuklada obsah, ale prehlad o komunikacii

vhodny na detekciu anomalii a analyzu prevadzky

standardy: NetFlow, IPFIX, sFlow

nizSia rézia nez plny packet capture

Financované
Eurépskou uniou
NextGenerationEU

PLAN [OBNOVY

v

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY




Netflow (I.)

= je technolégia monitorovania prevadzky vyvinutd spolo¢nostou Cisco Networks.

= toky (flows) su jednosmerné / obojsmerné a obsahuju Udaje tykajuce sa pripojenia,
ako napriklad:
" zdrojova a cielova IP adresa
" zdrojovy a cielovy port
" zdroj a miesto urcenia AS.
= protokol (TCP, UDP, ICMP atd)
" priznaky protokolu TCP (TCP flags)
" |ogickeé vstupné a vystupné rozhrania
" pocet bajtov a paketov

10
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Netflow (lI.)

RFC 3954 - Cisco Systems NetFlow Services Export Version 9

RFC 7011 - Specification of the IP Flow Information Export (IPFIX) Protocol for the Exchange of Flow
Information

RFC 7012 - Information Model for IP Flow Information Export (IPFIX)
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Version Number | Length

t-t-F-F-F-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Export Time

t-d-t-F-t-t-dtot-t-tb-tot-t-t-t-t-F-F-t-F-t-t-t-tt-t-t-H-F-F-F-+-+

Sequence Number

t-t-F-F-F-F-F-F-F-F-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+

Observation Domain ID

T e T PP Y N S T PR Y S A T P T P T P A A S

Figure F: IPFIX Message Header Format
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Netflow (Ill.)

TCP Data

= Packet vs. netflow
Version IHL Type of Service Total Length Version IHL Type of Service Total Length
Identification Flags Fragment Offset Identification Flags Fragment Offset
. Time to Live Protocol=6 Header Checksum a Time to Live Protocol=6 Header Checksum
O (]
?‘3 Source Address ?g Source Address
T o
o Destination Address o Destination Address
Options Padding Options Padding
& Source Port Destination Port N Source Port Destination Port
E Sequence Number f;) Sequence Number
Acknowledgment Number Acknowledgment Number
U|A|P|R|S|F UJAJPIRIS|F
Data Offset R|C|s|s|v]|l Window Data Offset Rlc|s|s|y |1 Window
G|KI H|T|NI|N GIKIHJTININ
Checksum Urgent Pointer Checksum Urgent Pointer
TCP Options Padding TCP Options Padding
TCP Data

12



Netflow (IV.)

Verzia Popis

vl Prva implementacia, obmedzena iba na IPv4 (bez IP masky a AS disla).

v2 Interna verzia spolocnosti Cisco, nikdy neuvolnena.

v3 Interna verzia spolocnosti Cisco, nikdy neuvolnena.

v4 Interna verzia spolocnosti Cisco, nikdy neuvolnena.

VS Najbeznejsia verzia, ktord je dostupna (od roku 2009) na mnohych sietovych smerovacoch réznych znaciek, ale obmedzena
na toky protokolu IPv4.

v6 Cisco uz nepodporuje. Informacie o zapuzdreni

v7 Rovnako ako verzia 5 so zdrojovym smerovacom

v8 Niekolko agregacnych spdsobov, ale iba pre informacie, ktoré su uz v zaznamoch verzie 5

V9 Dostupna od roku 2009 na niektorych novych sietovych smerovacoch. Vacsinou sa pouziva na hlasenie tokov ako IPv6,
MPLS, alebo dokonca obycajny protokol IPv4 s dalSou sluzbou BGP.

v10 Pouziva sa na identifikaciu IPFIX.

Zdroj: https://en.wikipedia.org/wiki/NetFlow
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Architektura

exportér toku (flow exporter) - agreguje
pakety do tokov a exportuje zaznamy
tokov do jedného alebo viacerych
kolektorov.

kolektor tokov (flow collector) -
zodpoveda za prijem, uskladnenie a
predbezné spracovanie uUdajov o tokoch
ziskanych od exportéra toku.

analyticka aplikacia (analysis
application) - analyzuje prijaté data toku
napriklad v sudvislosti s detekciou
narusSenia alebo profilovanim sietovej
prevadzky

Netflow (V.)

Internet

Remote
Site #2

Remote
Site #1

%

LAN

Zdroj: https://en.wikipedia.org/wiki/NetFlow

NetFlow
Exporter

NetFlow
Collector

Analysis
Console
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Netflow (VI.)

Priklad
SYN -ACK
1.1.1.1 1.1.16.80
Date flow Src Ip addr:port Dst IP addr:port Bytes
start
2018-05-07  14:00:24.320 TCP 1.1.1.1:11266 -> 1.1.16.80:.80 ...

2018-05-07 14:00:24.370 TCP 1.1.16.80:80 -> 1.1.1.1:11266 A....S 12 12444

Zdroj: http://www.pngmart.com/image/tag/pc 15
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Analyza packetov (I.)
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______________ I
network
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Analyza packetov (lll.)

analyza komunikacie na urovni jednotlivych paketov

vyuzitie: vySetrovanie incidentov, troubleshooting, detekcia anomalii

vyhoda: vysoka granularita dat

nevyhoda: velky objem dat a potreba spravneho filtrovania

Financované
Eurépskou uniou
NextGenerationEU

PLAN [OBNOVY

v

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY
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Analyza packetov (IV.)

tcpdump - textovy ndstroj na zachytavanie paketov (servery, prostredie bez GUI)

WinDump - historicka verzia tcpdumpu pre operacny systém Windows

TShark - terminalova verzia Wiresharku (skriptovanie a automatizacia)

tcpdump vypisuje pakety podla filtrovacej podmienky

TShark dokaze zachytavat aj ¢itat ulozené capture subory

Financované
Eurépskou uniou
NextGenerationEU

PLAN [OBNOVY

v

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY
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TCPdump (l.)

syntax kombinuje volby programu a filter expression

volby urcCuju rozhranie, subor, pocCet paketov a Uroven detailu

vyraz na konci prikazu urcuje, ¢o sa ma zachytit

tcpdump [options] [filter expression]

Financované
Eurépskou uniou
NextGenerationEU

PLAN [OBNOVY

v

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY
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-i —vyber rozhrania

-w — zapis paketov do suboru, -r — Citanie capture suboru

TCPdump (II.)

-n — vypnutie prekladu mien (zrychluje analyzu)

-V, -VV, -VVV — zvySovanie detailnosti vystupu

Financované
Eurépskou uniou
NextGenerationEU

PLAN [OBNOVY

v

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY
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TCPdump (lIl.)

= tcpdump -D — zoznam dostupnych rozhrani

= zachytavanie konkrétneho alebo vsetkych rozhrani

= verbose rezimy (-v / -vv / -vvv) pridavaju detaily o pakete

= pri forenznej analyze dokumentovat prikaz aj ¢as zachytavania

Financované
Eurépskou uniou
NextGenerationEU

PLAN [OBNOVY

v

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY
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TCPdump (IV.)

-X a -XX — zobrazenie paketu v hex a ASCIlI podobe
-w — uchovanie dokazu v .pcap subore

-r — neskorsia analyza bez opatovného zachytavania
-n — ponecha pévodné IP adresy (bez DNS lookupu)

-s 65535 — pIna dizka paketu pri starich verziach

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY
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TCPdump (V.)

= host — filtrovanie podla konkrétnej IP adresy
" net —analyza segmentu alebo VLAN
= port —sluzby ako SMTP, DNS, HTTP alebo SSH

= kombindcia protokolu a portu zvySuje presnost zachytavania

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




TCPdump (VI.)

= and — zUzenie vyberu paketov
" or —rozsirenie vyberu
= not — vylucenie Sumu (napr. ARP, DNS)

m 7|ozité filtre uvadzat v Uvodzovkach

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




Wireshark (I.)

= graficky nastroj na zachytavanie a analyzu paketov
= detailné skumanie jednotlivych vrstiev protokolov

= vhodny na forenznu analyzu, troubleshooting aj
vyucbu
= kombinacia filtrov, Statistik a vizualnych nastrojov

= https://www.wireshark.org/

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




Wireshark (ll.)

&
=
g
%
)

£8 Capturing from Wi-Fi
File Edit

dADde mBER

View Go Capture Analyze Statistics Telephony Wireless

e EF S E

Tools Help
Qa e M

No. Source Destination Protocol Length String value Line-based text data Info

574810800 192.168.20.156 52.112.120.220 TCP 54 63407 > 443 [ACK] Seq=59 Ack=48 Win=254 Len=e@
62 ©.70897780@  142.251.141.170 192.168.20.156 QUIC 241 Protected Payload (KPe)
63 ©.70897780@  142.251.141.170 192.168.20.156 QUIC 63 Protected Payload (KP@)
64 ©.709518000 192.168.20.156 142.251.141.17¢ QUIC 77 Protected Payload (KP@), DCID=ee6b3cl8c4@ec682
65 ©.715050700  192.168.20.156 142.251.38.138 upp 629 52162 > 443 Len=587
66 ©.724851000 142.251.141.170 192.168.208.156 QuUIC 65 Protected Payload (KP@)
67 ©.758171560 142.251.38.138 192.168.20.156 ubp 70 443 > 52162 Len=28
68 ©.798512560 192.168.20.156 142.251.38.138 uop 74 52162 > 443 Len=32
69 ©.813785500  142.251.38.138 192.168.20.156 ubp o4 443 - 52162 Len=22
70 ©.814380900 192.168.20.156 142.251.38.138 UDP 75 52162 - 443 Len=33
71 ©.85348710@  142.251.38.138 192.168.20.156 UDP 127 443 - 52162 Len=85
72 ©.854872200 192.168.20.156 142.251.38.138 uop 79 52162 » 443 Len=37
73 ©.895505800 142.251.38.138 192.168.20.156 ubp 66 443 -» 52162 Len=24
74 1.178866000  142.251.38.142 192.168.20.156 ubp 78 443 > 60535 Len=36
75 1.199e63000 192.168.20.156 142.251.38.142 ubp 75 6@535 » 443 Len=33
76 1.418572400 192.168.28.156 158.197.112.157 SNMP 160 get-request 1.3.6.1.2.1.43.9.2.1.9.1.1 1.3.6.1.2.1.43.9.2.1.9.1.2 1.3.6.1.2.1.43.9.2.1.9.1.3 1.3.6.1.2.1.43.8.2.1.9.1.4 1
77 2.1524%94000  192.168.20.156 52.112.120.220 TLSv1.2 112 Application Data
78 2.195794700 52.112.120.220 192.168.20.156 TLSvl1.2 1el Application Data
79 2.246371600 192.168.28.156 52.112.126.220 TCP 54 57847 » 443 [ACK] Seq=59 Ack=48 Win=253 Len=0@
2.665732000 192.168.20.156 3.161.119.30@ TCP 55 58539 - 443 [ACK] Seq=1 Ack=1 Win=253 Len=1
2.666330400 192.168.20.156 52.112.120.220 TLSv1.2 112 Application Data
2.677759600 3.161.119.30 192.168.20.156 TCP 66 443 » 50539 [ACK] Seq=1 Ack=2 Win=142 Len=@ SLE=1 SRE=2
83 2.716576200 52.112.120.220 192.168.20.156 TLSv1.2 1el Application Data
84 2.762482000 192.168.20.156 52.112.120.220 TCP 54 59450 » 443 [ACK] Seq=59 Ack=48 Win=253 Len=@
85 3.205706600 192.168.20.156 52.112.106.59 TLSv1.2 185 Application Data

Frame 1: Packet, 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface \Device\NPF_{24E97467-485B-4 dc 4b
Ethernet II, Src: ASUSTekCOMPU_91:e9:12 (bc:fc:e7:91:e9:12), Dst: WNC_5f:34:96 (dc:4b:al:5f:34:96) 0o 40
Internet Protocol Version 4, Src: 87.244.222.16, Dst: 192.168.208.156 14 9c
Transmission Control Protocol, Src Port: 443, Dst Port: 58293, Seq: 1, Ack: 1, Len: 24 el e3
Transport Layer Security 66 4e

5f 34 96 bc fc
bb 40 88 37 €6
bb e3 b5 62 49
bl ee ee 17 e3
ec b5 9d 4f 28

e9 12 @8 60 45 ee
57 f4 de 10 c© a8
fd 23 c2 21 50 18
13 b7 6e 45 16 e5
d4 al 1d 84
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Wireshark — rozhranie

= Packet List — prehlad zachytenych paketov
= Packet Details — protokolové vrstvy a polia
= Packet Bytes — surovée data v hex a ASCIl podobe

= Status Bar — kontext o vybere a capture subore
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Wireshark — Status Bar

= zobrazuje stav analyzy a informacie o vybranom pakete
= pocet paketov a aktualny profil
= rozdiel medzi captured a displayed packets

= dolezité pri pouziti display filtrov
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Wireshark — filtre

= capture filtre - urcuju, co sa vébec zachyti

= display filtre - urCuju, Co sa zobrazi zo zachytenych paketov

= display filtre s vhodné na iterativnu analyzu

= priklady: ip.addr, tcp.port, http.request, tcp.flags.reset
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Wireshark — Follow TCP Stream (I.)

R4 » 60301 [ACK] Seq=204 Ack=284
Mark/Unmark Selected Ctrl+M -+ 60301 [FIN, ACK] Seq=204 Ack:
801 - 80 [ACK] Seq=284 Ack=205 |
blication Data

= rekonstrukcia komunikacie v jednom TCP SO . o0 o

J : Time Shift... Ctrl+Shift+T 36 > 443 [ACK] Seq=40257 Ack=2:
SpOJenI Packet Comments P Keep-Alive] 62605 - 443 [ACK
P Keep-Alive ACK] 443 - 62605 |
blication Data

Ignore/Unignore Selected Ctrl+D

Edit Resolved Name

» yyuzitie pri HTTP, FTP a nesSifrovanych o 36 - 443 [ACK] Seq-L Acke15 I
prOtO kOIOCh COI:\:E'I'_.S';JE:OI'I Filter : :$Igﬁii
. LH .. * HTTP/1.1
E 1 . i . Colorize Conversation * HTTP/1.1
= automatické aplikovanie filtra na scrp * HTTP/11

A Follow TCP Stream  Ctrl+Alt+Shift+T
konkrEtny tOk 1 ~ uLe 40 a1 21T 59 JO UL *
! Copy €0 28 3a bb 40 0@ 37 e4
[ | / hl I 4 b h k 'k 4L~k Protocol Preferences é‘: g; 33 zg gg gg db &1
rycnia anadlyza onsanu komunikacie ‘

Decode As...

Show Packet in New Window
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Wireshark — Follow TCP Stream (II.)

= vystup ukazuje komunikaciu klienta a servera Citatelnejsie

= pri HTTP vidno poziadavky, hlavicky a obsah odpovede

= pri Sifrovani je obsah bez klucov necitatelny

= farby odlisuju smer komunikacie
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NERZTA

VOZEFA §q,
T,

i

A
o”!aiscm

XN

_ Wireshark - Follow TCP Stream (tcp.stream eq 14) - Wi-Fi

HTTP/1.1 304 Not Modified

Connection: keep-alive
Date: Fri, 26 Jun 2026 ©4:18:23 GMT

Packet 110. 1 pkﬂ'_i)_, ?'pﬁ.‘l.‘r,"_s‘_,], 1 turn(? °t.
Show as | ASCII

Entire conversation (485 bytes)

Find:
Filter OQut This Stream Print Save as...

Eurépskou uniou
NextGenerationEU

Financované PI.A," [OBNOVY:
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Wireshark — Follow TCP Stream (lIl.)

~ Stream 14 %

No delta times

v

Case sensitive Find Next

Close Help
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Wireshark — tatistiky (1.) ]

" Protocol hierarchy - zastupenie protokolov

» Conversations - komunikujuce dvojice
= |/O Graph - vyvoj prevadzky v ¢ase

" rychle pochopenie charakteru capture suboru
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= Conversations

Financované
Eurépskou uniou
NextGenerationEU

£ Wireshark - Conversations - Wi-Fi

Conversation Settings

Absolute start time
Display raw data
v Limit to display filter

Copy

Graph...

1/O Graphs

Protocol
Bluetooth
BPv7
DCCP
DNP 3.0

Fthernet - 1 IPv4 -1 IPv6 TCP -1 UDP

Address A = Address B Packets Bytes
192.168.20.156 199.232.18.172 12 1 kB

o - MINISTERSTVO
PLAN OBNOVY, E INVESTICIi, REGIONALNEHO ROZVOJA
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Stream 1D

15

Total Pac
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" Protocol hierarchy

£ Wireshark - Protocol Hierarchy Statistics - Wi-Fi

Protocol
¥ Frame
~ Ethernet

~ Percent Packets

¥ |Internet Protocol Version 4
¥ Transmission Control Protocol
Hypertext Transfer Protocol

Display filter: tcp.stream eq 14
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100.0
100.0
100.0
100.0
16.7

Percent Bytes
100.0
12.2
17.5
20.1
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Bits/s End Packets
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End Bytes End Bits/s
0] 0

0

0

64

Protocols ~ Help
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€ - Gcke Wireshark — statistiky (IV.) |

WERZITY
o %)

£ Wireshark - 1/0 Graphs - Wi-Fi

Wireshark 1/O Graphs: Wi-Fi

= |/O Graph

" vizualizacia objemu prevadzky v
case

h 1 sec Intervals
All Packets

I 7CP Errors

Filtered packets

. |
150 packets || | ‘\‘

§ 100 packets - ‘| |‘| | “‘ H
z P [ 0 I L
. i R , g I l A
= identifikacia Spiciek, vypadkov a o |
anomalii e e R R FLUIT
I\ \ Jm‘ [ \ f‘\ | l‘ A I\ ) ‘ I\
A 4 2 4R e ‘l / \/ l | | \\‘/ “l A\ VA A ~ N \\Jf \\ A
= moznost kombinacie s display /\f M ASVAAN A N / L/
fi It ra m i 0 10 20 30 40 50 60

Time (s)
No packets in interval (24s).
Enabled Avg over Time Graph Name Display Filter Y Axis

- u r é e n i e é a S OV é h O 0 k n a p re v Filtered packets tcp.stream eq 14 Packets

4

d eta i I n L,J a n a Iy'Z u + =l ml Al B Mouse ® drags zo0ms Interval 1sec = ¥ Automatic update

Reset Save As... Copy Copy from Close Help
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NetworkMiner | '

&Y NetworkMiner 2.7.3

File Tools Help

ndstroj orientovany na sietovu forenznu — — ¥ I =

Anomalies Case Panel

Hosts (179)  Files (287) Images (8) Messages Credentials (4) Sessions (242) DMS (1497) Parameters (4074) Keywords | Flename MD5
analyzu (network forensics)

- Sort and Refresh snortlog.... f9b235b...
J..ﬂ

152.168.0.1 ~
192.168.0.2 (Linux)

£149 192.168.0.50

P 192.168.0.50

= extrakcia artefaktov z PCAP — stbory, H

-l MAC Age: 1958-04-22

obrazky, e-maily, prihlasovacie udaje R

B} Sert: 205 packets (15,400 Bytes). 0.00% cleartext (0 of 0 Bytes)

<= Received: 0 packets (0 Bytes), 0.00% cleartext (0 of 0 Bytes)
Incoming sessions: 0

= vhodny doplnok k Wiresharku T

Queried DNS names : _ipps._tep local
UPnP field : HOST: 239,255 255.250 : 1500
UPnP field : MAN: "ssdp : discover”

UPnP field : M-SEARCH * HTTP/A1.1

UPnPfield : MX : 2
V4 Vi YAAY4 V4 UPnP field : ST: roku : ecp
=4 192.168.0.51 (Windows)
rychly prehlad hostov a prenasaného
Ml MAC: ECF4BB4FB245
MR NIC Vendor: Dell Inc
O bsa h u -l MAC Age: 2013-11-08
Hostname:
- 05: Windows
TTL: 64 (distance: 0)
Open TCP Ports:
--Ep Sent: 1738 packets (217,223 Bytes), 0.00% cleartext (0 of O Bytes)
{2 Received: 2927 packets (3,797,852 Bytes), 0.00% cleartext (0 of 0 Bytes)
Incoming sessions: 0
-7 Outgoing sessions: 6
[=}~2J] Host Details
., R _ . Queried DNS names : _ipps._tep local safebrowsing google com safebrowsing-cache google com
Zdroj: https://www.netresec.com/?page=NetworkMiner A3 s 1 e D ot B m a0 e

JA3 Hash 2 : 01792753 70f 2cbBb 8 Bf450d 291632 v < 2
<

B

Reload Case Files

Buffered Frames to Parse:
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" PING — ICMP komunikacia
= DNS — preklad nazvu na IP adresu
= TCP handshake — zacCiatok spojenia

= footprinting a extrakcia suborov — prepojenie s forenznou analyzou
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Wireshark — praktické ulohy
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Dakujeme za pozornost |

PAVLA JOZEFA SAFARIKA
V KOSICIACH
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