@kcKB

. Siet'ova a komunikaéna
e o bezpecnost’

NextGenerationEU

10 Detekcia a prevencia prienikov
PLAN [OBNOVY,

MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA
A INFORMATIZACIE

SLOVENSKE|] REPUBLIKY « —
@KCKB GCSIRT




,’ @ UNIVERZITA
‘KC KB @ PAVLA JOZEFA SAFARIKA
X ; V KOSICIACH

Detekclia a prevencia
oo e prienikov

NextGenerationEU

= detekcia a prevencia prienikov

PLAN "OBNOVY’ " pasce na utocnikov
L i = pristupy k analyze udajov

MINISTERSTVO

@ INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE| REPUBLIKY




Detekcia a prevencia prienikov

" Prienik = neopravnena aktivita ohrozujuca systém alebo siet

= IDS (Intrusion Detection System)
" deteguje a upozornuje
= |[PS (Intrusion Prevention System)
= deteguje a aktivne blokuje
= dopifaju firewall o hlbsiu analyzu prevadzky

= klucCovy prvok viacvrstvovej obrany
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“@exe  Systémy detekcie/prevencie narusenia (1.)

= Systém detekcie narusenia (Intrusion detection system, IDS):
= zariadenie alebo aplikacia, ktora analyzuje celé pakety, hlavicky aj uzitocné
zatazenie hladajuc zndme udalosti.
" po zisteni znamej udalosti sa vygeneruje sprava o udalosti.

= Systém prevencie narusenia (Intrusion prevention system, IPS):
= zariadenie alebo aplikacia, ktora analyzuje celé pakety, hlavicky aj uzitocné
zataZenie hladajuc zndme udalosti.
" po zisteni znamej udalosti sa vykona akcia

= Mozné akcie:
= zahodenie packetu, zastavenie komunikacie
= reStartnutie komunikacie



“@exe Systémy detekcie/prevencie narusenia (I1.)

= Podla sposobu detekcie
= detekcia signatur (signature dection)
= detekcia anomalii (anomaly detection)
= hybridna detekcia (Hybrid detection)

= Podla umiestnenia
= hostitelsky detekény systém
= sietovy detekény systém



NIDS a HIDS (I.)

= NIDS (sietovy)
= analyzuje sietovu prevadzku na senzoroch

» pohlad na celu siet, nevidi do Sifrovanej prevadzky

= HIDS (hostitel'sky)
" sleduje aktivitu na konkrétnom systéme

= detail o systéme (subory, procesy, logy)

" najlepsi vysledok dava ich kombinacia
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Zdroj: https://gupta-bless.medium.com/learning-more-about-ips-and-ids
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NIDS a HIDS
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= Signaturna detekcia

Pristupy k detekcii

" porovnanie so znamymi vzormi utokov

= spolahliva na zname hrozby, zlyhava pri novych

= Anomalna detekcia

» odchylky od normalneho spravania

= odhali aj nové utoky, ale viac falosnych poplachov

* Heuristicka a behavioralna analyza
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Pristupy k analyze udajov
= Statisticka analyza prevadzky a profilov spravania

= strojové ucenie a detekcia anomalii

= korelacia udalosti z viacerych zdrojov

® Threat intelligence - kontext aktualnych kybernetickych hrozieb

= spatna (forenzna) analyza zaznamenanych dat
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Obmedzenia IDS/IPS

= Sifrovand prevadzka znizuje viditelnhost

» faloSné poplachy zatazuju analytikov

= potreba pravidelnej aktualizacie signatur a profilov
= vysokd prevadzka moze systém pretazit

= pokroCili Utoc€nici sa snazia detekciu obist (evasion)
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SUN TZU
(1L

»Ak poznas nepriatela

i seba samého, nebudes porazeny.
Ak nepoznas nepriatela, ale
poznas sam seba, mas 50% sancu
na vitazstvo. Ak nepoznds sam
seba, ani nepriatela, prehras.”

-Sun Tzu

Zdroj: Zdroj: https://www.amazon.com/The-Art-of-War-Sun-Tzu-audiobook/dp/B01MQSRAMM/



obrana aj utok
= pevyhnutnost pre preiitie
" rozne formy

Zdroj: https://www.linkedin.com/pulse/video-deception-nature-martin-stevens/
Tricky: The butterfly Kallima inachus resembles a dead leaf. Swallowtail Garden Seeds/flickr, CC BY



»Planované opatrenia podniknuté

s cielom uviest utocnikov do omylu

a prinutit ich tak prijat (alebo neprijat) konkrétne akcie, ktoré pomdhaju obrane
v kybernetickej bezpecnosti.”

Zdroj: https://medium.com/dataseries/what-really-is-cyber-deception-e60dd33e9e41 = .IA MES .I. YUILL 13






KIPPO-GRAPH

FAST VISUALIZATION FOR YOUR KIPPO SSH HONEYPOT STATS

HOMEPAGE KIPPO-GRAPH KIPPO-INPUT KIPPO-GEO GRAPH GALLERY

.............. |l
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Zdroj: https://pixabay.com/sk/photos/mucholapka-venu%c5%ala-m%c3%adso%c5%berav%c3%bd-rastlina-1531345/,

https://pixabay.com/sk/photos/nepenthes-4791063/




=" honeypot

" navnada imitujuca realny systém alebo sluzbu

Pasce na utocnikov (IV.)

= ziadna legitimna prevadzka - kazdy pristup je podozrivy

» odvadza pozornost Utocnika od skutocnych systémov

= zbiera informacie o technikach a nastrojoch utocnika

" honeynet

= celd siet ndvnad pre rozsiahlejsi zber
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Connections IPs

269

URLs

Connections by country

SELECT * FROM auth;

edafcbh8aaf9alle2ad5TOB0c29cac3fb
edafch8aaf9alle?2adsfoR0c29cac3fb
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Pasce na utocnikov (

Downloads Malware Analized Malware Known
IPs by country
B United States
W Cthers
B China
B United Kingdom
Romania
Serbia

Metherlands
Palestinian Territo

Feserved

Unknown

---------- s
password | timestamp |
---------- e}
1234 | 2013-04-28 60:31:08 |
root | 2013-64-28 00:31:11 |
toor | 2013-84-28 00:31:17 |
hellol23 | 2013-04-28 00:31:26 |
root | 2013-04-28 00:31:23 |
kippo | 2013-04-28 00:31:27 |
yes | 2013-04-28 60:31:30 |
no | 2013-04-28 00:31:31 |
what | 2013-84-28 00:31:33 |
paswrod | 2013-04-28 00:31:36 |
password | 2013-04-28 00:31:37 |
pass | 2013-84-28 00:31:38 |
admin | 2013-64-28 00:33:26 |
---------- 1 = L
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MQTT_honeypot Attacks Bar

- Pasce na utocnikov (VI.)

MQTT_honeypot Attacks
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2607 Zdruzenie pouzivatelov Slovenskej akademickej 16
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4 N

= cenné udaje
= 99% udajov od utocnikov
= vela implementacii

= minimalne hardvérové naroky

“Geke - Pasce na utoénikov (VIL.)

-

x obmedzené zorné pole
x moznost detekcie

x zodpovednost za zneuzitie

Nevyhody

Zdroj: Sokol, P., Misek, J., & Husdk, M. (2017). Honeypots and honeynets: issues of privacy. EURASIP Journal on Information Security, 2017 (1), 1-9.
Sokol, P., & Andrejko, M. (2015). Deploying honeypots and honeynets: Issues of liability. In International Conference on Computer Networks (pp. 92-101). Springer.
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Typy pasci na utocnikov (I.)

= Low-interaction

»= emuluje len odpovede na sietové poziadavky, nizke riziko

* Medium-interaction
= emuluje len vybrané sluzby, stredné riziko
" High-interaction
= realny systém, viac udajov o utoku, vysoké riziko

= produkcné honeypoty - ochrana a v€asné varovanie

= vyskumné honeypoty - studium spravania sa utocnikov

Financované
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pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




" Ekeke Typy pasci na utocnikov (II.)

= delenie honeypotov podla interakcie s utocnikom

T nizka interakcia

interaktivita

strednad interakcia T vysoka interakcia

kvalita
udajoy’

=)

—>

interaktivita 21
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Honeypot Or Not?

Enter an IP to check whether it is a honeypot or a real control system:

8.8.8.8 Check for Honeypot

ShOdan Re .0 rt honeypot

GENERAL

@ Countries & Ports
: Germany : 21
! United States ’ 443
!’ > - ‘ China 23
w g France | 80
; Netherlands ¥ 53

» ‘
MORE..
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1998 2003 2016

Honeypot Honeytoken Inteligentné platformy

2000 2012
Honeynet Honeypot 2.0

Zdroj: https://www.provehonetworks.com.au/deception-technologies/
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https://github.com/telekom-security/tpotce
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Secured Access & Sensor Log Input «O * Internet / External Services
https://<ip>:64294, ssh:/<ip>:64295
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Persist honeypot data for 30 days (~/data/ folder), persist ELK data for 30 days (Kibana Index Lifecycle Management)

iscoASA Y Citri Redi
AD!Hnl.y Beelzebub fm:' % | Homeynot | ComPot | Cowrie | Ddospot | Dicompot | Dionaca |ElasticPot | Endiessh | Galah | Giuton | Go-pot |HOneytrdp | Heralding | Hellpot | Honeyami GHoneypots) Honeylrap | IPPHoney | LogdPot | Malloney | Medpot | Miniprint | | SSSS" ﬂ? ;.""""n; Wordpot ae

T-Pot Init i Honeytrdp | Heralding Honeyaml Honeytrap | IPPHoney | LogdPot Miniprint

Build Multi-Arch (AMD64, ARM64) Docker images from Dockerfiles stored in Telekom-Security's GitHub repositories

I?:gg:;ﬂ:agsg::::';;l;:um':::h?lrg:’e:gs:z' Select standalone or distributed installation (hive, sensor), choose a pre-configured setup from ~/compose/ or GERLTIE : :ﬂ'::‘?g;
Win / Mac (limited) as AMDG4 / ARMGA. create your own ~./docker-compose.yml with ~/compose/customizer.py for a tailored experience. SSD 128GB+

25

Zdroj: https://github.com/telekom-security/tpotce
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