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Manazment bezpecnostnych
informacii a udalosti

" manazment bezpecnostnych informacii a udalosti
* analyza a agregécia sietovych udajov



Manazment udalosti

" pocCitacoveé siete a systémy generuju obrovské mnozstvo logov a udalosti
= kybernetické hrozby sa prejavuju v datach roztrusene a v suvislostiach

* manualna analyza nestiha pokryt objem a rychlost Utokov

= ciel: v€asna detekcia, vysetrovanie a reakcia na incidenty

" rieSenie: centralizovany zber a korelacia — SIEM
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SIEM (I.)

= SIM - Security Information Management (dlhodobé uchovanie, reporty)

= SEM - Security Event Management (real-time monitoring, alerty)

= SIEM spaja obe oblasti do jedného systému

= poskytuje prehlad o bezpecnostnom stave organizacie

= podporuje sulad s regulaciami a audity
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exe SIEM (I1.)

= zber a normalizacia logov z r6znych zdrojov
" agregacia a korelacia udalosti

= detekcia hrozieb a generovanie vystrah

= dlhodobé uchovavanie a reporting

= podpora forenznej analyzy a vysetrovania incidentov
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Zdroj: Claude Opus, spracované podla RFC 4303 (IETF) — https://datatracker.ietf.org/doc/htmi/rfc4303
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SIEM Architecture

System Inputs
) 1
[

Event Data ‘ : Contextual Data
Operating Systems Vulnerability Scans

Applications User Information
Devices Asset Information
Databases Threat Intelligence

Zdroj: https://www.logsign.com/blog/security-information-and-event-management-architecture/
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/droje udajov

= firewally, smerovace a prepinace

= |DS/IPS senzory a antivirusové systémy

= servery, operacné systémy a aplikacie

= koncové stanice (EDR) a autentizacné systémy

= sietové toky (NetFlow/IPFIX) a DNS/proxy logy
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/ber a normalizacia (l.)

agenti alebo bezagentovy zber (syslog, API)

" rozne formaty logov - jednotna struktura

casova synchronizacia (NTP) je nevyhnutna

obohatenie udajov o kontext (geolokacia, aktiva)

spolahlivé a bezpecné dorucenie do SIEM
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Log Source

Firewall

Event stream

Normalization

Event Name=""¢vent'=(.*?)'sproto”

Feb 1 01:00:00 access-list 12

Source IP-"srcip\-(d{1,3}\d {1, 3)\d [ 1L,3)0\d{1,.3))"

event=Connection rejected prow—udpl | Destination IP="dstip\=(\d{1.3}\\d{1,3}\d{1,3}\.\

srcip=10.0.0.1 sreport=10240 dian
dstip=10.16.1.1 dstport=111 Source Port="sreport'=(\d|1,5})"
| | I Destination Port="dstport'~(\d | 1.5})"
B e e

Zdroj: https://vpotapov.wordpress.com/2017/02/13/event-normalization/
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Normalized event

| | Source IP
I Source Port

Event Name C?c}':;i;"
10.0.0.1
10240
Destination IP 10.16.1.1
Pestintiml Port 111




Analyza a agregacia sietovych

udajov (I.)

" agregacia

= zluCenie podobnych a opakujucich sa udalosti

" znizuje Sum a objem dat na spracovanie

= korelacia
= hladanie suvislosti medzi udalostami

= pravidla, prahy a sekvencie udalosti odhaluju utok

= vysledok: menej, ale vyznamnejsich bezpecnostnych vystrah
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Ana

Log Source Event stream

[ Feb 1 01:00:00 access-ist 12
event=Connection rejected
| proto=udp sreip=10.0.01.1
sreport=102410
| dstip=10.16.1.1 dstport=111

'-\
e

Firewall | |_t

‘ch 1 01000002 access-list 12
event—Connection rejected
|| proto—udp sreip=10.0.0.1
sreport=10240
|| dstip=1016.1.1 dstport=111

Zdroj: https://vpotapov.wordpress.com/2017/03/20
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yza a agregacia sietovych
udajov

Normalized event | Aggregation | Aggregated event
. Connection
| | Exent Name e | |
Source 1P 1LY
H’ Source Port 10240 | | Event Mame e
| _r. Time inteval 10 seconds | ) i rejected
J Destination 1P 10.16.1.1 Fvent Source TP 100001
| Destination Port 11 | threshold 2 events | p| Source Port 10240
| — P | Event Name, Source | | | Destination IP | 10.16.1.1
I ! Field names | IP. Destination [P
rejected — ™ o ' Destination Port LIl
| | Source IP 10,001 Drestination Port | e -
|_|' Source Fort 10240 | |
|| |Destination 1P | 10.16.1.1 | |
Destination Fort 111 | |

event-aggregation/
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a(l.)

» priklad: viacero neuspesnych prihlaseni + Uspesné = brute force

Korelacné pravid

= Casoveé okna a postupnosti udalosti
= kombinacia udajov z viacerych zdrojov
= statické pravidla vs. detekcia anomalii (UEBA)

= [adenie pravidiel proti faloSnym poplachom
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Zdroj: https://www.manageengine.com/products/eventjog/help/StandaloneManagedServer-Use
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Vyhodnotenie

= false positive - falosny poplach (nadbytocna praca analytika)
= false negative - nezachyteny realny incident (vazne riziko)

= priorizacia vystrah podla rizika a kontextu

= |[adenie pravidiel znizuje Sum

= ciel: presné a akcieschopné vystrahy
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SIEM a SOC

= SOC (Security Operations Center) - tim a procesy reakcie

= SIEM je hlavny technologicky nastroj SOC

" doplnenie o SOAR — automatizacia a orchestracia reakcie
= threat intelligence obohacuje detekciu o aktualne hrozby

" nepretrzity monitoring (24/7) kritickych prostredi
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Dakujeme za pozornost |

PAVLA JOZEFA SAFARIKA
V KOSICIACH
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