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Vzdialeny pristup k lokalnej sieti

= Bezpecnost vzdialeného pristupu vyzaduje silnd autentifikaciu a Sifrovanie
= EAP autentifikacia (Extensible Authentication Protocol)
= Protokol RADIUS (Remote Authentication Dial-In User Service)
= Sprava dovery (Trust Management)
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EAP autentifikacia

= EAP autentifikacia (802.1X Extensible Authentication Protocol)

= podporuje viaceré autentifikacné metody
= EAP-PSK
= heslo
= PEAP, EAP-MSCHAPvV2 (WPA2 Enterprise pre eduroam)
= TLS tunnel (Protected)
= server certifikat, klient login + heslo
= EAP-TLS
= certifikaty pre server aj klientov
= EAP-TTLS
= certifikat pre klienta je nepovinny
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Remote Authentication Dial-In-User-
Service (RADIUS)

Sietovy protokol (RFC 2865), ktory zabezpecuje:

= overenie totoznosti (autentizaciu)
= pristupové prava (autorizaciu)

= prehlad o vyuzivani sluzieb (UcCtovanie)

(Proxy)

wikimedia

Sluzi ako centralna sprava pristupov:
= k pripojeniu na switch/access point (firemna/sSkolska siet), aj roaming
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Gra Radius

1. Pouzivatel sa pripaja cez access point, switch alebo VPN branu.
2. Zariadenie posle na Radius server spravu Access-Request s udajmi o pouzivatelovi.

3. Server vrati Access-Accept alebo Access-Reject;
pri UCtovani sa pouzivaju aj zaznamy Start, Interim-Update a Stop.

FreeRADIUS - najznamejsia open-source implementacia tohto protokolu

freeRADIUS

freeradius

Financované y r - E MINISTERSTVO
Europskou uniou PI.A" LOBNOVYJ !L\II\’I\]EFSS[E&:_FE&ITIEALNEHO ROZVOJA

NextGenerationEU SLOVENSKE] REPUBLIKY




FreeRadius

# clients.conf # users
client kckbO1 { studentl Cleartext-Password := "UPJS-SKB"
ipaddr = <IP.klienta> Reply-Message := "Ahoj, %{User-Name}"

secret = kckb.skb

shortname = kckb

#bash
radiusd —X
radtest student1l UPJS-SKB <IP.servera> 0 kckb.skb
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FreeRadius

" Je mozné napriklad:
= nastavit VLAN id podla skupiny

DEFAULT LDAP-Group == "students"”
Tunnel-Type = VLAN,
Tunnel-Medium-Type = IEEE-802,
Tunnel-Private-Group-Id = "20"

= nastavit denny limit

Max-Daily-Session := 10800
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FreeRadius

Je mozné napriklad:

= ulozit len hash hesla
Studentl Password.MD5 := 71f02ecf95elfbe5ab0ef7696b06ab62

= pouzit CHAP (challenge-response)

authorize {
chap

¥

authenticate {
chap

¥
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BCCL EAP-TTLS vo FreeRadius

eap {
default_eap_type = ttls

ttls {
default_eap type = pap
copy_request_to_tunnel = yes
use_tunneled_reply = yes

}

}

tls-config tls-common {
private_key file = /etc/ssl/private/server.key
certificate_file = /etc/ssl/certs/server.crt
ca_file = /etc/ssl/certs/ca.crt
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BCCL EAP-TTLS vo FreeRadius

= klient najprv overi serverovy certifikat RADIUS servera
= vytvori sa TLS tunel

= prebehne autentifikacia (typicky PAP)

= dovera stoji na spravnej retazi certifikacnych autorit a validacii certifikatu
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sxe Certifikacia FreeRadius servera

= vytvorenie/vybratie certifikacnej autority (CA)
= vygenerovanie CSR Ziadosti a vydanie/podpisanie certifikatu CA
= nastavenie konfiguracie RADIUS servera

= distribucia certifikatu CA na klienstké zariadenia

= Pri EAP-TLS je potrebné generovat certifikaty aj pre klientov
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eap {

O & EAP-TLS

= Pri EAP-TLS je potrebné generovat certifikaty aj pre klientov, tie overuje server

default_eap type =tls

tls-config tls-common {
private_key file = S{certdir}/server.key
certificate_file = S{certdir}/server.crt
ca_file = S{cadir}/ca.crt
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KERBEROS

= ticket-based autentifikacny protokol

= typicky pre prihlasenie k sluzbam a SSO vdoméne
overuje identitu pouzivatela alebo sluzby pomocou tiketov
protokol na bezpecnu autentifikaciu v sieti,
ktory pouziva tikety namiesto opakovaného posielania hesla

= Na rozdiel od RADIUSu neriesi len pristup do siete, ale aj pristupy do jednotlivych
sluzieb.
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= klient.&- '
A h y —— klientB
Certifikaty (I.) 1 rootca
— certs
mkdir -p {rootCA,subCA}/{db,certs} server klient{A,B} e S
mkdir -p -m 0700 {root,sub}CA/private ¥ i;;g:”‘he"
touch {root,sub}CA/db/index L serial
I_ -
openssl rand -hex 16 >"rootCA/db/serial" B Sewz:lvate
openssl rand -hex 16 >"subCA/db/serial" L— subca
echo 1001 >"rootCA/db/crinumber" o ;Erts
echo 1001 >"subCA/db/crinumber" — crlnumber
—— 1ndex
— serial
L private
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" @cks Certifikaty (I1.)

= \/lytvorenie CSR poziadavky na certifikat
= openssl req -new -config "rootCA.conf" -out "rootCA/ca.csr" -keyout "rootCA/private/ca.key"

= Samopodpisanie certifikatu autority
= openssl ca -selfsign -config "rootCA.conf" -in "rootCA/ca.csr" -out "rootCA/ca.crt" -extensions ca_ext

= \Vytvorenie poziavky na certifikat medzilahlej autority
= openssl req -new -config "subCA.conf" -out "subCA/ca.csr" -keyout "subCA/private/ca.key"

= Podpisanie certifikatu medzilahlej autority
= openssl ca -config "rootCA.conf" -in "subCA/ca.csr" -out "subCA/ca.crt" -extensions sub_ca_ext
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Certifikaty (I11.)

= \/lytvorenie poziadavky na certifikat servera
= openssl req -new -config "server.conf" -out "server/server.csr" -keyout "server/server.key"

= Podpisanie certifikatu medzilalhou autoritou
= openssl ca -config "subCA.conf" -in "server/server.csr" -out "server/server.crt" -extensions server_ext

= lytvorenie retaze certifikatov

cat "server/server.crt" {sub,root}CA/ca.crt |
sed -n '/-----BEGIN/,/-----END/{p}’ |
tee "server/chain.crt"
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Dakujeme za pozornost |

PAVLA JOZEFA SAFARIKA
V KOSICIACH
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