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Bezpecnost bezdrotovych
oo e sieti a prenosu

NextGenerationEU
= WLAN siete
— . = autentifikacné mechanizmy pre WDS
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Bezdrbtovy prenos

= Bezdrotove siete su zranitelnejsie ako kablové
kvoli verejnému prenosovému meédiu

= Hlavné bezpecnostné poziadavky:
dovernost, integrita, dostupnost, autenticita

= Bezdrotove signaly prenikaju cez steny a obmedzuju fyzicku kontrolu pristupu
= Standard IEEE 802.11 (Wi-Fi) je najroz&irenejéi bezdrdtovy standard
= WDS (Wireless Distribution System)
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IEEE Standard 802.11

= 1997 802.11 Legacy, 2.4 GHz, viacero kanalov

» 1999 802.11a, +5 GHz, max. 54 Mbit/s

= 2009 802.11n (WIFI 4), max. 600 Mbit/s, MIMO

= 2013 802.11ac (WIFI 5), max. 6933 Mbit/s

= 2021 802.11ax (WIFI 6), max. 9608 Mbit/s, WIFI 6E pridalo 6 GHz
= 2024 802.11be (WIFI 7), max. 23059 Mbit-s
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IEEE Standard 802.11

= CSMA/CA [carrier sense multiple access with collision avoidance]

* zmena oproti kdblovému /CD [collision detection]:
= koncové zariadenia nefunguju vo full-duplex rezime

= problém skrytého uzla (hidden station problem) — dve zariadenia pripojené k rovnakému
AP nemusia byt navzajom viditelné a teda nemo6zu detegovat koliziu

= zoslabenie signdlu (signal fading) — vzdialenost, odrazy od stien, rusenie, pohyby
= fyzicka modulacia

= FHSS (Frequency-hopping spread spectrum)

= DSSS (Direct-sequence spread spectrum)

= OFDM (Orthogonal frequency-division multiplexing)
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Bezdrbtovy prenos

= Ad Hoc network
" priame bezdrb6tové spojenie medzi zariadeniami

= Access point
" tento pristupovy bod standardne prepaja kablové a bezdrbtoveé siete
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Ramce bezdrotového prenosu

= ManaZment
" naviazanie spojenia medzi stanicou a pristupovym bodom
= Beacon (pravidelné zasielanie SSID), Probe Request, Probe Response
= Kontrola
pristup ku kanalu a potvrdzovanie
= RTS (Request to send)
= CTS (Clear to send)
= ACK (Acknowledgment)
= Data
" Udaje
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Ramce bezdrbétoveho prenosu

= Adresovanie
= 2-4 MAC adresy
" bity ToDS, FromDS urcujuce pouzitie pristupového bodu na oboch koncoch

= Zachytavanie ramcov
= karta musi byt v monitorovacom rezime
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Autentifikaché mechanizmy pre WDS

~ ® 1997 Wired Equivalent Privacy (WEP)
= RC4

= 2003 Wi-Fi Protected Access (WPA)
= RC4+TKIP (Temporal Key Integrity Protocol)

= 2004 Wi-Fi Protected Access Il (WPA2)
= AES-CCMP (128 bit)
= PSK / 802.1X Enterprise

= 2018 Wi-Fi Protected Access Il (WPA3)
= AES-GCM (192 bit)
= SAE (Simultaneous Authentication of Equals), Forward secrecy
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Utoky

= Evil Twin
" utoCnik vytvori falosny pristupovy bod s rovnakym SSID ako legitimna site
= silnejsi signdl, aby siet prildkala pouzivatelov
" utocnik odpocuva alebo manipuljuje vSetku komunikaciu
= ¢asté vo verejnych priestoroch: kaviarne, (Zelezni¢né/autobusové) stanice, hotely

= Man-in-the-Middle (MITM)
= ARP/DNS spoofing, falosnd WIFI
= odpocuvanie aj modifikacia dat v realnom case
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ramce Beacon

M wifipcapng - m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Wlan fc 48 5@ RBRes=F s5/EaaasH
iy b “ ‘wlan.fc.type_;ubtype ==8 |ﬂ '] +
No. Time Source Destination Protocol Lengtl Info ~
ty p e S u bty p e 1 6.600000 bé:fb:e4:bb:89:75 Broadcast 802.11 298 Beacon frame, SN=722, FN=@, Flags= ..C, BI=18®, S5ID="IoTnet"
F— 2 9.6008165 b6:fb:ed:bb:@9:75 Broadcast 8@82.11 298 Beacon frame, SN=1375, FN=8, Flags= BI=1@8, SSID="IoTnet"
3 9.843215 b6:fb:e4:9b:55:a4 Broadcast 802.11 299 Beacon frame, SN=37@9, FN=@, Flags= BI=10@,
— — 4 9.847328 b6:fb:e4:ab:55:a4 Broadcast 882.11 299 Beacon frame, SN=371@, FN=B, Flags= BI=1808,
P 6 B.867252 be:fb:e4:9b:@89:75 Broadcast 882.11 299 Beacon frame, SN=3193, FN=@, Flags=.. BI=108, v
< o ) | ) >
. B@@0 = Fragment number: @ ~ @ 92 af @@ 2a 9@ 22 92 19 B0 90 20 02 89 B0 38 *
2218 1181 8818 .... = Sequence number: 722 @@ o8 @@ ff ff ff ff ff ff b6 fb ed4 bb @9 75 b6
Frame check sequence: 8x@381348@ [unverified] b e4 bb 89 75 2 2d cc 3 e 7d @9 @6 20 @2 64
[FCS Status: Unverified] ikl i) 36 I il @7 57 G2 Gy
96 12 24 48 6C B3 @1 @1 32 @4 @c 18 30 6@ 87 86
[WLAN Flags: ........ €] 53 4b 20 @1 @d 14 23 82 @e @@ 46 85 T3 B @1 88
’ g . . v IEEE 8@2.11 Wireless Management B4 BS B4 BB 01 BB 6B 30 14 61 B0 BB 8F ac 04 Bl
I f . Vv Fixed parameters (12 bytes) @0 @0 O ac 94 ©1 @0 @0 ©f ac ©2 @0 00 2a 01 e4
n OrlllaC|e O Sle I. Timestamp: 6637829948172 2d 1a ac @1 17 ff ff @0 00 00 @0 6@ @0 00 00 0@
Beacon Interval: @,1082488 [Seconds] @0 66 B0 00 B0 00 00 00 ©0 00 00 B8 3d 16 @1 ©8
Capabilities Information: @x1411 @5 e @o oo oo oo @2 o2 60 60 @0 oo @0 oo oo oe
- v Tagged parameters (243 bytes) @0 62 @0 B0 7f B3 @1 @@ OS5 G0 00 0 @B A8 dd 18
SSI D Tag: SSID parameter set: "IoTnet™ 20 50 f2 02 @1 01 00 0@ 03 al 00 60 27 a4 00 90 -p-
& P 42 43 Se @@ 62 32 2f @@ @b @5 @1 8@ 57 12 7a 28 BCA-b2/-
Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 9, 18, 36, 54, [Mbit/sec] ol 88 dd 87 @0 ©c 43 63 ©0 86 08 dd 39 80 15 6d  -- -C
Vs 7 . Tag: DS Parameter set: Current Channel: 1 P8 Bl @1 99 B1 B2 20 ec 81 @6 ba fb =4 8h B9 74 -c = = oo
|| Od Orova ne r Ch IOStI Tag: Extended Supported Rates 6, 12, 24, 43, [Mbit/sec] 89 24 65 33 64 38 34 37 63 64 2d 34 33 39 39 2d -$e3de47 cd-
p p y Tag: Country Infermaticn: Country Code SK, Environment ALl 34 34 34 35 2d 61 63 39 62 2d 39 37 33 3@ 39 34  4445-3c9 b-9
Tag: TPC Report Transmit Power: 14 dBm 64 66 30 30 38 61 00 34 @1 03 dfeasa 4
.o y4 Tag: RM Enabled Capabilities (5 octets)
| kraJ I na (d Ostu p n e Tag: Traffic Indicaticn Map (TIM): DTIM @ of 1 bitmap
Tag: RSN Information
y4 7 Tag: ERP Information
ka n a Iy Vy ko n ) Tag: HT Capabilities
) Tag: HT Operation
Tag: Extended Capabilities (8 octets)
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: QBSS Load Element 882.11e CCA Version
Tag: Power Constraint: @
Tag: Vendoer Specific: MediaTek Inc v
z e Neemde e _rEi_ . aax_.. 5 = 5
o7 Tag (wlan.tag), 8 byte(s) Packets: 45 . Displayed: 40 (88.9%) Profile: Default
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= DS status (From/To
= adresy

ramce |

M wifi-hodina.pcapng — [m| X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
A w.:E® R &= EEaaqaEH
(M |wlan.addr == 00:1d:7e:f0:9a:a3 |m b | '] +
Mao. Time Source Destination Protocol Lengtl Info "
202524 3275.986333  Ciscolinksys_f@:9a:.. Broadcast 892.11 188 Beacon frame, SN=798, FN=@, Flags=........ C, BI=188, 55ID="ops.wep"
202525 3276.888834  Ciscolinksys_f®@:9a:.. Broadcast 802.11 18@ Beacon frame, SN=799, FN=8, Flags=........ C, BI=18@, S55ID="ops.wep”
282526 3276.810224 Intel b6:88:5@ Broadcast 882.11 387 Data, SN=234, FN=2, Flags=.p..... TC o
282527 3276.8184665 Intel bG:88:50 Broadcast 8@2.11 387 Data, SN=234, FN=8, Flags=.p..R..TC W
£ >
B888 .... = Subtype: @ ~

v Flags: 8x4l

...... 81 = DS status: Frame from STA to DS via an AP (Te DS: 1 From DS: @) (@

=
0

More Fragments: This is the last fragment
. Retry: Frame is not being retransmitted
..@ .... = PWR MGT: STA will stay up
More Data: No data buffered
e Protected flag: Data is protected
@... .... = +HTC/Order flag: Net strictly ordered

.00 @oe@ @811 @8@@ = Duration: 48 microseconds

~ Receiver address: Ciscolinksys_f@:9a:a3 (@@:1d:7e:f@:9a:a3)

® .
1

no
-
0o

..8. = LG bit: Globally unique address (factory default) c8 22 e4 23 96 ac @9 5a BF da 47 Se Sb

veer waa® Liil sies wee.e ... = 16 bit: Individual address (unicast) be 8f 28 68 76 4d 46 9f de 9c 1f 25 38

¥ Transmitter address: Intel_bé 5@ (1c:99:57:b6:8@:5@) 58 48 1c 88 d7 b 52 95 b2 74 as 3a @c
..8. . e e . = LG bit: Globally unique address (factery default) 4e 73 15 49 @a 3c 34 3c a2 43 6a c3 lc

veer waa® Liul wius wee. ..., = 16 bit: Individual address (unicast) d8 a2 a5 92 ae @c 86 19 75 63 b9 b 54

¥ Destination address: Broadcast (ff:ff:ff:ff:ff:FF) 1c 9b 82 f5 41 3a 9b 48 &d b3 b9 ad 4d
ol oaeel oie. ... .... = LG bit: Locally administered address (this is NOT 69 bb a8 19 8@ 1d 23 d3 75 a3 e@ ad 4e

[ = IG bit: Group address (multicast/broadcast) dl ed 13 £5 £7 37 e3 2d ca 42 al ba 79

¥ Source address: Intel b6:8@:58 (1c:99:57:b6:8@:58)

@@ 23 @0 80 G2 58 00 02 08 BA BB 8B B3
@8 1d 7e f@ 9a a3 1c 99 57 b6 88 58 ff
ff ff a8 @e 66 4c &F @@ 61 b2 35 bc @8
39 d5 86 2e 28 fe 4d a6 83 2c 68 68 fc
49 81 24 97 49 f1 44 25 7d 46 f5 da b2
c9 fc 79 31 9d @6 e8 3b ea 95 c8 71 fe
45 b2 de b5 4b 74 5T 77 48 ec ab ad a8
73 ee a@ 9c Bb 7b f5 53 8c 35 dd 48 e2
c2 a9 e6 a3 53 dc 44 dé@ a5 3e 1f be 9c
8e f5 c9 63 c4 2a 3d da 3T 79 ae e7 Ba
4a 83 95 d8 6@ 3d @8 93 af 81 e7 5 6a
98 e3 58 12 f3 98 46 14 5e 9@ 93 a9 e9
be d7 18 35 de 5c 66 5d 17 d4 47 3T fd

28 B84 79 2c ¢ 6@ d3 aa 2e 7 69 a4 ce
gb 8f 62 3c Bc 6@ 92 17 fd 73 d4 45 81

..8. . LG bit: Globally unique address (factory default) 8 bl 81 fe 88 cf 42 0 d4 4d 59 81 B¢
v oeea® Liu. i wus. ww.. = 16 bit: Individual address (unicast)
~ BS5 Id: Ciscolinksys_f@:9a:a3 (@@:1ld:7e:f@:9a:a3)
weB. siit wies wews wa.. = LG bit: Globally unique address (factory default)
veer wea® iiis wiws wee. ..., = 16 bit: Individual address (unicast)
v STA address: Intel b6:88:58 (1c:99:57:b6:8@:58)
weB. siit wies wews we.. = LG bit: Globally unique address (factory default)
e® iiis wies wews ... = 1G bit: Individual address (unicast)
sess wees ..., BBBB = Fragment number: @
@000 111@ 181@ .... = Seduence number: 234 h
< > < >

0 7 Data-frame DS-traversal status (wlan.fc.ds), 2 bit(s)

Packets: 202632 - Displayed: 74119 (36.6%) - Marked: 1 (0.0%) || Profile: Default
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" piconet

Bluetooth

= Ad hoc network

= 8 stations — primary+secondaries,

additional parked stations

" one-to-one/many

Applications/Profiles
Other Service
. [LC RFcomm | Telephony | i, overy | o)
R Logical link control adaptation protocol
Link manager
Baseband
Physical radio

Application
}1ayer
}Middleware

layer
Data

~link
) layer

}Physical
layer

" scatternet

wikimedia

" secondary funguje ako primary v dalSom piconet-e
= 2.4 GHz, 1 Mbit/s (v1.2-2003) — 2.1 Mbit/s (v6.0-2024)
= LowEnergy: 1 Mbit/s (v4.0-2009) — 3.0 Mbit/s (v6.0-2024)
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WERZITy
o A
P

biigon Sy

D &= NFC (Near-field communication)

" 1983 RFID e~ [ e
3 Tag Types Type 1 Tag P Type 2 Tag Type 4 Tag Type 3 Tag
(radio-frequency "7 7 — - — o e e N
identification technology) RS e R e wgone | O e e
I (Infineon) |
I |
" 13.56 MHz e I _______ j ________ \"__"";;,:.:;;;p;;f"+:"_4' _____________
DI KT Pl AR S R i B i
X ) Protocol p::&":; : '::,Fg::l ‘,',',';Z','E.ﬁ'.' IS0 14443 : 150 14443 i (Peel;l-::eer)
= pasivne/aktivne T T Trer e F St R
: . oicn [N 150 14843 3 150 a0 ojpes | S ivs
zariadenie e TR PO ey 2t I S -
RF 1S0 14443 A-2 / 1SO 18092 : 180 19943 | 150 18092
" kodovanie Manchester, .. s ETRITERE— T
o o . I |
Modified Miller e b e

NFC Forum specification
Vendor specific

International standard

wikimedia
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Mobilné siete

= 1G (1980) — analog (NMT v Eurdpe), 824-894 MHz (800-MHz band)

" 2G (1990) — digital, 890-960 MHz
= Global System for Mobile Communication,
= GPRS/EDGE 400 Kbit/s

= 3G (1999) — zvuk + data, v Eurépe 900/1800 MHz, UMTS/WCDMA 28 Mbit/s
= 3.5G — HSPA/HSPA+, 42 Mbit/s

= 4G (2008) — LTE (Long Term Evolution), download 1 Gbit/s, upload 500 Mbit/s
=" 5G (2019) — NR (New Radio), download 20 Gbit/s, upload 10 Gbit/s
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%, .

WERZITY
o %)

Mobilné siete

4G 5G

I
cdma2000 1X : cdma2000
TlA/E!fI‘ 15-2000 : 1 XEV— DV

= Standardy pre mobilné siete
! cdma2000
cdmaOne 1X advanced
3G P Pz ?’A/'EIA 15-95

Familyi

AMPS ED-AMPS

AM PS TIA/EIA IS-3  TIA/EIA 1S-54 TIA/EIA I5-136

REV.A' REV.B "REMC REV.D'

'
REV.0 REV.A REV.B

cdma2000 1xEV-DO

TIA/EIA 15-856

Family -~ i
i i
' 802.16 802.16e 802.16m
N-AMPS W M 1 Fixed WiMax /M’obife WiMax 802 16'2017
Proposed by Motorola I 'ax :. . |
: Family ! . @
i ——_ ; 802.16t
NMT GSM GPRS EDGE . ]
Family : LTE-Advanced !
! I Rel?ase 10 !
; HSDPA HSPA+ ! NR
f | Release 5 Release 7 L Release 15 :
i | 1 | -
wikimedia | i ! . Bt
i UMTS HSUPA LTE | LTE-Advanced Pro |5G-Advanced
| Release 99 Release 6 Release 8 : Release 13 : elease 18
H | ! | ! 1 ! L
' 82 84 8 8 | 9 94 9 9 | 02 04 06 08 | 12 14 16 18 | 22
1980 1990 2000 2010 2020
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= Low Earth Orbit (LEO):

Satelitné siete

= 200 - 2.000 km (nad povrchom Zeme)

= Starlink

= Medium Earth Orbit (MEO):

= 8.000 —20.000 km
= GPS

= Geostationary Orbit (GEO):
= 35.786 km
=TV
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Dakujeme za pozornost |

PAVLA JOZEFA SAFARIKA
V KOSICIACH
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