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Bezpednost prenosu udajov
na spojovej urovni
komunikachého modelu

* riadenie udajovych tokov v lokdlnych sietach
" prepinanie

= STP

" virtualizacia

= MACsec

" multiprotokolové prepinanie

= VLAN



= Open Systems Interconnection

" abstraktny komunikacny model

» funkéne rozdeluje sietové protokoly do 7

vrstiev

= fyzicka vrstva
= kdbel/optické vlakno
= prenos bitov, modulacia
= opakovac (repeater)
" prepojenie segmentov
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OS| Model

Vrstvy stroja

Vrstvy média

PLAN [OBNOVY

A

data

Data

Data

Data

Segmenty

Pakety

< Ramce

Bity

.
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vrstva

Aplika¢na
sietovy proces aplikacii

Prezentacna
reprezentacia dat
a kryptovanie

Relacna
komunikacia
medzi strojmi

Transportna
End-to-end spojenia
a spolahlivost’

Sietova
uréovanie cesty a
logické adresovanie (IP)

Spojova
fyzické adresovanie
(MAC a LLC)

Fyzicka
médium, signal,
binarny prenos
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Spojova uroven

» zabezpecuje spolahlivost prenosu Udajov medzi susednymi uzlami siete
= postupnost bitov (bajtov) s definovanym zaciatkom a koncom ramec (frame)

= kontrola chyb, moznosti potvrdzovania, riadenie pristupu pre viacero pouzivatelov spoja,
riadenie toku dat (flow controll) — proti zahlteniu

" jednoznacna identifikacia — fyzické adresy (MAC medium access control), identifikacia
virtualneho okruhu
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Spojova uroven

= znakoveé (bajtové) prenosy
= DLE STX data DLE ETX (byte stuffing, escape char DLE)

" bitovo orientované prenosy
" FLAG data FLAG (bit stuffing)

= detekcia chyb — kontrola parity resp. zvysky po deleni cyklickych polynédmov (CRC — cyclic
redundancy check)

= v ramci bezdrotovych sieti LLC poskytuje aj riadenie toku
= potvrdzovanie, opakované vysielanie

wikimedia
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Spojova uroven

= High-Level Data Link Control (HDLC)
" bitovo orientovany protokol, 2 aj viac bodové spojenie

" Point to Point Protocol (dial-up, dsl)
" bajtové (oktetové) prenosy — ESC oktet 01111101
* moznost autentifikacie
= Password Authentication Protocol (PAP)
= Challenge Handshake Authentication Protocol (CHAP)

= Layer 2 Tunneling Protocol (L2TP)
" pre virtualne siete
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Spojova uroven

. Standard IEEE 802 (Institute of Electrical and Electronics Engineers)
= 802.2 LLC Logical link control
= 802.3 Ethernet
Token Ring
= 802.11 Wi-Fi
= 802.15 Wireless PAN
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Ethernetovy ramec 802.3

~ = Standardne 64-1518 bajtov, z toho 18 bajtova hlavicka

= 7 bajtov preambula (striedavo 0 a 1)

" 1 bajt zacCiatok ramca (start frame deliminiter)

" 6 bajtov cielova adresa

» 6 bajtova zdrojova adresa (Spec. bity — unicast/multicast, global unique/local)
= 2 bajty dizka

= X bajtov Udaje (+ pripadny padding)

= 4 bajty kontrolny sucet (crc)
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Ethernetovy ramec

£ *Ethemnet 2 O *
File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

CERC XRE QRes=F o= Eaaan
|| | eth.addr.oui & 0x010000 [X] | +

sy
Mo, Time HW Sre HW Dst Source Destination Protocol  Length  Info ™

54 1.688205 Cisco_@b:938:61 Broadcast Cisco @b:98:61  Broadcast ARP 6@ Who has 158.197.31.2867 Tell 158.197.31.1 W

Frame 54: 68 bytes on wire (488 bits), &8 bytes captured (488 bits) on interface \Device\NPF_{3C@1CC@5-791D-4D2C-BCB6-53B35BFE1S597}, id @
% Ethernet II, Src: Cisco @b:98:61 (78:bc:1a:8b:98:61), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

¥ Destination: Broadcast (ff:ff:ff:ff:ff:fF)

Address: Broadcast (ff:ff:ff:ff:ff:FF)
R = LG bit: Locally administered address (this is NOT the factory default)
wees wwsl wiue wes wews .... = 16 bit: Group address (multicast/broadcast)
¥ Spurce: Cisco @b:98:61 (78:bc:la:®b:98:61)
Address: Cisco_@8b:98:61 (78:bc:la:@b:93:61)
I - P = LG bit: Glebally unique address (factory default)
P - I = IG bit: Indiwvidual address (unicast)
Type: ARP (@x8886)
Padding: @ g e

Address Resolution Protocol (request)
gepe ff ff ff ff ff £ 78 bc 1a @b 98 61 RS 69 B1  ----=- X ---a'-- M
G812 @85 o9 @5 B4 @8 Bl V8 bc 1a Bb 98 61 9 c5 1f 8L - L R
0B20 89 BB B8 BB B2 BB 9e¢ c5 1f c3 B0 B2 B0 B8 BB BB - e
PE30 PG 00 PO 0O 0D PO B0 B PO 00 BB B .. --- .- v

O 7 Type (eth.type), 2byte(s)

|| Packets: 160195 - Displayed: 23173 (14.5%)
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Ethernetovy ramec — zmena MAC

Intel(R) 82579LM Gigabit Metwork Connection — vlastnosti

Podrobnosti
Véeobecne

Pre terto sietovy adaptér si k dispozici nasledovné vlastnosti.
Kliknite vlavo na viastnost', ktonl cheete zmenit’, & potom vpravo

vyberte jgj hodnotu.
Vastnost"

Udalosti
Spresnenie

Sprava napajania
Owvladac

Hodnota:

Adaptive Inter-Frame Spacing
ARP Cffload

Bez popisu

Flow Control

Gigabit Master Slave Mode
Intemupt Moderation

Intermupt Moderation Rate
|Pvd Checksum Offload
Jumbo Packet

Large Send Offload V2 (IPvd)
Large Send Offload V2 (IPvE
Locally Administered Address
Log Link State Event

M5 Offload

~

® | 123456 7850AH

() dadna
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Jumbo ramce

A ~Ethernet 2 - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

" pakety vyssich wis R eesETisasan

[ [ip.addr == 158.197.16.80 [X] -]+

2 M 4 No. Time HW Src HW Dst Saurce Destination Protocol  Length  Info ~
Vrst I ev | I I u S I a yt 13584 992.178311 12:34:56:78:98:ab Cisco_8b:98:61 158.197.31.120 158.197.16.80 ICMP 1514 Echo (ping) request id=8x@@el, seq=17/4352, ttl=128 (reply in..
13585 992.1708958 Cisco_8b:98:61 12:34:56:78:9@:ab 158.197.16.88 158.197.31.120 ICMP 1514 Echo (ping) reply id=ex@eel, seq=17/4352, ttl=62 (request i..
ya 13613 995.482673 12:34:56:78:9@8:ab Cisco_8b:98:61 158.197.31.120 158.197.16.8@8 IPv4 1514 Fragmented IP protocel (proto=ICMP 1, off=8, ID=72d4) [Reassem.
13614 995.482674 12:34:56:78:98:ab Cisco_8b:98:61 158.197.31.120 158.197.16.80 IcMP 35 Echo (ping) request 1id=8x@@el, seq=18/46@8, ttl=128 (reply in..

rOZd e I e n e d O 13615 995.433477 Cisco_@8b:98:61 12:34:56:78:9@:ab 158.197.16.88 158.197.31.1286  IPv4 1514 Fragmented IP protocel (proto=ICMP 1, off=8, ID=51da) [Reassem. w

Frame 13614: 35 bytes on wire (288 bits), 35 bytes captured (288 bits) on interface \Device\NPF_{9C81CC@5-791D-4D2C-BC@6-53B35BFEL597}, id @

° 4 4 ~ Ethernet II, Src: 12:34:56:78:9@:ab (12:34:56:78:9@:ab), Dst: Cisco @b:98:61 (78:bc:la:8b:98:61)
VI a Ce ryC ra I I lCOV “ Destination: Cisco_8b:98:61 (78:bc:la:@b:98:61)

Address: Cisco_@b:98:61 (78:bc:13:@b:98:61)

R LG bit: Globally unique address (factory default)
.. B fr e IG bit: Individual address (unicast)

v Source: 12:34:56:78:9@8:ab (12:34:56:78:98:ab)
Address: 12:34:56:78:9@:ab (12:34:56:73:98:ab)
cews w2l wais wuws wee. s = LG bit: Locally administered address (this is NOT the factory default)

ceee 2e.B L. ... ... .... = IG bit: Individual address (unicast)
Type: IPvd (@x0380)
~ Internet Protocol Version 4, Src: 158.197.31.120, Dst: 158.197.16.88
21ee .... = Version: 4
@181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: (5@, ECN: Not-ECT)
Total Length: 21
Identification: @x72d4 (29396)
Flags: @x@8bd
i...B 9191 1186 1668 = Fragment offset: 1480
Time to live: 128
Protocol: ICMP (1)
Header checksum: @x@e@® [validation disabled]
[Header checksum status: Unverified]
Source: 158.197.31.12@
Destination: 158.197.16.80
[2 IPv4 Fragments (1431 bytes): #13613(148@), #13614(1)]
Internet Control Message Protocol

©or 78 be 1a @b 98 61 12 34 56 78 90 ab @8 60 45 88 X - - -
2010 90 15 72 da [T 80 @1 @@ 00 9= c5 If 78 92 ¢5  --
10 50 61

Frame (35 bytes) Reassembled IPv4 (1481 bytes)

O it Fragment offset (13 bits) (ip.frag_offset), 2 byte(s) Packets: 17075 - Displayed: 34 (0.2%) Profile: Default
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Jumbo ramce

Intel(R) 82579LM Gigabit Metwork Connection — vlastnosti

Podrobnosti
Véeobecné

Lidalosti
Spresnenie

Pre terto sietovy adaptér su k dispozicii nasledovné viastnosti.
Klikknite wlavo na vlastnost', ktond cheete zmenit’, a potom vpravao

vyberte jej hodnotu.
Wastnost"

Hodnota:

Sprava napajania
Ovladaé

Adaptive Inter-Frame Spacing
ARP Cffload

Bez popisu

Flow Contral

Gigabt Master Slave Mode
Intemupt Maderation

Intermupt Moderation Rate
|Pv4 Checksum Offload
Large Send Offload V2 {IPvd)
Large Send Cffload W2 (IPvE)
Locally Administered Address
Log Link State Event

NS Offload

L)

9014 Bytes

4038 Bytes

Digabled
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Jumbo ramce

.d Capturing from Ethernet 2

- [m] >
File Edit View Go Capture Analyze Statistics  Telephony Wireless Tools Help
ma® RE ReaEF 5= aaqB
[ in.addr == 158.197.8.8 = -]+
Mo. Time HW Src HW Dst Source Destination Protocol  Length  Info
18 1.647365 12:34:56:78:98:ab Cisco_@8b:98:61 158.197.31.120 158.197.8.8 ICMP 9814 Echo (ping) request id=8w@8@1, seq=31/7936, tt1=128 (no respons..
[ 72 5.934786  12:34:56:78:98:ab Cisco_0b:98:61 158.197.31.126 158.197.8.8 IPva4 9810 Fragmented IP protocol (proto=ICMP 1, off=8, ID=8bfe) [Reassembl..
73 5.934788 12:34:56:78:98:ab Cisco_0b:98:61 158.197.31.120 158.197.8.8 ICMP 39 Echo (ping) request id=8x@80l, seq=32/8192, ttl=128 (no respons..
Frame 72: 981@ bytes on wire (7288@ bits), 9018 bytes captured (72888 bits) on interface \Device\NPF_{9C@1CC85-791D-4D2C-BC@6-53B35BFEL1597}, id @
v Ethernet II, Src: 12:34:56:78:98:ab (12:34:56:78:98:ab), Dst: Cisco_8b:98:61 (78:bc:la:Bb:98:61)
¥ Destination: Cisco_®b:98:61 (78:bc:la:8b:98:61)
Address: Cisco_@8b:98:61 (78:bc:la:@b:98:61)
LB, ... sie. ee.. .... = LG bit: Globally unique address (factoery default)
weB iis wevs wees w... = IG bit: Individual address (unicast)
¥ Source: 12:34:56:78:9@:ab (12:34:56:78:9@:ab)
Address: 12:34:56:78:9@:ab (12:34:56:73:9@:ab)
wele iis wess wees wu.. = LG bit: Locally administered address (this is NOT the factery default)
we wea® iis wess waes ... = IG bit: Individual address (unicast)
Type: IPv4 (@x@se8)
v Internet Protocol Version 4, Src: 158.197.31.12@, Dst: 158.197.8.8
@1ee .... = Version: 4
. Blel = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: (S8, ECN: Not-ECT)
Total Length: 8996
Identification: @xebfe (3878)
Flags: @x2@8@, More fragments
...0 2@02 9008 @008 = Fragment offset: @
Time to live: 128
Protocol: ICMP (1)
Header checksum: @x@eee [validation disabled]
[Header checksum status: Unverified]
Source: 158.197.31.128
Destination: 158.197.8.8
Reassembled IPv4 in frame: 73
Data (8976 bytes)
Ga16 33 24 @b fe MY 86 61 @8 60 9e c5 1f 78 Oe c5  Ho. Q- - Ko -
B8 B8 @3 @@ ab f4 8@ @1 80 20 61 62 63 64 65 66 abecde
a 67 68 69 Ga 6b 6c Bd Be &F 78 71 72 73 74 75 76 ghijklmn opqgrstuv W
O i Flags (3 bits) (ip.flags), 2 byte(s) H Packets: 832 - Displayed: 3 (0.4%%) || Profile: Default
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Kolizne domeény

e Carrier-sense multiple access with collision detection (CSMA/CD)

{

| Assemble a frame |

!

| Attempt -— 1 |

No
e Attempt++ [—< wait>0? »<+—| wait one slot time
: Yes

<Is some other station transmitting? T

$ i Yes

Transmit 1st bit wait--
of the frame

Y
I—a>< Collision detected? >Ll> < Attempt > maxAttempt >£{> wait <—— rand(16)

Al =
£ No Transmission finished? >
\ Yes
J] Yes
C Transmission successful ) C no transmission possible )
wikimedia
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rozbocovac (hub) — viacportovy

opakovac na spojovej urovni

Rozbocovac, Most, Prepinac

most (bridge) - odddeluje kolizne e T et
domény Bridge entity MAC entity
pocuva a presmeruje, ak je urcené |
BRIDGE
druhej sieti - smerovacia tabulka 2 - i S
1 PHY 1 PHY 1 PHY 2 PHY 2

metody:
store and forward e -
cut through
fragment free
adaptive switching
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* @kcKB

Prepinac
‘= prepinac (switch) : M\\\\\lllllllllIIIHHHHIHI’IIIIIII
= full-duplex komunikacia . e 'mrrﬂnrﬂnd_ (\nmwr
= viacportovy most al A\ 1)//8) . J/ LCC( \(.(( \:"f
. E;erf)maaa tabulka (MAC- 1 /‘\bﬁﬂwwé—f(%z

" problém zacyklenia rieSi STP

= V pripade zaplenia tabula sa
prepne na rozbocovac
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Root?ﬂdge

wikimedia
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STP protokol (I.)

Spanning Tree Protocol — hladanie kostsry

PLAN [OBNOVY

v

Root bridge

v
DPEI[P

RP
12
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STP protokol (l1.)

= BPDU (Bridge Protocol Data Unit) multicastové ramce (MAC 01:80:C2:00:00:00)
pre komunikaciu medzi prepinacmi na najdenie kostry siete

" kazdé 2 sekundy sa posiela: Stav portu Popis
= |D korenového prepl'naéa (8 B) Disabled | Konfiguruje ramce; neuci sa nove adresy; neprijma a nespracovava BPDU.

Blocking Konfiguruje ramce; neuci sa nové adresy; prijima a spracovava BPDU

= cena cesty ku korenu (4 B)
= D prepinaca (8 B)
= |[D portu (2 B)

Listening Konfiguruje ramce; neuéi sa nové adresy; prijima, spracovava a prenasa BPDU.
Learning Konfiguruje ramce; uci sa nove adresy; prijima, spracovava a prenasa BPDU.

Forwarding | Vedie ramce dalej, uéi sa nové adresy; prijima, spracovava a prenasa BPDU.

wikipedia
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VLAN

= yytvaranie virtudlnych LAN (broadcastové domény) e
= statické vytvorenie VLAN broadcastovych domén ﬁ
= dynamické vytvaranie na zaklade prijatych znaciek AB—H

= podla portov prepinaca \_ﬁ__-? |
* podla MAC adries A
= podla protokolov iﬁ

IEEE 802.1Q — tagované VLAN
= \VLAN hopping

wikimedia
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gxa MacSEC

" IEEE 802.1AE MACsec ip link add link dev macsec® type macsec
= MAC Security Entities ip macsec add macsec® tx sa @ pn 1 on key 01
12345678901234567890123456789012
|
plaCoeciteyiagreement ip macsec add macsecO rx address AA:BB:CC:DD:EE:FF port 1
ip link set dev macsec@ up

= Sifrovanie a integrita
= gqutentifikacia
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multiprotokolove prepinanie

Multi Protocol Label Switching
= k paketu sa prida (label)

= dokaze prenasat rozne typy sietovych protokolov (IP, Ethernet,
ATM, Frame Relay) v ramci jednej MPLS infrastruktury, co
zjednodusuje sietové operacie

= 2.5-ta vrstva OSI modelu
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LLDP

Link Layer Discovery Protocol (LLDP)
= |[EEE 802.1AB

* umoznuje sietovym zariadeniam oznamovat svoje schopnosti, identitu a konfiguraciu
priamo pripojenym susedom v sieti LAN

% Ethernet II, Src: 12:34:56:78:98:ab (12:34:56:78:98:ab), Dst: LLDP Multicast (©1:86:c2:008:80:8e)

% Destination: LLDP Multicast (@1:88:c2:8@:80:8e)
Address: LLDP_Multicast (@1:88:c2:88:808:8e)
cewe weBe iiie weis wuww w... = LG bit: Globally unique address (factory default)
....... 1 ivvs wues wuuw wew. = 16 bit: Group address (multicast/broadcast)

¥ Spurce: 12:34:56:78:98:ab (12:34:56:78:98:ab)
Address: 12:34:56:78:98:ab (12:34:56:78:98:ab)
caess sale wues waws saas wa.. = LG bit: Locally administered address (this is NOT the factory default)
....... B iiis s wwas wa.. = 16 bit: Individual address (unicast)

{Type: 8@2.1 Link Layer Discovery Protocol (LLDP) (@x88cc)
Link Layer Discovery Protocol

pEEE @1 30 c2 @@ @@ @c 12 34 56 78 90 ab G @2 @7 0 e 4 Vx- . P
@4 12 34 56 78 98 ab @4 @7 @83 12 34 56 78 98 ab LAY LAY
@5 82 Ae 11 fe @9 @@ 12 of &1 83 40 81 40 M@ fe
]
C}' i Type (eth.type), 2 byte(s) Packets: 20763  Displayed: 1 (0.0%) Profile: Default
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VLAN (1)

= Virtual Local Area Network

= Oddelenie sieti bez potreby pouzitia L3 zariadenia (Smerovac, MLS)
= Oddelenie datovych tokov do konkrétnych rozhrani (data, hlas, IPTV)
= |dentifikovana Cislom (VLAN ID) z rozsahu 1 - 4096
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= Datova

= Nativna

=" Predvolena (defaultna)
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Typy VLAN

= Hlasova (voice)
= Menezment

= Parkovacia (blackhole)
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%

GWERZTA

* Prenos dat (internetovy pristup)

NextGenerationEU

Datova VLAN
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Nativha VLAN

= Prendsa neznackované data
= Predvolené VLANID =1
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Predvolena VLAN

= Nakonfigurovana v kazdom prepinaci od vyroby

= Zabezpecuje zakladnu cCinnost prepinaca, ak ho nevieme/nemézeme
konfigurovat

= Predvolené VLAN ID =1
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Hlasova VLAN

" Pouzitie pri nasadeni VolP
= Potrebné dodrzat isté parametre siete (priepustnost, oneskorenie)
= Nutné oddelit od ostatnych (bezpecnost)
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Menezment VLAN

= S|Uzi na spravu (lokalnu alebo vzdialenu) prepinacov pri realizacii
VLAN

= Nutné oddelit (bezpecnost)
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Parkovacia VLAN

= S|Uzi na umiestnenie nepouzitych rozhrani prepinaca
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Rozsahy VLAN

= Standardny
= VLAN 1 -1005
= VLAN 1 a VLAN 1001 — 1005 maiju Specialny ucel

= RozSireny
= \VLAN 1006 — VLAN 4096
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Typy rozhrani vo VLAN

= Access
" pripojenie koncovych zariadeni
" pripojenie smerovaca (dnes sa nepouziva)
" prenasa informacie len z 1 konkrétnej VLAN

" Trunk
" pripojenie viacerych vlanov
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= Access
= Trunk
= Hybrid
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Access rozhrania

" Pripojenie koncovych zariadeni

" Pripojenie smerovaca
" Legacy inter-vlan Routing (dnes sa nepouziva)

" Prenasa informacie len z 1 konkrétnej VLAN
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Trunk rozhrania

" Pripojenie dalsieho prepinaca
" Pripojenie dalsieho smerovaca
= Router on a Stick

" Prenasa informacie z viacerych prip. vsSetkych VLAN
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Aktivita — MikroTik a VLAN

" Pracovny list Cislo 3

= v tomto pracovnom liste vyuzijete vedomosti z konfiguracie VPN protokolu PPTP
(klient-server) a L2TP (klient-server) z predoslych aktivit.

= taktiez vyuzijete teoretické vedomosti z témy VPN.

= pracovny list sa sklada z miesta pre zakreslenie sietovej topoldgie, postupu pre
generovanie a export certifikatov, postupu pre konfiguraciu VPN servera, postupu
pre instalaciu OpenVPN klienta, editaciu a nacitanie konfiguracného suboru
a postupu pre overenie fungovania konfiguracie.
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Dakujeme za pozornost |

PAVLA JOZEFA SAFARIKA
V KOSICIACH
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