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SUN TZU
(1L

»Ak poznas nepriatela

i seba samého, nebudes porazeny.
Ak nepoznas nepriatela, ale
poznas sam seba, mas 50% sancu
na vitazstvo. Ak nepoznds sam
seba, ani nepriatela, prehras.”

-Sun Tzu

Zdroj: Zdroj: https://www.amazon.com/The-Art-of-War-Sun-Tzu-audiobook/dp/B01MQSRAMM/
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Hackeri utocili na slovenského Recently Discovered 'EwDoor' Botnet

poskytovatela internetu. Najvacsim DDoS Targets US AT&T Devices

utokom v historii s , A ) '
Researchers Who Accessed Control Center Say at Least 5,700 Edge Devices Linked

Zdroj: iStockphoto

Security News This Week: The Biggest
DDoS Attack in History Hit Russian Tech
Giant Yandex

Plus: A TrickBot hacker arrest, a Fortinet VPN password leak, and more of the s
week's top security news. vike Mozart

Zdroj: https://www.wired.com/story/yandex-ddos-fortinet-passwords-security-news/, https://www.govinfosecurity.com/recently-discovered-ewdoor-botnet-targets-us-att-
devices-a-18032, https://zive.aktuality.sk/clanok/152131/hackeri-utocia-na-slovenskeho-poskytovatela-internetu-najvacsim-ddos-utokom-v-historii/
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" Gkeke Sietova bezpecnost (II.)

= Sietova bezpecnost
= subor noriem s odporucaniami pre implementaciu opatreni, ktoré sa vztahuju k bezpecnosti
sieti (vnutornej ochrany a ochrany perimetra).

= Bezpecnost sietovej infrastruktury
» stupen zabezpecenia digitdlneho prenosového prostredia zabezpecujuceho dovernost a
neporusenost komunikacie.



ISO/IEC 27033

normy obsahujuce podrobny
navod na implementaciu
bezpecnostnych
mechanizmov uvedenych v
norme ISO/IEC 27002.

tykaju sa bezpecnosti
zariadeni  pripojenych do
siete, sietovych sluzieb,

uzivatelov pristupujucich do
siete, informacii prenasanych
po sieti a tiez spravy tychto
bezpecnostnych opatreni.

Sietova bezpecnost (lll.)

Part 1

...........................................

Guidelines for Network
Security ;

Part 2 :
Guidelines for the Design and +
Implementation of Network Part 3
Security
""""" * Reference Network Scenarios-
. Risks, Design, Techniques and
i N Control Issues
Part 4 Part 5 Part 6 Part 7
Securing Securing Securing Securing
Communications Communications Communications Communications
between Networks across Networks across Networks across Networks
using Security using Virtual Private using IP using Wireless
Gateways - Risks, Networks (VPNs)- Convergence- and Radio- Risks,
Design Techniques Risks, Design Risks, Design Design
and Control Issues Techniques and Techniques and Techniques and
Control Issues Control Issues Control Issues

Zdroj: ISO/IEC 27033-1:2011
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= ISO/IEC 27033

Zdroj: ISO/IEC 27033-1:2011

Sietova bezpecnost (I1V.)
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 Authenticity

. Control of
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Pasivna
obrana

Zakladné
bezpecnostné
kontroly

Firewally
Monitoring
AV systémy
IDS

Sietova bezpecnost (V.)

Aktivna obrana: Seda zéna

Zdielanie informacii = Zastavenie botnetov
Podvodny systémy = White-hat ransomvér
Hunting -
Zbieranie informacii na
darknete

e

Zdroj: https://cchs.gwu.edu/gray-zone-active-defense-private-sector-against-cyber-threats&usg=AOvVaw1_TODfdpAvAMvozdDIfDsn

Ofenzivna
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Spat hacknutie
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administrator hadoop

Poznaj svojho nepriatela (”-),.

testftp

Naglos  server  steam test?

ester i knockknockwhosthere cere

ftp oracle
webmaster nproc yser roo test ftpuser 57

admin support 22 Userl senice

tomeat  Mysalpnunty

odoo .
alex deploy Qlt

dev jenkins POstgres

sysadmin

Attacks by Honeypot

ubnt web

vnc

sh guest minecraft www-data

testuser teamspeak

developer

ooo POf OS Distribution

@ Cowrie
@ Dionaea “
@ Rdpy

@ Mailoney

@ Tanner

® Honeytrap

@ CitrixHoneypot

@ Ciscoasa

alpine

abc123 Pass
1gaz2wsx

raspberry ubnt

ouest — awerty nagsword 12345 123456789 1234567
tech 11111 p@ sswOrd nasswOord VIZ XY
password123 master service
uname -a
which Is

@ Windows 7 or 8

@ Windows NT kernel
@ Linux 2.2.x-3.x

@ Linux 3.11 and newer
@ Windows NT kernel ...
@ Linux 3.1-310

@ Linux 2.2.%-3.x (bar...
@ Linux 2.2.x-3. (no L...
@ Linux 2.4.x

@ Linux 3.x

gqwer1234 blank qwe123 lgaz@WSX
admin1234 123123 admini23 default fucker
192w3edr

: 12345678 123qwe
nproc 123 @dmin 1700

root 54321
P@sswOrd

support 1234123456
knockknockwhosthere

cat /proc/cpuinfo | grep model | grep name | we -1

cat /proc/cpuinfo | grep name | head -n 1 | awk {print $4,$5,$8,%7.%...
Is -lh $(which Is)

crontab -

free -m | grep Mem | awk ‘{print $2 ,%3, 54, $5, $6, $7}

top

uname

uname -m

6,822
6,804
6,802
6,802
6,802
6,801
6,801
6,801
6,801

6,801
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Tanner HTTP Language Pie - Top 10

“‘“ﬂ

Tanner URI - Top 10

URI

/boaformfadmin/formLogin

http://azenv.net/

Jconfig/getuser?index=0
fvendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php
/_ignition/execute-solution

f.env

frobots.txt

Jdata/tanner/log/tanner_report.json

(?XDEBUG_SESSION_START=phpstorm

@ en-GBen:g=0.5

@ en-Us

@ zh-CN,zh;q=0.8en;..
@ en-Us,en:g=05

® en-us

@ en-Us:q=0.6,en;q=-..

® zh-CN,zh;q=0.8

@ en-CA.en-US;q=0.7,...
® en-US, en:g=0.5

® en;q=0.7en-US;q=0.3

Count

964

97

80

73

41

36

36

34

31

Tanner Attacks Bar

Tanner Attacks

Tanner Detection Type Pie - Top 10

|

4,780

Attacks

1,000 1,500 2000

Attacks

Unigue Src IPs

® index

® unknown

@ wp-content

@ xss

@ php_code_injection

Poznaj svojho nepriatefa (III.)

Tanner HTTP User Agent Pie - Top 10

o
&

@ Attacks

® Unigue Src IPs

3,000 4,000

@ Mozilla/5.0 (Windo...
@ Mozilla/5.0 (Windo...

@ Mozilla/5.0 {X11; Ub...

@ Go-hutp-client/1.1

@ Mozilla/5.0 {X11; Ub...

@ Mozilla/5.0 zgrab/0.x
@® Mozilla/5.0 (Windo...

@ Mozilla/5.0 (Linux; A...

@ Mozilla/5.0 (Windo...

@ Linux Gnu (cow)
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Sietové situacné povedomie (|.)
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Honeypot Attacks Bar
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Dashboard >T-Pot
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Full screen  Share Clone ¢ Edit
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“Gexs  Sietové situatné povedomie (ll1.)

" monitorovanie kybernetickych systémov, pochopenie kybernetickej bezpecnostnej situacie
reprezentovanej modelovanim kybernetickych hrozieb alebo suvisiacimi bezpecnostnymi
vystrahami a predpovedanie zmien v kybernetickej bezpecnostnej situacii (Husak, 2020).

Projekcia

Vnimanie buducich stavov
a vyvoja udalosti

udajov a prvkov

prostredia

Zdroj: Husak, M., Jirsik, T., & Yang, S. J. (2020, August). SoK: contemporary issues and challenges to enable cyber situational awareness for network security. In Proceedings of the 15th International
Conference on Availability, Reliability and Security (pp. 1-10).

14
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Sietoveé situacné povedomie (I,V.)

(Cyber Situational Awareness

~
J

I
’i’erception

“-\

[ Operational/i

Strategic /‘

(C omprehension

(Analysis /'

Network scanning

— Asset management

— Anomaly detection

Vulnerability scans

— Risk management

Network monitoring

Firewall logs

_|

IDS

|

_‘

Antivirus software

Incident response
reports

— Audit findings

—| Correlation

Metrics and Time
Series

( Visualizatiog}

—| Summaries

—I Location-based views |

—| Historical views

—{ Operational views

Data Mining and
- | Machine Learning

— Policy review

Parsing system logs

Penetration testing

Zdroj: Husak, M., Jirsik, T., & Yang, S. J. (2020, August). SoK: contemporary issues and challenges to enable cyber situational awareness for network security. In Proceedings of the 15th International

— OSINT

— CTI

Conference on Availability, Reliability and Security (pp. 1-10).

—| Multivariate views

(P )

U rojection )

—| Attack Projection

|| Intention Recogni-
tion

—| Event Prediction

| | Network Security
Situation Forecasting
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Vyhlagka NBU €. 227/2025 Z. z. o bezpeénostnych opatreniach — priloha €. 2

Bezpecnostné opatrenia (I.)

Polozka

Bezpefnostné opatrenia pre systémovii bezpecnost’, siet'ovii bezpefnost’ a
komunika¢nia bezpeénost’ podla § 20 ods. 2 pism. m) zikona prijima
prevadzkovatel’ zikladnej sluzby tak, Ze:

Relevancia pre IKT*

Relevancia pre OT*

PZS*

PKZS*

PZS*

PKZS*

101.

si vypracované a zavedené postupy na prenos informacii v ramci organizacie ako aj s
tretimi stranami pre vSetky typy technickych prostriedkov a médii

ANO

ANO

ANO

ANO

102.

je pouzivané Sifrovanie na zabezpecenie udajov pri prenose vybranych tdajov medzi
systtmami OT; identifikacia vybranych udajov prebicha pomocou klasifikacie
informacii

ANO

ANO

103.

je pouzivané Sifrovanie na zabezpecenie vybranych udajov pri prenose medzi a v ramci
roznych urovni systémov OT; identifikacia vybranych tdajov prebieha pomocou
klasifikacie informacii — toto opatrenie je relevantné pre komponenty zaradené do
vrstiev* pre operacné technologie 3 a vyssie

ANO

104.

na informaéné systémy, siete a technické prostriedky, ktoré spracivaji, uchovavaju
alebo prenasaju chranené informacie, podl'a klasifikacie informacii, sa aplikuju opatrenia
na prevenciu uniku informacii vratane zohladnenia proprietarnych protokolov a
datovych tokov; identifikacia vybranych informacii prebicha pomocou klasifikacie
informacii

ANO

ANO

ANO

ANO

16
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Vyhlagka NBU €. 227/2025 Z. z. o bezpeénostnych opatreniach — priloha €. 2

Bezpecnostné opatrenia (ll.)

105.

siete a technické prostriedky sieti sa zabezpec¢uju, spravuji a kontroluju s ciel'om chranit’
informacie v informaénych systémoch, programovych prostriedkoch a mobilnych
aplikaciach

ANO

ANO

ANO

ANO

106.

su uréen€, zavedené a monitorované bezpecnostné funkcie, rovne sluzieb a poziadavky
tykajuce sa sietovych sluzieb

ANO

ANO

ANO

ANO

107.

su prijaté a udrziavané systémy detekcie narusenia, ktoré¢ zohladiuji proprietarne
protokoly a datove toky

ANO

ANO

108.

pre komponenty opera¢nych technoldgii je automaticky ukoncovana vzdialena relacia
po stanovenom, konfigurovatelnom ¢ase necinnosti

ANO

ANO

109.

je definovana a zavedena segmentacia sieti, priCom informac¢né systémy so sluzbami
priamo pristupnymi z externych sieti sa nachadzaju v samostatnych sietovych
segmentoch a v rovhakom segmente su len informacné systémy s podobnym uc¢elom

ANO

ANO

ANO

ANO

110.

su prijaté a udrziavané mechanizmy na smerovanie a filtraciu siet'ovej prevadzky do a z
externych sieti cez sietovy firewall

ANO

ANO

111.

je definovana a zavedena logicka segmentacia medzi operaénymi technologiami, sietami
a informacnymi systémami

ANO

ANO

4] .8

je definovana a zavedena fyzicka segmentacia medzi operaénymi technologiami, sietami
a informa¢nymi systémami

ANO

113.

su segmentované vybrané siete riadiaceho systému od ostatnych sieti opera¢nych
technologii — toto opatrenie je relevantné pre komponenty zaradené do vrstiev* pre
operacné technologie 3 a vyssie

ANO

ANO

114.

sietovy firewall pre operacné technologie je nezavisly od ostatnych mechanizmov na
smerovanie a filtraciu sietovej prevadzky

ANO

ANO

115.

v sietach urCenych pre opera¢né¢ technologie je blokované odosielanie a prijimanie sprav
medzi pouzivateI'mi

ANO

ANO

17
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Odporucana literatura (l.)

Texts in Computer Science

Guide
to Computer

Network Security

@ Springer

<packh

Security Monitoring
with Wazuh

A hands-on guide to effective enterprise security using
real-life use cases in Wazuh

RAJNEESH GUPTA

Foreword by Santiago Bassett, Founder and CEO of Wazuh
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