@kcKB

Technicka normalizacia a
D certifikacia

NextGenerationEU

PLAN [OBNOVY,
Meno a priezvisko
XX XX XXXX

MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA

A INFORMATIZACIE
SLOVENSKE|] REPUBLIKY « —
L4 5
KCKB CCSIRT
‘ St

———fypJS




T Technické normy a certifikacia

= technické normy a certifikacia - jeden z najddlezitejéich prvkov pre preukazovani suladu s
poziadavkami kybernetickej bezpecnosti.

Zdroj: https://www.enisa.europa.eu/sites/default/files/publications/ENISA_candidate%20scheme_EUCC.pdf



Technicka norma (I.)

= Norma (ISO/IEC Guide 2: 2004)

je dokument vytvoreny na zaklade dohody a schvaleny uznanym organom, ktory poskytuje
na vSeobecné a opakované pouzitie pravidla, pokyny, charakteristiky alebo vysledky
cinnosti a zameriava sa na dosiahnutie optimalneho stupna poriadku v danej suvislosti

= Dokument technickej normy:

je kodifikovanou najlepsou praxou a obsahuje vseobecne uznavané technické riesenia,
ktoré su k dispozicii vSetkym zainteresovanym stranam,

je navodom na efektivne osetrovanie rizik,

je nastrojom konkurencieschopnosti pre vyrobcov, predajcov a dovozcov,

prispieva k ochrane spotrebitelov a

ulahcuje medzinarodny obchod.

Zdroj: https://www.epi.sk/odborny-clanok/technicka-normalizacia-v-informacnej-a-kybernetickej-bezpecnosti.htm



K Technicka norma (l1.)

= Norma (¢&l. 2 ods. 1 Nariadenia (EU) &. 1025/2012 o eurdpskej normalizacii):

= je technicka Specifikacia prijata uznanym normalizacnym organom na opakované alebo nepretrzité
pouzivanie

= sulad s nou nie je povinny a je jednou z nasledujucich technickych Specifikacii:

a) medzindrodna norma - je norma prijata medzinarodnym normalizaénym organom
b) europska norma - je norma prijata jednou z eurdépskych normalizaénych organizacii;
c) harmonizovana norma - je eurépska norma, ktora bola prijata na zaklade poziadavky
Komisie na uplatfiovanie harmonizovanych pravnych predpisov Unie;

d) narodna norma - je norma prijata narodnym normalizacnym organom;



KT Pravna Uprava technickej
normalizacie

= Pravna uprava technickej normalizacie:
= Nariadenie (EU) €. 1025/2012 o eurdpskej normalizacii,

= zdkon ¢. 56/2018 Z. z. o posudzovani zhody vyrobku, spristupniovani uréeného vyrobku na trhu v
zneni neskorsich predpisov,

= zdkon ¢. 55/2018 Z. z. o poskytovani informacii o technickom predpise a o prekdzkach volného
pohybu tovaru v zneni neskorsich predpisov,

= z3akon €. 60/2018 Z. z. o technickej normalizacii v zneni neskorsich predpisov.



" Geke Normalizacné organizacie (I.)

Urad pre normalizaciu, metrolégiu a skisobnictvo Slovenskej republiky (,,UNMS SR“)
= je Ustrednym organom Statnej spravy, ktory plni klicové ulohy v oblasti spristupnovania
technickych noriem, metodickej ¢innosti, skisania vyrobkov, merania a kvality na trhu s
technickymi vyrobkami. UNMS SR zéroven zastupuje Slovensku republiku v medzindrodnych
organizaciach ISO/CEN.

Slovenska narodna akreditacna sluzba (SNAS)
= jeverejnopravna institlcia zriadena zakonom €. 53/2023 Z. z. o akreditacii orgdnov posudzovania
zhody., jedinym vnutrostatnym akreditacnym organom v SR, ktory vykonava akreditaciu organov
posudzovania zhody.. Posudzovanie zhody je zalozené na existencii certifikacnych schém a tieto sa
vacsinou opieraju o technické normy a technické normalizacné informacie.

Medzindrodna organizacia pre normalizaciu (International Organization for Standardization)
= je medzinarodny normalizacny organ zlozeny zo zastupcov réznych narodnych normalizacnych

organizacii. ISO koordinuje technickd normalizaciu v medzinarodnom meradle.

Medzinarodna elektrotechnicka komisia (International Electrotechnical Commission - IEC)



KCE Normaliza¢né organizacie (Il.)

CEN/CENELEC

= CEN - Eurdpsky vybor pre normalizaciu (z francuzskeho ,,Comité Européen de Normalisation®)

= CENELEC - Eurdpsky vybor pre normalizaciu v elektrotechnike (z francuzskeho ,,Comité Européen de
Normalisation Electrotechnique®)

= opiera sa o strukturu technickych komisii
= CEN-CLC/JTC 13 - technickd komisia pre , Kybernetickd bezpecnost a ochrana udajov”
= prevziat prislusné medzindrodné normy najma z technickej komisie ISO/IEC JTC 1 SC 2710) a
= vyvinut vlastné eurépske normy (EN) na podporu pravnych aktov EU
(napr. GDPR, CSA, CRA, DORA, ePrivacy, DSA, DMA, RED, Chips Act, Al
Act, elDAS, eIDAS2, NIS, NIS2 a mnohych inych).

ETSI - Eurdpsky institut pre telekomunikacné normy (European Telecommunications Standards Institute)

ITU - Medzindarodna telekomunikacna unia (International Telecommunication Union)


https://standards.cencenelec.eu/dyn/www/f?p=205:7:0::::FSP_ORG_ID:2307986&cs=1BFE244DDA2A68D1B5C93795034A8DD05
https://standards.cencenelec.eu/dyn/www/f?p=205:7:0::::FSP_ORG_ID:2307986&cs=1BFE244DDA2A68D1B5C93795034A8DD05
https://standards.cencenelec.eu/dyn/www/f?p=205:7:0::::FSP_ORG_ID:2307986&cs=1BFE244DDA2A68D1B5C93795034A8DD05
https://standards.cencenelec.eu/dyn/www/f?p=205:7:0::::FSP_ORG_ID:2307986&cs=1BFE244DDA2A68D1B5C93795034A8DD05
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:32016R0679&qid=1651855023176&from=SK
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:32019R0881&qid=1651855071336&from=SK
https://eur-lex.europa.eu/legal-content/SK/TXT/DOC/?uri=PI_COM:Ares(2022)1955751&qid=1651855495955&from=SK
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52020PC0595&qid=1651855147925&from=SK
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52017PC0010&from=SK
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52020PC0825&from=en
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52020PC0842&from=en
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:32014L0053&from=EN
https://digital-strategy.ec.europa.eu/en/library/european-chips-act-communication-regulation-joint-undertaking-and-recommendation
https://digital-strategy.ec.europa.eu/en/library/european-chips-act-communication-regulation-joint-undertaking-and-recommendation
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52021PC0206&from=EN
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52021PC0206&from=EN
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:32014R0910&from=EN
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52021PC0281&from=EN
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:32016L1148&qid=1580611179055&from=SK
https://eur-lex.europa.eu/legal-content/SK/TXT/HTML/?uri=CELEX:52020PC0823&from=EN

K Tvorba technickych noriem

= Po6vodné slovenské technické normy (STN) - ch tvorba prebieha na narodnej drovni v ramci narodnych
technickych komisii

= Eurdpske normy (EN) - preberaju sa do sustavy slovenskych technickych noriem najneskér do 6
mesiacov od ich spristupnenia europskymi normalizacnymi organmi (CEN a CENELEC)

= Harmonizované normy — eurdpske normy, ktoré sa stavaju harmonizovanymi vtedy, ked ich eurdpske
normalizacné organizacie oficialne predlozia Eurdpskej Komisii a Eurépska Komisia ich vyhlasi v
Uradnom vestniku Eurdpskej unie

= Medzinarodné normy (ISO, IEC, ISO/IEC) — su prijimané do sustavy slovenskych technickych noriem na

zaklade podnetov odbornej verejnosti, resp. odborovych zdruzeni, podnikatelskych subjektov Ci
organov Statnej spravy.

Zdroj: https://www.epi.sk/odborny-clanok/technicka-normalizacia-v-informacnej-a-kybernetickej-bezpecnosti.htm



Zavaznost technickych noriem (l.)

technicka norma je dokument vo vseobecnosti urceny na dobrovolné pouzivanie

plnenie poziadaviek technickych noriem na rozdiel od poZiadaviek vSeobecne zavaznych pravnych
predpisov nie je povinné.

§ 3 ods. 14 zakona €. 60/2018 Z. z. o technickej normalizacii

Orgdn statnej spravy moze uviest odkaz na slovensku technickd normu alebo technickd normalizaénu
informaciu v texte navrhu vSeobecne zavazného pravneho predpisu.

Podmienky: predkladatel navrh zakona nesie vydavky na kazdé poskytnutie slovenskej technickej normy,
vopred musi oboznamit UNMS SR, technicka norma je alebo bude prevzata do sustavy STN



“&eks  Zavaznost technickych noriem (l1.)

V zmysle legislativnych pravidiel vlady SR plati, ze ak je to potrebné vzhladom na technicky charakter
pravneho predpisu alebo ak ide o pravny predpis, ktorym sa do pravneho poriadku Slovenskej republiky
prebera pravne zavazny akt Eurdpskej Unie, ktory odkazuje na technické normy, odkazovat sa na ne
mozno iba v poznamke pod cCiarou. Podmienkou takejto citacie medzinarodnej alebo eurdpskej
technickej normy je, ze norma je prevzata do sustavy STN.

Technické normy sa mozu stat zavaznymi aj v ramci zmluvnych vztahov, napriklad v obchodnych
zmluvach medzi dodavatelom a odberatelom alebo v dohodach o urovni sluzieb (SLA).

10



* @kCKB (EU) harmonizované normy (I;)

(EU) harmonizovand norma (HN)
= je europska norma, ktora bola prijata na zaklade poziadavky Komisie na uplatiovanie
harmonizovanych pravnych predpisov Unie
= Zivotny cyklus tvorby a prijatia HN sa zacina a konci v Eurdpskej komisii
= |en Eurdpska komisia rozhodne, &i v Uradnom vestniku EU uverejni, neuverejni alebo uverejni
s obmedzenim odkazy na prislusnd harmonizovanu normu

EUROPEAN
STANDARD
(EN)

COMPLIANCE

Zdroj: https://european-standards.com/compliance-guides/harmonised-standards/

11



(EU) harmonizované normy (ll.)

Charakteristika Harmonizovana norma (HN)

Y, Eurdpska komisia (na zaklade
Iniciator .
mandatu)

Predpoklad zhody (Presumption of

Pra tat i
ravny status Conformity)

Citacia v Uradnom vestniku EU

(OJEV) Ano (povinna pre pravne Ucinky)

Ano (mapovanie poZiadaviek

RalERAL A DX 2 /7A / 28) normy na pravne predpisy EU)

Eurdpska norma (EN)

Priemysel / narodné normalizacné
organy

Dobrovolna najlepsia prax

Nie

Nie

Zdroj: https://european-standards.com/compliance-guides/harmonised-standards/
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= pravo EU &asto nedokaZe priamo ovplyvnit technicky dizajn, pretoze medzi pravnymi principmi,
Standardizaciou a samotnym vyvojom technoldgii chyba ucinné prepojenie.

= technologicka neutralita a trhové urCovanie standardov vedu k tomu, ze konkrétne technické riesenia a

,state of the art” v praxi neurcuje pravo, ale najma trh a standardizacné procesy.

Max force

Primary EU law

A *EU Charter of Fundamental Rights (privacy/DP) + Treaties (DP)
*Rights have an ‘essence’ that cannot be violated

p— .
Secondary EU law implements \

*Primary law: eg rights to privacy and DP (Google Spain, §69)
*E-Privacy Directive, GDPR, LED etc

*Policies: eg cybersecurity policy
*NIS2, CSA, Cybercrime Directive etc

Treaties,
CFR

Primary law

J
T l Applicable law ‘
Secondary law

‘ Standards (SoA) ‘

Other ‘law’

A

Min force

Other EU law
*Eg soft law (non-binding)

‘ Tech

Tech development

Zdroj: Porcedda, M. G. (2023). The Effacement of Information Technology from EU Law: The Need for Collaborative Approaches to Redesign the EU’s Regulatory Architecture. In IFIP International Summer
School on Privacy and Identity Management (pp. 20-28). Cham: Springer Nature Switzerland.

Juridifikacia technickych noriem (1.)

13



“&exe  Juridifikacia technickych noriem (Il.)

= ,We live in a world of standards” (Brunsson, N., & Jacobsson, B. (2002). A world of standards. Oxford
University Press).

=  Prelomové rozhodnutia Sidneho dvora EU:

C-171/11 Fra.bo - pravny vyznam HN vzrastol natolko, Ze predpisy nie je mozné plne pochopit bez
prislusnych noriem, ¢im sa HN stavaju de facto zavaznymi
C-613/14 James Elliott - HN st vzhladom na svoje pravne Géinky sucastou prava Unie, kedZe prave
odkazmi na ustanovenia takejto normy je urcenég, ¢i domnienka [suladu] uvedena v [uvedenej
smernici] plati alebo neplati pre dany vyrobok
C-160/20 Stichting Rookpreventie Jeugd - pristup a pouzitie ISO noriem
= technické normy vypracované normalizaCnym organom, akym je Medzinarodna organizacia
pre normalizaciu (ISO), a vyhlasené za zavizné legislativnym aktom Unie, uplatfiovat voci
jednotlivcom vo véeobecnosti len vtedy, ak tieto normy boli uverejnené v Uradnom vestniku
Eurdpskej unie.
= problém so zasadou pravnej istoty

14



“&exe  Juridifikacia technickych noriem (l11.)

Pojem “juridifikacia”
= Schapel, H. (2013). The new approach to the new approach: The juridification of harmonized
standards in EU law. Maastricht Journal of European and Comparative Law, 20(4), 521-533.

Kto sa snazi G¢inne tento predpoklad vyvratit, musi preukdzat, Ze tento vyrobok alebo sluzba nespifia
tuto normu, alebo alternativne, Ze uvedena norma je chybnd (C-588/21 Public.Resource.Org )

15



“Eeke Certifikacia v kyberneticke;
bezpecénosti (l.)

certifikacia je nastroj, ktory umoznuje dodavatelom produktov a sluzieb preukazat a komunikovat
uroven kybernetickej bezpecnosti ich riesSeni

Cieflom EU je harmonizovat hodnotenie kybernetickej bezpeénosti ICT riedeni naprie¢ ¢lenskymi §tatmi
Certifikacia je dobrovolna, no prispieva k rozvoju jednotného digitalneho trhu

Nariadenie Eurdpskeho parlamentu a Rady (EU) 2019/881 zo 17. aprila 2019 o agenture ENISA a o
certifikacii kybernetickej bezpecnosti informacnych a komunikacnych technologii a o zruseni nariadenia
(EU) €. 526/2013 (akt o kybernetickej bezpecnosti - CSA)

Europskym ramcom certifikacie kybernetickej bezpec€nosti sa zabezpecCuje mechanizmus zavadzania
europskych systémov certifikacie kybernetickej bezpecnosti a osvedCovania, Zze produkty IKT, sluzby
IKT a procesy IKT vyhodnotené v stlade s tymito systémami spifiaju $pecifikované bezpeénostné
poziadavky s cielom chranit dostupnost, pravost, integritu alebo dévernost uchovavanych, prenasanych
alebo spracuvanych udajov alebo funkcii Ci sluzieb, ktoré tieto produkty, sluzby a procesy poskytuju
alebo spristupruju, a to pocas ich celého Zivotného cyklu. (Cl. 46 ods. 2 CSA)

16



S WHAT YU SHOULD
Y SaliiaS KNOW ABOUT IT! .

« ELJ * o s 4
w w

IN TODAY’S ICT MARKET. HOW IS IT POSSIBLE TO COMPARE

THE LEVEL OF SECURITY OF SOLUTIONS? \\ CICE I OGN Bl COTY
C y BERS E C U R, T y Bl o liinidguen WILL BE ABLE TO ISSUE CYBERSECURITY
) : THEMSELVES CYBER SECURE AND

CERTIFICATES RECOGNISED IN A
- TRUST\(J:RI;TYH:.Azgz.g &T;ELRSS HARMONISED WAY ACROSS THE UNION.

TO ADDRESS THIS CHALLENGE.

2 2 THE EUROPEAN UNION 1S DEVELOPING Vo CONSUMERS UL EASLY BENCHAARK CT
(b2 ~ U CYBERSECURITY CERTIFICATION 00 ) = sowoswsaouen
gy [A) 1, TO PROVE COMPLIANCE =

TO A GIVEN LEVEL OF ' B

-t DEVELOPERS AND SERVICE PROVIDERS WILL

W ONLY NEED A SINGLE CERTIFICATION FOR A
I RU S l 4 MARKET OF 500 MILLION EU CITIZENS.
N
T T T 7 (J
L

THIS LEAVES ICT CONSUMERS WITH
COMPLICATED CHOICES.

= ?.: =

9 EACH NEW CERTIFICATION SCHEME IS ALSO TESTED BY ENISA IS WORKING ON GUIDANCE
DEVELOPERS AND SERVICE PROVIDERS DEVELOPERS, SERVICE PROVIDERS, AUDITORS, DOCUMENTS TO HELP THE
ENTERING NEW MARKETS NEED TO 9 EVALUATORS AND NATIONAL AUTHORITIES. CERTIFICATION ECOSYSTEM,
COMPLY WITH NUMEROUS SECURITY 90 oo TO MAKE SURE THAT IT IS ACCURATE,
REQUIREMENTS, 0od ~
Q0
S X .
\_; . L * p:
[
T | A(K FHARM L] A" N " ' Y ‘. 4 uropean-union-agen
“ielsuusom mugosSTs.o W - c Y enisacuagency ) forcypersecurtysnsa 8 Eerisaey x» €nisa =
x B
x *

Zdroj: https://ncca.nbu.gov.sk/certifikacia/?csrt=840454988934603762



“Eeke Certifikacia v kyberneticke;
bezpecnosti (ll1.)

Certifikacia:
= produkt IKT
= sluzba IKT
= proces IKT

Novela Aktu o kybernetickej bezpe¢nosti (CSA) - Nariadenie(EU) 2025/37
* riadené bezpecnostné sluzby
= je sluzba poskytovana tretej strane pri riadeni rizika kybernetickej bezpecnosti alebo poskytovanie
pomoci pri tychto Cinnostiach, ako je rieSenie incidentu, penetracné testovanie, bezpecnostné
audity a konzultacie vratane odborného poradenstva suvisiaceho s technickou podporou

Recital 69: Eurépske systémy certifikacie kybernetickej bezpecnosti by mali byt nediskriminacné a
zalozené na europskych alebo medzinarodnych normach.

Clanok 52 ods. 4: Certifikat alebo EU vyhlasenie o zhode odkazuju na suvisiace technické $pecifikacie,
normy a postupy vratane technickych kontrol, ktorych ucelom je znizit riziko kybernetickych
bezpecnostnych incidentov alebo tymto incidentom predist.

18



Certifikacia v kyberneticke;
bezpecnosti (IV.)

Clanok 52 CSA - Stupne doveryhodnosti eurépskych systémov certifikacie kybernetickej bezpeénosti -
Eurdpsky systém certifikacie kybernetickej bezpecnosti moze uvadzat jeden alebo viacero z tychto
stupniov doveryhodnosti pre produkty IKT, sluzby IKT a procesy IKT:

(4

= zakladny“, ,, pokrocily“ alebo ,vysoky“.

= stupen doveryhodnosti zodpoveda urovni rizika spojeného s planovanym vyuzivanim daného
produktu IKT, sluzby IKT alebo procesu IKT z hlfadiska pravdepodobnosti a vplyvu incidentu.

19



= Agentura ENISA

=  Eurdpske systémy
certifikacie kybernetickej
bezpecnosti

ertifikacia v kybernetickej
bezpecnosti (V.)

Legend

Preparation of a Union Rolling
Work Programme

Advice Request to prepare a candidate
cybersecurity certifications scheme

Preparation of a candidate
cybersecurity certification scheme

Transmission and adoption
of a candidate cybersecurity
certification scheme

2 Schemes under development:

) .

Request for a European EUSG EUCS

Cybersecurity

Certification Scheme 1 Scheme completed:

Scheme Drafting ﬁi?:}

EUCC
Advice
(("'))
Opinion
European
Cybersecurity
Certification
Opinion
Scheme

Draft
Implementing Act

Zdroj: https://certification.enisa.europa.eu/about-eu-cyber-certification/developing-certification-schemes_en

20



= Eurdpska schéma certifikacie kybernetickej
bezpecnosti zalozena na spolocnych kritériach (EUCC)

= \lykondvacie nariadenie Komisie (EU) 2024/482 z 31.
januara 2024, ktorym sa stanovuju pravidla
uplatinovania nariadenia Eurdpskeho parlamentu a Rady
(EU) 2019/881, pokial ide o prijatie eurdpskej schémy
certifikacie kybernetickej bezpecnosti zalozenej na
spolocnych kritériach (EUCC).

= (cinnost 27.2.2025

=, objekt hodnotenia” je produkt IKT alebo jeho ¢ast
alebo ochranny profil ako sucast procesu IKT, ktoré su
predmetom hodnotenia kybernetickej bezpecnosti s
cielom ziskat certifikdciu EUCC

Zdroj: https://certification.enisa.europa.eu/certificates_en

" (KCKB EUCC schéma (I.)

CYBERSECURITY
CERTIFICATION

21


https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810

" @keKB EUCC schéma (ll.)

eurdopska schéma certifikacie kybernetickej bezpecnosti zalozeny na spolocnych
kritériach (dalej len ,EUCC").

https://ncca.nbu.gov.sk/data/files/99 vykonavacie-nariadenie-komisie-2024 482-
eucc konsolidovane-znenie.pdf?csrt=1682268095409822810

spolo¢né kritéria“ su spolo¢né kritéria hodnotenia bezpecnosti informacénych technologii
stanovené v normach:

ISO/IEC 15408-1:2022, ISO/IEC 15408-2:2022, ISO/IEC 15408- 3:2022, ISO/IEC
15408-4:2022 alebo ISO/IEC 15408-5:2022 alebo stanovené v spoloCnych kritériach
hodnotenia bezpecnosti informacénych technologii, verzii CC:2022, Castiach 1 az 5, ktoré
uverejnili u€astnici dohody o uznavani certifikatov spolo¢nych kritérii v oblasti
hodnotenia bezpecnosti informacnych technologii;

22


https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
https://ncca.nbu.gov.sk/data/files/99_vykonavacie-nariadenie-komisie-2024_482-eucc_konsolidovane-znenie.pdf?csrt=1682268095409822810
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EU Cybersecurity Certificates

18 February 2026

EUCC-3090-2026-01

The evaluated product is a "smart card" type device
that can be used in two modes: contact and
contactless. It is intended for use as a secure
signature creation device (SSCD).

Certification Scheme
EUCC

18 February 2026

EUCC-3090-2026-05

The evaluated product is a "smart card" type device
that can be used in two modes: contact and
contactless.

It implements electronic travel document functions
in accordance with the specifications of the
International Civil Aviation Organization (ICAQO).
This product is designed to verify the authent

Certification Scheme
EUCC

Zdroj: https://certification.enisa.europa.eu/certificates_en

Certifikaty (1.)

18 February 2026

EUCC-3090-2026-03

The evaluated product is a "smart card" type device
that can be used in two modes: contact and
contactless. It is intended for use as a secure
signature creation device (SSCD).

Certification Scheme
EUCC

18 February 2026

EUCC-3090-2026-05

The evaluated product is a "smart card" type device
that can be used in two modes: contact and
contactless.

It implements electronic travel document functions
in accordance with the specifications of the
International Civil Aviation Organization (ICAQ).

Certification Scheme
EUCC

18 February 2026

EUCC-3090-2026-04

The evaluated product is a "smart card" type device
that can be used in two modes: contact and
contactless. It is intended for use as a secure
signature creation device (SSCD).

Certification Scheme
EUCC

18 February 2026

EUCC-3090-2026-12

This product is a TPM (Trusted Platform Module). It
is designed to guarantee the hardware and
software integrity of trusted platforms (servers,
computers, etc.) in accordance with TPM2.0
functional specifications.

Certification Scheme
EUCC
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Certifikaty (I1.)

CERTIFICATE EUCC-3110-2025-11-2500051-01

14 NOVEMBER 2025

Certification Scheme EUCC

Huawei ATN Series Routers

The TOE is a series of network infrastructure routers including both hardware and software.

It is defined as the software running on the hardware corresponding to the following routers: ATN
910C-M, ATN 910C-K and ATN 910D-B. These routers consist of both hardware and software.

Details of the Certificate

Certificate ID CERTIFICATE EUCC-3110-2025-11-2500051-01
Name of Product Huawei ATN Series Routers

Type of Product Generic software and network products

Version of Product version V800R022C00SPC600

Name of the Holder Huawei Technologies Co., Ltd

Administration Building, Headquarters of Huawei Technologies Co., Ltd., Bantian, Longgang District,

Address of the Holder
Shenzhen, 518129, People’'s Republic of China

Zdroj: https://certification.enisa.europa.eu/certificates/eucc-3110-2025-11-2500051-01_en
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Certifikaty (II1.)

CERTIFICATE EUCC-3090-2025-10-0006

The product evaluated is the family of micro-controlers
«S3D384C/S3D352C/S3D300C/S3D264C/S3D232C/S3K384C, S3D384C_20250630 » developed
by SAMSUNG ELECTRONICS CO. LTD.

10 DECEMBER 2025

Certification Scheme EUCC

ST31P450

The microcontroller, by itself, is not a standalone product that can be used in its current state. It is
designed to host one or more applications and may be embedded in a plastic support to form a
smart card. This card has multiple uses (secure identity documents, banking applications,
subscription television, transport, health, etc.) depending on the application software embedded in
it.

Details of the Certificate

Certificate ID CERTIFICATE EUCC-3090-2025-10-0006

Name of Product 53D384C/S3D352C/S3D300C/S3D264C/S3D232C/S3K384C
Type of Product smart card and similar device

Version of Product S3D384C_20250630

Name of the Holder SAMSUNG ELECTRONICS CO

Zdroj: https://certification.enisa.europa.eu/certificates/eucc-3090-2025-10-0006_en



T Common Criteria (l.)

Common Criteria je medzinarodny Standard pre hodnotenie bezpecCnosti IT produktov
publikovany ako ISO/IEC 15408:2022 (o¢akavana zmena ISO/IEC 15408:2026)
pouZiva sa na certifikaciu roznych systémov — od smart kariet po sietové zariadenia.

poskytuje spolocny jazyk medzi vyvojarmi, zakaznikmi a hodnotitelmi.

% Common Criteria
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K Common Criteria (II.)

CC vznikol, pretoze kazda krajina mala vlastny Standard (napr. USA — TCSEC, Eurdépa — ITSEC).
Ciel: zjednotit metodiku a umoznit vzajomné uznavanie certifikatov.

Vysledok: organizacie si mozu vybrat produkty certifikované podla CC a mat istotu, ze spifiaju
definované bezpecnostné poziadavky.

1999 — prvé vydanie CC.
2017 — verzia 3.1 R5 (dlho pouzivana).
2022 — nové vydanie (CC:2022 a CEM:2022).
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K Common Criteria (lll.)

Struktura CC:2022

Cast 1, Uvod a vieobecny model je Gvodom do CC. Definuje vieobecné koncepty a principy
hodnotenia bezpecCnosti IT a predstavuje vSeobecny model hodnotenia.

Cast 2, Funkéné bezpeénostné komponenty stanovuje sibor funkénych komponentov, ktoré
slizia ako Standardné Sabldny, na ktorych su zalozené funkéné bezpecnostné poziadavky (SFR)
pre TOE.

Cast 3, Komponenty bezpeénostnej istoty stanovuje sibor komponentov istoty, ktoré sltZia ako
standardné sabldony, na ktorych su zalozené poziadavky na bezpecnostnu istotu pre TOE.

Cast 4, Ramec pre $pecifikdciu hodnotiacich metéd a aktivit poskytuje $tandardizovany rémec
pre specifikaciu metdd a aktivit hodnotenia, ktoré mézu byt zahrnuté do PP, ST a akychkolvek
podpornych dokumentov

Cast 5, Preddefinované baliky bezpeénostnych poziadaviek poskytuje baliky poZziadaviek na
bezpecnostnu istotu a SFR, ktoré boli identifikované ako uzitoCné pre bezné pouzitie
zainteresovanymi stranami.
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Predmet hodnotenia (1.)

Predmet hodnotenia (Targent of Evaluation, TOE)

= Definuje: hranice,

= Priklad:

komponenty, konfiguracie, prostredie.

= TOE = firewall, prostredie = sietova infrastruktura, kde je nasadeny.
= Predmet hodnotenia pre operacny systém

() Security Irrelevant Software

User Space

Security Relevant Software

Figure 1: General TOE

Zdroj: National Information Assurance Partnership - Protection Profile for General Purpose Operating Systems, Version: 4.2.1, 2019-04-22
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Predmet hodnotenia (11.) _'

= Predmet hodnotenia pre operacny systém

ﬁc;ernal Entity At/ernal Entity External Entity

(human or | {(human or {(human or

system’]/ system) kystem}

ﬁamal Entity External Enﬁ

{(human or {(human or |

\systeny \System]

5

| | | b ¢

TOE TOE TOE TOE TOE
Computing Cluster Single System Client System
Image on one machine

Hardware Hardware

Shared resource

(SAN, NFS, CIFS, ...)

[lustration 1: Types of TOE instances and their boundaries

MNet Node

Zdroj: Protection Profile - Operating System Protection Profile, Common Criteria, BSI-CC-PP-0067, Version 2.0
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Definicia bezpeénostného problému (.)

Definicia bezpecnostného problému (Security problem definition, SPD) obsahuje:
= ‘Hrozby (napr. neopravneny pristup).
= OSPs (organizational security policies) — povinné pravidla (napr. logovanie vSetkych udalosti).
= Predpoklady — co musi zabezpecit prostredie (napr. fyzickd ochrana serverovne).

Security Problem Definition

Organisational
Security Policies

Threats

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model, CC: 2022



© “&xe  Definicia bezpecnostného problému (l1.)

= Definicia bezpecnostného problému pre operacné systémy
= TSF = TOE security function

5.1.3 Threats countered by the TOE

TACCESS.TSFDATA A threat agent might read or modify TSF data without the necessary
authorization when the data 1s stored or transmuitted.

TACCESS.USERDATA A threat agent might gain access to user data stored. processed or
transmitted by the TOE without being appropriately authorized
according to the TOE security policy.

T ACCESS.TSFFUNC A threat agent might use or modify functionality of the TSF without
the necessary privilege to grant itself or others unauthorized access to
TSF data or user data.

5.2 Organizational Security Policies

The following organizational security policies are addressed by PP-conformant TOEs:

PACCOUNTABILITY The users of the TOE shall be held accountable for their security-
relevant actions within the TOE.

PUSER Authority shall only be given to users who are trusted to perform the
actions correctly.

Zdroj: Protection Profile - Operating System Protection Profile, Common Criteria, BSI-CC-PP-0067, Version 2.0
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Bezpecnostné ciele (l.)

= bezpecnostné ciele (Security Objectives) su odpovedou na SPD
= rozdelenie:
" Pre TOE (napr. autentifikdcia pouzivatela) — O (objective for system)

= Pre prostredie (napr. administratori musia byt déveryhodni) OE (objective for
environment).

= kazdy ciel sa musi trasovat spat na konkrétnu hrozbu alebo politiku.

Security Problem Definition

Organisational

Threats Security Policies

Security objectives ?eculz‘ity objec.tive?
for the TOE or the operationa

environment

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model, CC: 2022
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Bezpecnostné ciele (ll.)

= Bezpecnostné ciele pre operacné systémy

6.1 Security Objectives for the TOE
The following objectives are defined for the TOE.

O.AUDITING

O.CRYPTO.NET

The TSF must be able to record defined security-relevant events
(which usually include security-critical actions of users of the TOE).
The TSF must protect this information and present it to authorized
users if the audit trail is stored on the local system. The information
recorded for security-relevant events must contain the time and date
the event happened and, if possible, the identification of the user that
caused the event, and must be in sufficient detail to help the
authorized user detect attempted security violations or potential
misconfiguration of the TOE security features that would leave the IT
assets open to compromise.

The TSF must allow authorized users to remotely access the TOE
using a cryptographically-protected network protocol that ensures
integrity and confidentiality of the transported data and is able to
authenticate the end points of the communication. Note that the same
protocols may also be used in the case where the TSF is physically
separated into multiple parts that must communicate securely with
each other over untrusted network connections.

O.DISCRETIONARY ACCESS

ONETWORK.FLOW

The TSF must control access of subjects and/or users to named
resources based on identity of the object. The TSF must allow
authorized users to specify for each access mode which users/subjects
are allowed to access a specific named object in that access mode.

The TOE shall mediate communication between sets of TOE network
mterfaces, between a network mterface and the TOE 1tself, and
between subjects in the TOE and the TOE itself in accordance with its
security policy.

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model, CC: 2022
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" Geke Bezpecnostné poziadavky (l.)

= SFR (Security Functional Requirements): urcuju, aké bezpecnostné funkcie musi TOE implementovat
(napr. Sifrovanie dat).

= triedy komponentov:
= FAU: audit (logovanie, alarmy).
= FCS: kryptografia (Sifry, generovanie klucov).
= FDP: ochrana dat (pristupové prava).
= FCO: komunikacia (nepopieratelnost).
= priklad: FAU_GEN.1 — TOE musi generovat auditné zaznamy.
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Bezpecnostné poziadavky (ll.)

= SFR (Security Functional Requirements): urcuju, aké bezpecnostné funkcie musi TOE implementovat
(napr. Sifrovanie dat).

FCS: Cryptographic support

I FCS_CKM: Cryptographic key management : EI
Azl

—I FCS_COP: Cryptographic operation ]—EI
Azl

—I FCS_RBG: Random bit generation E:lzl
I‘l;l:\

$1EI

—[ FC5_RNG: Random number generation '*EI

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 2: Security functional components, CC: 2022



Bezpecnostné poziadavky (lll.)

= Ukazka SFR (Security Functional Requirements) pre operacné systémy:

8.2.2 FAU_GEN.2 User identity association

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the 1dentity of the user that caused the
event.

8.2.3 FAU_SAR.1 Audit review

FAU SAR.1.1 The TSF shall provide [assignment: the authorised identified roles, or users
that satisfy the following rules: [assignment: rules that define when a user
is allowed to override the default values]]* with the capability to read
[assignment: list of audit information] from the audit records.

FAU SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

Zdroj: Protection Profile - Operating System Protection Profile, Common Criteria, BSI-CC-PP-0067, Version 2.0
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" Geke Bezpecnostné poziadavky (1V.)

= SAR (Security Assurance Requirements): urcuju, aké dokazy musi vyrobca poskytnut (napr.
dokumentacia, testy).

= Triedy:
= APE: Protection Profile evaluation.
= ASE: Security Target evaluation.
= ADV: Development evidence.
= ATE: Testing.
= AVA: Vulnerability assessment.

= Ciel: poskytnut déveru, Ze TOE funguje spravne a bezpecne.

AVA_VAN: Vulnerability assessment 1 2 3 4 5

AVA_COMP: Composite product vulnerability assessment 1

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 3: Security assurance components, CC: 2022
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= protection profile (PP) - Sabldna
bezpecnostnych poziadaviek pre urcitu triedu
produktov.

= priklad: PP pre inteligentné karty alebo
firewally.
= konformita:
= Strict — musi byt presne podla PP.

= Demonstrable — musi byt preukazatelne
rovnako bezpecné.

= Exact — nesmie sa odchylit ani doplnit.

Protection Profile

—| PP introduction

PP reference
PP overview

—— Conformance

Conformance claims:

Standard claim (Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformant/extended))

PP claim(s)

Package claim(s)

Conformance claim rationale

Conformance statements:

Reference(s) to evaluation methods/activities
Conformance types for PPs and STs derived from this PP
Allowed-with statement (exact conformance only)

Security problem
definition

—| Security objectives

Extended components
definition

—| Security requirements

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model, CC: 2022

Threats
Organizational security policies

Assumptions

Security objectives for the TOE

Security objectives for the operational environment

Security objectives rationale

Extended components definition

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)
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Bezpecnostny profil (l1.) '

= Zoznam: https://www.commoncriteriaportal.org/pps/index.cfm

OFFICIAL CC/CEM VERSIONS

. Statistics Download CSV Collaborative Protection Profiles Archived Protection Profiles
Protection Profiles =

Protection Profiles List CSV file generated

Search: |Search for Protection Profiles...

Filter by: ‘All Countries v X

Clear All Fields

Number of results: 0

e ] veor | st o ) T T

expand/collapse all categories
tH Access Control Devices and Systems — 7 Protection Profiles
tH Biometric Systems and Devices — 6 Protection Profiles
f Boundary Protection Devices and Systems — 14 Protection Profiles
tf Data Protection — 17 Protection Profiles

H Databases — 2 Protection Profiles

Zdroj: https://www.commoncriteriaportal.org/pps/index.cfm 40
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Bezpecnostny ciel (Security target)
= dokument Specificky pre konkrétny produkt.

= popisuje: TOE, ciele, poziadavky a
implementaciu.

= s|uzi ako zaklad pre certifikaciu.

= vazba: security target sa Casto odvolava na
protection profile

Security Target

o Bezpecnostny ciel (I.)

ST introduction

Conformance

Security problem
definition

Security objectives

Extended components
definition

Security requirements

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model, CC: 2022

TOE Summary
Specification

ST reference

TOE reference

TOE overview

Sub-TSF organization (multi-assurance only)

TOE description

Conformance claims:

Standard claim (Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/1EC 15408-2, ISO/IEC 15408-3
(conformant/extended))

Conformance type (exact, strict demonstrable)
PP-Configuration(s)

PP(s)

Package(s)

Conformance rationale

Conformance statements:

Reference(s) to evaluation methods/activities

Threats
Organizational security policies
Assumptions

Security objectives for the TOE
Security objectives for the operational environment
Security objectives rationale

Extended components definition

Security functional requirements

Security assurance requirements

Security requirements rationale

TOE Summary Specification
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Bezpecnostny ciel (Il.)

= Zoznam: https://commoncriteriaportal.org/products/index.cfm

CERTIFIED PRODUCTS

= Statistics Download CSV Archived Certified Products
Certified Products 2

Certified Products List CSV file generated

The Common Criteria Recognition Arrangement covers certificates with claims of compliance against Common Criteria assurance components of either:

1. a collaborative Protection Profile (cPP), developed and maintained in accordance with CCRA Annex K, with assurance activities selected from Evaluation Assurance Levels up to and including
level 4 and ALC_FLR, developed through an International Technical Community endorsed by the Management Committee; or
2. Evaluation Assurance Levels 1 through 2 and ALC_FLR.

Where a CC certificate clai liance to Evaluation A e Level 3 or higher, but does not claim liance to a collat ive Protection Profile, then for
purposes of mutual recognition under the CCRA, the CC certificate should be treated as equivalent to Evaluation A Level 2.

The CCDB has approved a resolution to limit the validity of mutually recognized CC certificates over time. Certificates will remain on the CPL for five years. Effective 1 June 2019,

certificates with an expired validity period (that is, 5 years or more from the date of certificate issuance) will be moved to an Archive list on the CCRA portal, unless the validity period
has been extended using the appropriate procedures.

Search: |windows 11]

Filter by: ‘All Vendors V[i] ‘All Countries vm ‘All Compliances V[L] ‘All Categories V[L]

Clear All Fields

Number of results: 2

Product
— ! N - ) L
Microsoft Windows 11 (version 22H2), Microsoft Windows 10 (version Microsoft CCRA Certificate 2024-01-17 2029-01-17 None = Operating Systems
22H2), Microsoft Windows Server 2022, Microsoft Windows Server Corporation —
Datacenter: Azure Edition, Microsoft Azure Stack HCIv2 version 22H2, s
Microsoft Azure Stack Hub, Micrasoft Azure Stack Edge

Certification Report Security Target

PP-Module for Bluetooth Version 1.0

PP-Module for VPN Client, Version 2.4

PP-Module for Wireless Local Area Network (WLAN) Client Version ...

Zdroj: https://commoncriteriaportal.org/products/index.cfm



Metodoldgia hodnotenia (I.)

= Metodologia hodnotenia (CEM:2022) T
= Proces:
7. provides
= Vstupy: ST, dokumentacia, TOE. il _
= Cinnosti: analyza, testovanie, overenie.
, / . . require v
= Vystupy: sprava hodnotenia (Evaluation
Technical Report). Kotidecce
= Ueastnici: vyrobca, hodnotitel, certifikaény organ. that
are
Controls Sufficient
are and
therefore
minimise
Correct Risk
and
therefore
minimise to
Assets

Zdroj: Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model, CC: 2022 43



Metodoldgia hodnotenia (l1.)

Evaluation Assurance Levels (EAL1-EAL7)
= Cim vysSia Uroven, tym vacsia dévera, ale aj naklady.

= EAL1 - Funkcne testovany: zakladné overenie funkénosti podla Specifikacie. (napr. mald aplikdcia na
spravu hesiel)

= EAL2 - Strukturne testovany: doplnené o dokumentaciu architektury a nezavislé testy. (napr.
podnikova databdzova aplikacia)

= EAL3 — Metodicky testovany a kontrolovany: hodnotenie navrhu a procesov vyvoja s detailnejsimi
testami. (napr. sietové zariadenie pre viaddne poulZitie)
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Metodoldgia hodnotenia (lll.)

EAL4 — Metodicky navrhnuty, testovany a revidovany: detailna dokumentacia a systematické
testovanie, najpouzivanejsia uroven. (napr. firewall, VPN brana)

EAL5 — Semi-formalne verifikovany dizajn a testovany: vyzaduje semi-formalne modely a presné
zdokumentovanie. (napr. bezpecnostny modul pre banky)

EAL6 — Semi-formalne verifikovany (rozsireny): prisnejsia analyza a hlbsie testovanie pre vysoko
rizikové prostredia. (napr. riadiace systémy v energetike)

EAL7 — Formalne verifikovany dizajn a testovany: matematicky dokazand spravnost ndvrhu,
extrémne nakladné. (napr. vojenské sifrovacie zariadenie)
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