Uvod do kybernetickej
a informacnej bezpecnosti

KOPaHP/PKBaK/25 — Pravo kybernetickej bezpecnosti a
kyberkriminality
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Groups Victims This year This month

268 20 315 291

Zdroj: https://www.ransomware.live/
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Hackeri napadli socialnu siet LinkedIn. X
Ukradli 6,5 miliona hesiel
Noviny.sk / Veda a technika Q LUCIA HUSAROVA

Zdroj: https://www.noviny.sk/veda-a-technika/104055-hackeri-
napadli-socialnu-siet-linkedin-ukradli-6-5-miliona-hesiel

R Svet okolo nas (l1.)

Od: Jhrasko <....@yahoo.jp>

Odoslané: sobota, 8. septembra 2018 3:36

Komu: xxx.xxx@upjs.sk <xxx.xxx@upjs.sk>

Predmet: Your password is vJanka

| am aware vJanka is your passphrase. Lets get right to purpose.
You may not know me and you are most likely thinking why you
are getting this e mail? None has compensated me to investigate
about you.

You get just two solutions. Why dont we look at these types of
options in particulars:

1st solution is to skip this e mail. In this situation, | most certainly
will send your very own recorded material to almost all of your
contacts and then just think regarding the humiliation you feel.
Furthermore if you happen to be in a romantic relationship,
exactly how it would affect?

Number 2 alternative would be to give me $4000. Let us describe
it as a donation. Subsequently, | will asap eliminate your video.
You could go on with your daily ro utine like this never happened
and you will not hear back again from me.
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Svet okolo nas '(II..)

Ransomware attack: Maastricht University
pays out $220,000 to cybercrooks

Adam Bannister 07 )

Dutch institution regrets striking ‘devil’s bargain’ but said it had to put staff and students first

'UNIVERSITE|T
N T

——

LA

Nemocnicu v Cesku ochromil ransomvér, napldnované operacie sa
rusia

Zdroje: https://mobil.sk/clanok/3517-hackeri-sa-naburali-do-kamier-android-smartfonov-keby-sa-nepriznali-nikto-by-to-ani-nevedel,
https://portswigger.net/daily-swig/ransomware-attack-maastricht-university-pays-out-220-000-to-cybercrooks
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Svet okolo nas (III.)

Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak

m Colonial CEO hopes U.S. goes after criminal hackers abroad
CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor
Accounts

LIVE ON BLOOMBERG

WatchLive TV >
Listen to Live Radio >

9 SCOTT IKEDA - DECEMBER 2,2021

000

Internal emails published by Bleeping Computer reveal that leading furniture

Photographer: Samuel Corum/Bloomberg

retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by
By William Turton and Kartikay Mehrotra >
June 4, 2021, 3:58 PM EDT internal and vendor accounts that have already been compromised.

Zdroje: https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password,
https://www.cpomagazine.com/cyber-security/ikea-suffers-ongoing-phishing-attacks-from-compromised-internal-and-vendor-accounts/



Svet okolo nas (IV.)

#Firmy & Lesy SR 28.6.2022 06:55 | Telekom
Statne lesy zostali po hekerskom ) Telekom Z.a§'€‘h°| ransomverovy
uitoku bez systémov. NeméZu utok. Funguje aktivacia balickov aj e-shop

predavat palivové drevo a padol
im aj portal na kontrolu tazby

_i'_;f IVAN HALUZA  + Zapnit clanky e-mailom » = A

Zdroj: iStock a Gprava Zivé.sk

Zdroj: https://zive.aktuality.sk/clanok/j42eNLI/telekom-zasiahol-ransomverovy-utok-funguje-aktivacia-balickov-aj-e-shop/,
https://e.dennikn.sk/2999023/statne-lesy-zostali-po-hekerskom-utoku-bez-systemov-nevedia-predavat-drevo-a-padol-im-aj-portal-na-kontrolu-tazby/



%

Svet okolo nas '(V.)

8.9.2023 13:59 | Bezpecnost

KosSicka Zupa celila kybernetickému utoku,
elektronické sluzby uradu su do¢asne

nefunkéné

Hackeri zverejnili data ukradnuté
Univerzite Mateja Bela, za¢inaju sa Sirit
internetom

PUBLISHED
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=
&
%
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Universitas Matthiae Belii association

. Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the

central Slovak town of Banské Bystrica. The university was

UNIVERZ[TA established in 1992. At the moment, more than 6,000 students are
MATEJA BELA studying at the university.
V BANSKEJ BYSTR

W Download data now!

O Jun 25, 2023, 01:17:21 PM 2055
Zdroj: Pixabay

Zdroj: Jén Koliba
Podobne ako v minulosti, aj tentoraz malo ist o ransomveér.

Zdroj: https://zive.aktuality.sk/clanok/8rvLPeR/kosicka-zupa-celila-kybernetickemu-utoku-elektronicke-sluzby-uradu-su-docasne-nefunkcne/
https://zive.aktuality.sk/clanok/cfRr3Xq/hackeri-zverejnili-data-ukradnute-univerzite-mateja-bela-zacinaju-sa-sirit-internetom/
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Svet okolo nas (VI.)

Rumunské nemocnice napadnuté ransomvérom

Vypublikované 13. 02. 2024

22.3.2024 15:46 | Bezpecnost

Hackeri udreli na Slovensku narodnu
kniznicu. Nejdu pristupy k zdrojom ani
kontakty

DIKDA' Biaky

Najnovsie

Vianocné pohladnice

ransomware-nemocnice-860x360

. ” ik Najmenej 25 rumunskych nemocnic bolo odrezanych od online sluZieb po tom, ¢o Gtok
rirucna Kkniznica

ransomvéru znefunkénil ich systém na spravu zdravotnej starostlivosti. Cielom Gtoku
bol HIS, ktory sa pouZiva v nemocniciach na spravu lekarskej ¢innosti a idajov o
pacientoch. Utok, ktory sa odohral pocas noci z 11. na 12. februéra 2024, zasiahol
produkéné servery HIS a v désledku toho systém prestal fungovat, siibory a databézy

Atlas mép rizikovych z6n mesta

Kosice boli zasifrované. Rumunské ministerstvo zdravotnictva uviedlo, Ze incident je

Blistanova, Monik predmetom vy3etrovania IT Specialistami, vratane odbornikov na kybernetickd
bezpecnost z Narodného riaditelstva pre kybernetick( bezpecnost (DNSC), a posudzuji
sa moznosti obnovy. Zoznam zasiahnutych nemocnic bol aktualizovany po zverejneni

aktualizacie DNSC a zahitia nemocnice v réznych regiénoch Rumunska vratane centier

Zdroj: reprofoto Snk.sk, iStock a tprava redakcia

pre regionalnu a onkologicku lie¢bu.

Zdroj: https://www.nbu.gov.sk/rumunske-nemocnice-napadnute-ransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hackeri-udreli-na-slovensku-narodnu-kniznicu-nejdu-pristupy-k-zdrojom-ani-kontakty/



R Svet okolo nas (VII.)

TREND &  Predplatit = ilvé Predplatné ()
Hekeri po utoku na kataster Ziadaju vysoké Kataster po mesiaci: Stat prelomil
vykupné, stat nemusi disponovat’ zalohami dat micanie. Co radi a slubuje ludom

:
19585
A

.“

Zdroj: iStock, reprofoto Zbgis.skgeodesy.sk, Uprava redakcia

Zdroj: Shutterstock ?
=
b g \ -
Q Daniel lvancak

= online editor Lukas Filip Hanker
" Kosno

Zhrnuli sme novinky okolo katastra presne mesia

9.1.7:35 | Aksa hekersky utok vtakomto rozsahu potvrdi, na Slovensku titoku. Mame oficialne vyjadrenia tradu.

mozZe nastat'chaos

Zdroj: https://www.trend.sk/spravy/hekeri-utoku-kataster-ziadaju-vysoke-vykupne-stat-nemusi-disponovat-zalohami-dat 10
https://zive.aktuality.sk/clanok/MkBBFdIl/kataster-po-mesiaci-stat-prelomil-mlicanie-co-radi-a-slubuje-ludom/
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V tieni ...
bezpecnost
neskor
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VSetky vase
medicinske zaznamy

- sme omylom zaslali
uplne cudziemu
cloveku

Odkazuje, ze ani on
bohuzial nevie co s
vami vilastne je...

13
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R o je informaéna bezpecnost? (l1.)

Vase medicinske
zaznamy nam bohuzial
stdle nezaslali naspat

Nepamatate si
nahodou Vasu celu
medicinsku historiu?

14

Zdroj: https://www.newyorker.com/magazine/2018/11/12/why-doctors-hate-their-computers



Vazeny pane, vase
medicinske zaznamy
nam konecne zaslali

spat a konecne
pozname pricinu vasich
problémov

Ste tehotny!

15

Zdroj: https://dribbble.com/shots/6278477-Composition-with-little-doctors



Stani¢né namestie

Kosice, KoSice Region
@ Google Street View

Apr2024 See more dates

Image capture: Apr 2024 © 2024 Google Siovskiz  Terms  Prvecy  Report s problen
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This apphcabon has requested the

Runtime to terminate it in an

unusual WaYy
s support team for more information

>

Please contact the applhcation




*»

imotion

g
2
£
3
2
g
a
2
a
=

10189y WA

Your computer was unable to start

tartup Repair

Do you want to restore your computer using System Restore?

Startup Repair can try to restore your computer to an earlier point in time when it
worked correctly ]

A3
rsonal data, but it might remove some programs that
do this restoration

l |
Restore Cancel \ |

This repair will not change pe
w~ere installed recently. You cannot un

kgt TE L RN
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K Informacna bezpecnost (I.)

" informacie pristupné len osobam, ktoré

uréime dovernost

" informacie su uUplné a neboli nevedomky

upravovaneé
dostupnost

" informacie pristupné na poziadanie tychto
0sOb v tom Case

integrita

20
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Computers & Security
Volume 38, October 2013, Poges 97-102

From information security to cyber security

Rossouw von Selms 9 &, Johan van Niekerk =
Show more

+ Add to Mendeley «§ Share 99 Cite

https://doi.org/10.1016/j.cose.2013.04.004 A Get rights and content A

Abstract

The term cyber security is often used interchangeably with the term information security.
This paper argues that, although there is a substantial overlap between cyber security
and information security, these two concepts are not totally analogous. Moreover, the
paper posits that cyber security goes beyond the boundaries of traditional information

security to include not only the protection of information resources, but also that of other

assets, including the person him/herself. In information security, reference to the human
factor usually relates to the role(s) of humans in the security process. In cyber security
this factor has an additional dimension, namely, the humans as potential targets of cyber
attacks or even unknowingly participating in a cyber attack. This additional dimension
has ethical implications for society as a whole, since the protection of certain vulnerable
groups, for example children, could be seen as a societal responsibility.

INTERNATIONAL I5SO/IEC
STANDARD 27032

Second edition
2023-06

Cybersecurity — Guidelines for
Internet security

Cybersécurité — Lignes directrices relatives a la sécurité sur l'internet

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security." computers & security 38 (2013): 97-102.

“cxe |nformacnd a kyberneticka bezpeénost ('I.) '

21



é&exe Informadnd a kybernetickd bezpe&nost (I'I.) '

Aktiva v podobe informacii Aktiva v podobe informacii Neinformacné aktiva, ktoré su
ukladané alebo prenasané ukladané alebo prenasané zranitel'né voci hrozbam
bez pouzitia IKT s pouzitim IKT prostrednictvom IKT

v

Informacna Bezpecnost | Kyberneticka
bezpecnost IKT bezpecnost

22

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security." computers & security 38 (2013): 97-102.



Model IB a KB

Ci cenia

Vlastnici

chcd minimalizovat
avadzaju
redukuju

Protiopatrenia
e = — mozu ovplyvnit
wmzene pomocou

> Zranitelnosti

si m6zu byt vedomi

edu k
Risk

]/yuzwaju
zvySujul ‘

Hrozby Aktiva

|

Povodcovia hrozieb

\ 4

vyvolavaju

chcu zneuzit a/alebo mozu poskodit



" Ekexs Aktivum (I.)

= Aktivum (asset) - vsetky hmotné, ale aj nehmotné statky,
vsetko, Co ma pre majitela systému urcitu hodnotu.

= hardvér — procesor, pamat, termindly a pod.,

= softvér — operacny systém, aplikacné programy a pod.,

= data —data ulozené v databazach, vstupné data, vystupné
data a pod.

= Judia — uzivatelia systému, administratori, operatori a

pod.
= cena (hodnota) aktiva
" najcennejsie aktiva - data a informacie, ktorych zneuzitie,
strata alebo modifikacia by organizacii alebo urcitej osobe N

sposobilo urcitu skodu.

24



Aktivum (l1.)

= Klasifikacia v sukromnej sfére (podla dovernosti): @ Ve rejné

"= Verejné
" |nterné

» Chranené j Interné

" Prisne chranené

= Kritéria pre urcenie celkovej hodnoty aktiva a naslednej Ch ra’ nené
klasifikacie
" Hodnota

= \/ek Prl,s’ne ,
= Naklady na vymenu chranené

= Uzitkova Zivotnost

25



Gicxe Bezpetnostné hrozby (1.)

= cCokolvek (napriklad objekt, material, cClovek) co je
schopné posobit proti aktivu takym sp6sobom, zZe ich
moze poskodit.

= potencidlna pric¢ina neziaduceho incidentu (ISO/IEC
13335).

= Zdroje:
= A (accidental) - nahodny zdroj - Cinnosti, ktoré
mozZu ndhodne poskodit informacné aktiva
= D (deliberate) - umyselny zdroj - umyselné akcie
zameraneé na aktiva
= E (environmental) - environmentalny zdroj

26



Bezpeénost-né hrozby (II.)

Typ Hrozby Zdroj
Fyzické poskodenie Poziar A,D,E
Poskodenie vodou A,D,E
Znecistenie A,D,E
Prirodnd udalost Klimaticky jav E
Povoden E
Strata zakladnej sluzby PreruSenie dodavky elektriny A,D,E
Ohrozenie informacii Odposluch D
Kradez zariadenia D
Neopravneni Cinnosti Neopravnené pouzitie zariadenia D
Poskodenie dat D
Ohrozenie funkcnosti Chyba v pouzivani A
Nedostatok personalu A,D,E

27




Zranitelnost (I.)

slabé miesto v oblasti vyvoja, implementacie, prevadzky alebo vnutorného

riadenia procesu, ktora vplyvom udalosti hrozieb spdsobi stratu CIA alebo
niektorého z aktiv

nieco, o umoznuje hrozbe prejavit sa O | O
priesecnik 3 prvkov:

= slabost alebo chyba systému,

= Utocnikov pristup k chybe a

= (tocnikova schopnost zneuzit chybu

28



= podstata zranitelného miesta moze byt:

" fyzickd — napr. umiestnenie informacného
systému v mieste, ktoré umoznuje lahké
znehodnocovanie systému, vypadok napatia,

= fyzikalna — vyzarovanie, utoky pri komunikacii
na vymenu spravy,

= v [udskom faktore — nespravne zaskolenie
operatorov, nedostatocné skusenosti
administratorov.

Zranitelnost (Il.)

o.l, ©

29



Zranitelnost (lIl.)

Skupina Priklady zranitelnosti Priklady hrozieb
Hardware Nedodrzanie pravidiel vymeny ZnicCenie zariadenia
Citlivost na zmenu napatia PreruSenie dodavky elektriny
Citlivost na zmenu teploty Metorologicky jav
Nechranené uskladnenie Kradez média alebo dokumentu
Software Zname chyby v programe Zneuzitie opravneni
Ziadne logovanie udalosti Zneuzitie opravneni
Zlozité pouzivatelské rozhrania Chyba pouzitia
Nedostato¢na dokumentacia Chyba pouzitia
Siete Nechranené komunikacné spojenia Odposluch
Nedostatocne bezpecna sietova architektura Vzdialena Spionaz
Bod totalneho zlyhania Zlyhanie komunikacného zariadenia
Zamestnanci Nedostatocné bezpecnostné skolenia Chyba pouzitia
Nedostatok kontrolnych mechanizmov Nezakonné spracovanie dat
Nedostatocné povedomie o bezpecnosti Chyba pouzitia
Lokality Poloha v zaplavovej Casti Povoden

Nestabilna elektricka siet

PreruSenie dodavky elektriny

30
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JIKCVE-2019-0708 Detail
MODIFIED

f) “GexB - Zranitelhost (IV.)

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resu
the information provided.

Current Description

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when
attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote Desktop Service
Vulnerability'.

Source: MITRE

#View Analysis Description

| Remote Desktop
»» Connection

Computer: » v

Username:  None specified

The computer name field is blank. Erter a full remote computer
name

» Show Options CO""OC‘]

Help

Impact
CVSS v3.0 Severity and Metrics: CVSS v2.0 Severity and Metrics:
Base Score: 9.8 CRITICAL Base Score: 10.0 HIGH
Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (V3.0 legend) Vector: (AV:N/AC:L/Au:N/C:C/1:C/A:C) (V2 legend)
Impact Score: 5.9 Impact Subscore: 10.0
Exploitability Score: 3.9 Exploitability Subscore: 10.0

Zdroj: https://nvd.nist.gov/vuln/detail/CVE-2019-0708

31



Utok (1.)

= pokus o zniCenie, vystavenie hrozbe, zmenu, vyradenie z Cinnosti, odcudzeniu aktiva
alebo ziskanie neopravneného pristupu k aktivu alebo uskutocnenie neopravneného
pouzitia aktiva (ISO/IEC 27000: 2018)

= cinnosti: C
= odpocuvanie (interception),
= prerusenie (interruption), o
» modifikacia/uprava (modification) | :zzz?éig:a
= vyroba (fabrication) Vyroba

Odpocuvanie

Prerusenie
A  Modifikacia
Vyroba



Alica

A=\

Boris

33



L’Jtdk(m.) '

= prerusenie (interruption)

82 -~
ah =)
T Boris

&

Utoénik



Utok (1V.)

" Uprava (modification):
= zmena— dochadza k zmene uz existujucich informacii
= vlozenie - pridanie informacii
" vymazanie - odstranenie existujucich informacii

Utoénik

35



. vyroba (fabrication)

Alica

Utoénik

36



Target and A

Utok (VI.)

Scope of
Damage
Seconds
Global
Infrastructure Next Generation
Impact Minutes * Cognitive threats:
social networks
Regional 3'd Generation _(likejacking)
Networks Hours * Infrastructure ¢ PDA and consumer
hacking electronics exploits
_ 2"d Generation < Flash threats  * Widespread website
Multiple * Network DoS - ¢ Massive worm - compromises
Networks Days * Blended threat  drives « Disruption of critical
15! Generation (worm + virus + * DDoS infrastructure
Individual | * Macro viruses _ Trojan) _ * Damaging _ * Virtualization exploits
Networks | * Email * Turbo worms payload, * Memory scraping
e DoS » Widespread viruses, * Hardware hacking
» Limited hacking  system hacking and worms * |Pv6-based attacks
Individual
Computer 1990s Early 2000s Late 2000s Today

Zdroj: http://www.ciscopress.com/articles/article.asp?p=1998559
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Verified

2021-07-27

2021-06-30

2021-06-16

2021-06-03

2021-05-28

2021-05-18

2021-05-10

2021-05-07

2021-04-21

2021-04-01

2021-01-28

2021-01-15

Has App

¢ & |& |6 (& |& |& | [ |6 |&

1L

Utok (VI1.)

PHP 7.3.15-3 - 'PHP_SESSION_UPLOAD_PROGRESS' Session Data Injection
phpAbook 0.9i - SQL Injection

OpenEMR 5.0.1.3 - /portal/account/register.php’ Authentication Bypass
PHP 8.1.0-dev - 'User-Agentt’ Remote Code Execution

PHPFusion 9.03.50 - Remote Code Execution

EgavilanMedia PHPCRUD 1.0 - ‘First Name' SQL Injection

PHP Timeclock 1.04 - 'Multiple’ Cross Site Scripting (XSS)

PHP Timeclock 1.04 - Time and Boolean Based Blind SQL Injection

Fast PHP Chat 1.3 - ‘my_item_search’ SQL Injection

phpPgAdmin 7.13.0 - COPY FROM PROGRAM Command Execution (Authenticated)
EgavilanMedia PHPCRUD 1.0 - 'Full Name' Stored Cross Site Scripting

PHP-Fusion CMS 9.03.90 - Cross-Site Request Forgery (Delete admin shoutbox message)

D

WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps

WebApps

PHP
PHP
PHP
PHP
PHP
PHP
PHP

Multiple
PHP

PHP

Reset All

Search ‘ PHA X ‘

S1iv3r
Alejandro Perez
Ron Jost
flast101
g0ldm45k
Dimitrios Mitakos
Tyler Butler
Tyler Butler
Fatih Coskun
Valerio Severini
Mahendra Purbia

Mohamed Oosman

38
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O Why GitHub? Team Enterprise

Repositories
Code
Commits
Issues
Discussions
Packages
Marketplace
Topics
Wikis

Users

Languages

Pythan

I}

HTML

PowerShell

She

Advanced s

Explore

tok (VIIl.)

Marketplace Pricing

127 repository results

(=]

0

0

zerosumOx0/CVE-2019-0708
Scanner PoC for CVE-2019-0708 RDP RCE vuln
Yr12k @C Apache-2.0 license Updated on 6 Dec 2020

Ekultek/BlueKeep
Proof of concept for CVE-2019-0708
Y7 1.1k @Python Updated on 3 Sep 2019

n1xbyte/CVE-2019-0708
dump
¥y 476 @ Python Updated on 1Jun 2019

k8gege/CVE-2019-0708

3300 S mAREH i TRECVE-2019-0708:L 21 M T E(Rdpscan Bluskeep Check)
security  exploit hacking poc rdp pentest exp eve-2019-0708  kBescan

¥r 356 @Python Updated on 13 Jun 2019

robertdavidgraham/rdpscan
A quick scanner for the CVE-2019-0708 "BlueKeep” vulnerability.
Yres @cC Updated on 22 Jun 2019

Oxeb-bp/bluekeep
Public work for CVE-2019-0708
Y7290 @Python GPL-3.0license Updated on 19 Nov 2019

algo7/bluekeep_CVE-2019-0708_poc_to_exploit | Public archive
An Attempt to Port BlueKeep PoC from @Ekultek to actual exploits
Tr 346 @ Python  GPL-3.0license  Updated on 10 Jan

CVE-2019-0708

3389

Sort: Best match =

Sign in

Sign up
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Utoénik (1.)

= jednotlivec, skupina, organizacia alebo vlada, ktora
vedie alebo md v Umysle vykonavat skodlivé ¢innosti

(SP 800-30).

High

Intruder
Knowledge

Attack
Sophistication

Low

sophisticated
command &
control
cross site scripting
“stealth™ / advanced
scanning techniques

Tools

distributed
attack tools (DDoS)
www attacks

back doors
disabling audits mgmt. diagnostics

! exploiting known vulnerabilities
| password cracking

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of incidents and approaches. Lawrence Livermore

National Laboratory (April 2009), 2009, 7: 1-22,

selfreplicating code
password guessing Attackers
1985 1990 1995 2000
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Utocnik (11.)

" motiv pochadza z predtuchy, ze systém, na ktory sa utocnik zameriava, uchovava alebo
spracovava nieco cenné; to signalizuje, Zze systém moze byt ohrozeny Utokom
= Motiv utokov (Utocnikov): |

v 3 . Ve . (prestige)
" narusenie obchodnej Cinnosti , coders
= kradez informacii a manipulacia s udajmi
= vytvaranie strachu a chaosu
= Sirenie nabozenského alebo politického

(recreation) (ideology)

nn'uir.-.fvﬁ" +— hlacktivists
- r

presvedcenia w
. . , H sophistication
" poskodenie dobrého mena B —aber
A warriors—8y
] pomSta a5 crowdsourcers -
= pozadovanie vykupného
(revenge) insiders [ profit)

Zdroj: SEEBRUCK, Ryan. A typology of hackers: Classifying cyber malfeasance using a weighted arc circumplex model. Digital Investigation, 2015, 14: 36-45.



Utocnik (lIl.)

Script Kiddies - nekvalifikovany heker, ktory kompromituje
systém spustenim skriptov, nastrojov a softvéru vyvinutého
skutocnymi hackermi

Organizovani hackeri - profesionalni hackeri, ktori sa snazia
zautodit na systém so ziskom

Hacktivisti - jednotlivci, ktori hackovanim propaguju politicku
agendu, najma poskodzovanim alebo deaktivovanim webovych
stranok

Utoénici sponzorovani §tatom - jednotlivci zamestnani vladou,
aby prenikli a ziskali prisne tajné informacie alebo poskodili
informacné systémy inych vlad

Insider Threat - hrozba pochadzajuca od ludi v organizacii, mézu
to byt nespokojni zamestnanci, prepusteni zamestnanci a
nedostatocne Skoleni zamestnanci




»Ak poznas nepriatela

SUN TZU
i seba samého, nebudes
porazeny. THE

Ak nepoznds nepriatela, ale N A R |
poznds sam seba, mas 50% e g

sancu na vitazstvo.

Ak nepoznds sam seba, ani S
nepriatela, prehras.” e o

-Sun Tzu

FRZOR.COfr '-Art-olear-Sun-Tzu-audiobook/dp/BOlMQSRAMM/
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Showing results for kevin mitnick
Search instead for kevin metnick

WANTED

BY US. MARSHALS

NOTICE 1O ARERESTING AGENCY  Befies svest, mibdete wamant Seocgh Natioasl Came ladoonation Conter (NCIC)

THE ART C
INVISIBILIT

FITHON OF THE RATIOANL HITRRLACE 3357 (8

KEVIN MITNICK

with Robert Vamos

Ustnd S0aien Masshals Serwicn NOIC sotry sumberd: NG/ »

NAME: covonvnncaninnsnesres JMITNICK, EEVIN BAVID

AEB(R) . ovvcvasnninnssnnnnns NIINIE, EEVIN DAYID
MEARILL, BRIAN ALLEX

DASCHrTION

T R THE ART OF
‘ DECEPTION

A o Lasauidonees ceessee BAUT

| NP p—

PO & uvuvnninninanses Bl0NT ;- & Wiam L. Simoa
Sonen, Marks, Toloot . o oo v v e e JFONE ENOSE

The Art of Invisibility: The World's Most Famous Hacker Teaches You How

Brother and Big Data
by Kevin Mitnick, Ray Porter, et al.

163
Audible Audiobook
309042558
Free with Audible trial
Paperback
$1341 g37.99
More Buying Choices
$11.96 (43 used & new offers)
Kindle
$10% 526,00

Other formats: Hardcover , Mass Market Paperback , Audio CD

The Art of Deception: Controlling the Human Element of Security
by Kevin Mitnick, Nick Sullivan, et al.

207
Audible Audiobook
$0%0 52486
Free with Audible trial
Paperback
$1247 $36.95

More Buying Choices
€1 Q4 (16N nced R new nffarc)
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" modus operandi =2
World's most dangerous malware

@ 1 @ Infection \ @ EstablishPersistence\

2
- ]
=, G : e di d through global
22, R e — EMOTET disrupted through globa
@riN~T| | L9 ‘ o4 i
=L 3 Lpor. 78 =0 action
Ll L) Invoice or shipment Users open document Malicious macros Emotet creates
LI 1T LU L] themed spam email with malicious macros download Emotet registry auto start
malware keys and injects itself 27
JAN

with malicious
@ § ------
A \ attachments or links / into running
............... \ processes / 2021

Law enforcement and judicial authorities worldwide have this week

6 e ot ase \ @ Network Propagation EZ] Outlook Scraper \ disrupted one of most significant botnets of the past decade: EMOTET.
. Investigators have now taken control of its infrastructure in an
) 8‘“ T international coordinated action.
- 9] | \ ZA N —a _ |=S
[ O 'ﬁ @ WebBrowserPassView Q — e S<l.\}IB B This operation is the result of a collaborative effort between authorities
- in the Netherlands, Germany, the United States, the United Kingdom,
P ey ‘/ l Sl France, Lithuania, Canada and Ukraine, with international activity
el %) coordinated by Europol and Eurojust. This operation was carried out in
Instructions Netbass ore QA the framework of the European Multidisciplinary Platform Against
J =
\ \ Mail PassView /
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Zdroj: https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action, https://www.cisecurity.org/
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Emotet (lI.

GWERZTA

A Malicious activity
samplel.xls

MD5: 886688995D6A1D10A98BC92870BC39B0
Start: 04.04.2022,23:37 Total time: 60 s

Win7 32 bit Macros loader emotet
Indicators: g J¥ & [ Tracker: Emotet
¥ Get sample = 10c b4 MaICon¥ ) Restart

Text report Process graph ATT&CK™ matrix Export

Processes

v EXCEL.EXE /dde

regsvr32.exe -s..\cseidll

MOVE YOUR MOUSE TO VIEW SCREENSHOTS
406 132 66
é @ * regsvr32.exe |CFG| /s "C:\Users\admin\AppData\Local\G...

)4 emotet 407 328 87

SUS SearchProtocolHost.exe Global\UsGthrFltPipeMssGthrPipeZ_ ...

- HTTP Requests 5| Connections DNS Requests Threats
27 6 41

® Timeshift Headers Process name
9251 ms GET | 200: OK 056 EXCELEXE
GET | 200: OK 2956 EXC XE
GET | 200: OK 056 EXC XE
GET | 200: OK 2956 EXCELEXE
GET | 200: OK 056 EXC XE

Get more awesome features with premium access! View more

Zdroj: https://app.any.run/tasks/093af2d6-3f5e-400d-9dcc-de2706a140ed/
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Emotet (lIl.)

(Y »

zrief neskor  Zdiefat

https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-d

In January 2021, law enforcement and judicial authorities
worldwide took down the Emotet botnet.

=2 EURSPOL

Participating law enforcement authorities:

- Netherlands (Politie)

@ Germany (Bundeskriminalamt)

() Lithuania (Lietuvos kriminalinés s  Canada (Royal Canadian
Mounted Police)

policijos biuras)

= uk (National Crime Agency)
= EURTPOL

o

Emotet was delivered to the
victims' computers via emails
that contained a malicious link
or an infected document.

Information
stealers

Installation

Emotet opened doors for:

~

Trojans

Started as a banking Trojan
in 2014, evolving over time.

It acted as a door opener for
other computers, allowing
unauthorised access to
other malware families.

It changed its code each time
it was called up.

Unique way of infecting networks
by spreading the threat after
gaining access to just a few
devices in the network.

i

- —— )

Ransomware

‘ ' France (Police Nationale)

% USA (Federal Bureau
~ of Investigation)

Ukraine (HauioHanbHa noniyist Ykpaikn)

The computer became
vulnerable and was offered
for hire to other criminals to
install other types of malware.

Always check your emails carefully
and watch out for:

bi/)

attachments or embedded links
from unknown senders.

messages with a sense of
urgency asking you to
download something.

offers with a promise of reward
that sounds too good to be true.




“ (::KC B
= 1 z najvacsich skupin

* unik udajov — nastroje,
postupy, komunikacia

Conti (l.)

FLASHPOINT

Posts > Conti Ransomware: Inside One of the World's Most Aggressive Ran...

Conti Ransomware: Inside One
of the World’s Most Aggressive
Ransomware Groups

o Flashpoint Intel Team < OCTOBER 4, 2022 Ia X m

TABLE OF CONTENTS
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" GckB Conti (I1.)

SIETOVA INFRASTRUKTURA
Takmer kazdi modernu siet je mozné hacknut.

Dovody su nasledovné:

= Nadbytocnost sieti — velké mnozZstvo sluzieb a rézne vstupné body do tej
istej siete.

= Priorita pohodlia pred bezpecnostou — viznica je bezpecna, ale velmi
neefektivna na vykonavanie Cinnosti.

» Ludsky faktor — chyby v konfiguracii, socialne inzinierstvo.
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Conti (I11.)

PRIESKUM A VYBER CIELA

Ak nemate konkrétny ciel a disponujete exploitom, mobzete skenovat siet (cely internet alebo
vybrané rozsahy IP adries) s ciefom najst zranitelné sluzby.

Ak chcete usetrit ¢as, pouzite zname sluzby ako Shodan.io, ale lepsSie je mat vlastny skener.

Pri cielenom Utoku je nevyhnutny  [Bahs

prieskum:

1.ZacCnite analyzou domény Search Engine for the
2.Velké korporacie maju vlastné Internet of Everything
autonémne systémy (AS), ... bielion bl sk e Bl el

help you make better decisions.

3.Pouzite OSINT nastroje na
ziskanie udajov o cielovej
organizacii a jej zamestnancoch.

52


https://www.shodan.io/

o hunter Product v~ Pricing Resources v Company v

~ Conti (IV.)

" NASTROJE OSINT
Vyhladavace informacii: .
= theHarvester — zber emailov, subdomeén, Connect Wlth
otvorenych portov any professional.
. SpiderFOOt = OSINT analvza Hunter is your all-in-one email outreach platform.
= hunter.io — zbiera emaily podla domény e onect withthe peopie fhat meter e

Vyhladavanie firiem:
= ZoomlInfo — firemné data See ourplans >
= OpenCorporates — databaza firiem
Vyhladavanie pouzivatelskych mien:
= Namechk

Vyhladavanie emailov:

= Have | Been Pwned

'»--have i been pwned?

Check if your email address is in a data breach

email address pwned?
53




" GckB Conti (V.)

Datum: 2021-03-15T16:09:16.675Z
Od: Kalinka
Sprava: Chlapi, viete mi povedat, ako vypnut ESET File Security?

Datum: 2021-03-15T15:14:23.771Z
Od: t3chnolog
Sprava: dtssync je mizerna volba v kazdom pripade)

Datum: 2021-03-15T15:14:07.896Z
Od: Rosette
Sprava: Zhromazduje Sophos Windows logy? Je to len proti malvéru?

Datum: 2021-03-15T15:13:30.907Z
Od: Slice
Sprava: Ako nenapadna je moznost vykonat DCSync na konkrétnych pouzivateloch, ak je na DC Sophos?

Datum: 2021-03-15T14:39:56.903Z
Od: Andy
Sprava: Jasné, vdaka, teraz to skusim
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Conti (VI.)

Datum: 2021-06-28T11:08:00.394568

Od: mango@q3.onion

Komu: stern@q3.onion

Sprava:

Vyvinuli sme jednoduchsi koncept analyzy dat a volani\ vydierania. Navrhol som nasledovnu schému:

Mdame samostatnu prieskumnu raketovu spolocnost. Prenesieme ju na analytikov, ktori vypracuju spravu o
spise. Ak su potrebné vydierania\volania, tuto ulohu pridelime volajucim. Aby volajuci pracovali efektivne a
nevolali len do prazdna, ako sa to deje teraz, su v kontakte s analytikmi a mo6zu si od nich vyZiadat akékolvek
dodatocné udaje,

povedzme cast zoznamu datumov alebo nejaké informacie o pocitacoch\heslach.

Ak spolo¢nost neodpovie, jej udaje sa odovzdaji na zverejnenie na stranke (na to je potrebné pridat do
tohto chatu bud' manazéra, alebo niekoho z jeho podporného timu).
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SNERZTA 5

) “Gexe  Aktudlne Statistiky o skupindch (1.)
| = skupiny utocCnikov, jul 2023 —jun 2024

THREAT ACTOR
@ unknown

@ NoName057
Qciop
LockBit

NoEscape 0.63%
Tark Hack Team 0.81% —\ _\

Cyber Dragon 0.88% —\

UserSec 1.07% —\

Black Basta 1.24% —\

Cactus 1.33% —\
PLAY 1.57%
_\

Anonymous Sudan 1.78% \

) Cyber Army of Russia

@ 8BASE

@ ALPHV/BlackCat

@ Anonymous Sudan

Unknown 34% ®pLay
e
Cactus
ALPHV/BlackCat 1.88%
—~
) Black Basta
BBASE 2.68% —__ @ Akira
D userSec

Cyber Army of Russla 276% —— { J Russian Cyber Army

@ Cyber Dragon
Medusa
RansomHub

LockBit 5.1% —— @ Tiirk Hack Team

@ailin

@ Server Killers

@ Anonymous Russia

Clop 5.43% — @ nNokscape

@RHYSIDA

@ SYLHET GANG-5G

@ Hunter International

O SiegedSec

L NoName057 30.48%

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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“@&exe  Aktuadlne Statistiky o skupinach (lI.)
" motivacia utoCnikoy, jul 2023 —jun 2024

@DATA

@DOS/DDOS/RDOS

OFmi

@ MALWARE

@RANSOMWARE

©S0CIAL ENGINEERING THREATS
©SUPPLY CHAIN ATTACK

() WEB THREATS

ZERO DAY

IDEOLOGY FINANCIAL GAIN UNKNOWN ESPIONAGE DESTRUCTION
MOTIVATION

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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* @KCKB Riziko (I)

" Uroven vplyvu na organizacné operacie (vratane cielov, funkcie, alebo povesti),
organizacné aktiva alebo jednotlivcov vyplyvajuce z prevadzkovania informacného

systému so zretelom na potencialny dopad hrozby a pravdepodobnost, Ze sa tato
hrozba vyskytne (FIPS 200).

= KB a IB zalozena na analyze rizik

= denno-denna analyza rizik

Zdroj: http://www.securityinfowatch.com/blog/11288612/vidsys-2013-national-security-survey-shows-risk-becoming-a-bigger-priority-for-c-level-executives 5 8



Metodika analyzy rizik kybernetickej
bezpecnosti pre uplatnenie v procesoch
riadenia rizika v zmysle poziadaviek zakona C.
69/2018 Z.z. o kybernetickej bezpecénosti

ISO/IEC 27005:2022 Informacné technoldgie —
BezpeCnostné metdody — Riadenie rizik
informacnej bezpecnosti

Riziko (I1.)

D

—

Stanovenie kontextu

Komunikacia rizik

\_

Y

Identifikacia
rizik

Y

Analyza rizik

Y

Vyhodnotenie
rizik

Bod 1

Nie

rozhodnutie o riziku
Uspokojivé hodnotenie

Ano

Monitorovanie a preskiimavanie rizik

Osetrenie rizik

'I(—>

Bod 2

rozhodnutie o riziku Nie
Uspokojivé osetrenie
Ano

Akceptacia rizik

Koniec prvého alebo opakovaného priechodu
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’

S Riziko (III.)

Vyjadrenie rizika (kvalitativny pristup)

Dopad —>
Pravdepodobnost
Nulova Nulové Nulové Nulové
Nizka Nizke Nizke Stredné
Stredna Nizke Stredné

Vysoka Stredné
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GWERZTA

Uspokojivé
hodnotenie

Bod 1

rozhodnutie o riziku

Moznosti oSetrenia rizika

! !

!

|

Modifikacia Postupenie
rizika rizika

Vyhnutie sa

riziku

Zdielanie
riziku

o T R E R E O E E o E o o o o,
-

Zvladanie rizik

Zvyskové
riziko

Bod 2

rozhodnutie o riziku

- mm mm Em mm Em Em Em Em Em Em Em Em Em Em mm e

Riziko (IV.)

/

Identifikacia
rizik

Analyza rizik

Vyhodnotenie

rizik
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Riziko (V.)

Akceptovanie/Zachovanie rizika (Accept)

Vyhnutie sa riziku (Avoid)

Limitacia/Znizenie rizika (Mitigate / Limit)

Presun rizika (Transfer)

*\
17 N
| \ Ve -]
N\ | P
/m )‘]! Dg)t/ |
Your project Avoid Mitigate Transfer Accept

Zdroj: http://cnx.org/content/col11120/1.4/
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R Bezpecnostné opatrenia (l.)

akakolvek cinnost, technické zariadenie, proces, mechanizmus, alebo cokolvek, ¢o

chrani informacny systém a jeho Casti (aktiva) pred pésobenim konkrétnych hrozieb
alebo hrozby.

Administrativne — napr. politiky, odporucania, standardy
Fyzické — napr. uzamykatelné dvere, nahradny zdroj napajania
Logické — napr. hesla, firewally, pristupové zoznamy
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Bezpecnostné opatrenia (ll.)

ISO/IEC 27002 2022

Zdroj: https://www.is027001security.com/html/27002.html

Predslov Kidc
nggsva?ﬁ pelatnosti FYZICke AtrIbUty [ Formalita )
@ Normativne odkazy k > = - \
Opmmsdnce || opatrenia | (© mapovanie | LUl
7 Biblografia | || na’27002:2013'| [ tudia |
® (@ | [ IT/kyber
Organizacné : 2 | Fyzické |
opatrenia TeChnOIOgICke [ Annex |
\ ) Opatrenla @© Clanok &.
© Opatrenia gechuare
zamerane
na ludi
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§ 20 ods. 2 Zakona o KB: Bezpecnostné opatrenia sa prijimaju a realizuju najma pre oblast

a) organizaciu a riadenie informacnej bezpecnosti a kybernetickej bezpecnosti,

b) spravu zranitelnosti a kybernetickych hrozieb,

c) spravu aktiv a riadenie kybernetickych hrozieb a rizik,

d) riadenie udalosti a kybernetickych bezpecnostnych incidentoy,

e) riadenie kontinuity Cinnosti, zalohovanie, obnovu systémov po havarii a krizové riadenie,
f) bezpecnost pri nadobudani, vyvoji a udrzbe siete, informacnych systémov, aplikacii a konfiguracii,
g) postupy posudzovania ucinnosti opatreni, riadenie suladu a kontrolné ¢innosti,

h) kryptografické opatrenia a zasady pouzivania kryptografie,

i) bezpecnost a spdsobilosti fudskych zdrojov,

j) spravu identit a pristupov,

k) bezpecnost pri prevadzke sieti a informacnych systémov,

|) ochranu proti Skodlivému kédu a neziaducemu obsahu,

m) systémovu bezpecnost, sietovl bezpecnost a komunikacnu bezpecnost,

n) monitorovanie, zaznamendvanie a hlasenie udalosti,

o) fyzicku bezpecnost, bezpecnost prostredia a spravu koncovych zariadeni,

p) ochranu zdznamov, sukromia a oznacovanie informacii,

q) dodavatelsky retazec,

r) obstaravanie a vyuzivanie certifikovanych produktov IKT, sluzieb IKT a procesov IKT.

Bezpecnostné opatrenia (ll1.)
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" Geke Bezpecnostné opatrenia (IV.)
= Minimalne bezpecnostna opatrenia — priloha ¢. 2 Vyhlasky UPVII ¢. 179/2020 Z. z.

A. Organizacia kybernetickej bezpecnosti a informacnej bezpecnosti
B. Riadenie rizik kybernetickej bezpecCnosti a informacnej bezpecnosti
C. Personalna bezpecnost

D. Riadenie pristupov

E. Riadenie kybernetickej bezpecnosti a informacnej bezpecnosti vo vztahoch s tretimi stranami
F. Bezpecnost pri prevadzke informacnych systémov a sieti

G. Hodnotenie zranitelnosti a bezpecnostné aktualizacie

H. Ochrana proti Skodlivému kdédu

|. Sietova a komunikacna bezpecnost

J. Akvizicia, vyvoj a udrzba informacnych technoldgii verejnej spravy
K. Zaznamenavanie udalosti a monitorovanie

L. Fyzicka bezpecnost a bezpecnost prostredia

M. RieSenie kybernetickych bezpecnostnych incidentov

O. Kontinuita prevadzky informacnych technoldgii verejnej spravy

P. Audit a kontrolné Cinnosti
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Tato fotografia od autora Neznamy autor, chranené licenciou CC BY-SA-NC
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https://inglesdelaselva.wordpress.com/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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Aktivum
Hrozba
Zranitelnost
Utok
Uto&nik
Riziko

Bezpecnostné opatrenie

Aktivita (11.)
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