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Situacné povedomie

Situacné povedomie (Situational Awareness, SA)

* Vnimanie prvkov v prostredi vdanom cCasopriestore, pochopenie ich vyznamu a
projekcia ich blizkeho buduceho stavu

* Stav poznania

Situacné povedomie v kybernetickej bezpecnosti (Cyber Situational Awareness, CSA)

» Aplikacia situacného povedomia do kyberpriestoru
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3 Urovne situacneho povedomia
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Vnimanie dat

Pochopenie vyznamu

a prvkov prostredia a dolezitosti situacie

Projekcia stavu situacie
a dalSich udalosti
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3 Urovne situacneho povedomia

Uroveri 1 — Vnimanie
* Vnimanie prvkov, stavovych atributov a dynamiky relevantnych atributov v prostredi

* Spravnost vnimania zasadne ovplyviiuje celkovy vysledok situacného povedomia
(zaujatost, nepresnost vstupnych dat vytvara o situacii mylny obraz)

* Bez interpretacie, len prijem informacii v ,,surovej“ forme

* Typicky problém: , data overload” — zahltenie objemom dat, prehliadnutie
relevantnych informacii
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Uroven 2 — Pochopenie

* Pochopenie vznika syntézou jednotlivych prvkov zachytenych na predoslej urovni do
koherentného, holistického obrazu prostredia

* Prvky sa kombinuju, interpretuju a priraduje sa im vyznam vo vztahu ku konkrétnym

cielom

* Doélezita je znalost/odbornost operatora
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Uroveri 3 — Projekcia

* Projekcia odhaduje buduci stav prvkov prostredia na zaklade aktualnych udalosti a

ich dynamiky

* UmoiZnuje robit véasné rozhodnutia

* llustracny priklad: skuseny vodic¢ predvida dopravnu situaciu a predchadza koliziam

(analdgia k operatorovi, ktory véas odhadne eskalujuci incident)
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Specifikd CSA

Kyberpriestor nema prirodzené hranice, jeho moznosti su ,,neobmedzené” (na
rozdiel od fyzického sveta viazaného fyzikalnymi zakonmi) — v CSA sa preto zvyknu
priestorové hranice vymedzit fyzickym umiestnenim siete/systému

Vsetky informacie su ziskané vyhradne cez hardvérové senzory, nevieme ich overit
fyzickym/priamym pozorovanim

Relativhe malé poziadavky na utok (mozné aj na uUrovni jednotlivca), rychly sled
udalosti pocas utoku, spracovanie velkého objemu informacii v CSA

Vyhody pre utocnika: anonymita, globalny dosah, socialne inzinierstvo vyuzivajuce
ludsku slabost, ...
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exa Entity CSA

Tvoria kyberpriestor, navzajom interaguju a spolu ovplyvnuju tvorbu CSA

Fyzické entity

* Hardvérové a infrastrukturne prvky — pocitace a ich periférié, routre, switche, ...
* Nadobudaju specifické roly (napr. pocita¢ ako pracovna stanica vs. server)
Nehmotné entity

» Softvérové a virtualne prvky — programy, sietové sluzby

 Sluzia na komunikaciu medzi ¢clovekom a pocitacom, alebo pocitaCmi navzajom
Ludské entity

e Ludia interagujuci s pocitaCmi

* 2 hlavné roly: uto¢nik a obranca (bezpecnostny analytik/architekt/inzZinier, ...)
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gxe CSA vyskum

Pocet publikovanych prispevkov

e Rastuci pocet publikacii na tému CSA B°

* Rastuci trend aplikovaného vyskumu a experimentalneho vyvoja . l l \ h L =
|-||u.i|“| 1l | [41

mWos

(najzndmejsie nastroje navrhla organizacia MITRE, napr. CyGraph) -
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KIUCové referencné zd rOje: Zdroj: M. Husék, T. Jirsik, and S. J.

Yang, “SoK: Contemporary Issues
and Challenges to Enable Cyber

* Cyber Situational Awareness: Issues and Research (ed. Jajodia a kol., 2010) Shot I e 25 I o
Availability, Reliability and Security
(ARES), Virtual Event, Ireland, Aug.

* Cyber Defense and Situational Awareness (Kott a kol., 2014) 25-28, 2020, pp. 1-10, doi

10.1145/3407023.3407062.

Prehlad pokrokov vo vyskume:

* Theory and Models for Cyber Situation Awareness (Liu a kol., 2017)
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" ks CSA vyskumné skupiny

* George Mason University (Jajodia)

e U.S. Army Research Laboratory (Kott)

* Rochester Institute of Technology (Yang)

* Swedish Defense Research Agency + RISE SICS (Brynielsson, Franke)
e AIT Austrian Institute of Technology (Skopik)

e CSIRT na Masarykovej univerzite
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"G Data na CSA vyskum

Hlavny problém vo vyskume: nedostatok datasetov s ,,ground truth”

Typy datasetov:

* Umelé/syntetické datasety
+ maju ,ground truth”, dokumentdciu (topoldgia siete, zdmery Utocnikov, scenare)
- Casto chyba realisticky ,, background traffic”, Sum, anomalie, nezname hrozby

* Live datasety
+ blizSie realnym potrebam vyskumnikov
- chyba ,ground truth” (tazké jednoznacne priradit pri¢inu/Umysel), nutnd anonymizacia

Oba typy datasetov rychlo zastaravaju (nové techniky, nastroje, Al, ...)
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Data na CSA vyskum

Vacsina datasetov obsahuje stopy sietovej prevadzky pouzivané na detekciu prienikov
(IDS), len niektoré obsahuju aj pravidla na detekciu prienikov (IDS rules) a topologiu
siete pre CSA vyskum

* DARPA datasety — najznamejsSie, v minulosti velmi popularne, dnes povazované za
zastaralé

e CTU-13, UNB (University of New Brunswick) datasety — novsie, popularne

* SABU dataset (live) — vhodny na testovanie koreldacie alertov medzi viacerymi
ucastnikmi

* CAIDA (live) — data zo sietového teleskopu a dalSich senzorov

* MM-TBM dataset (umely) — obsahuje topoldgiu siete a Sum
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Sucasne vyzvy pre CSA

Data

* Obrovské mnozstvo dat, ktoré v surovej forme nedava operatorovi vyznam
(,data overload — meaning underload®)

* Vysoka rychlost prichadzajucich dat je kombinovana s poZiadavkou na analyzu v
redlnom case, nastroje na spracovanie a analyzu dat musia bezat velmi rychlo

e DOraz na spravne Casoveé usporiadanie dat, kedze udalosti v kyberpriestore mozu
nastat v milisekundovych intervaloch (spravne ¢asové zoradenie udalosti je
nevyhnutné pri analyzach, kde nas zaujima kauzalita)

» Z velkého mnozstva dat tvori skodlivu aktivitu len malé mnozstvo alertov, co vedie k
extrémne vysokému pomeru Sumu k signalu

* Roznorodost dat prindsa vyzvy pri zjednocovani Udajov z r6znych zdrojov a r6znych
typov dat
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Sucasne vyzvy pre CSA

Nastroje

Na spracovanie dat z r6znych zdrojov su potrebné rézne nastroje (prepinanie medzi
nastrojmi, manualne narocné)

7 ’

Vizualizacia zohrava klucovu ulohu pri pochopeni situacie
Otvoreny problém — vizualizacia rozsiahlych a dynamicky sa meniacich sieti

Aktudlne vyzvy — Skalovatelnost a priepustnost ndstrojov, skratenie ¢asu analyzy a
casu odozvy (operator potrebuje nové informacie ¢o najskor, aby dokazal vcas
reagovat)
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Taxonomia a komponenty CSA

@yber Situational Awareneszg
|

— Attack Projection

Operational (Strategic ) (@ :\@ Intention Recogni-

— Network scanning — Asset management — Anomaly detection 4{ Summaries | Eon
. ion- i Event Prediction
— Vulnerability scans — Risk management —| Correlation | 4{ Locatiembasedviewrs | _|
- : Historical views | Network Security
- itori i Metrics and Time 4{ o PR .
Network monitoring || Incident response o Situation Forecasting
reports eries — Operational views

— Firewall logs

[ Audit findings Data Mining and

_| — | | Machine Learning % Multivariate views |

— Policy review

Zdroj: M. Husdk, T. Jirsik, and S. J. _| . . |
Yang, “SoK: Contemporary Issues Antivirus software

and Challenges to Enable Cyber _| OSINT |

Situational Awareness for Network || Parsing system logs
Security,” in Proc. 15th Int. Conf.

Availability, Reliability and Security 4' CTI |
(ARES), Virtual Event, Ireland, Aug. L] Penetration testing
25-28, 2020, pp. 1-10, doi:
10.1145/3407023.3407062.
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PR Taxondmia a komponenty CSA

Vhnimanie

* Operacné — kratke ¢asové horizonty pri kazdodennom rieseni incidentov; zdroje ako
sietova prevadzka, vystupy z IDS, systémové logy, ...

 Strategické — dlhSie Casové horizonty; zdroje ako spravy z reakcii na incidenty,
zistenia z auditov, OSINT, CTI, ...

Pochopenie

* Analyza —skuma a interpretuje zozbierané udaje; zahrna detekciu anomalii,
korelaciu alertov/udalosti, metriky, ¢asové rady, dolovanie dat, strojové ucenie

* Vizualizacia — premiena vysledky analyzy na situacné prehlady; zahrna suhrny a
lokalizacné, historické, operacné, viacdimenzionalne prehlady
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Projekcia

* Projekcia Utoku a rozpoznavanie zameru — ciefom je odhadnut aky bude dalsi krok
utocnika / ako sa utok bude pravdepodobne dalej vyvijat + aky ciel Uto¢nik sleduje

* Predikcia prienikov — ciefom je odhadnut buduce Utoky alebo bezpecnostné
incidenty aj bez toho, aby uz bol rozpoznany prebiehajuci viacstupnovy utok

* Predpovedanie bezpecCnostnej situacie v sieti — zameriava sa na buduci stav
bezpecnostnej situacie siete alebo prostredia, moze ist napr. o predikciu poctu

incidentoy, intenzity utokov, vyvoja zranitelnosti

V kybernetickej bezpecnosti nestaci utoky iba detegovat a reagovat na ne aZ po ich
vzniku — klicova je schopnost predvidat dalsi vyvoj Utoku, odhadnut jeho ciel alebo

buduci stav bezpecnostnej situacie v sieti
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Projekcia

Metddy zalozené na diskrétnych modeloch
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Grafy utoku

* Graf utoku — grafické znazornenie scenara utoku

 Stali sa zakladom aj pre dalSie pristupy zalozené na kontrole modelov — napr. pre
metddy vyuzivajuce Bayesovské siete, Markovove modely a metddy zalozené na
teorii hier

Graf G = (S,1,S,, Ss), kde:

e S je mnozina stavoy,

r €85 X § jeprechodova relacia (mozné akcie utocnika, zvy¢ajne ohodnotené,
napr. pravdepodobnostou Ze si Utocnik zvoli danu akciu)

So € S je mnozina pociatocnych stavov

Ss € S je mnozina uspesnych stavov
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gxe Grafy Utoku

Priklad grafu utoku p—

0.052

Coromaerace

0.162

* Uzly — mozné udalosti, ktoré tvoria utok

INFO TELNET access

* Hodnoty na hranach — pravdepodobnost, s akou
nastane udalost priradend ku koncovému uzlu

RCP sadmind query with
root credentials attempt UDP

Predikcie pomocou grafov utoku su zalozené na
prechadzani grafu a hladani Uspesnej cesty utoku
alebo na pravdepodobnostnych hodnotach hran

RCP sadmind UDP
NETMGT_PROC_SERIVCE
CLIENT_DOMAIN overflow attempt R b , .
Zdroj: M. Husdk, J. Komarkova, E.

Bou-Harb, and P. Celeda, “Survey of
Attack Projection, Prediction, and
Forecasting in Cyber Security,” IEEE
Communications Surveys &
Tutorials, vol. 21, no. 1, pp. 640—
660, 2019, doi:
10.1109/COMST.2018.2871866.

ATTACK-RESPONSES

POLICY FTP
anonymous login attempt

INFO TELNET access

0.002 0.001
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Grafy utoku — prehlad vyskumu

T. Hughes and O. Sheyner, “Attack scenario graphs for computer network threat analysis and prediction,”
Complexity, vol. 9, no. 2, pp. 15-18, 2003.

C.-J. Chung, P. Khatkar, T. Xing, J. Lee, and D. Huang, “NICE: Network intrusion detection and
countermeasure selection in virtual network systems,” IEEE Trans. Depend. Secure Comput., vol. 10, no. 4,
pp. 198-211, Jul./Aug. 2013.

I. Kotenko and A. Chechulin, “A cyber attack modeling and impact assessment framework,” in Proc. 5th
Int. Conf. Cyber Conflict (CYCON), Jun. 2013, pp. 1-24.

P. Cao, E. Badger, Z. Kalbarczyk, R. lyer, and A. Slagell, “Preemptive intrusion detection: Theoretical
framework and real-world measure ments,” in Proc. Symp. Bootcamp Sci. Security, Urbana, IL, USA, 2015,
pp. 1-5.

A. A. Ramaki, M. Amini, and R. E. Atani, “RTECA: Real time episode correlation algorithm for multi-step
attack scenarios detection,” Comput. Security, vol. 49, pp. 206-219, Mar. 2015.
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Grafy utoku — prehlad vyskumu

M. GhasemiGol, A. Ghaemi-Bafghi, and H. Takabi, “A comprehensive approach for network attack
forecasting,” Comput. Security, vol. 58, pp. 83-105, May 2016.

M. GhasemiGol, H. Takabi, and A. Ghaemi-Bafghi, “A foresight model for intrusion response management,”
Comput. Security, vol. 62, pp. 73-94, Sep. 2016.

N. Polatidis, E. Pimenidis, M. Pavlidis, and H. Mouratidis, “Recommender systems meeting security: From
product recommenda tion to cyber-attack prediction,” in Engineering Applications of Neural Networks.
Cham, Switzerland: Springer Int., 2017, pp. 508-519.

N. Polatidis, E. Pimenidis, M. Pavlidis, S. Papastergiou, and H. Mouratidis, “From product recommendation
to cyber-attack prediction: Generating attack graphs and predicting future attacks,” in Evolving Systems.
Heidelberg, Germany: Springer, May 2018.
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Bayesovske siete

Pravdepodobnostny graficky model

Siet je orientovany acyklicky graf, kde uzly predstavuju diskrétne alebo spojité
nahodné premenné a hrany vztahy medzi nimi

Uzly uchovavaju stavy nahodnych premennych a podmienené pravdepodobnosti

Na vytvorenie Bayesovskej siete / Bayesovského grafu utoku je potrebny zoznam
udalosti, kauzalne zavislosti medzi udalostami a pravdepodobnosti prechodov
medzi udalostami

Predikcia alertov vyuziva pravdepodobnosti zachytené v modeli
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Bayesovske siete

Priklad Bayesovského grafu utoku

Pr(A) | Pr(2A)
1.00 0.00
0.65 035

A root/FTP server

192.216.0.10

oo ~—=|}
o~o =0

B Matu FTP BOF C remote BOF on SSH daemon

192.216.0.10 192.216.0.10

Zdroj: M. Husdk, J;Komérkové, E.
Bou-Harb, and P. Celeda, “Survey of

Attack Projection, Prediction, and
D P (B) Pr(=C) y

Forecasting in Cyber Security,” IEEE
0.85

Communications Surveys &
Tutorials, vol. 21, no. 1, pp. 640—
Pr(D) Pr(-D)
0.70 0.30

[

660, 2019, doi:
10.1109/COMST.2018.2871866.
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gxe Bayesovske siete — prehlad vyskumu

X. Qin and W. Lee, “Attack plan recognition and prediction using causal networks,” in Proc. 20th Annu.
Comput. Security Appl. Conf., Dec. 2004, pp. 370-379.

J. Wy, L. Yin, and Y. Guo, “Cyber attacks prediction model based on Bayesian network,” in Proc. IEEE 18th
Int. Conf. Parallel Distrib. Syst. (ICPADS), Dec. 2012, pp. 730-731.

A. A. Ramaki, M. Khosravi-Farmad, and A. G. Bafghi, “Real time alert correlation and prediction using
Bayesian networks,” in Proc. IEEE 12th Int. Iran. Soc. Cryptol. Conf. Inf. Security Cryptol. (ISCISC), 2015, pp.
98-103.

A. Okutan, S. J. Yang, and K. McConky, “Predicting cyber attacks with Bayesian networks using
unconventional signals,” in Proc. 12th Annu. Conf. Cyber Inf. Security Res., 2017, pp. 1-13.

K. Huang, C. Zhou, Y.-C. Tian, S. Yang, and Y. Qin, “Assessing the physical impact of cyberattacks on
industrial cyber-physical systems,” IEEE Trans. Ind. Electron., vol. 65, no. 10, pp. 8153—-8162, Oct. 2018.
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Markovove modely

* Reprezentované vo forme grafu

* Funguju dobre aj v pritomnosti nepozorovatelnych stavov a prechodov — umoznuiju
detekciu prienikov aj ked' niektoré kroky utoku neboli zachytené

* Existuje viacero variantov Markovovych modelov pouzivanych na predikciu utokoy,
napr. skryté Markovove modely (HMM), Markovove modely s premenlivou dlzkou
(VLMM) a Markovove modely s premenlivym radom (VOMM)

* V kyberbezpecnosti predstavuju uzly triedy utokov, hrany pozorovacie symboly a
vahy hran pravdepodobnosti

Zdroj: M. Husdk, J. Komarkova, E.
Bou-Harb, and P. Celeda, “Survey of
Attack Projection, Prediction, and
Progress Compromise Forecasting in Cyber Security,” IEEE
Communications Surveys &
" . . , Tutorials, vol. 21, no. 1, pp. 640—
Priklad HMM na predikciu utokov e

10.1109/COMST.2018.2871866.
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“&s%® \1arkovove modely — prehlad vyskumu

H. Farhadi, M. AmirHaeri, and M. Khansari, “Alert correlation and prediction using data mining and
HMM,” I1SeCure, vol. 3, no. 2, pp. 77-101, 2011.

A.S. Sendi, M. Dagenais, M. Jabbarifar, and M. Couture, “Real time intrusion prediction based on
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S. Shin, S. Lee, H. Kim, and S. Kim, “Advanced probabilistic approach for network intrusion forecasting and
detection,” Expert Syst. Appl., vol. 40, no. 1, pp. 315-322, 2013.

Y. Zhang, D. Zhao, and J. Liu, “The application of Baum—Welch algorithm in multistep attack,” Sci. World J.,
vol. 2014, May 2014, Art. no. 374260.

H. A. Kholidy, A. Erradi, S. Abdelwahed, and A. Azab, “A finite state hidden Markov model for predicting
multistage attacks in cloud systems,” in Proc. IEEE 12th Int. Conf. Depend. Auton. Secure Comput. (DASC),
Aug. 2014, pp. 14-19.
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Teoria hier

* Hra ako model interakcie medzi utoc¢nikom a obrancom
* Hladanie najlepsej stratégie pre hracov

« Zakladné predpoklady tedrie hier: Ucastnici su racionalni a uvazuju strategicky

Hra pozostava z:

* konecnej mnoziny N hracov (v kontexte sietovej bezpecnosti zvycajne Utocnik a
obranca/spravca)

* neprazdnej mnoziny akcii A; pre kazdého hracai € N

* vyplatnej funkcie u; pre kazdeého hraca i € N, ktora kazdému vysledku a € X;ey 4;
priraduje uzitok hraca i
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Casove rady

Historical values

bodov usporiadanych podla ¢asu —- - Forus

- - 95 % limits

« Casovy rad — mnoZina po sebe nasledujicich datovych '

« Casto su reprezentované vo forme ¢iarového grafu

« Zachytavaju vyvoj v ¢ase a umoziuju odhadovat buduce

hodnoty na zaklade historickych pozorovani X
* Predikuju skor numerické charakteristiky bezpecnostnej

situacie nez konkrétne kroky utocnika — _—_ —_

>4 \V4 « 7 . . oe 7 Qe period period into future
* Casto sa pouzivaju aj pri detekcii anomalii P R N [P A ooy

* Na analyzu ¢asovych radov existuju rozne metody, napr. prikiad casoveholris
klzavy priemerl aUtoregresné mOdely S klzav\llm Zdroj: M. Husdk, J. Koméarkova, E. Bou-Harb, and P.

. Celeda, “Survey of Attack Projection, Prediction, and
p rl e m e ro m Forecasting in Cyber Security,” IEEE Communications
Surveys & Tutorials, vol. 21, no. 1, pp. 640-660, 2019,

doi: 10.1109/COMST.2018.2871866.
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Gra Sivé modely

* Pouzivaju sa na predikciu kyberbezpecnostnej situacie

* V tejto tedrii sa situacia bez informacii oznacuje ako Cierna, situacia s uplnymi
informaciami ako biela, a kedZe sa realne problémy nachadzaju niekde medzi nimi,
tato situdcia sa oznacuje ako sivda — moZzeme ju modelovat pomocou sivého modelu

* Najpouzivanejsie sivé modely: GM(1,1) a jeho modifikacia Grey-Verhulst model
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Metody strojoveho ucenia

* Na predikciu buducich udalosti (napr. kybernetické utoky) je mozné pouZit r6zne
metody strojového ucenia

* NajcastejSie pouzivana forma strojového ucenia — neurénoveé siete

Proces aplikacie metdd strojového ucenia pozostava z dvoch faz:

* Trénovacia — model sa uci na prikladoch z trénovacieho datasetu

* Testovacia — model spracuje nové data a vrati pre ne vysledky

Typy ucenia:

e Ucenie bez ulitela — model sa u¢i autondmne, bez oznacenych vstupnych dat
* Ucenie s uCitelom — vstupné data su oznacené ludskym expertom

* Poloriadené ucenie (semi-supervised learning) — oznacend je iba c¢ast vstupnych dat

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVO)A
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




" {C . V4 / . / Vs
&ex® Neurdnové siete — orehlad vyskumu

R. Zheng, D. Zhang, Q. Wu, M. Zhang, and C. Yang, “A strategy of network security situation autonomic
awareness,” in Network Computing and Information Security. Heidelberg, Germany: Springer, 2012, pp.
632-639.

F. Chen, Y. Shen, G. Zhang, and X. Liu, “The network security situation predicting technology based on the
small-world echo state network,” in Proc. 4th IEEE Int. Conf. Softw. Eng. Service Sci. (ICSESS), 2013, pp.
377-380.

Y. Zhang, S. Jin, X. Cui, X. Yin, and Y. Pang, “Network security situation prediction based on BP and RBF
neural network,” in Trustworthy Computing and Services. Berlin, Heidelberg: Springer, 2013, pp. 659-665.

W. Xing-Zhu, “Network intrusion prediction model based on RBF features classification,” Int. J. Security
Appl., vol. 10, no. 4, pp. 241-248, 2016.

H. Zhang, Q. Huang, F. Li, and J. Zhu, “A network security situation prediction model based on wavelet
neural network with optimized parameters,” Digit. Commun. Netw., vol. 2, no. 3, pp. 139-144, 2016.

F. He et al., “Mixed wavelet-based neural network model for cyber security situation prediction using
MODWT and Hurst exponent analysis,” in Network and System Security. Cham, Switzerland: Springer Int.,
2017, pp. 99-111.

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




Metoda podpornych vektorov —
prehlad vyskumu

X. Cheng and S. Lang, “Research on network security situation assessment and prediction,” in Proc. 4th
Int. Conf. Comput. Inf. Sci. (ICCIS), 2012, pp. 864-867.

G. K. Jayasinghe, J. S. Culpepper, and P. Bertok, “Efficient and effective realtime prediction of drive-by
download attacks,” J. Netw. Comput. Appl., vol. 38, pp. 135-149, Feb. 2014.

S. O. Uwagbole, W. J. Buchanan, and L. Fan, “Applied machine learning predictive analytics to SQL
injection attack detection and prevention,” in Proc. IFIP/IEEE Symp. Integr. Netw. Service Manag. (IM), May
2017, pp. 1087-1090.

S. 0. Uwagbole, W. J. Buchanan, and L. Fan, “An applied pattern driven corpus to predictive analytics in
mitigating SQL injection attack,” in Proc. 7th Int. Conf. Emerg. Security Technol. (EST), Sep. 2017, pp. 12-17.

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




“KC | : , / ,
<% Dolovanie dat — prehlad vyskumu

3

C. Fachkha et al., “Investigating the dark cyberspace: Profiling, threat based analysis and correlation,” in
Proc. 7th Int. Conf. Risks Security Internet Syst. (CRiSIS), Oct. 2012, pp. 1-8.

Y.-H. Kim and W. H. Park, “A study on cyber threat prediction based on intrusion detection event for APT
attack detection,” Multimedia Tools Appl., vol. 71, no. 2, pp. 685-698, Jul. 2014.

M. Husak and J. Kaspar, “Towards predicting cyber attacks using information exchange and data mining,”
in Proc. 14th Int. Wireless Commun. Mobile Comput. Conf. (IWCMC), Jun. 2018, pp. 536-541.

Financované E MINISTERSTVO

-
Europskou uniou PI.A’" COBNOVY B INVESTICIi, REGIONALNEHO ROZVOJA

] A INFORMATIZACIE
NextGenerationEU SLOVENSKE] REPUBLIKY




Iné metody strojoveho ucenia —
prehlad vyskumu

Rozhodovaci strom

K. Soska and N. Christin, “Automatically detecting vulnerable websites before they turn malicious,” in
Proc. USENIX Security Symp., 2014, pp. 625-640.

Nahodny les

Y. Liu et al., “Cloudy with a chance of breach: Forecasting cyber security incidents,” in Proc. USENIX
Security Symp., Washington, DC, USA, 2015, pp. 1009-1024.

Dolovanie pravidiel, zhlukovanie

P. Shao, J. Lu, R. K. Wong, and W. Yang, “A transparent learning approach for attack prediction based on
user behavior analysis,” in Information and Communications Security. Cham, Switzerland: Springer Int.,
2016, pp. 159-172.

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




" {C . / / . / v .
G g metody strojoveho ucenia —
prehlad vyskumu

Kombinacia metod ucenia s ucitefom a bez ucitela

K. Veeramachaneni, I. Arnaldo, V. Korrapati, C. Bassias, and K. Li, “Al2: Training a big data machine to
defend,” in Proc. IEEE 2nd Int. Conf. Big Data Security Cloud (BigDataSecurity) IEEE Int. Conf. High Perform.
Smart Comput. (HPSC) IEEE Int. Conf. Intell. Data Security (IDS), New York, NY, USA, Apr. 2016, pp. 49-54.

Financované PI.A," ,.OBNOVY.l MINISTERSTVO

Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
P , L < A INFORMATIZACIE

NextGenerationEU SLOVENSKE] REPUBLIKY




@ckB

Projekcia
Iné pristupy

oy Financované @ MINISTERSTVO

{ } Eurépskou tniou PL AN IOBNOVY: INVESTICIi, REGIONALNEHO ROZVOJA

x . A INFORMATIZACIE
- NextGenerationEU SLOVENSKE| REPUBLIKY



“‘Giﬁﬁé .Ei

Pristupy zalozene na podobnosti —
orehlad vyskumu

A. Jantan, M. Rasmi, M. I. Ibrahim, and A. H. A. Rahman, “A similarity model to estimate attack strategy
based on intentions analysis for network forensics,” in Recent Trends in Computer Networks and
Distributed Systems Security. Berlin, Heidelberg: Springer, 2012, pp. 336—-346.

M. Rasmi and A. Jantan, “A new algorithm to estimate the similarity between the intentions of the cyber
crimes for network forensics,” Procedia Technol., vol. 11, pp. 540-547, 2013.

A. AlEroud and G. Karabatis, “Context infusion in semantic link networks to detect cyber-attacks: A flow-
based detection approach,” in Proc. IEEE Int. Conf. Semantic Comput., Jun. 2014, pp. 175-182.

A. AlEroud and G. Karabatis, “Methods and techniques to identify security incidents using domain
knowledge and contextual information,” in Proc. IFIP/IEEE Symp. Integr. Netw. Service Manag. (IM), May
2017, pp. 1040-1045.

Financované

v r - MINISTERSTVO

Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION

NextGenerationEU SLOVENSKE] REPUBLIKY




Pristupy zalozene na podobnosti —
prehlad vyskumu

C.-B. Jiang, I.-H. Liu, Y.-N. Chung, and J.-S. Li, “Novel intrusion prediction mechanism based on honeypot
log similarity,” Int. J. Netw. Manag., vol. 26, on. 3, pp. 156-175, 2016.

A. AlEroud and I. Alsmadi, “Identifying cyber-attacks on software defined networks: An inference-based
intrusion detection approach,” J. Netw. Comput. Appl., vol. 80, pp. 152-164, Feb. 2017.

Financované

v r - MINISTERSTVO

Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION

NextGenerationEU SLOVENSKE] REPUBLIKY




Predikcia objemu DDoS utokov —
orehlad vyskumu

D. Kwon, J. W.-K. Hong, and H. Ju, “DDoS attack forecasting system architecture using Honeynet,” in Proc.
14th Asia—Pac. Netw. Oper. Manag. Symp. (APNOMS), Sep. 2012, pp. 1-4.

D. Kwon, H. Kim, D. An, and H. Ju, “DDoS attack volume forecasting using a statistical approach,” in Proc.
TODO, 2017, pp. 1083-1086.

C. Fachkha, E. Bou-Harb, and M. Debbabi, “Towards a forecasting model for distributed denial of service
activities,” in Proc. 12th IEEE Int. Symp. Netw. Comput. Appl. (NCA), Cambridge, MA, USA, Aug. 2013, pp.
110-117.

A. Olabelurin, S. Veluru, A. Healing, and M. Rajarajan, “Entropy clustering approach for improving
forecasting in DDoS attacks,” in Proc. IEEE 12th Int. Conf. Netw. Sens. Control (ICNSC), Apr. 2015, pp. 315—
320.

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




4K Eyoluéné vypodty — prehlad vyskumu

G.-Y. Hu et al., “A method for predicting the network security situation based on hidden BRB model and
revised CMA-ES algorithm,” Appl. Soft Comput., vol. 48, pp. 404—418, Nov. 2016.

G.-Y. Hu and P.-L. Qiao, “Cloud belief rule base model for network security situation prediction,” IEEE
Commun. Lett., vol. 20, no. 5, pp. 914-917, May 2016.

H. Wei et al., “A new BRB model for cloud security-state prediction based on the large-scale monitoring
data,” IEEE Access, vol. 6, pp. 11907-11920, 2017.

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




Nekonvencnée zdroje dat
— prehlad vyskumu

A. Hernandez et al., “Security attack prediction based on user sentiment analysis of Twitter data,” in Proc.
IEEE Int. Conf. Ind. Technol. (ICIT), Mar. 2016, pp. 610-617.

A. Dalton, B. Dorr, L. Liang, and K. Hollingshead, “Improving cyber-attack predictions through information
foraging,” in Proc. IEEE Int. Conf. Big Data (Big Data), Boston, MA, USA, Dec. 2017, pp. 4642—-4647.

K. Shu, A. Sliva, J. Sampson, and H. Liu, “Understanding cyber attack behaviors with sentiment information
on social media,” in Social, Cultural, and Behavioral Modeling. Cham, Switzerland: Springer Int., 2018, pp.
377-388.

Financované

v r - MINISTERSTVO

Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION

NextGenerationEU SLOVENSKE] REPUBLIKY




@ckB

Situacné povedomie v kybernetickej bezpecnosti

Zdroje:
* M. Husak, T. Jirsik, and S. J. Yang, “SoK: Contemporary Issues and Challenges to Enable Cyber Situational Awareness for Network Security,” in Proc.

15th Int. Conf. Availability, Reliability and Security (ARES), Virtual Event, Ireland, Aug. 25-28, 2020, pp. 1-10, doi: 10.1145/3407023.3407062.
* M. Husak, J. Komarkova, E. Bou-Harb, and P. Celeda, “Survey of Attack Projection, Prediction, and Forecasting in Cyber Security,” IEEE
Communications Surveys & Tutorials, vol. 21, no. 1, pp. 640-660, 2019, doi: 10.1109/COMST.2018.2871866.
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