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Á2ŀǎƻǾȇ ƘŀǊƳƻƴƻƎǊŀƳ

Á08:30 ς 10:00 ς 1. blok

Á10:00 ς 10:15 ς ǇǊŜǎǘłǾƪŀ

Á10:15 ς 11:45 ς 2. blok

Á11:45 ς 12:45 ς ǇǊŜǎǘłǾƪŀ

Á12:30 ς 14:00 ς 3. blok

Á14:00 ς 15:30 ς 4. blok
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLΦύ



2Ɲǎƭƻ 
modulu

błȊƻǾ ƳƻŘǳƭǳ
2ŀǎƻǾł 
ŘƻǘłŎƛŀ όпр 

min.)
Forma stretnutia

Modul ő. 1 ¨ǾƻŘ Řƻ ƪȅōŜǊƴŜǘƛŎƪŜƧ ŀƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛ όYL.ύ6 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 2 YǊƛǘƛŎƪŞ ƳȅǎƭŜƴƛŜ ŀ ŘŜȊƛƴŦƻǊƳłŎƛŜ8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 3 {ƻŎƛłƭƴŜ ƛƴȌƛƴƛŜǊǎǘǾƻ 8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 4 .ŜȊǇŜőƴƻǎǙ ǇǊŜǾłŘȊƪȅ ŀ ǊƛŜǑŜƴƛŜ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ ƛƴŎƛŘŜƴǘƻǾ8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 5 5ƛƎƛǘłƭƴŀ ƛŘŜƴǘƛǘŀ ŀ ǎǵƪǊƻƳƛŜ Ǿ ƻƴƭƛƴŜ ǇǊƻǎǘǊŜŘƝ6 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 6
½łƪƭŀŘȅ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ ǘŜŎƘƴƻƭƽƎƛƝ ǇǊŜ 
KIB I.

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 7
½łƪƭŀŘȅ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ ǘŜŎƘƴƻƭƽƎƛƝ ǇǊŜ 
KIB II.

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLLΦύ



Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

~ƪƻŘƭƛǾȇ ƪƽŘ όLΦύ
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6Zdroj: https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/, https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/, https://digitalportal.sk/holandsku-
univerzitu-ochromil-na-vianoce-kyberneticky-utok/, https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx 
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Zdroj: http://usa.kaspersky.com/internet-security-center/internet-safety/Malware-remover-vs-antivirus-software#.V2nAEriLSW8/
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Malware = Malicious Software 
 Ґ ~ƪƻŘƭƛǾȇ ƪƽŘ 

Á ½ŀŘƴŞ ǾǊłǘƪŀ ςǇǊƝǎǘǳǇ Řƻ 
ǇƻőƝǘŀőŀ ƻŘƪƛŀƯƪƻƯǾŜƪ

Á £ŀȌŜƴƛŜ ƪǊȅǇǘƻƳƛŜƴ

Á {ǵőŀǎǙ botnetov

Á tǊƝǎǘǳǇ ƪ ǵőǘƻƳ

Á ½ŀǎƛŜƭŀƴƛŜ ǵŘŀƧƻǾ

Á {ǘƛŀƘƴǳǘƛŜ řŀƭǑƛŜƘƻ ǑƪƻŘƭƛǾŞƘƻ 
ƪƽŘǳ

Á ~ƛŦǊƻǾŀƴƛŜ ŀ ǾȇƪǳǇƴŞ

8Zdroj: https://www.heise.de/news/Malware-saugte-Nutzerdaten-bei-Ticketmaster-ab-4093671.html



½ŘǊƻƧΥ aŀǊǘƛƴŀ tƛǾŀǊƴƝƪƻǾłΣ /{Lw¢Φ{Y

aŀƭǾŞǊ
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5ƛǎǘǊƛōǵŎƛŀ ƳŀƭǾŞǊǳ όLΦύ

ÁtƘƛǎƘƛƴƎƻǾŞ emaily

ÁbŜōŜȊǇŜőƴŞ ǿŜōƻǾŞ ǎǘǊłƴƪȅ

Zdroj: https://d32exi8v9av3ux.cloudfront.net/blog/Phishing2.2.png
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5ƛǎǘǊƛōǵŎƛŀ ƳŀƭǾŞǊǳ όLLΦύ

ÁtƘƛǎƘƛƴƎƻǾŞ emaily

ÁbŜōŜȊǇŜőŜƴŞ ǿŜōƻǾŞ ǎǘǊłƴƪȅ

ÁwŜƪƭŀƳȅ Ǿƻ ǿŜōƻǾȇŎƘ ǎǘǊłƴƪŀŎƘ

ÁUpload/download dokumentov

Zdroj: http://guides.uufix.com/wp-content/uploads/2017/06/adware.png 11



5ƛǎǘǊƛōǵŎƛŀ ƳŀƭǾŞǊǳ όLLLΦύ

ÁtƘƛǎƘƛƴƎƻǾŞ emaily

ÁbŜōŜȊǇŜőŜƴŞ ǿŜōƻǾŞ ǎǘǊłƴƪȅ

ÁwŜƪƭŀƳȅ Ǿƻ ǿŜōƻǾȇŎƘ ǎǘǊłƴƪŀŎƘ

ÁUpload/download dokumentov

ÁbŜȊŀōŜȊǇŜőŜƴł ǎƛŜǙ

ÁCȅȊƛŎƪȇ ǇǊƝǎǘǳǇ ƪǇƻőƝǘŀőǳ όŎŜȊ ¦{. ƪƯǵőŜύ

Zdroj: https://www.welivesecurity.com/wp-content/uploads/2016/03/Ton-Snoei-623x410.jpg 12



Zdroj: https://www.vdalabs.com/2017/11/27/modern-phishing-attack-part-1-malware-delivery/

5ƛǎǘǊƛōǵŎƛŀ ƳŀƭǾŞǊǳ όL±Φύ
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AnyRun
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Zdroj: https://any.run/



wƾȊƴŜ ǘȅǇȅΥ

Á Backdoor

Á Bitcoin Miner / Stealer

Á Click Fraud

Á DoS

Á Downloader / Dropper

Á Ransomware

Á Remote Access Tool

Á Χ

¢ȅǇȅ ƳŀƭǾŞǊǳ όLΦύ
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https://any.run/malware-trends/

Zdroj: https://any.run/malware-trends/

¢ȅǇȅ ƳŀƭǾŞǊǳ όLLΦύ
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Typy ƳŀƭǾŞǊǳ (III.)

17
Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024



±ƝǊǳǎ ŀ őŜǊǾ όLΦύ
±ƝǊǳǎ όvirus)

ÁtǊƛǇƻƧŜƴƛŜ ƪ ǊƾȊƴȅƳ ǇǊƻƎǊŀƳƻƳ ŀ 
ǎǇǳǎǘŜƴƛŜ ƪƽŘǳ

Á~ƝǊŜƴƛŜ ǇƻƳƻŎƻǳ ƯǳŘǎƪŜƧ ŀƪǘƛǾƛǘȅ 
(spustenie programu, otvorenie 
ǎǵōƻǊǳύ

tƻőƝǘŀőƻǾȇ őŜǊǾ όcomputer worm)

Á½ŀǙŀȌǳƧǵ ǇƻőƝǘŀőƻǾŞ ǎƛŜǘŜ ŀƭŜōƻ 
ǇǊŜǙŀȌǳƧǵ ǎƛŜǙƻǾŞ ǎƭǳȌōȅ

Á{ŎƘƻǇƴƻǎǙ ǎŀƳƻǎǘŀǘƴŜ ǎŀ ǊŜǇƭƛƪƻǾŀǙ ŀ 
ǑƝǊƛǙ ǎŀƳƻǎǘŀǘƴŜ

ÁtǊƝƪƭŀŘ ς Stuxnet ς 2010 ς LǊłƴǎƪȅ 
ǾƭłŘƴȅ ǇǊƻƎǊŀƳ

18
Zdroj: https://www.imdb.com/title/tt5446858/



bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ όLΦύ

Zdroj: https://www.artstation.com/artwork/3r0VY
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bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ όLLΦύ

Zdroj: https://web.archive.org/web/20080206220309/http://www.time.com/time/magazine/article/0,9171,968884,00.html

ÅOkolo 20:30 hod. 2. novembra 1988 sa na 
ƛƴǘŜǊƴŜǘŜ Ȋ ǇƻőƝǘŀőŀ ƴŀ aŀǎǎŀŎƘǳǎŜǘǘǎ Institute 
of Technology όaL¢ύ ǎǇǳǎǘƛƭ ȊłƪŜǊƴŜ ǑƛƪƻǾƴȇ 
program.

Å¢Ŝƴǘƻ ƪȅōŜǊƴŜǘƛŎƪȇ őŜǊǾ ǎŀ őƻǎƪƻǊƻ ǑƝǊƛƭ 
ǇƻȊƻǊǳƘƻŘƴƻǳ ǊȇŎƘƭƻǎǙƻǳ ŀ ȊŀǎǘŀǾƻǾŀƭ 
ǇƻőƝǘŀőŜΦ 

ÅArpanet - ǾȅǾƛƴǳǘȇ !ƎŜƴǘǵǊƻǳ ǇǊŜ ǇƻƪǊƻőƛƭŞ 
ǾȇǎƪǳƳƴŞ ǇǊƻƧŜƪǘȅ aƛƴƛǎǘŜǊǎǘǾŀ ƻōǊŀƴȅ ¦{! 
ƪƻƴŎƻƳ слΦ ǊƻƪƻǾ нлΦ ǎǘƻǊƻőƛŀ
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bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ όLLLΦύ

Zdroj: https://www.fbi.gov/history/famous-cases/morris-worm

ÅϦaƻƳŜƴǘłƭƴŜ ǎƳŜ ǇƻŘ ǵǘƻƪƻƳΣϦ ƴŀǇƝǎŀƭ 
ȊƴŜǇƻƪƻƧŜƴȇ ǑǘǳŘŜƴǘ YŀƭƛŦƻǊƴǎƪŜƧ ǳƴƛǾŜǊȊƛǘȅ Ǿ 
Berkeley v e-ƳŀƛƭŜ ƴŜǎƪƾǊ Ǿ ƴƻŎƛΦ 

Åαh мΥлр ǇǊŜƴƛƪƻƭ őŜǊǾ Řƻ błǊƻŘƴŞƘƻ 
ƭŀōƻǊŀǘƽǊƛŀ Lawrence Livermore National 
LaboratoryΣ ƳƛŜǎǘŀ ȊƻŘǇƻǾŜŘƴŞƘƻ Ȋŀ 
ȊŀōŜȊǇŜőŜƴƛŜ ƧŀŘǊƻǾŞƘƻ ŀǊȊŜƴłƭǳ ƪǊŀƧƛƴȅΣά 
ƴŀǇƝǎŀƭ Shapiro vo Fancy Bear Goes Phishing. 

Åα2ƻǎƪƻǊƻ ǎŀ őŜǊǾ ȊŀƘǊŀōŀƭ Řƻ błǊƻŘƴŞƘƻ 
ƭŀōƻǊŀǘƽǊƛŀ [ƻǎ Alamos v Novom Mexiku, kde 
ǎŀ ƴŀŎƘłŘȊŀƭ ǇǊƻƧŜƪǘ Manhattan ŀ ǇǊǾŞ 
ŀǘƽƳƻǾŞ ōƻƳōȅ ƴŀ ǎǾŜǘŜΦ Robertov ƎŜƴƛłƭƴȅ 
ǇǊƻƧŜƪǘ ǎŀ ǳȌ ƴŜȊŘŀƭ ǘŀƪȇ ƎŜƴƛłƭƴȅΦά

Å5ƻ нп ƘƻŘƝƴ ōƻƭƻ ȊŀǎƛŀƘƴǳǘȇŎƘ 
ƻŘƘŀŘƻƳ с ллл Ȋ ǇǊƛōƭƛȌƴŜ сл ллл 
ǇƻőƝǘŀőƻǾΣ ƪǘƻǊŞ ōƻƭƛ ǾǘŜŘȅ ǇǊƛǇƻƧŜƴŞ 
na internet.
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bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ όL±Φύ

Zdroj: https://www.artstation.com/artwork/3r0VY

2ŜǊǾ ǎŀ ǑƝǊƛƭ ǑǘȅǊƳƛ ƳŜŎƘŀƴƛȊƳŀƳƛΥ
Åcez chybu v Sendmail,
ÅǇǊƻǎǘǊŜŘƴƝŎǘǾƻƳ ŎƘȅōȅ Ǿ ǇǊƻƎǊŀƳŜ Finger,
ÅǇǊƻǎǘǊŜŘƴƝŎǘǾƻƳ ŦǳƴƪŎƛŜ αŘƾǾŜǊȅƘƻŘƴȇŎƘ 
ƘƻǎǘƛǘŜƯƻǾάΣ ƪǘƻǊł ǳƳƻȌƶǳƧŜ ǇƻǳȌƝǾŀǘŜƯƻƳ 
Ȋ ƧŜŘƴŞƘƻ ǎȅǎǘŞƳǳ ǇƻǳȌƝǾŀǙ ƛƴȇ ǎȅǎǘŞƳ 
bez hesla.
ÅŎŜȊ ƘŜǎƭƻ ǵǘƻƪ ƘǊǳōƻǳ ǎƛƭƻǳΦ
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bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ(V.)

Zdroj: https://scholar.google.com/scholar_case?case=551386241451639668

ÅRobert Tappan Morris
ÅDostal pokutu 10.050 $, 400 
ƘƻŘƝƴ ǾŜǊŜƧƴƻǇǊƻǎǇŜǑƴȇŎƘ ǇǊłŎ ŀ 
ǘǊƻƧǊƻőƴǵ ǇƻŘƳƛŜƴƪǳΦ
ÅhŘƘŀŘƻǾŀƭƻ ǎŀΣ ȌŜ ƴŀ ǾȅőƛǎǘŜƴƛŜ 
Ǉƻ őŜǊǾƻǾƛ ōƻƭƻ ƴŀ ƛƴŦƛƪƻǾŀƴŞ 
ȊŀǊƛŀŘŜƴƛŜ ǇƻǘǊŜōƴȇŎƘ нлл ŀȌ 
53.000 $.
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bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ ό±LΦύ

Zdroj: https://en.wikipedia.org/wiki/Morris_worm#/media/File:Morris_Worm.jpg, https://www.csail.mit.edu/person/robert-morris 24



bŀ Ǉƻőƛŀǘƪǳ ōƻƭ őŜǊǾ ό±LLΦύ

Zdroj: https://www.kb.cert.org/vuls/, https://www.first.org/about/history
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¢ǊƻƧǎƪȇ ƪƾƶ όLΦύ

¢ǊƻƧǎƪȇ ƪƾƶ

Á¦ƳƻȌƶǳƧŜ ƛƴȇƳ ƻǎƻōłƳ ǾȊŘƛŀƭŜƴȇ 
ǇǊƝǎǘǳǇ ƪ ƛƴŦƛƪƻǾŀƴŞƳǳ ȊŀǊƛŀŘŜƴƛǳ

Á½ǾǳƪƻǾŞ ŀƭŜōƻ ǾƛŘŜƻ ŘƻǇƭƴƪȅ όplug-iny) 
ǑƝǊŜƴƛŜ ǇƻƳƻŎƻǳ ƯǳŘǎƪŜƧ ŀƪǘƛǾƛǘȅ 
όǎǇǳǎǘŜƴƛŜ ǇǊƻƎǊŀƳǳΣ ƻǘǾƻǊŜƴƛŜ ǎǵōƻǊǳύ

Adware

ÁAutomaticky poskytuje reklamu

ÁNapr. pop-up ǊŜƪƭŀƳȅ ƴŀ ǿŜōƻǾȇŎƘ 
ǎǘǊłƴƪŀŎƘ

Zdroj: https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png, 
https://sensorstechforum.com/ccleaner-trojan-nyetya-malware-remove/

CCleaner 5.33.6162

https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png


Zdroj: https://any.run/malware-trends/nanocore, https://app.any.run/tasks/454b93d0-08bc-400c-8c66-0fd6980bce6a/ 

¢ǊƻƧǎƪȇ ƪƾƶ όLLΦύ
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Spyware (I.)

Spyware

Á{ƭŜŘǳƧŜ ŀƪǘƛǾƛǘȅ ǇƻǳȌƝǾŀǘŜƯŀ ōŜȊ ƧŜƘƻ 
ǾŜŘƻƳƛŀ ŀ ȊƘǊƻƳŀȌřǳƧŜ ƻ ƶƻƳ ǵŘŀƧŜ

Keylogger

Á½ŀȊƴŀƳŜƴłǾŀ ǾǑŜǘƪƻΣ őƻ ǇƻǳȌƝǾŀǘŜƯ ȊŀŘł 
ƴŀ ǎǾƻƧƻƳ ȊŀǊƛŀŘŜƴƝ

ÁbŀǇǊΦ ǇǊƛƘƭŀǎƻǾŀŎƛŜ ƳŜƴłΣ ƘŜǎƭł ŀ řŀƭǑƛŜ 
ŎƛǘƭƛǾŞ ǵŘŀƧŜ

Á2 typy - ǎƻŦǘǾŞǊƻǾŞ ŀ ƘŀǊŘǾŞǊƻǾŞ 
keyloggery
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Zdroj: https://any.run/malware-trends/agenttesla, https://app.any.run/tasks/f5c4395c-3a53-47c8-9481-29caa2734c77/

Spyware (II.)
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wŀƴǎƻƳǾŞǊ όLΦύ

wŀƴǎƻƳǾŞǊ

Á~ƛŦǊƻǾŀƴƛŜ ǵŘŀƧƻǾ

Á±ȇƪǳǇƴŜ - BitCoin

ÁZablokovanie PC

ÁbŜƳƻȌƴƻǎǙ ŘŜǑƛŦǊƻǾŀǙ Řłǘŀ

ÁaŀȊŀƴƛŜ ǎǵōƻǊƻǾ

Á{ƭŀōł ƻŎƘǊŀƴŀ

Á½łƭƻƘƻǾŀƴƛŜ

Á½ƴłƳŜ ǇǊƝƪƭŀŘȅ ς Locky, Petya, 
Goldeneye

30Zdroj: ENISA Threat Landscape 2020, ENISA, 2021. 



31https://krebsonsecurity.com/2017/06/petya-ransomware-outbreak-goes-global/

wŀƴǎƻƳǾŞǊ όLLΦύ



Zdroj: https://touchit.sk/skodlivy-kod-zneuzivajuci-financnu-spravu-ziada-vykupne-900-eur-peniaze-pyta-vlastnou-hlavou/101911

{ƪǳǘƻőƴŞ ǿŜōƻǾŞ ǎƝŘƭƻ 
CƛƴŀƴőƴŜƧ ǎǇǊłǾȅ

FŀƭƻǑƴŞ ǿŜōƻǾŞ ǎƝŘƭƻ 
www.financnasprava.digital

wŀƴǎƻƳǾŞǊ όLLLΦύ
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Zdroj: https://touchit.sk/skodlivy-kod-zneuzivajuci-financnu-spravu-ziada-vykupne-900-eur-peniaze-pyta-vlastnou-hlavou/101911

wŀƴǎƻƳǾŞǊ όL±Φύ
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Zdroj: https://touchit.sk/skodlivy-kod-zneuzivajuci-financnu-spravu-ziada-vykupne-900-eur-peniaze-pyta-vlastnou-hlavou/101911

Email: servis@financnasprava.digital

лΣу . Ґ ŎŎŀ фллϵ

Dodatok:
άLƴłƳ jde oǇǊƻŦŜǎƛƻƴłƭƴƝ ƪƭƛŜƴǘǎƪȇ 
servis areputaci na trhu, proto se 
budeme ǎƴŀȌƛǘ odemknout ±ŀǑŜ 
soubory co ƴŜƧŘǌƝǾŜέ

wŀƴǎƻƳǾŞǊ ό±Φύ
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Zdroj: https://any.run/malware-trends/wannacry

wŀƴǎƻƳǾŞǊ ό±LΦύ
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https://app.any.run/tasks/32186bb2-60c2-4980-8bf8-4b2742697df4/

https://app.any.run/tasks/997c3dc0-b14e-441c-a4b3-c952718dc9fc/

wŀƴǎƻƳǾŞǊ ό±LLΦύ
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wŀƴǎƻƳǾŞǊ ό±LLLΦύ

37
Zdroj: https://www.ransomware.live/stats



wŀƴǎƻƳǾŞǊ (IX.)

38
Zdroj: https://www.ransomware.live/



wŀƴǎƻƳǾŞǊ (X.)

39
Zdroj: https://www.ransomware.live/



wŀƴǎƻƳǾŞǊ (XI.)
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Zdroj: cybersec.sk/spravy/zo-sveta/medzinarodny-policajny-tim-rozvratil-notoricky-znamy-botnet-emotet/ 41

wŀƴǎƻƳǾŞǊ (XII.)



hŎƘǊŀƴŀ Ǿƻőƛ ƳŀƭǾŞǊǳ

ÁhŎƘǊŀƴŀ ȊŀǊƛŀŘŜƴƝ ǇǊƛǇłƧŀƧǵŎƛŎƘ ǎŀ Řƻ 
ǾƛŀŎŜǊȇŎƘ ǎƛŜǘƝ

Á!ƴǘƛǾƝǊǳǎƻǾȇ ǇǊƻƎǊŀƳ

ÁbŀǎǘŀǾŜƴƛŀ ƻǇŜǊŀőƴŞƘƻ ǎȅǎǘŞƳǳ

ÁtǊƛǇƻƧŜƴƛŜ Řƻ ǎƛŜǘŜ ƻǊƎŀƴƛȊłŎƛŜ ŎŜȊ ±tb
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https://www.nomoreransom.org/

Dekryptor
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5ŜǘŜƪŎƛŀ ƳŀƭǾŞǊǳ

tƻŘƯŀ ǎƛƎƴŀǘǵǊȅ

ÁǇƻǊƻǾƴŀƴƛŜ Ǿƻőƛ 
ǎƛƎƴŀǘǵǊŜ ȊƴłƳȅŎƘ 
vzoriek 

ÁƳŀƭł ŎƘȅōƻǾƻǎǙΣ ŀƭŜ 
ƴŜŘŜǘŜƎǳƧŜ ƴŜȊƴłƳŜ 
vzorky

tƻŘƯŀ ǎǇǊłǾŀƴƛŀ

ÁǇƻŘƯŀ ǇƻǳȌƝǾŀƴȇŎƘ 
ǎȅǎǘŞƳƻǾȇŎƘ ȊŘǊƻƧƻǾ 
ǎŀ ǊƻȊƘƻŘƴŜΣ őƛ ǇƾƧŘŜ 
o ƳŀƭǾŞǊ

ÁŘŜǘŜƪŎƛŀ ƴƻǾȇŎƘ ŀ 
ƳǳǘǳƧǵŎƛŎƘ ǘȅǇƻǾ

tƻŘƯŀ ƘŜǳǊƛǎǘƛƪȅ

Áƴŀ ƪƭŀǎƛŦƛƪłŎƛǳΣ őƛ ƛŘŜ ƻ 
ƳŀƭǾŞǊΣ ǎŀ ǇƻǳȌƝǾŀ 
ǎǘǊƻƧƻǾŞ ǳőŜƴƛŜ 
(machine learning)
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błǎǘǊƻƧŜ

45

tǊƝƪƭŀŘȅΥ https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://www.virustotal.com/gui/file/4b59512ff60f7f88b05642f1c8ce012373af7d04a92196e2a5dc28213cfff4f7
https://www.virustotal.com/gui/file/de5b8737e4b7da9845901ecb8958e8d509507664de9dda76111795fdc60f0c86

https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://www.virustotal.com/gui/file/4b59512ff60f7f88b05642f1c8ce012373af7d04a92196e2a5dc28213cfff4f7


Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όLΦύ

217

84
Å ǎŎƘƻǇƴƻǎǙ ƻǊƎŀƴƛȊłŎƛŜ ǇƻƪǊŀőƻǾŀǙ v ŘƻŘłǾƪŜ produktov a ǎƭǳȌƛŜō v ǇǊƛƧŀǘŜƯƴȇŎƘ 
őŀǎƻǾȇŎƘ ǊłƳŎƻŎƘ pri vopred definovanej kapacite Ǉƻőŀǎ ƴŀǊǳǑŜƴƛŀ (ISO/IEC 
22301:2019)

Zdroj: ISO/IEC 270035:2011
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όLLΦύ
"ÅÚÐÅéÎÏÓÔÎĻ 

incident
0ÒÏÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ

2ÅÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όLLLΦύ

0ÒÏÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ

2ÅÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ

Prevencia

Detekcia

hŘǇƻǾŜř
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όL±Φύ

csirt.upjs.skZdroj: https://www.varonis.com/blog/data-breach-response-times/

217 84
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