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Ransomware ve francouzskeé
nemochnici zablokoval pocitace.
Personal se vratil k tuzce a papiru

Karel Kilian SDILET NA FACEBOOKU
26, listopadu 2019 | @ TweEmvou

Ransomware froze more cities in 201
Next year is a toss-up

More than 70 state and local governments across the US suffered
ransomware attacks in 2019.

!:7 Alfred Na ©7 December 5, 2019 5:00 AM PST ;)

Holandsku univerzitu ochromil na Vianoce kyberneticky utok
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Zdroj: https://www.infosecuritymagazine.com/news/frenchospitatcrippledby/, https://www.cnet.com/culture/ransomwaredevastatedcitiesin-2019-officialshope-to-stop-a-repeatin-2020/, https://digitalportal.sk/holandskdy
univerzituochromikna-vianocekybernetickyutok/, https://www.zive.cz/clanky/ransomwarge-francouzskenemocnhicizablokovalpocitacepersonaise-vratil-k-tuzce-a-papiru/sc3-a-201359/default.aspx



https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.infosecurity-magazine.com/news/french-hospital-crippled-by/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://www.cnet.com/culture/ransomware-devastated-cities-in-2019-officials-hope-to-stop-a-repeat-in-2020/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://digitalportal.sk/holandsku-univerzitu-ochromil-na-vianoce-kyberneticky-utok/
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx
https://www.zive.cz/clanky/ransomware-ve-francouzske-nemocnici-zablokoval-pocitace-personal-se-vratil-k-tuzce-a-papiru/sc-3-a-201359/default.aspx

DANGERM! |

INTERNET"!

~ Zdroj: http://usa.kaspersky.com/internetecuritycenter/internet-safety/Malwareremovervsantivirussoftware#.V2nAEriLSW8/



&
S
S

4
o”!aiscm

Zdroj: https://www.heise.de/news/MalwarasaugteNutzerdatenber

Malware = Malicious Software

)

> > >y D

A

~12R{ AQé

5| R)f§ c(EJNL]]\Ila‘[JIdzLJ
LIZENUGF G 2R1AL



: . i alt fés NJ

“,
A"’”iosw '\ﬁ‘%f
’
A
A
@
AN\
(v

SNERZTA 5

4, Vzdialené ovladanie zariadeni,
posielanie ukradnutych dat...

Botnet

5. DDoS
utok

Riadiaci

‘_.‘ server -
-
1. Vytvorenie
E
- Obet Utoku
- botnetu

e 4
- L]
L] ]
— 3. Infikovanie
zariadeni

2. Distribucia

e ¢ Q
& 0,

Socialne

Tréjsky Infikované USB
siete

Phishingové
kon webstranky kluce

emaily

BLRNB2Y al NIAYlE tAQGINYN{20tS /{Lwed{Y



At KA & K eryaily2 9 S
Ab S0 ST LIS6YS 6S0620S

| GET IT ON
P> Google play

S App Store

c.‘.o >
' 7

Password:

Zdroj: https://d32exi8v9av3ux.cloudfront.net/blog/Phishing2.2.png

10



AwS1fl Y& @2 $6S020é0
AUploaddownload dokumentov

Zdroj: http://guides.uufix.com/wgcontent/uploads/2017/06/adware.png

11



Zdroj: https://www.welivesecurity.com/wgrontent/uploads/2016/03/ToRSnoei623x410.jpg 12



-

7

Aa- |
B I U -3¢ x, x°

IR . —
- SomeCo Inc request.doc [Compatibility Mode] - Microsoft Word — | ) S
Home | Insert Page Layout References

Calibri (Body)

|
AaBbCcDdEe | AaBbCcDdEe AaBbCcDe % #
-é-- 1 Normal |1 No Spacing Heading 1 < Change  Editing
: Styles ~
Paragraph

Styles

1) Security Warning Macros have been disabled.

Page: 1 of 1 | Words: O | \",/J |

Enable Content

This document created in earlier version of
Microsoft Office Word

To view this content, please click "Enable editing” at the top
yellow bar, and then click "Enable content”

| A5

“«0o»d

90% (—) C

Zdroj: https://www.vdalabs.com/2017/11/27/moderphishingattackpart-1-malwaredelivery/




JOTEFA $4,
Ny A,

o

A
J”!oiso“

Zdroj: https://any.run/

=]
®

B

B B

oryptie 2.0

E
Trurdestied ‘

ﬁ:’ . g Fayment will be ralsed on i

] Teor Brossar WERNF AT 0

D W

Mozlla Frefox sgopwehase Errcuphourien 3

Tima Laft

feur files will ke o5t on

q a . WA 04720
E
mp

:t:-:le auchorszou, ., S0 Time Lell

E/\- g . Send $300 worth of bitcoin to this address:

i a--ea.l-u hamchal e

12t DP grivu 629 Nyl givS 19 p T AST 5 rBS Wl

I § E w Contact Us

Al cultded nea! Giarwle., . SR EETTET

| . ] -

HTTP REQUESTS O COMMECTIONS

No data yet

INFO

WANACRYPTOR.exe |nFo

PROCESS Filter by name or PID

WANACRYPFTOR.exe PE

g .
a CE

attrib.exe +h .

B 53
icacls.exe . fgrant EveryonefF /T /C fO

E 1k

E

cmd.exe fc 188941506413810 bat
B
csoriptexe (/nologoe mvbs

({@WanaDecryptor{@ exe | FE |0
E 38

26| % 67
LEAVE FEEDBACK




OZEFA $4,
q\}‘ _ T,
& b % A
5 2 :
] e g
) 3 X
) £

wsl yS GeLry

> > > >y >y D> P> D

Backdoor

Bitcoin Miner / Stealer
Click Fraud

DoS

Downloader / Dropper
Ransomware

Remote Access Tool
X

¢ e Lle

YIf &S NXHz

15



JOLEFA Sg,
) i,

%
S
S

)
=
= =
N o
2 &
w o
% £
% £

MALWARE TRENDS TRACKER

Most known malware from all over the cybersecurity world L Sl Trojan ‘NA "\JI I"'n‘__i‘_w';"‘-.‘___i_ A E Lz
2 Tycoon2FA Phishingkit v 2 94702
Search by malware name... A
3 Agent Tesla Trojan o~ . A 3 50094
4 njRAT Trojan e A 6 47984
5 RedLine Stealer e I- LA 7 45494
6 Lumma Stealer N i 8 40656
7 Remcos Trojan e 10 37217
8 WannaCry Ransomware - /,\!."""\ ,.m"-"‘\\.. 12 37151
9 AsyncRAT RAT e ./ . 13 36006
10 EvilProxy Phishingkit a 14 31362

Zdroj: https://any.run/malwaretrends/ 11 Formbook Sl PUSNY b A . 15 27655



Qakbot 5.43% —\

Metaencryptor 5.43% —\
/— Agent Tesla 21.74%

GuLoader 5.43%—\

DArkGate 5.43% —__

capraRAT 5.43%

“——— Formbook 13.04%

Remcos RAT 7.61% ——

RedLine 9.78% —/ \ Vidar 10.87%

Lumma 9.78% —!

Zdroj: ENISRandscap024, https://www.enisa.europa.eu/publications/enighareat-landscape2024
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+ Zero Days (2016)

PG-13 1h 56min Documen tary 8 July 2016 (USA)

2 VIDEGS 3 IMAGES

A documentary focused on Stuxnet, a piece of self-replicating computer malware that the U.S.

and Israel unleashed to destroy a key part of an Iranian nuclear facility, and which ultimately
spread beyond its intended target.

Director: Alex Gibney
Writer: Alex Gibney
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Zdroj: https://www.artstation.com/artwork/3rOVY
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"The Kid Put Us Out of Action"

It is one of the least publicized achievements of the computer

revolution: a huge, arching communications network connecting & Prn
60,000 computers by high-speed data links and ordinary telephone & Emai
lines. Developed by the U.S. Department of Defense's Advanced F!jr-r:.s
Research Projects Agency in the late 1960s, Arpanet, as the T ;::;

information grid is called, has carried everything from unclassified -
military data to electronic love notes sent from one lonely researcher o

to another. But last week it became the conduit for something much

more dramatic: one of the most sophisticated and infectious computer viruses the world has

vet seen.

RELATED ARTICLES The trouble surfaced in computer centers at two institutions
that serve as major network links: M.L.T. and the University
of California, Berkeley. Last Wednesday night computers at

both centers started furiously generating unwanted electronic files, clogging up their storage

systems and slowing operations to a crawl. Almost immediately, similar problems began
turning up at other centers throughout the network, from the Naval Research Laboratory in

Washington to New Mexico's Los Alamos National Laboratory. Within hours, operators shut

down thousands of machines across the country to quarantine them, severing their

connections to other computers and rendering produective work all but impossible.

Last week's infection was the latest manifestation of an epidemic of viruses that has struck the
U.S. in the past vear. Similar to its biological counterpart, an electronic virus is a program that
copies itself by taking control of a computer's internal machinery. Unlike more malicious
versions, the new virus did not destroy data stored in computers, but it did disrupt the work of
tens of thousands of researchers hooked into Arpanet. It also penetrated unclassified branches
of a second, more secure network called Milnet, which is used by military researchers. Said a

Government computer expert: "The kid simply put us out of action.”
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Zdroj: https: //WWW fbi. gov/h|story/famousz:ases/morrlsworm
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static attack_user{user)

Zdroj: https://www.artstation.com/artwork/3rOVY
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Zdroj:https://scholar.google.com/scholar_case?case=551386241451639668
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928 F.2d 504 (1991)

UNITED STATES of America, Appellee,
V.
Robert Tappan MORRIS, Defendant-Appellant.

MNo. 774, Docket 90-1338.
United States Court of Appeals, Second Circuit.

Argued December 4, 1990
Decided March 7, 1991.

Thomas A. Guidoboni, Washington, D G, for defendant-appellant.

Ellen R. Meltzer, U.S. Dept. of Justice, Washington, D.C. (Frederick J. Scullin, Jr.,
U.S Atty, Syracuse, N.Y., Mark D. Rasch, U.5. Dept. of Justice, Washington, D.C,
on the bref), for appelles.

Before NEWMAN and WINTER, Circuit Judges, and DALY District Judge.:]
JON O, NEWMAN, Circuit Judge:

This appeal presents two narrow issues of statutory construction concerning a
provision Congress recently adopted to strengthen protection against computer
crimes. Section 2(d) of the Computer Fraud and Abuse Act of 1986, 18 US.C. §
1030(a)(5)(A) (1988), punishes anyone whao intentionally accesses without
authorization a category of computers known as "[flederal interest computers” and
damages or prevents authorized use of information in such computers, causing
loss of 51,000 or more. The issues raised are (1) whether the Government must
prove not only that the defendant intended to access a federal interest computer,
but also that the defendant intended to prevent authorized use of the computer's
information and thereby cause loss; and (2) what satisfies the statutory
requirement of "access without autharization "
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Robert Morris

Professor
EMAIL PHONE ROOM
rtm@csail.mit.edu 253-5983 32-G972

Robert Morris is a professor in MIT's EECS department and a member of the
Computer Science and Artificial Intelligence Laboratory. He received a PhD
from Harvard University for work on modeling and controlling networks with
large numbers of competing connections. As a graduate student he helped
design and build an ARPA-funded ATM switch with per-circuit hop-by-hop
flow control. He led a mobile communication project which won a best student
paper award from USENIX. He co-founded Viaweb, an e-commerce hosting
service. His current interests include modular software-based routers, analysis

of the aggregation behavior of Internet traffic, and scalable ad-hoc routing.

Zdroj: https://en.wikipedia.org/wiki/Morris_worm#/media/File:Morris_Worm.jpttps://www.csail.mit.edu/person/robermorris
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FIRST History

= Mission Statement
» History

m Sustainable Development
Goals
Organization
FIRST Policies
Partnerships
Newsroom

® Procurement

m Jobs

m Contact

About FIRST Membership Initiatives Standards & Publications

In November 1988, a computer security incident known as the "Internet worm" i
Reaction to this incident was isolated and uncoordinated, resulting in much dup
the CERT* 2 Coordination Center was formed. Soon after, the United States Dej

[

Advisory Capability (CIAC) L= to serve its constituents.

Over the next two years, the number of incident response teams continued to g|
requirements, and constituency. The interaction between these teams experien:
and international standards or conventions. In October 1989, a major incident ¢
communication and coordination between teams.

The FIRST was formed in 1990 in response to this problem. Since that time, it ha
changing needs of the incident response and security teams and their constitue

By 2002, the Internet had grown from 60,000 host computer systems to 150 mill
Domain Survey [Z at the Internet Software Consortium). Many companies now r
Incident response and security teams continue to form around the globe, coveri
multi-national organizations. The FIRST membership consists of teams from a w
commercial, vendor, government and military.

Zdroj: https://www.kb.cert.org/vuls/, https://www.first.org/about/history

Events
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Education Blog

Carnegie Mellon University Search vulnerability notes

Software Engineering Institute

CERT Coordination Center

Home Notes Search Report a Vulnerability

Vulnerability Notes Database

sider the National

Vulnerability Database (NVD). CERT/CC also p

blishes the Vulnerability Notes

Data Archive on GitHub.

Recently Published Vulnerabilities

VU#347067: Multiple BGP implementations are vulnerable to improperly
formatted BGP updates

SEPTEMBER 12, 2023

VU#304455: Authentication Bypass in Tenda N300 Wireless N VDSL2
Modem Router

SEPTEMBER 06, 2023

VU#757109: Groupnotes Inc. Videostream Mac client allows for privilege
escalation to root account

Disclosure Guidance VINCE

The CERT/CC Vulnerability Notes
Database is run by the CERT Division,
which is part of the Software
Engineering Institute, a federally
funded research and development
center operated by Carnegie Mellon
University. Together, we are leaders in
cybersecurity, software innovation,
and computer science.

CERT DIVISION »
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Adware
AAutomaticky poskytuje reklamu
ANapr. popupNB 1 £ | Y& Yy
aUNY V1 OK

al1ée 14z

TROJAN.NYETYA

N TROJANFLOXTF
N S
R AR Ko lanBeb 336562 N

- o N
W iPhone - Wikipedia, the fr \
<« C' | [1 enwikipedia.org/wiki/IPhone | =

Create account & Login 2

N

==
. iPhone 8
WIKIPEDIA oo oo
& Encyclopedi rom Wikipedia, the free en
This article is
Main page ommbrgol Looklnq For free encyclopedi...
Contents

Featured content
Current events
Random article
Danate to Wikipedia

Find What You Need. Look
For free encyclopedia Here
Now

iPhone was riease  Monsterllarketplace.com

~ Interaction the most recentNgh e
Help generation iPhone ¥ (2 }x
Apout Wikipedia revealed on
(LI (] The user interface is built aroun
(MERETEIETERS device's multitouch screen. including a
Comtac a0 virtual keyboard. The iPhone has Wi-Fi and
» Toaloox cellular connectivity (2G, 3G, 4G, and LTE). . B J
An iPhone can shaot video (though this was The 5 (iaf) and 5C (right o scale .
& >

Zdroj:https://commons.wikimedia.org/wiki/File:TrojaklorseVirusRemover.png
https://sensorstechforum.com/ccleandrojan-nyetyamalwareremove/



https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
https://commons.wikimedia.org/wiki/File:Trojan-Horse-Virus-Remover.png
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* Nanocore

nanocore trojan rat loader

NanoCore is a Remote Access Trojan or RAT. This malware is highly customizable with
plugins which allow attackers to tailor its functionality to their needs. Nanocore is
created with the .NET framework and it's available for purchase for just $25 from its

“official” website.

P Type Q Origin
Trojan USA

ﬁ First seen o Last seen
1 January, 2013 3 December, 2020

Global rank Week rank Month rank 10Cs
4 v5 ™5 8857
LAST SEEN AT

3 December, 2020 i wi dfgn.exe
3 December, 2020 i wi dfgn.exe
3 December, 2020 ' wi dfgn.exe
3 December, 2020 ' i adsense_setup.exe

3 December, 2020 ' wi joshrat.exe

Zdroj: https://any.run/malwaretrends/nanocore, https://app.any.run/tasks/454b93eBbc400¢8¢c660fd6980bceba/
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Spyware
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* Agent Tesla

agenttesla trojan rat stealer

Agent Tesla is spyware that collects information about the actions of its victims by
recording keystrokes and user interactions. It is falsely marketed as a legitimate
software on the dedicated website where this malware is sold.

P Type Q Origin
Trojan Likely Turkey

ﬁ First seen © Last seen
1 January, 2014 3 December, 2020

Global rank

2

LAST SEEN AT

3 December, 2020 400000.Payment advise_pdf
3 December, 2020 C ivi Payment advise_pdf

3 December, 2020 company details.pps

Zdroj: https://any.run/malwaretrends/agenttesla, https://app.any.run/tasks/f5c4398a5347¢89481-29caa2734c77/

Week rank

™4

Spyware (ll.)

Month rank

V4
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Zdroj: ENISAhreatLandscap020, ENISA, 2021.
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The Baltimore County incident'

Alabama hospitals attack?

Lodi California City incident

Texas (Texas Department of Information Resources) incident’
Lake City (Florida) Ryuk attack®

New Belford (Massachusetts) incident®

Ransomware attacks on > 500 schools and universities®
Wood Ranch Medical (California) case~

Michigan Brookside ENT and Hearing Centre incident=
Gippsland Health Alliance and the South West Alliance of Rural
Health (Australia) incidents™

Premier Family Medical group (Utah) incident=

MSPs PM Consultants, CloudJumper, Datto, PercSoft, TSM
Consulting Services Inc. and IT By Design incidents™
Microsoft Azure data centre incident™

Altran Technologies LockerGoga attack™

Norsk Hydro LockerGoga attack’

Hexion and the Momentive LockerGoga attacks™

Albany IT incident™

= Jackson County (Georgia) incident™

Riviera Beach (Florida) incident™
New Orleans incident™
Danish hearing aid manufacturer Demant attack™
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The harddisks of your computer have been encrypted with an military grade
encryption algorithmM. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://uwuu. torproject.orgs". If you need
help, please google for "access onion page’.

2. Visit one of the following pages with the Tor Browuser:

http:7//petya37hS5tbhyvki.onion/N19fvE
http://petyaSkoahtsf7sv.onion/N19fvE

Enter your personal decryption code there:

SS5SbhAS g » Lall ST P4 ) Y gl gya
THoAU T - N i YR -

If you already purchased your key, please enter it below.

Key:

https://krebsonsecurity.com/2017/06/petyaiansomwareoutbreakgoesglobal/ 3 1
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Zdroj: https://touchit.sk/skodlivykod-zneuzivajuefinancnuspravuziadavykupne900-eur-peniazepyta-viastnouhlavou/101911
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VSECHNA VASE OSOBNI DATA
BYLA NANESTESTI PRO VAS
KOMPLETNE ZASIFROVANA

Informace | Krok 1 - PLATBA | Krok 2 - Informujte nas | Step 3 - Obnova dat

Vime jak mocny je Vas pravni zastupce, ze znate osobne starostu a nacelnik mistni policejni stanice je V
pribuzny ale nepormuze Vam nic a nikdo mimo nas.

Po uhrade zaslete email s timto textem:
1. Sifrovaci klic z ruzoveho pole.
2. Castku kterou jste presne zaplatili.

Nase emailova adresa: vlastnou.hlavou@mailfence.com
Sifrovany klic:

NffCsCOPEJMUx/BS3Mx5flojI3ipdgkCyOgaxiCedr4bzZ53Lp1cQSI0VBPEkadtMV/ysLo72hlAja

Kopirovat klic z pole

3. Vyckejte az Vam zasleme klice k odsifrovani max. behem 6 hodin od provedene platby a pokracuijte k
kroku cislo 3.

Castka k uhrade: 0.8 BTC

wkEyaz2yYdsSN

Zdroj: https://touchit.sk/skodlivykod-zneuzivajuefinancnuspravuziadavykupne900-eur-peniazepyta-vliastnouhlavou/101911
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Email: servis@financnasprava.digita

ny . T OOl dodnne

Dodatok:
ayt MeoLINE T SalAf2ayS vl
servis aeputacina trhu,proto se -KALIHO NOS

- KLINIKA KOSTKA

budemed y | cOetmiéinout: | O S TETA ANKA

- DLH V5zZP
souborycoy S22 BEnfN @S A

- SLOVENSKE PREDSEDNICTVO

FINANCNA SPRAVA ODPORUCA RIADNE PLATENIE DANI. ZA RIADNE ODVEDENIE DANE VAM DAKUJU:

ainé

PRISPEJTE AJ TENTO ROK, ABY BOLO Z COHO KRADNUT

Zdroj: https://touchit.sk/skodlivikod-zneuzivajucfinancnuspravuziadavykupne900-eur-peniazepyta-vliastnouhlavou/101911

34



XN

wannacry ransomware

WannaCry is a famous Ransomware that utilizes the EternalBlue exploit. This malware
is known for infecting at least 200,000 computers worldwide and it continues to be an
active and dangerous threat.

F¥ Type Q origin

Ransomware Likely North Korea

@8 First seen © Last seen
12 May, 2017 3 December, 2020

ALSO KNOWN AS

WCry

WanaCryptor
Global rank Week rank Month rank 10Cs

19 ™6 10 1166
LAST SEEN AT |

3 December, 2020 2 ivi wannacry.exe

3 December, 2020 C ivi mal.exe

3 December, 2020 2 ivi WannaCry by Rafael.rar
3 December, 2020 C ivil WANACRYPTOR.exe

3 December, 2020 i vit WANACRYPTOR.exe

Zdroj: https://any.run/malwaretrends/wannacry 3 5
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Kraken 2.0.7.exe | INFO

INTERACTIVE MALWARE ANALYSIS SERVICE

New task

B Public tasks evasion ransomware  kraken

Malicious activity

https://app.any.run/tasks/32186bb50c24980-8bf8-4b2742697df4/

SPIDER.doc | NFO

v,

generated-doc  ransomware  spider

Malicious activity

https://app.any.run/tasks/997c3dcbl4e441cadb3¢c952718dc9fc/

36



wkyazyYdSN

il Ransomware Statistics for 2025

Total Victims for 2025: 6620

Total Groups: 297

Top 10 Groups

| Victims per Group

qgilin

akira

clop

play

incransom

safepay |

lynx

ransomhub |

babuk2 |

dragonforce

0 100 200 300 400 500

Zdroj: https://www.ransomware.live/stats
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9 All ransomware notes by groups

3 20KP S NI

@ Note

> Ransomware notes are provided by Zscaler ThreatLabz under MIT License

8base
biglock
cactus
crytox
dharma
gwisinlocker
karma
makop
nevada
quantumlocker
relic
slug

vohuk

ast update : Thursdav 14/03/2024 20.59 (UTC)

abysslocker
bitpaymer
cartel
ctblocker
diavol
hOlyghOst

knight
mallox

noescape

ragnarlocker

revil

snatch

wastedlocker

akira alphv atomsilo
bitransomware blackbasta blackbyte
cerber chilelocker cloak
cuba dagonlocker darkangels
donut doppelpaymer dragonforce
hades hive hunters
lapiovra lilith lockbit
maze medusa medusalocker
nokoyawa noname novagroup
ragnarok rancoz ransomexx
rhysida rook royal
stop sugar suncrypt
xorist yanluowang zeon

Zdroj: https://www.ransomware.live/

avaddon
blackhunt
clop
darkbit
echOraix
icefire
locky
moneymessage
phobos
ransomhouse
rtmlocker

teslacrypt

avoslocker azov beast bianlian
blackmatter blacksnake blacksuit bluesky
conti cryptnet cryptomix crypboo
darkpower darkside dataleak deadbydawn
esxiargs ftcode gandcrab grief
inc incransom jaff karakurt
lorenz luckbit lv magniber
monti nefilim nemty netwalker
play prometheus qilin glocker
ransomhub ranzy raworld redalert
ryuk scarecrow schoolboys shadow
trigona u-bomb underground vicesociety
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& Ransom notes for group play

| @ play

e ReadMe.txt

PLAY

news portal, tor network links:
mbrlkbtgSjonagkurjwmxftytyn2ethgvbxfu4rgjbkkknndgwaebbyd.onion
k7kg3 jgxang3wh7hnmaiokchk7qoebupfgoik6rhaémjpzwupwtj25yd.onion

derdiarikucisv@gmx.de
s playtxt

PLAY

teilightomemaucd@gmx.com

Zdroj: https://www.ransomware.live/

W 0

& Ransom notes for group medusa

I @ medusa @ medusa

o |IIREAD_ME_MEDUSA!!Ltxt

420X S NJ

$8\ S5\ SSS5S5885\ $558888, 85\ S5\ 885885\ 885885\

$85\ $88 188 _____ 88 __88\ 85 | 85 |88 __S8S5\ 88 __s$\

$858\  S58S8S |8S | 851 SS ISS | S5 IS8/ \__ISS/ SS |

$5185\55 §5 88885\ $5 1 85 |85 | S5 |\555585\ 58858885 |

$S\885 SS ISS __| S5 | SS ISS | S5 | N____88\. 85 __8S8 |

$§ I\S /8S 188 | 851 SS ISS | S5 IS5\ S8 IS8 | S8S |

$8 | \_/ S5 |S555555S5\ $85558S | \SSSS8S  |\S8SS8S ISS | S8S |

] | VU [ VORI | PES—— Y A W A V. P VO [ |
----------------------------- [ Hello, [snip] !!! Je=memmmmm e

1. We have PENETRATE your network and COPIED data.
* We have penetrated entire network including backup system and researched all about your data.

* And we have extracted all of your networks including sub offices and your service clients networks valua

2. We have ENCRYPTED some your files.

While you are reading this message, it means you found your files and data has been ENCRYPTED by world's si
We have access to all of your sub offices and client service networks but didn't lock them all for your br:
We can solve this issue sliently and smoothly without 3rd parties and we decided lock only some of your ma:

But don't worry, we can restore everything to the original without harming your business.

There is only one possible way to get back your systems and business - CONTACT us via LIVE CHAT and pay fo
MEDUSA DECRYPTOR and DECRYPTION KEYs, Data deletion, Keep silent in media.
This MEDUSA DECRYPTOR will restore your entire network, This will take less than 1 business day.
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$ 100000

Play ransomware , read the FAQ page. S I
https://lwww.darkreading.com/remote-workforce/rackspace-massive-cleanup-costs-ransomware-attack t e e
During the leak, we will inform your partners and customers with a link to their data.

XN

PLAY NEWS CONTACT

Services Hily

3 11 38 34

United States
www
© views: 26845
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED

Craft
United States

www
© views: 26828
added: 2023-11-02

publication date: 2023-11-07
PUBLISHED FULL

Br
United States
www.brodart.com
© views: 27322
added: 2023-10-30
publication date: 2023-10-30
PUBLISHED FULL

Online
United States
wWww.
© views: 27882
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED FULL

United States
www
©O views: 26944
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED FULL

JD
United States

www

© views: 26801

added: 2023-11-02

publication date: 2023-11-07
PUBLISHED FULL

Het)
Belgium
www.het-veerbe
O views: 27791
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED

Dn
United States
www
O views: 27741
added: 2023-10-28
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Desco Steel was incorporated in 1991, selling a wide variety of

structural steel products. Desco Steel corporate office is located in

270 Lancaster Ave Ste G2, Malvern, Pennsylvania, 19355, United

States and has 10 employees.

Denn

Center

Kenneth Young Center is a community-based non-profit,
comprehensive provider of mental health and senior citizens’
support services. Kenneth Young Center corporate office is
located in 1001 Rohlwing Rd, Elk Grove Village, Illinois, 60007,
United States and has 200 employees.
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Medzinarodny policajny tim rozvratil notoricky znamy botnet Emotet

Zdroj: cybersec.skpravyzo-sveta/medzinarodnypolicajnytim-rozvratitnotoricky-znamybotnet-emotet/
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NO MORE RANSOM

Decryption Tools

Dekryptor

https://www.nomoreransom.org/

Partners About the Project English v

Home Crypto Sheriff Ransomware: Q8&8A Frevention Advice Decryption Tools

Reporta Crime

IMPORTANT! Before downloading and starting the solution, read the how-to guide. Make sure you remove the
malware from your system first, otherwise it will repeatedly lock your system or encrypt files. Any reliable antivirus
solution can do this for you.

(Q  Quick Search...

>

>

777 Ransom

AES_NI Ransom
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> ] virusTotal

Analyze suspicious files and URLs to detect types of malware,
automatically share them with the security community.

File URL Search

Choaose file

By submitting your file to WirusTotal you are asking VirusTotal to share your submission with the security
community and agree to our Terms of Service and Privacy Policy. Learn more.

b 1

A

aGNR2S

H SIIS

A NALY

X File/URL X File Collection Q Report Search = YARA Search = String Search

This is a free malware analysis service for the community that detects and analyzes
unknown threats using a unique Hybrid Analysis technology.

o

Drag & Drop For Instant Analysis

or

fwww.example.com/suspicious.zip @ Analyze

http:/f

Maximum upload size is 100 MB.
Powered by CrowdStrike Falcon® Sandbox.
Interested in a free trial?

t NN { HttpsR&/brid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c¢569751c79fbf9c6f2e91c98072environmentld=100

https://www.virustotal.com/qui/file/4b59512ff60f7f88b05642f1c8ce012373af7d04a92196e2a5dc2821 3cfff4f7

https://www.virustotal.com/gui/file/de5b8737e4b7da9845901ech8958e8d509507664de9dda76111795fdc60fOc86
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https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://hybrid-analysis.com/sample/c378387344e0a552dc065de6bfa607fd26e0b5c569751c79fbf9c6f2e91c9807?environmentId=100
https://www.virustotal.com/gui/file/4b59512ff60f7f88b05642f1c8ce012373af7d04a92196e2a5dc28213cfff4f7
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Plan kontinuity

o RTO >

reakcia na incident

T g, | --r i gL Do zvycajny priebeh OP
obchodnych procesov (OP) A === I =eee-==EEe » ycany p q

> rl i
i T eea. - "'hi alternativny OP > A&nie zvycajnej prevadzky

Zotavenie z incidentu

Zdroj: ISO/IEC 270035:2011
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osetrenie rizik, Yy i _— \ N\ I
test akénych plén ﬂy). detekcia odpoved na incident obnova i
1/ l
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:{ cas obnovy (recovery time) }: !

i i |

i [ |

i : i |

i l i |

i I [ I

il (as do aktivacie planu =———————7 ' l

i l i |

I I [ ;

Zvycajna L
prevadzka <€ detekiny Cas -)l

‘ >

cas 0

detekcia zaciatok obnovené na incident navrat k
ntu incidentu obnovy minimalne poziadavky vyrieSeny zvycajnému OP
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Zdroj: https://wwwivaronis.com/blog/datdoreachresponsetimes/
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