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Vzdelavacia aktivita (l.)

= Casovy harmonogram
= 08:30-—10:00-1. blok
= 10:00-11:30- 2. blok
= 11:30-12:30 — prestavka
= 12:30-14:00 - 3. blok
= 14:00-15:30-4. blok



Vzdelavacia aktivita (Il.)

Cislo

modulu

Modul ¢.
Modul &.
Modul €.
Modul .

Modul ¢.

Modul c.

Modul ¢.

1

2

W

Nazov modulu

Uvod do kybernetickej a informaénej bezpeénosti (KIB)
Kritické myslenie a dezinformacie

Socidlne inZinierstvo

Bezpecnost prevadzky a riesenie kybernetickych incidentov

Digitalna identita a sukromie v online prostredi

Zaklady prava informacnych a komunikacnych technolégii pre
KIB I.

Zaklady prava informacnych a komunikacnych technolégii pre
KIB 1.

Casova
dotacia (45
min.)

O o 00 o0 o

Forma stretnutia

Online / Prezencne
Online / Prezencne
Online / Prezencne
Online / Prezencne

Online / Prezencne

Online / Prezencne

Online / Prezencne
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Hackers Breached Colonial Pipeline Using

Compromised Password

)y “&exe  Clovek ako ciel/zdroj ttokov (I.)

m Investigators suspect hackers got password from dark web leak
m Colonial CEO hopes U.S. goes after criminal hackers abroad

Photographer: Samuel Corum/Bloomberg

By William Turton and Kartikay Mehrotra
June 4, 2021, 3:58 PM EDT

LIVE ON BLOOMBERG
WatchLive TV >

Listen to Live Radio >

CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor

Accounts

3 SCOTT IKEDA - DECEMBER 2, 2021

000

Internal emails published by Bleeping Computer reveal that leading furniture
retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by

internal and vendor accounts that have already been compromised.

Zdroj: https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password, https://www.cpomagazine.com/cyber-security/ikea-suffers-

ongoing-phishing-attacks-from-compromised-internal-and-vendor-accounts



Clovek ako ciel/zdroj Gtokov (II.)

0 of all successtul cyber attacks
O S caused by human error

N‘NNNN

Zdroj: https://www.linkedin.com/pulse/users-really-weakest-link-cybersecurity-shashika-harshani-1yvac/




" ke Clovek ako ciel/zdroj Gtokov (lII.)

" 95 % kybernetickych incidentov vznika primarne v désledku l'udskej chyby. Zdroj:
Cybernews

= 74 % unikov dat zahrna lfudsky faktor, vratane chyb, zneuzitia opravneni a Utokov
socialneho inzinierstva. Zdroj: Cybernews

= 23 % vSetkych naruseni kybernetickej bezpecnosti vo finanénom sektore je
sposobenych ludskymi chybami. Zdroj: CybSafe

= 60 % bezpecnostnych incidentov v energetickom a verejnoprospesnom sektore
vznika v dosledku ludskej chyby. Zdroj: CybSafe

" 65 % incidentov v maloobchode je spojenych s ludskymi omylmi. Zdroj: CybSafe

Zdroj: https://www.upguard.com/blog/human-factors-in-cybersecurity



" gexe Clovek ako ciel/zdroj utokov (IV.)

= Spravanie pouzivatelov je najvacsou vyzvou v oblasti kybernetickej bezpecnosti
pre IT organizacie — uviedlo to 84 % opytanych organizacii v roku 2024. Zdro;j:
CompTIA

" 90 % unikov dat vo Velkej Britanii v roku 2019 bolo sp6sobenych ludskou chybou.
Zdroj: CybSafe

= Takmer polovica zamestnanych osob sa stala obetou kybernetického utoku
alebo podvodu. Zdroj: New York Post

" Viac ako 103 miliénov l'udi pouziva heslo ,,123456“, ¢o poukazuje na slabé navyky
v oblasti spravy hesiel. Zdroj: Comparitech

Zdroj: https://www.upguard.com/blog/human-factors-in-cybersecurity



Clovek ako ciel/zdroj utokov (V.)

FORESIGHT

J enisam

2030 *

9 gests!
= Nedostatok zrucnosti

= Ludska chyba

MARCH 2024

Zdroj: https://www.enisa.europa.eu/publications/foresight-cybersecurity-threats-for-2030-update-2024 9



Clovek ako ciel/zdroj Gtokov (VI.)

»f Human-Computer Studies 131 (2019) 169-18

Contents lists available at ScienceDirect

International Journal of Human-Computer Studies

journal homepage: www.elsevier.com/locate/ijhcs

Moving from a ‘human-as-problem” to a ‘human-as-solution” cybersecurity
mindset e

Verena Zimmermann®, Karen Renaud

*TU Darmstadt, Darmstadt, Germany
* Abertay University, Dundee, UK & University of South Africa. Pretoria, South Africa

ARTICLE INFO ABSTRACT

Keywords: Cybersecurity has gained prominence, with a number of widely publicised security incidents, hacking attacks
Cybersecurity and data breaches reaching the news over the last few years. The escalation in the numbers of cyber incidents
Human's Role shows no sign of abating, and it secems appropriate to take a look at the way cybersecurity is conceptualised and
Problematization

to consider whether there is a need for a mindset change.
To consider this question, we applied a “problematization” approach to assess current conceptualisations of
the cybersecurity problem by government, industry and hackers. Our analysis revealed that individual human

Socio-technical System

actors, in a variety of roles, are generally considered to be “a problem”. We also discovered that deployed
solutions primarily focus on preventing adverse events by building resistance: i.c. implementing new security
layers and policies that control humans and constrain their problematic behaviours. In essence, this treats all
humans in the system as if they might well be malicious actors, and the solutions are designed to prevent their ill-
advised behaviours.

Given the continuing incidences of data breaches and successful hacks, it seems wise to rethink the status quo
approach, which we refer to as “Cybersecurity, Currently". In particular, we suggest that there is a need to re-

consider the core and of the well. human’s role in the cybersecurity
socio-technical system. Treating everyone as a problem does not seem to work, given the current cyber security
landscape.

Benefiting from research in other fields, we propose a new mindset i.e. “Cybersecurity, Differently”. This ap-
proach rests on recognition of the fact that the problem is actually the high complexity, interconnectedness and
emergent qualities of socio-technical systems. The “differently” mindset acknowledges the well-intentioned
human’s ability to be an important to o as well as their potential to be
“part of the solution” rather than “the problem"”. In essence, this new approach initially treats all humans in the
system as if they are well-intentioned. The focus is on enhancing factors that contribute to positive outcomes and
resilience. We conclude by proposing a set of key principles and, with the help of a prototypical fictional or-

ganisation, consider how this mindset could enhance and improve cybersecurity across the socio-technical
system.

1. Introduction

remon Ir

organisations and countries a great deal of money (P e
2017; Rodionova, 2017), threaten critical infrastructures (ICS-

CERT, 2016) and disrupt individuals’ lives (Fae, 2018). Many organi-

Security incidents that endanger the confidentiality, integrity and

availability of information abound, and are currently at an all-time high
(Kroll.com, 2018). For example, IBM X-Force (Alvarez et al., 2017)
tracked over 600 million leaked documents in 2015 and more than four
billion in 2016. Other recently-reported breaches include Yahoo
(Weise, 2016), LinkedIn (Schum Last.fm (Mannes, 2016),
Equifax (Yu 2018). In October 2016,
the Mirai botnet caused Internet-wide disruptions of major sites such as
Etsy and Twitter (Antonakakis et 2017). Such events cost

c author. k renaud@abertay.

Available online 16 May 2019
1071-5819/ © 2019 Elsevier Ltd. All rights reserved.

Zdroj: https://www.techslang.com/are-humans-still-the-weakest-link-in-cybersecurity/, Zimmermann, V., & Renaud, K. (2019). Moving from a ‘human-as-problem” to a ‘human-as-solution”
cybersecurity mindset. International Journal of Human-Computer Studies, 131, 169-187.

sations are trying to find better ways to prevent incidents and halt the
seemingly unhindered success rates of hackers (McAlpine, 2018). As the
whole world grapples with these issues (Sobers, 2018), and cyber in-
cidents continue to occur, there is a need to examine and question our
existing mindset in terms of how we respond to this situation. Con-
structing a meta-view of cybersecurity and questioning the underlying
assumptions might help generate new and helpful insights which can
lead us down more effective paths, in terms of improved cybersecurity.

Received 9 January 2019; Received in revised form 29 April 2019; Accepted 15 May 2019
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Clovek ako ciel/zdroj utokov (VII.)

FLASHPOINT

,Jakmer kazdu modernu siet je mozné hacknut.

Posts > Conti Ransomware: Inside One of the World's Most Aggressive Ran...

Conti Ransomware: Inside One
of the World’s Most Aggressive
Ransomware Groups

Dévody su nasledovné:
= Nadbytocnost sieti — velké mnoZstvo sluZieb a
rozne vstupné body do tej istej siete.

Q oo - ocronens 2o @ X = Priorita pohodlia pred bezpecnostou — viznica je
bezpecna, ale velmi neefektivna na vykonavanie

cinnosti.
» [udsky faktor — chyby v konfiguracii, socialne
inZinierstvo.”

TABLE OF CONTENTS

Zdroj: https://flashpoint.io/blog/history-of-conti-ransomware/ 1 1



V tieni,
bezpecnost
neskor ...
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"Socialne inzinierstvo pouZiva
vplyv a presviedcanie k
oklamaniu ludi tym, zZe ich
presvedci, ze socialny inzinier je
niekto, kto nie je. V dbésledku toho
moze socialny inzinier vyuzit ludi
s cielom ziskat informacie bud's
pouzitim alebo bez pouzitia
technologii.”

--Kevin Mitnick

Zdroj: https://codepen.io/Dreadbatten/full/RRwZaB
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WANTED

BY US. MARSHALS

NOTICE TO ARRESTING AGENCY: 2¢fowe arrest, validate warrant Unrough Naticasl Crise laformation Center (NCIC),
Usitod States Mandal Savice NCIC eatry pumdee:  (NIC/ »

NAME: coeccsncaceanccenasnns MITNICK, KEVIN DAVID

AXS(S): cvenvsnuncraessavsens HITWIK, XEVIN DAVID
MERRILL, BRIAN ALLEX

DESCRIPTION
IR ssncansanenrassaansss HALE
R sarsssaasesseashsnsss VAITE
PRt Of BUIN: savevnnsnnonnas VAN KUYS, CALIFPORNIA
Dete(s) of Birthieeessansaranns 0B/06/63; 10/18/10
HolMivecsooercronnnnnnnne s'u-
WPk e sevrassaasssssnsasy 190
EBysliscsesscsanasnannanses 20T
Haiheocassassnannancnanns 280WR
SKA00 cavesnnsnconnsanas LIcHT
Scars, Macks, Tal1008: s s avvnvnns KONE KEoWY

Zdroj: https://cyber.tap.purdue.edu/blog/articles/kevin-mitnick-sound-familiar/

Amazon.com
https://www.amazon.com » Books-Kevin-Mitnick » rh=...

Kevin Mitnick: Books

e

The Art of Invisibility: The World's Most Famous Hacker Teaches You

How to Be Safe in the Age of Big Brother and Big Data by Kevin Mitnick

Books >

The Art of Ghost In The The Art of
Deception Wires: My Intrusion
2001 Adventures ... 2005

2011

THE ART 0
INVISIBILIT

KEVIN MITNI

el | e s v— - Ease

The Art of
Invisibility:

The World's...
2017




Cielové skupihy

pracovnici recepcie a na informaciach
veduci technickej podpory

systémovi administratori

pouzivatelia a klienti

dodavatelia cielovej organizacie

veduci zamestnanci

Ry

®
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Zdroj: https://www.cas.sk/fotogaleria/356728

Pohlad na realitu (I.)

Na obrazku je viac ako 10.000 ludi.

FalosSna informacia




NERZTA

@‘ A

Pohlad na realitu (Il.)

Hokejovy zapas sledovalo priblizne 12.000 ludi.

B

Zdroj: https://www.cas.sk/fotogaleria/356728




“@eKB ~ Pohlad na realitu (lll.)
Donald Trump ukazal Kim Cong-unovi trailer filmu,
v ktorom su obaja hrdinovia.

Legitimna sprava

X4 FaloSna sprava

19

Zdroje: http://www.wodenworks.com/trump-is-a-hero/, https://socialnewsdaily.com/58033/kim-jong-un-visits-women-soldiers-and-gets-memed/



* Gexe Pohlad na realitu (IV.)

Donald Trump ukazal Kim Cong-unovi trailer filmu,
v ktorom su obaja hrdinovia.

https://www.youtube.com/watch?time_continue=207&v=A838gS8nwas

Zdroje: http://www.wodenworks.com/trump-is-a-hero/, https://socialnewsdaily.com/58033/kim-jong-un-visits-women-soldiers-and-gets-memed/

20
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Zdroj: https://www.theguardian.com/world/2015/dec/19/eiffel-tower-paris-french-iron-lady-solidarity
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Zdroj: https://es.pinterest.com/pin/352195633330676457/, https://www.amazon.com/Replica-Brushed-Statues-Souvenir-Keychain/dp/BOOAPOSTCG
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Realita vs.

Zdroj: https://www.reddit.com/r/photoshopbattles/comments/lorv2n/fun_day_at_the_beach/

g

Ry

vnimanie reality (l11.)

|

23



,Vsetko zavisi od toho, ako sa pozerame na veci, a nie od toho,
ake su.”

-- Carl Gustav Jung

Zdroj: https://breakthroughmaster.com/reality-vs-perception-which-is-true/

24



Prihcipy Vplyvu' (1.)

zavazok a Principy
konzistencia vplyvu

socialne
preukazanie

spravnosti/
socialny dokaz

Zdroj: Cialdini, R. B. (2009). Influence: Science and practice (Vol. 4, pp. 51-96). Boston: Pearson education.

nedostatok

25



" GckB Principy vplyvu (I1.)

Reciprocita
= udia maju prirodzeny pocit povinnosti oplatit laskavost alebo dar.

= Podvodné spravy casto ponukaju ,odmenu” alebo ,, darcek” za vyplnenie
dotaznika.

= Priklad 1: E-mail ,,Ziskajte darcekovu kartu Amazon za 5-minutovy prieskum.”

= Priklad 2: Falosné prispevky na socidlnych sietach - ,Vyhrali ste novy telefén, len
potvrdte dorucenie!”

26



K Principy vplyvu (lll.)

Zavazok a konzistentnost

» 'udia chcu posobit konzistentne vo svojich rozhodnutiach.

= Uto&nik vyuZije mensiu poZiadavku, aby neskér presadil vacsiu.

* Priklad 1: E-mail ,,Overte si svoj ucet” - pouzivatel klikne a potom zada prihlasovacie
udaje.

» Priklad 2: Phishing cez formular - ,,Najprv si aktivujte 2FA,“ no webova stranka zbiera
hesla.

27



" Geke Principy vplyvu (IV.)

Socialny dokaz
" [udia sa rozhoduju podla spravania inych, najma v neistote.
= Utoénici ukazuja falo$né hodnotenia, komentare &i ,,spokojnych zakaznikov”.

" Priklad 1: Reklama na investicny podvod - ,,10 000 ludi uz zarobilo s nasim
systémom.”

* Priklad 2: Sprava ,Vasi kolegovia uz podpisali novy bezpecnostny formular -
podpiste aj vy.”

28



Principy vplyvu (V.)

Sympatia

" [udia skér doveruju sympatickym alebo znamym osobam.
= Utoénici predstieraju identitu kolegu, manazéra alebo priatela.

= Priklad 1: E-mail ,Ahoj, tu je Janka z HR, potrebujes doplnit svoje udaje”.

" Priklad 2: Scam cez socialne siete - falosny profil priatela ziada o ,,rychlu p6zicku®.

29



" GckB Principy vplyvu (VI.)

Autorita

" [udia doveruju osobam s autoritou (manazér, policia, banka).

» Utocnici napodobiiuju autority, aby vyvolali strach alebo poslusnost.
" Priklad 1: E-mail ,Vasa banka vyzaduje okamzitu verifikaciu uctu.”

» Priklad 2: Telefonny hovor ,Tu je technicka podpora Microsoftu, zistili sme virus vo
vasom PC.”

30



Principy vplyvu (VII.)

Nedostatok

" Veci, ktoré su limitované, sa zdaju cennejsie.

= Podvodnici vytvaraju casovy tlak, aby obet konala bez rozmysiu.
= Priklad 1: E-mail ,,Posledna Sanca na obnovenie uctu - 24 hodin!“

" Priklad 2: Falosné weby s textom ,,Zostava len 2 kusy - objednajte hned!”

31



" Gkexs Principy vplyvu (VIII.)

Jednota
» 'udia chcu patrit do skupiny — ,,my“ proti ,nim“.
= Utoénici sa vydavaju za ¢lenov komunity alebo organizacie.

" Priklad 1: Interny e-mail ,,Pre vsetkych zamestnancov nasho oddelenia — tu je novy
dokument®.

" Priklad 2: Podvodné charity —,,Pomo6zte nasej komunite postihnutej katastrofou,
kliknite na odkaz.”

32



Principy vplyvu '(IX.)

Hi Dear respected Pavol Doruéené x ~ B 2

sgt.rebeccawilson@usa.com prostrednictvom domény mail.com & 5t26.12.201922:30 Y7 &
komu: Pavol =

Hi Dear respected Pavol

Well, T am a military, working at US military, base camp here in Afghanistan. The US Military Base is located |
southeast of Charikar in the Par wan Province of Afghanistan.
I want you to know that we are being attacked by insurgents every day and car bombs here in Afghanistan.

Pilot (hostage) at the Taliban strategy route to the capital, there was a particularly brutal firefight in Taliban' ”We”’ I am a m|||ta ry’ Worklng at US mlllta ry’ base
crest box that contain huge amount of money that belongs to the sponsors and supporter of Taliban, which i . . “ R
ammunition's, so we agreed by 9 Army officer on that rescue mission that the money will be enclosed and b cam p here N Afgha N |Sta n. - Autorlta

After we shared the money, i got a share of 5 5,700,000 (Five Million, Seven Hundred Thousand United Stat
another US military base located at boarder between Pakistan and Afghanistan, so i nead your assistance to

your own country. Before senior Army officials will discover it. ”I have deC|ded tO com pensate yOU Wlth 38% Of the

ll .o o
I am soliciting on you to keep it safe on my behalf till i come over to your country, It's clear to me that you tOtal money - RECIprOCIta

made solid arrangements with a Cargo shipping agency that specialize on diplomatic delivery and they have
destination. This delivery is going to be handle legally by the Cargo shipping agency and there will be no for
Diplomatic Box and the Diplomatic Box will be deliver to you in your country by a Diplomat. I have decided tg

is delivered to you, while the balance balance will be my investment capital in your country. ” Please I need your assurance that If thls money IS
delivered to you, that you are going to be
trustworthy...” — Zavazok a konzistencia

Please i need your assurance that if this money is delivered to you, that you are going to be trustworthy to k
will plan on how to live our life and investment with it .

QOne passionate appeal I will make to you is not to discuss this matter to a third party, if you do not want to

avoid any leakage of this information and it will be dangerous to me based on my position here.

,We agreed by 9 Army officers...“ — Socialny dokaz

I have chosen to contact you after my prayers and I believe that you will not betray my trust nor thwart my
to you without formal introduction, well, I will say that my mind convinced me that you are the true person t

Mote; I do not know how long we going to remain here and my fate since I have survived two bomb attack here,
person to help me receive and invest the Fund, because I will be coming over to your home country to invest and st
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Principy vplyvu (X.)

From: saitamavba@yahoo.co.jp [mailto:saitamavba@yahoo.co.jp] On Behalf Of Jana Olav

Sent: Monday, December 3, 2018 9:31 AM
To: janaolavv@gmail.com
Subject: ZIADOST O POMOC A INVESTICIE

Dobré rano,

Je mi velmi lUto, Ze vam posielam tuto spravu, ktoru ste ¢

precitat moju postu, pretoze ste urcenym prijemcom. Do
adresara a kontaktoval som vas osobne, pretoze som vaz
rocna dievCina a jedina dcéra mojich zosnulych rodicov p
kakaom a tieZ pracoval s ropou vitacou spolo¢nostou s n

Nakoniec som ochotny ponuknut 20% (170, 000.00 eur)
prevode penazi na vas bankovy ucet. Budem c¢akat na va
vam dal viac podrobnosti.

Jana

~

,Volam sa Jana Olav; Som 19-ro¢na dievéina a jedina
dcéra mojich zosnulych rodicov...”“- Sympatia

,Nakoniec som ochotny ponuknut 20 % z celkovych
penazi ako nahradu za vasu pomoc...” - Reciprocita

,MO0j otec bol obchodnik s kakaom a tiez pracoval s
ropnou spolo¢nostou PETROCL.” - Autorita

,Budem cakat na vasu rychlu odpoved' a uistenie, Ze
mi pomozete...”“ - Zavazok a konzistencia

34
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Resoulces ) |0I Studelltsalld Fale"ts } lestFlep ) |eStFIepStlateg|eS

Understanding Visual, Auditory, and
Kinesthetic Learning Styles

1

Getty Images | Tara Moore

By Kelly Roell
Updated on May 15, 2025

Zdroj: https://www.thoughtco.com/three-different-learning-styles-3212040?utm_source=chatgpt.com
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Typy myslenia
" Zrak - vizualny myslitel
= Sluch - sluchovy myslitel

= Pocit - kinesteticky myslitel

Typy myslenia (II.)

Zdroj: http://www.selfishprogramming.com/2010/03/

36



NG Typy myslenia (ll1.)

" vizualny typ myslenia spracovava svet predovsetkym prostrednictvom obrazov,
tvarov, farieb a priestorovych predstav.

= [udia s tymto typom myslenia “vidia” informacie vo svojej mysli — vytvaraju si
mentalne obrazy, schémy Ci mapy, aby nieComu porozumeli

Pouzitie slov v prejave:

= ,Chapem, co tym myslis.”
= To sa mizda v poriadku.”
= Uz sito viem predstavit.”

Charakteristické prvky:

= Svetlo (jasné alebo tmavé)

= Velkost (velka alebo mald)

= Farba (Cierno-biela alebo farba)

Zdroj: http://michaelbabwahsingh.com/2012/10/16/putting-visual-thinking-to-work/
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" keke Typy myslenia (IV.)

Vizualny typ myslenia

,Vidite, o com hovorim? Pozrite sa na prilozeny obrazok - je to jasné a vsetko vyzera v

poriadku. Teraz uz si to urcite viete predstavit, preto staci len kliknut na odkaz nizsie a
potvrdit dorucenie balika.”

= text cielene pouziva vizuadlne a porozumievacie vyrazy (,vidite“, ,vyzera v poriadku®,
,viete si to predstavit”)

= Utocnik tym navodzuje pocit jasnosti, dovery a vizualnej istoty, ¢im obchadza
racionalne posudenie obsahu a podporuje impulzivne kliknutie.

38



Typy myslenia (V.)

= sluchovy typ myslenia spracovava informacie prostrednictvom zvuku, rytmu, hlasu a reci.

* [udia s tymto typom myslenia si zapamatavaju najlepsie to, co pocuju — slova, tony,
melddie alebo rozhovory.

* [udia premyslaju v zvukovych obrazoch a Casto pouzivaju vyrazy spojené so sluchom ako
znie to dobre, pocujem ta, nieco mi hovori, hovori to za vsetko.

Pouzitie slov v prejave:

= Hlasno a zretelne...”

= Nieco mi hovori...”

= Znie to pre mna v poriadku.” /,To mi znie dobre.”

Charakteristické prvky:

= Hilasitost (hlasna alebo ticha)
* Ton (zakladny alebo vysoky)
* Rozostup (vysoky alebo nizky) Zarof o fvamwistyfackoy.com] potrits/pencil-portrats/drawing et
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NCCl: Typy myslenia (VI.)

Sluchovy typ myslenia

,Znie to jasne a zrozumitelne, vsak? Nieco mi hovori, ze ste ten spravny clovek, ktorému
mozZeme poslat tuto exkluzivnu ponuku. Ak to znie dobre aj vdm, staci kliknut na odkaz
nizsie a potvrdit registraciu.”

= text vyuziva sluchové vyrazy (,znie to jasne”, ,nieco mi hovori“, ,,znie dobre®) na
vyvolanie pocitu doévery a suladu.

= Utocnik tym manipuluje vnutorny ,hlas” obete a vytvara dojem, ze informacia je
spolahliva a osobna, ¢im zniZuje ostrazitost.
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" keke Typy myslenia (VII.)

kinesteticky typ myslenia spracovava svet cez pocity, dotyk, pohyb a fyzické
vhimanie.

tito ludia ,myslia cez telo” - rozhoduju sa podla toho, ¢o im dobre padne, Co citia ako
spravne alebo ¢o moézu doslova ,,uchopit”

ich jazyk Casto obsahuje vyrazy spojené s kontaktom, dotykom, pocitom i pohybom:

{4 'i4 {4

,uchopit napad?, ,citit atmosféru”, ,dotknut sa problemu?, , pocitit vysledok”.

Charakteristické prvky:

205
Intenzita (silna alebo slaba) / .
Oblast (velkd alebo mala) @
Textura (drsna alebo hladka) ‘
Teplota (horuca alebo studena)
Hmotnost (tazka alebo lahka)

Zdroj: https://alittlebitofpersonality.tumblr.com/post/104759378460/thinking-and-feeling-the-application-functions
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NCCl: Typy myslenia (VIII.)

Kinesteticky (pocitovy) typ myslenia

,Chcem sa vas len na chvilu dotknut s touto ponukou — citite, aki ma hodnotu? Je to
skveld prilezitost, ktori mozete hned uchopit. Staci sa prihlasit cez odkaz nizsie a pocitite
rozdiel uz dnes.”

= text cielene pouziva dotykové a pocitové vyrazy (,,dotknut sa“, ,citite”, ,uchopit”,
,pocitite rozdiel”)

" UtocCnik tak aktivuje emocionalne a fyzické prepojenie s ponukou

= Utocnik vyvolava dojem blizkosti, istoty a naliehavosti, o znizuje kritické uvazovanie a
podporuje okamzitu reakciu.
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Typy myslenia (IX.)

Hi Dear respected Pavol Doruéené x ~ B 2

sgt.rebeccawilson@usa.com prostrednictvom domény mail.com & 5t26.12.201922:30 Y7 &
komu: Pavol =

Hi Dear respected Pavol

Well, T am a military, working at US military, base camp here in Afghanistan. The US Military Base is located |

southeast of Charikar in the Par wan Province of Afghanistan. Vizua’lny (zra kovy’) typ myslenia:

I want you to know that we are being attacked by insurgents every day and car bombs here in Afghanistan.

Pilot (hostage) at the Taliban strategy route to the capital, there was a particularly brutal firefight in Taliban' ”| came across a tWO Crest bOX”’
crest box that contain huge amount of money that belongs to the sponsors and supporter of Taliban, which i . . . . “
ammunition's, so we agreed by 9 Army officer on that rescue mission that the money will be enclosed and b ” Dl plomatlc BOX WI ” be dEIlve red to you

After we shared the money, i got a share of 5 5,700,000 (Five Million, Seven Hundred Thousand United Stat
another US military base located at boarder between Pakistan and Afghanistan, so i nead your assistance to

your own country. Before senior Army officials will discover it. AUditllvny (S|UChOVV') typ mySIEnia:
I am soliciting on you to keep it safe on my behalf till i come over to your country, It's clear to me that you ” Please I need YOU r assura nce”,

made solid arrangements with a Cargo shipping agency that specialize on diplomatic delivery and they have

destination. This delivery is going to be handle legally by the Cargo shipping agency and there will be no for ” Somethlng te”S me YOU are the I’Ight pe rSOHI

Diplomatic Box and the Diplomatic Box will be deliver to you in your country by a Diplomat. I have decided tg

(

is delivered to you, while the balance balance will be my investment capital in your country.

Please i need your assurance that if this money is delivered to you, that you are going to be trustworthy to k KineStetiCky’ (pOCitovy’) typ mySIenia:
will plan on how to live our life and investment with it . . keep It Safe on my behalf”,

QOne passionate appeal I will make to you is not to discuss this matter to a third party, if you do not want to : "«
avoid any leakage of this information and it will be dangerous to me based on my position here. ”you WI” nOt betray my trUSt ’
: “

,»1 survived two bomb attacks

I have chosen to contact you after my prayers and I believe that you will not betray my trust nor thwart my
to you without formal introduction, well, I will say that my mind convinced me that you are the true person t

Mote; I do not know how long we going to remain here and my fate since I have survived two bomb attack here,
person to help me receive and invest the Fund, because I will be coming over to your home country to invest and st
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Typy myslenia (X.)

Vidite, o com hovorim? Pozrite sa na prilozeny obrazok - je to jasné a vsetko vyzera v
poriadku. Teraz uz si to urcite viete predstavit, preto staci len kliknut na odkaz nizsie a
potvrdit dorucenie balika.”

,Znie to jasne a zrozumitelne, vsak? NieCo mi hovori, ze ste ten spravny clovek, ktorému
mozZeme poslat tuto exkluzivnu ponuku. Ak to znie dobre aj vam, staci kliknut na odkaz
nizsSie a potvrdit registraciu.”

,Chcem sa vas len na chvilu dotknut s touto ponukou — citite, akii ma hodnotu? Je to

skveld prilezitost, ktord mozete hned uchopit. Staci sa prihlasit cez odkaz nizsie a pocitite
rozdiel uz dnes.”
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Techniky socialneho inZinierstva

oy
»e o=

Smishing

BAITING
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Smishing

BAITING
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60 % — Phishing

phishing bol
dominantnym vektorom
prieniku, ktory
predstavoval priblizne 60
% pripadov — vratane
malspam, vishing a
malvertising utokov.

Zdroj: ENISA threat landscape 2025, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2025

Phishing (I.)

EMISA Threat Landscape 2025 * enisa

60%
Phishing

Phishing was the dominant intrusion
vector, accounting for approx. 60%
of cases, including malspam, vishing,
and malvertising. Vulnerdbmw
exploitation represented 21.3% o
initial access vectors, with 68%

4 leading to malware deployment as a
! follow-up activity.

0.8%
Insider threat

8%

Malicious
applications

9.9% -
Botnet

Mobile devices and Internet- exposed
services and devices, particularly
Operational Technology (OT) systems
remain high value targets across all
types of threats.

/a"\.‘_ .
L
21.3%
Vulnerabilities
State-aligned intrusion sets and
cybercriminal operators
increasingly leverage Al for
productivity and optimisation of
their malicious activities.

Most identified initial infection vector

Source: EMNISA dataset
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NERZITA

" Ekcke Na pociatku bola kvota

E kvotové varovanie - Sprava (HTMVL) 2 Hladat

Subor Sprava  Pomocnik

Ulozit

FIE Sprava — moznosti »»

kvotové varovanie
Postmaster <meno.prie Y € Odpovedat’ | ) Odpovedat' vietkym | — Preposlat’ 7 AL
Komu Recipients ut 31. 5, 2022 11:43

Vaia postova schranka prekroéila limit loziska nastaveny vasdim spravcom a nemdozZete odosielat’ ani prijimat

nove spravy, kym svoj e-mail neoverite
Kliknutim na nasledujuci odkaz potvrdte svo) e-mail
Kliknite tu

f)al-:ujem
systemovy administrator
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Hesla nikdy neomrzia

® & meno.priezvisko@upjs.sk ZR33EEBER0
" { L] " "
o upjs.sk <talent2@ilshinshipping.com 7 | | €3 Odpovedat £y Odpovedat vietkym | —» Preposlat (7]

Koemu meno.priezvisko@upjs.sk po 14, 2. 2022 &:15

@ﬂk sa wyskytnd problémy so zobrazenim tejto spravy, kliknutim sem ju zobrazte vo webovom prehliadadi.

=EMAF

Vazeny pouzivatel ,Platnost

e = ZES
) eysTmeks BESXEIR > hesla vasho e-mailového Ucétu

_ dnes vyprsi Ak chcete
2 P oot A S A RN ER pokracovat v zadavani

<DIV
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Faktury, faktt]ry

Tax Invoice -

Tax Invd
Komu R

@Ak sa vyskytnid pr

You have

To view your in

zenerated by Accoun

E Aktualizovana platba faktdry-2140 - Sprava (Obyé&ajny text)

Subor Sprava  Pomocnik

Ulozit

Aktualizovana platba faktury-2140

7}

Dakujem

Ly iR

7

meno.priezvisko@slposta.sk
Komu undisclosed-recipients:

5K-2140-31052022-2140.7z
320 KB

2 Hladat

FIEI Sprava - mozZnosti

vo webovom prehliadaci

I T

ut 08

Prevadzku stranky www.financnasprava.sk a spravu jej obsahu zabezpecuje
Finan¢né riaditelstvo SR




osta nasa kazdodenna

Pripomienka - Vasa zésielka bude vratenad - Sprava (HTML)

Sibor Sprava Pomocnik Q Povedzte, ¢o cheete w Private customers Business customers
(] RO O - -
' & - =) A Send packages, Receive packets Help & contact

Pripomienka - Vasa zasielka bude vratena

Komu meno.priezvisko@upjs.sk

@ Slovenska Posta <no-reply@pinodigitaal.ni> DHL Tracking

:_'E) Ak sa vyskytnu problémy so zobrazenim tejto sprawy, kliknutim sem ju z

Here you will find information about your shipments.

Track your parcel shipments at any time from shipping to delivery

Add We need your address to be sure that unauthorized persons cannot
\ddress

access your packages, You have 10 working days From the arrival of
your package to the DHL branch, after this time, the package will be

Zip Code Lity returned to the sender.

Dostali ste novy balicek

Phone Number

Potvrdte prosim zaslanie vasho balika
Your E-mail

VasSe zasielkové cislo zasielky: POK2985(

te otazky na post@slov
delivery.net

JETZT NIMMT AUCH IHRE
GARAGE FUR SIE PAKETE AN.

MIT DHL GEHT DAS.
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GWERZTA

Aktualizacie,

3/14/2022 ©-4n A

Mon 3/14
X <SUp
help@copyrightnotice.com
Komu  meno.priezvisko@upjs.sk

Copyright on your account

~ S\

Update your ac

meno.priezvisko@up

Komu
@ Ak sa vyskytnu problémy

Update your billing info

Dear Customer,

Some information in your z

Note: If you don't update y

-Kind regards

Copyrig

aktualizacie, ...

) £ Odpovedat

|']n»5tagnm\1,

Hello @meno.priezvisko,

We recently received a complaint posted on your Instagram
account. An image of his album was reported to contain

copyrighted content.
If no objections are raised to the copyrighted work, we will need

to remove your account. Please fill out the appeal form.

Appeal Form

from
FACEBOOK
E Instagram Facebook Ins, 1601 Willow Road, Menlo Park, CA 84025

This message was sent to email and intented for . Nat your account? Remaove

your email from this sccount.

% Odpovedat vietkym

—# Preposlat’

Mon 1/10/20.

22 5:30 AM
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Bezpednost na prvom mieste (1.)

@ 'B

Komu

Thu 3/3/2022 11:50 PM
038281@0fci

Zabezpecte svoj ucet

undisclosed-recipients:

VazZeny zakaznik!

predisli strate alebo zruSeniu uctu.

Ak chcete potvrdit svoju identitu a vyhnut sa pozastaveniu Uctu, navstivte stranku: https://www.csob.sk/moja-csob
Ak svoj ucet neaktualizujete, m6Ze to mat za nasledok pozastavenie pristupu alebo pozastavenie vasho G¢tu. Zabezpecenie vasho uctu je

Ned3vno sme preverili bezpe&nostné opatrenia vasho Gétu v CSOB. Dérazne vam odportiéame skontrolovat a aktualizovat svoj G&et, aby ste
jednou z nasich najvyssich priorit.
Dakujem za pochopenie!

S Pozdravom,
Zabezpecenie CSOB
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fKCKB Bezpecnost na prvom mieste (Il.)

URGENTNA BEZPECNOSTNA SPRAVA
75 el 2 ovedat vSatlos -
Slovenska Sporitelna <kadlint1@jimpaly3.xyz> < D g 3 povee ol Presou

mu undisclosed-recipients:

Toon 37179077 1.0 ARA

| Ak chcete stiahnut obrazky, kliknite sem. V zaujme ochrany vasich osobnych udajov program Qutlook zabranuje automatickému stahovaniu niektorych obrazkov v tejto sprave.

VazZeny zakaznik,
Kontaktujeme vas v reakcii na nepravidelny ttok online podvodnikov na nasu
bankovt
stranku, preto momentalne spistame nudzovi aktualizaciu nasho bezpeénostného

systému.

navitivte: https://ib.primabanka.sk/ib/default.aspx

https://secure-ibprimabank.xyz

S tctou,
Prima Banka
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- Gexe

A @& ib.primabankaxyz —

Bezpecnost na prvom mieste (.I.II.)

Prima Banka@ ib.primabanka.xyz 0850 700 007
rimabanka.sk

Spajenie e zabezpedens

X + @ siubory cookie Poufivajisa3 [4

£ Nastavenia webu

& B A (-

Prima Banka@

) Sporenie k Osobnému uctu
Internet banking

Prihlasovacie menc/Alias/PID 5 O o/o

‘Heslo/PlN I'OEI"Ie paéas Celej
| | doby sporenia

[ ) Zobrazit heslo

Prediozit’

Nedar sa vam prihlasit? &
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K Som/Nie som odosielatel (I.)

Od: janko.hrasko@organizacia.sk <janko.hrasko@organizacia.sk>

Komu: janko.hrasko@organizacia.sk <janko.hrasko@organizacia.sk>

Predmet: Security Notice. janko.hrasko@organizacia.sk was hacked! Change your password now!
Dear user of upjs.sk!

| am a spyware software developer.
Your account has been hacked by me in the summer of 2018.

| understand that it is hard to believe, but here is my evidence - | sent you this email from your
account.

The hacking was carried out using a hardware vulnerability through which you went online (Cisco
router, vulnerability CVE-2018-0296).
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Od: Jhrasko <
Odoslané: sobo
Komu: janko.hr
Predmet: Your o

| am aware 123:
most likely thinl
you.

You get just two

1st solution is t¢
material to alm¢
Furthermore if \

Number 2 altertr
asap eliminate \
will not hear ba

Heslo ako predmet

Hackeri napadli socialnu siet LinkedIn. X
Ukradli 6,5 miliona hesiel

Z Novi

ny.sk

Veda

a technika

& LUCIA HUSAROVA

me and you are
stigate about

/n recorded

 feel.
?

equently, | will
:ned and you

Zdroj: https://www.noviny.sk/veda-a-technika/104055-hackeri-napadli-socialnu-siet-linkedin-ukradli-6-5-miliona-hesiel
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mailto:....@yahoo.jp

Re: Informacie o kurze - Sprava (Obycajny text)

Sibor Sprava Pomocnik ( Povedzte, ¢o cheete urobit
2 0 EN v
Re: Informacie o kurze

irunaké&atlas sk «falecom@alugueldevansemsp.com.br=
Komu Meno Priezvisko 12, 3, 2021

@ Crdstranili sme nadbytoéné zlomy riadkov v tejto sprave.

] doc(87).zip
Bl 34kB

Hello, | have now obtained document that you presented to me not so long ago. Unfortunately, some
substantial details are missing in it. You should add details. You'll find your file attached to the e-mail.

On 2009-09-25 07:47, Meno Priezvisko wrote:

= Dobry den, zasielam Vam informacie k vzdelavaciemu portalu KURZ Portal
= sa nachadza na adrese: http://kurz.upjs.sk/kurzy V pripade problemov

> alebo otazok napiste priamo na kurz@upjs.sk alebo priezvisko@upjs.sk

= Meno Priezvisko spravca portalu KURZ -- Meno Priezvisko
http://priezvisko.net Univerzita Pavla Jozefa Safarika

> v Kosiciach

> hitp://kurz.upjs.sk
E-MAIL: priezvisko@upjs.sk
Powered by Mach5 Mailer:
> http://mach5-mailer.com

58



°
g,
[ )
'

Odpoved na ema

Z 3bf2d6cé4bdfff2f342d15f8b832a72923950308319569470e9b455dec2%4de Q o~

W Pavol Sokol 0

29 -

29 security vendors flagged this file as malicious

3bf2d6c6abd9fif21342d15f8b832a72923950308319569470e9b455dec294dc 33.61KB 2021-06-24 01:27:23 UTC
doc (87).zip
zip
x W
DETECTION DETAILS RELATIONS COMMUNITY
Antly-AVL [OR Arcabit (@ XLM.Trojan.Kitana
Avast [OR: AVG

BitDefender

Avira (no cloud) (

CAT-QuickHeal Cynet

Cyren Driveb

Emsisoft eScan

ESET-NOD32 'Q‘/‘ DOC/ TrojanDownloade FireEye

Fortinet (D) XFCoinMiner. GData

lkarus K7AntiVirus

K7GW Kaspershky

MAX MaxSecure

McAfee McAfee-GW-Edition

Microsoft Sangfor Engine Zero

Sophos (1) TrojDocDI-AAR] Tencent (1) Trojanwina2 Mac 67
Zoner (D) Probably H Ad-Aware (&) Undetected
AegisLab Undetected AhnlLab-V3 Undetected
Alibaba Undetected AlYac () Undetected

Zdroj: https://www.virustotal.com/gui/home/url
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© Ziadost o zrusenie vasho e-mailového uétu C B
Google™ bola prijata. PozZiadavka ¢. #733625439
Dorucené x

Vazeny pouzivatel sluzby Gmail™,

9 Podpora sluzby Google <google@suqgort info> 3.6.201815:115 Yy =
komu; google-users 0

kedZe ste odoslali Ziadost o ukonéenie e-mailového Gctu sluZby Gmail, danu vec zacal rieSit nas
tim sluZby Gmail™. Dajte nam prosim tri pracovné dni na ukoncenie vasho e-mailového Gty

Véetky subory vo Vasom e-mailovom téte sluZzby Gmail budu odstranené (vratane
prijatej odoslanej posty, SPAM adresara pod.) a pristup k vadmu e-amilovému Gctu sluzby Gmail ™
bude zablokovani

Viac informacii o Va3ej Ziadosti a o spdsobe jej zruSenia si mdZete preditat v dokumente, ktory je v
prilohe tejto e-mailovej spravy

S pozdravom,
Servisné oddelenie sluzby Gmail™
Google LLC, 600 Amphitheater Parkway, Mountain View, CA 94043, USA

P.S. Va$e sukromie a spokojnost su pre nds na 1. mieste. S nami ste 100% chraneny

= AR & customer-support-
google.com.sugqortinto/terminate.php form.pdt

on

Ako rozpoznat podvodnu spravu
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Emailova sprava dava pocit urgencie,
hrozby, nutnej reakcie

= Vyprsala Vam kvéta v emailovej
schranke®

= Pre elektronicku komunikaciu so
Statom je potrebné si stiahnut novu
verziu programu”

= Ak nezareagujete do 2 dni, vyprsi
Vam platnost konta”

Urgencia a hrozba

1] Office 365

Password Expiration - Authentication Service

Hi User,

IPassword for your account will expire today.IPIease follow the link to

update your account password.

Keep same Password

Support Service Desk Microsoft

Note: This verification is for it’s intended receiver

61



Emailova sprava obsahuje
podozrivu prilohu

= Spustitelné subory sa
nedaju posielat emailom

= NeoCakavame email s
danou prilohou

Neotvarajte prilohy s
priponami .exe, .Src, .com
alebo .bat. Opatrnost zvyste
pri priponach ako .doc(x),
xlIs(x), .zip, ...

Podozriva priloha (l.)

Softver - aktualizacia © Domgene =

UPJS admin 34488%rdfhdfhd@upjs.sk
kkomu: pavol.sokol =

31122012 14:00

Vazeny pouzivatel, .

1
z bezpecnostnych dododov je potrebne spustit aktualizacny prngram:. ktory je

,T}rl'lnhﬂu:tejln e-mailovej spravy.

Administrator UPJS

%, Odpovedat ®» Preposlat



Podozriva priloha (ll.)

Order RT9915 - Sprava (HTML)

Subor Sprava Pomocnik Q Povedzte, éo cheete urobit’
3 -I /I\ \l, F‘EOV o =

Order RT9915
<—) (@ - iae
Komu Pavol Snl;:ol - - - ut 12:2

@Ak sa wyskytnid problémy so zobrazenim tejto spravy, kliknutim sem ju zobrazte vo webovom prehliadadi,

RT9915.html
Y 1me V

5& PreloZit’ spravu do jazyka: Slovenéina Mikdy neprekladat'z jazyka: Pol%tina
Good day,

Please confirm this order RT9915.
Send an attached order confirmation within 2 working days of receiving the order.

PhD researcher — Political Sciences & Administration
Uniwersytet

Economic Refugees: An analysis o rsecution and displacement in the new global era
About me _Human Rights Centre -Gent

Informujemy, ie Administretorem Danych Osobowych przetwarzanych w zwigzku z prowadzong korespondencjy jest Univwersytet Pedzsgogiczny im. Komisji
Edukadji Marodowej w Krakowie. adres: ul. Podchaorgiych 2, 30-084 Krakow, e-mzil: info@up.krakow.pl. Kontzke do inspektara Ochrony Danych:

iod@up krakow.pl. Szczegitowe infermacje 53 dostepne na stronie: www.up krakew.pl.
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Podozriva prl’Ioha (111.)

'?\"v;’l 2 C:\Users\Administrator\AppData\Local\Temp\Infected.htm| P~-a ‘

& signln X l l Y AL

File Edit View Favorites Tools Help

BS Microsoft

meno.priezvisko@upjs.sk

Enter password

Please enter the password for your Microsoft
account.

Password

[0 Keep me signed in

Forgot my password

= 8:09 AM
= ]
= %D g b
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DHL On Demand Delivery - Sprava (HTML)

Sibor  Sprava Pomocnik Q Povedzte, o cheete urobit’
8 D) B@&e~- @ =

DHL On Demand Delivery
&
@ DHL Express <Evonne-chen@pomina.com.tw> )l 2

Komu meno.priezvisko@upjs.sk 28.5.2021

‘ SHIPPING_DOCUMENT.htm
Y 6ks Y

Dear Customer,

Tracking Number: Included in the Attached file

Packaging type:  Standard

Number of Pieces: 2 pieces

Weight: 10.40 kg.

File Password : Your Email Password should be valid to access the file.

Attached copy of documents for your kind reference and do not hesitate to contact
our Customer Service (CS ) for any further details.

LICENCE TO DELIVER "%
NO TIME TO DIE .

This message (including any attachments) is intended only for the use of the individual or entity to which
itis addressed and may contain Information that is non-public, proprietary, privileged, confidential, and
exempt from disclosure under applicable law or may constitute as attorney work product. If you are not
the intended recipient, you may please note that any use, dissemination, distribution, or copying of this
communication is strictly prohibited. If you have received this communication in error, please notify us
immediately by telephone and (i) destroy this message if a facsimile or (ii) delete this message
immediately if this is an electronic communication.
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Emailova sprava obsahuje gramatické
alebo stylistické chyby, resp. preklepy

Velké jazykové modely

Postupne od roku 2018 — neustale
zlepSovanie

Nespoliehat sa na tento prvok

Gramatika a Stylistika

E-mailovy ucet: Zablokovanie uctu =

3 » Dorucéené x

albin13244@upjs.sk 21.08.2015 16115 W ™
kkomu: pavol.sokol =

STyl it aleird
y VazZzena pouZivatel,,

chcete potvrdit, Ze ucet pouZivate, kliknite na_tento odkaz .

Spravca systemu

%, Odpovedat ®» Preposlat

supporteuwsk/emailguotamaintenance/
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* @KCKB Od kazy (I)

Odkazy v phishingovej emailovej
sprave smeruju na podvodné

URGENTNA BEZPECNOSTNA SPRAVA

- o . R i, 0 dat ) Odpovedat vietkym —> Preposlat
Slovenska Sporitelna <kadlint1@jimpaly3.xyz> . 3 3
/7 /7
We bove S I d I O Komu undisclosed-recipients:
L
(i) Ak chcete stiahnut obrazky, kliknite sem. V zaujme ochrany vasich osobnych udajov program Outlook zabranuje automatickému stahovaniu niektorych obrazkov v tejto sprave.

Legitimny nazov: banka.sk

u ba n ka . S I, ba n ka . CO m ) ba n ka . u k Kontaktujeme vas v reakcii na nepravidelny ttok online podvodnikov na nasu

bankovu
stranku, preto momentalne spistame nidzova aktualizdciu nasho bezpeénostného

" banka.super.sk

navstivte: https://ib.primabanka.sk/ib/default.aspx

* banla.sk, barka.sk — napr. https://secure-

. s dctou, ibprimabank.xyz
support.sk a sugqgort.sk, kia.sk

a kla.sk)

= super.sk/banka.sk
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NERZITA

& C @ urlscan.io

urlscan.

ﬁ Home

Q Search

‘) Live

Odkazy (l1.)

B API 4 Blog M Docs % Pricing

2 Login

Zdroj: https://urlscan.io/

urlscan.io

A sandbox for the web

P Public Scan
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ERZIT;
\),g\‘l 4 ay

Zdroj: https://urlscan.io/

O urlscan. A Home Q search # Live BE API 4 Blog M Docs ¢ Pricing i Login

%ecurnynaﬂs

admin103745.top
= Malicious Activity!

URL: admin103745.top/prima-banka/
Submission: On March 04 via api (March 4th 2022, 12:02:28 pm UTC) from USEE — Scanned from NL o

A Summary XHTTP 12 A Redirects W Behaviour @ 4 Indicators

Summary

& Similar EDOM [ Content EEAPI ‘ ‘

Screenshot (s vt nce

HENAE

This website contacted 1 IPs in 1 countries across 1 domains to perform 18 HTTP transactions.
ThemainIPis 103.214.7.156, located in Lelystad, Netherlands and belongs to HOSTSLIM-
GLOBAL-NETWORK, NL. The main domain is admin103745.top.

TLS certificate: Issued by cPanel, Inc. Certification Authority on March 3rd 2022. Valid for: 3
months.

admin103745.top scanned 3 times on urlscan.io

urlscan.io Verdict: Potentially Malicious @

Targeting these brands:  gim Primabanka (Banking)

Live information

Google Safe Browsing: @ Page Statistics
18 100 0 1 1
Domain & IP information
IP/ASNs IP Detail Domains Domain Tree Certs 1 1 188 185 O
P=4 IP Address AS
18 103.214.7.156 207083 (HOSTSLIM-GLOBAL-NETWORK)
18 1
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"Kia Motors Slovakia” <info@kmss.sk> Mon, Dec 29, 2014 at 9:02 AM

Reply-To: info@kmss.sk
To: "\"Chuck Norris\"* <chucknorris@gmail.sk>

Zelame Vam vyladen( motor
po cely rok

Odkazy (IV.)

Phishingové emailové spravy s obrazkom,

ktory obsahuje odkaz

PayPal

We are constantly working to make safer PayPal ., easier and more convenient for our customers .
This means that from time to time we have to make changes to the terms of our User Agreement .
Ta ensure that you are always aware we posted the latest updates on our website . compte.

What | need to do ?

Update your information

Sincerely,

PayPal Support
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Text je pr
mu verili

’

ilis dobry na to, aby sme

= VVyhra v lotérii, do ktorej sme sa
nezapojili

= Kupon na 90% zlavu v e-shope

Prilis dobry text

Oznamenie o vratenl platby - Sprava (HTML)

Sabor Sprava Pomocnik @ Povedzte, o cheete urobit’
"? |.—|E @~ o -

« Oznamenie o vraten( platby

Financna sprava <noreply@financnasprava.sk=
Kemu meno.priezvisko @upjs.sk

Financna sprava
Slovenska republika

Mate narok na vratenie sumy 136,59 EUR.
Zaklite prosim nasledujuci formuldr, aby sme ho mohli spracovat
vratit sa ¢o najskér.

Formulér - Finanéna spava SR https://finacnasprava.sk

Po prijati fermulara vam bude nadétovana refundacia
ekvivalent naich sluZieh.

oddialit vratenie platby
Coskoro dostanete formuldr na vratenie platby

Finanéné riaditelstvo SR

Prevadzku stranky www.financnasprava.sk a spravu jej obsahu zabezpecuje
Finanéné riaditelstvo SR

Finanénd sprava

Pre média

Aktudlne: dane a cla
Praktické priklady
Formulare

Kontakty

0 portali FS
Ministerstvo financii SR

Odosielanie alebo zaznamenavanie neplatného siboru po uréitom limite madie
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Prilis zly text

Univerzita Pavla Jozefa Safarika v KoSiciach (dalej len ,Univerzita®) patri k vyznamnym a uznavanym vzdeldvacim a
vedeckym ustanovizniam nielen v Slovenskej republike, ale aj vo vyspelej Eurdpe. V sucasnom obdobi m3a
Univerzita fakulty lekarsku, prirodovedecku, pravnicku, fakultu verejnej spravy a filozofickd fakultu, ktoré
pripravuju lekarov, odbornikov z prirodovednych disciplin, matematiky a informatiky, ucitelov, pravnikov,
odbornikov pre oblast verejnej spravy, filozofie, jazykov, psycholdgie a socidlnej prace. Absolventi tejto druhe;j
najstarsej klasickej slovenskej univerzity maju dobru povest doma i v zahranic¢i. Hlavhym poslanim Univerzity je
poskytovat trojstupniové vysokoskolské vzdelavanie na zaklade najnovsich vedeckych poznatkov v Sirokom
medzinarodnom kontexte, podla eurdpskych trendov v tejto oblasti, Bolonskej deklaracie a dalsich dokumentov.

Unvizeirta Pvala Jzoefa Siaafrka v Kociagich (adlej len ,tzirUaiven®) ptari k vazynmnym a unnzvdaym vaczvdedlim a
vckeedym uzoninivtasam nileen v Svokinseej riepublke, ale aj vo veslpyej Edérupe. V sC¢Usanom oodbbi ma
Uinzeirvta flukaty larkseku, pcrvoriddeeoku, pncrivakd, flkautu venjerej srpavy a ffiiozcolku fkalutu, kroté
prauivrpju lIraekov, oiodbrnkov z pidnyrrdveooch dcisiplin, metaamtiky a itoairfnmky, uielCtov, paivrknoy,
obkndiorov pre olabst vjnreeej sarpvy, fziofloie, jzykaov, pdsoglyhcie a scnolidej pacre. Ansobvelti tjteo duhre;j
nsratSajej kicskalej solsnekvej uivzernity mjau drobu peovst dmoa i v ziahanréi. HiInavym plsonaim Uevrizinty je
pkoyovtsat tonsjportuvé vooslkySskoké vdenzdvlaie na zkdlade najiovSnch vyekedcch ponkztaov v Sriokom
mndondezariom kotxnete, pdloa epurdyksch tedrnov v ttejo oasblti, Bkeorolsj daklraceie a dliSach dmutkneoov.
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Phishing test (l.) |

DokazZete rozpoznat podvodny e-mail?

Identifikovat podvodny e-mail méze byt fazsie ako by ste si mysleli. Utoénici sa od Vas pomocou podvodnych e-mailov pokiisia zistif Vase stikromné informécie predstieranim, ze
st niekto, koho poznéte. DokéaZete rozliit, ktoré e-maily st podvodné?

Co by ste si mali viimat? Odosielatela, gramatické chyby, oslovenie, urgentnost/naliehanie, ak nie¢o nepotvrdite. Odkazy, ktoré mézu redlne odkazovat inam ako na prvy pohfad

posobia, neopodstatnené Ziadosti o Vase prihlasovacie (daje, legitimnost priloh...

Vymyslite si meno a e-mail.

a Vytvorte meno a e-mail — ani jedno nemusi byt skutocné — aby tento kviz posobil
?;. 4 realisticky. Nemajte obavy, tieto informacie neopustia Vase zariadenie.
P ~. > W
/ \ F Yy
Y @ ¥ Meno
Sy “
;g g E-mai

I MNahodny vyber e-mailov

CSIRT-UPIS 2020 - 2021 | vy

csirt.upjs.sk/phishi

ng
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Phishing test (l.)

G lstroSec

Phishingové moduly

https://istrosec.com/sk/e-learning/phishing-test




-
ol

BAITING

Smishing
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Pripad — technicka podpora MS (1.)

Croviner |
Slovakom vola falo$na technicka podpora F?1°§né},eChn_iCkédpocll,bporf‘ll\z/Ilicrosoftu
Microsoftu. Podvodnici chct pristup do UZ Znenziva é] predvolbu
pocitaca

17.12.2020 18:50 | Spravy

FaloSna podpora Microsoftu chcela muza st
pripravit o 17 000 eur, upozornila policia

+49 3609 6464

+49 6869 6930

®
®
tosimcag i 43 @
®
®

+49 6523 6542
Zdroj:
https://support.microsoft.com/sk-sk/windows/ochrana-pred-falo%C5%A1nou-technickou-podporou-2ebf91bd-f94c-2a8a-e541-f5c¢800d18435
https://zive.aktuality.sk/clanok/150209/falosna-podpora-microsoftu-chcela-muza-pripravit-o-17-000-eur-upozornila-policia/
https://zive.aktuality.sk/clanok/147768/slovakom-vola-falosna-technicka-podpora-microsoftu-podvodnici-chcu-pristup-do-pocitaca/
https://www.mojandroid.sk/microsoft-falosna-technicka-podpora/
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WERZTA

OZEFA S,
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~J”!aisou Sy

BN Prikazovy riadok

C:\»netstat

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Local

127.
127.
127.
127.
127.
127.
127.

00000 O O
R o Bl B~ R > R )
R S

..(iiégél(ls

Address

.1
18089
18191
18191
18191
18191
18191

8089

Pripad — technicka podpora MS (Il.)

Foreign Address
DESKTOP-QVF5R3]:
DESKTOP-QVF5R3]:
DESKTOP-QVF5R3]:
DESKTOP-QVF5R3]:
DESKTOP-QVF5R3]:
DESKTOP-QVF5R3]:
DESKTOP-QVF5R3]:

53302
53353
49826
49836
49837
49839
49341

EX Prikazovy riadok

C:\>assoc

.901=WinRAR

.386=vxdfile
.3fr=hasselbladrawfile
.3g2=WMP11.AssocFile.3G2
.3ga=VLC.3ga
.3gp=WMP11.AssocFile.3GP
.3gp2=WMP11.AssocFile.3G2
.3gpp=WMP11.AssocFile.3GP

. 0 % -capture-file

State
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
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Pripad — technicka podpora MS(III.) '

2] Event Viewer

Sibor  Akcia  Zobrazitt Pomocnik

= 75 HE

@ Event Viewer (Local)
-'\F Custom Views
w !__ Windows Logs
i) Application
f5] Security
] Setup
fs] System
§—| Forwarded Events
) Applications and Services Logs
_,_1 Subscriptions

System  Mumber of events: 32 561

— a

*

Level Date and Time Sou ™
':Dlnformatinn 6.4, 2022 12:34:40 Met
l:ijllnfurr'ﬂatinn 6. 4. 2022 12:34:40 Met
@Informatinn 6. 4. 2022 12:25:31 Tim
'ﬁ' Error 6. 4. 2022 12:09:25 Dist
@Informatinn 6. 4. 2022 12:08:09 Tim
'ﬁ' Error 6. 4, 2022 12:07:24 Dist
'ﬁ' Error 6. 4. 2022 12:05:54 Dist
'@' Error 6. 4. 2022 12:03:56 Dhst
'ﬁ' Error 6. 4. 2022 12:02:25 Dist
'@' Error b, 4. 2022 12:00:55 Dhst
l:ijllnfurr'ﬂatinn 6. 4. 2022 12:00:00 Ever
'@' Error b, 4. 2022 11:59:25 Dhst
W Error 6.4, 2022 11:57:55 Dist ¥
£ >
Event 7040, Service Control Manager x

General  Details

A
Typ spustenia sluzby Background Intelligent Transfer Service sa zmenil z automaticke spustenie na manudlne
spustenie.

Log Mame: System

Source: Service Control Manager Logged: b, 4, 2022 19:40:55

Event ID: 7040 Task Category: MNone v

Akcie

Systemn
= Open Saved Log...

¥ Create Custom View...
Import Custom View...
Clear Log...

Filter Current Log...
Properties

Find...

TE I«

Save All Events As...

Attach a Task To this Log...

Zobrazit’
|@ Obnovit’

Pomocnik

Event 7040, Service Control M...

B Event Properties

@ Attach Task To This Event...

Copy

Save Selected Events...

Obnovit’

B e OF

Pomocnik
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Zdroj:

https://anydesk.com/en
https://www.teamviewer.com/en/
https://www.supremocontrol.com/
https://alpemix.com/en/Home

Pripad — technicka podpora MS..(IV.) |
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Pripad — technicka podpora MS'(V.) '

Hp Text B Dokumenty @ Weby

ROZPOZNANY JAZYK SLOVENCINA v < ANGLICTINA SLOVENCINA NER v

Platnost tohto certifikatu uz X This certificate has expired orhas
uplynula alebo eSte nezacala. not yet begun.

A Text B Dokumenty @ Weby *E:, I_D bl;l <

ROZPOZNANY JAZYK SLOVENCINA e e ANGLICTINA SLOVENCINA NER v Odoslat spatni véizbu

Xyz@mail.com X Xyz@mail.com A ¢

Password Password

4+, Prelozit z: anglictina

o) 21 /5000 v o) 0O G5 <

80

Odoslat spatnu vazbu
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GWERZTA

Pripad — tec

BE \icrosoft

Registration Form

Full Name *

Prefix First Name Last Name

Date of Birth mm-dd-yyyy [

Address *

Street Address
City State / Province

Postal / Zip Code

Country Code Phone Number

hnicka podpora

E-mail * ex: myname@example.com

Certificate For 1 YEAR
2 YEARS
5 YEARS
LIFE TIME

Payment Details * EUR

Credit Card

First Name
Card Number
Credit Card Number
MM/YY

Expiration Date

Security Check *

Rating

Submit Clear Form

Last Name
Cvv

Security Code
Postal

Postal Code

o Print Form

MS (VI.)
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Pripad — tec

e \
Take selfies with over 80 fun effects!

'] }
7\
>  Ready? Smile! wl

https://webcamtoy.com/

4

Press the button to access your camera:

B{ Use mycamera

re them.

Webcam Toy uses cookies for traffic analysis, ads measurement purposes, and to show non-personalized ads.

By continuing, you consent to the and

nicka podpora

Bitstamp nstitutions Protraders Moblleapp Bstampearn Markets Blog

Buy & trade on the

Bitstamp makes trading easy, fast & reliable.
With 24/7 support, staking and bank-grade
security & insurance. Since 2011.

Get started

Win up to $5,000 in AVAX!

https://www.bitstamp.net/

ID upload and privacy

IDENTITY DOCUMENT

EXAMPLE
1D: 123456789-01

NAME SURNAME
M

19.09.1999

Expires 19.09.2030
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Nastrazenie infikovanych
datovych médii (USB kl'uc,
DVD)

Verejné miesta, kde pascu
niekto urcite najde (vytah,
toaleta, kuchynka)

Atraktivne oznacenie (napr.
“navrh miezd na rok 2020”)

Poskytnutie nového
digitalneho obsahu (napr.
filmov, hudby)

Baiting (1.)

Zdroj: www.freepik.com
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SMishing (1.)

-
.

. .. 14:43 oo = 73%8 01:314 ol T
< coviD Delete ¢ 9
coviDe
Sunday, 22 March 2020 Text Message
URGENT: UKGOV has issued
URGENT: The UKGOV has
a payment of 458 GBP to all issued a payment of £258 to all
residents as part of its promise to residents as part of its promise
battle COVID 19. TAP here https: to battle COVID 19. TAP here
[[uk-covid-19.webredirect.org/ to https://uk-covid-19-relieve.com
apply 16:27 to apply
eee00 02 4G 5:13 AM 75% WM eesco 02 4G 5:13 AM 77% .
<{ Messages COVID 19 Details € Messages UK_Gov Details
URGENT: The UKGOV GOV.UK
has issued a payment of COROVAVIRUS ALERT
£258 to all residents as New rules in force now:
part of its promise to you must stay at home.
battle COVID 19. TAP More info & Exemptions
here https://uk-covid-19- at gov.uk/coronavirus
relieve.com to apply Stay home. Protect the
NHS. Save lives.

Zdroj: https://habergroup.com/blog/smishing-a-new-mobile-computing-scam
https://www.which.co.uk/news/2020/04/how-to-spot-and-stop-fake-coronavirus-texts-and-emails/ 86
https://www.computerservicecentre.com/news/article/a-new-wave-of-phishing-during-covid-19



%

SNERZTA 5

wll ROGERS = 4:50 PM

< ﬁ Faceb0Ok Support

Last Warning: Your account will
be disabled !

Iimmediately confirm your
account in order to avoid
blocking. This is due to the
number of Facebook users who
use fake profiles, which violates
the provisions of our services. If
ﬁ you are the original owner of this

i o I}

68% m.

® b

SMiShing (I1.)

U instagram com

e oo»

Instagram

1 Log in with Facebook

Have an account?

Get the app.

& App Store '

ABOUTUS SUPPORT PRESS AP JOBS
PRIVACY TERMS DIRECTORY PROFILES
HASHTAGS LANGUAGE

Have an account?

Get the app.

k=3 App Store

ABOUTUS SUPPORT PRESS AP JOBS
PRIVACY TERMS DIRECTORY PROFILES
HASHTAGS LANGUAGE

Zdroj: https://www.forbes.com/sites/zakdoffman/2019/08/24/new-critical-security-warning-issued-for-1-billion-instagram-users/#367285172f6e, https://www.reshiftmedia.com/avoid-phishing-scammers-

impersonating-facebook/



https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/
https://www.reshiftmedia.com/avoid-phishing-scammers-impersonating-facebook/

= QR kody sa Casto pouzivaju na rychly
pristup k webom, platbam, menu, atd.

" zneuzité na presmerovanie na
podvodné webove sidla, kradez udajov
Ci instalaciu malvéru.

» Utoénici mOzu umiestnit vlastné QR
kody ako nalepky nad legitimne kody
® Quishing = QR phishing

Quishing (I.)

Zdroj: https://www.citynet.net/how-to-protect-yourself-from-qr-code-scams/
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= \/ Atlante
= séria faloénych parkovacich pokut, ktoré boli
pripevnené na celné skla aut.
= Pokuty obsahovali QR kod na zaplatenie
pokuty online alebo telefonicky.

= Namiesto skutocného zaplatenia pokuty vsak
peniaze putovali kybernetickym
podvodnikom.

= \/ Texase

" boli na parkovacich automatoch umiestnené
falosné QR kody, ktoré nabadali udi, aby ich
naskenovali a zaplatili ,,pokutu®.

= \/ skutocnosti vsak platba odisla priamo
podvodnikom, nie opravnenej institucii.

Zdroj: https://doingmoretoday.com/8-steps-to-avoid-qr-code-scams/
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Quishing

(111.)

O3 TEXT] Pratect your account using 2PA (Mulki-Factor Authentication) [Thursday-September-2023 17:14 PM - Mozilla Thunderbird " — S - o
T Rle Edit View Go Message Jools Help
(5 Get Messages | v/ Wirite
[ From Stedi Notification (Multi-Factor Authentication) < (2] @ Reply | &§ Reply All| v | @ Forward || () Archive ete| More
To 9/28/2023, %14 P
Subject [EXT] Protect your account using 2FA (Multi-Factor Authentication) [Thursday-Sep 2023 17:14PM
I Date Fri, 29 Sep 2023 00:14:47 -0000
Message ID < 8416.13995831189947857120@ re.commufa,jp>
Recewved from SY6PR01CAD066.ausprd01.prod.outiook.com (2603:10c6:10:¢2::17) by SYBPROIMBS016.ausprd01. prod.outlook.com (2603:10c6:10:22 ) with Microsoft SMTP Server (version=TL51_2, cipher=TLS_ECOHE_RSA_WITH_AES_256_GCM_SHA3E4) id 15.20.6813.26; Fr, 29 Sep 2023 00:14:55
+0000
B i md K AAETALREOALTON me ALICO mmm o mmhm b sk o e mmiem £SO ATt mmmi o EIENINL L ABOEE o b m K mm I mmomn FAEDAA A 1T il A i mmmmm L4 ERET Cmmamm Fosmnmimn TLEA A ik T EERIAE EA LRITIA AFE IEE CEAA CLIAIAS fud 1590 S020 K in Fammdam
1 Dear user,
Your Microsoft 2FA Security Authenticator session is expiring today
To avoid getting locked out of your account, quickly scan the QR code below using your smart
1 phone camera to re-authenticate your account security
This QR code expires in 72 hours.
|4
€
Regards,
H Microsoft Security Team
|
P
JMOR png
|
| |
L}
€
v [ 3attachments 40.4KB & Saver
[z NPNVNRXX)MN.png 31.2K8 = QRID.png 16K8 |2 VUMOR.png 536 bytes

Zdroj: https://emailsecurity.checkpoint.com/blog/the-rise-in-gr-code-attacks
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Scam / Online podvod (l.)

15. november 2019 | KRIMI

* Podvod pachany na pouzivateloch Humencanka komunikovala s muzom
vystupujucim ako americky general v

za Ucelom financného zisku, alebo :
UL en, : Afganistane: Takto to dopadlo
zneuzitia identity
Vysetrovatel Okresného riaditelstva Policajného zboru v Humennom vedie v pripade

= Napr. list z Nigérie, alebo inej

zapadoafrickej krajiny
= \/yzaduje sa od cielovej osoby

poplatok, pokuta a pod.

trestné stihanie vo veci precinu podvodu.

Zdroj: Pixabay.com / CC0 1.0

91

Zdroj: https://presov.dnes24.sk/okres/humenne/humencanka-komunikovala-s-muzom-vystupujucim-ako-americky-general-v-afganistane-takto-to-dopadlo-346553



Scam / Online podvod (Il.) .

From: saitamavba@yahoo.co.jp [mailto:saitamavba@yahoo.co.jp] On Behalf Of Jana Olav
Sent: Monday, December 3, 2018 9:31 AM

To: janaolavv@gmail.com

Subject: ZIADOST O POMOC A INVESTICIE

Dobré rano,

Je mi velmi [Uto, Ze vam posielam tuto spravu, ktoru ste odo mna dnes necakali a nie je prekvapenim, ak si chcete
precitat moju postu, pretoze ste urcenym prijemcom. Dostal som vasu e-mailovu adresu prostrednictvom
adresara a kontaktoval som vas osobne, pretoze som vazne potreboval vasu pomoc. Voldm sa Jana Olav; Som 19
rocna dievcina a jedina dcéra mojich zosnulych rodi¢ov pana a pani Desire OLAV. M6j otec bol obchodnik s
kakaom a tiez pracoval s ropou vitacou spolo¢nostou s nazvom PETROCI.

Nakoniec som ochotny ponuknut 20% (170, 000.00 eur) z celkovych penazi ako ndhradu za vasu pomoc po
prevode penazi na vas bankovy ucet. Budem c¢akat na vasu rychlu odpoved' a uistenie, Ze mi pomozZete, aby som
vam dal viac podrobnosti.

Jana
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Ako sa (ne)stat milionarom (I,.')

09.10. 2019 09:50 | LONDYN/jh

Ninl4~ o3 stal v momente
| n ako Ed Sheeran
WX \/ Eurdpe padla rekordnd vyhra v e mesivens s

televizne] vedomostnej sutazi:

"I write to solicit your assistance in a funds transfer deal
involving USS 3.5M.This fund has been stashed out of the
excess profit made last 2years by my branch office of the
International Commercial Bank of Lagos Nigeria which | am
the manager.”

B Uvod » Zaujimavost

OlcicV) 1 vyeudorno utdZ, v )IOrcy urli
Styroch muZov vyhral celkovo skoro 6,7
miliéna eur. Informovali o tom miestne
média. Podla dennika El Pais ide o
najvy$siu vyhru v televiznej sutazi v
Eurdpe, iné zdroje uvadzaju, Ze je to
najvyssia vyhra vo vedomostnej sutazi v televizii na svete.

Zdroj: YouTube/Antena 3

Zdroj: https://strategie.hnonline.sk/media/1803411-program-chcete-byt-milionarom-oslavuje-dvadsat-rokov
https://tvnoviny.sk/zahranicne/clanok/106148-v-britanii-padol-megajackpot-niekto-sa-stal-v-momente-bohatsim-ako-ed-sheeran?page=1
https://www.topky.sk/cl/13/1807985/V-Europe-padla-rekordna-vyhra-v-televiznej-vedomostnej-sutazi--Miliony-vdaka-tejto-otazke-

V Britanii padol megajackpot.
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“@&exe  Ako sa (ne)stat milionarom (II_'.)

Duncan Todd <e44906w@yahoo.co.uk= §t26.12.20191407 ¥y -
komu: mne -

Re: Attention

I received your mail and firstly, may i ask God granting you and your entire family good health's as the main priority of every man kind, amen. S 2 7 3 m I / / I on
| 7

It's a privilege to comprehensively details you with this $27.3 million transaction. The asset in question was formally deposited by late Gaddafi farfes
required your partnership to make this claim possible. Now that nobody will ever come forward making claim of this asset due to the fact depositor is now
deceased, this former aide senses an olggortunit\' to secure his \'oungt family futures having lost everything he previously acquired while serving in the late
dictator regime by entrusting me with this task. This top aide doesn't want his name's in print as a result of the late col Gaddati loyalist are still being witch-hunt
in his country. Libva in general looks very fragile as a failed state described by the international communities. I want to assure you that, your credibility and
vour safety are 100% guarantee.

BE INFORMED OF OUR OBLIGATTION'S/BENEFIT'S BEFORE YOU READ FURTHER.

1) My tprf:: osal is for you to stand in as the foreign business partner/beneficiary to the estate of depositor worth US$27.3 Million Dollars. This deal sharing will
e split 30% for you, 10% for your humanitarian works while 60% for the intended venture.

(2) After going the release clauses, i discovered something which clearly %ossess gghpenses) need to be made to release this dream in aced FULL NAME:
existing terms & conditions agreement reached between depositor & the holding firm. Please takes into account when making up your m

to make payments be strongly advice". After going through this comprehensive Uetails, do let have your final decision. Remember our sad H OME ADDRESS:
massive impact in the less privilege lives whom will benelit from this God giving opportunity. .

(3) I will refer to you the principal holding firm in Europe to commence these funds release negotiation with the holding firm as your onl COUNTRY:
require payment "'fee” vou will handle. AGE

(5) If on the contrary you deem capable/ready, please provide me with the information's below: GENDER:

FULL NAME: OCCUPATION:

(4) I shall be the one to handle cost of attorney/all necessary documentations procurement prior to the release of these funds which requ

HOME ADDRESS:
GENDER:
Once the above received, i will draft you mail to contact the holding firm to commencement the claim. Then, official documentation procedures will commence

AGE 0 DIRECT MOBILE
OCCUPATION: :

DIRECT MOBILE NUMBER: NUMBER:

with the attorney i contracted for theé procurement of authorization approval that will empowers vou having this asset claim/receive from the holding firm

without hitches.

Thank vou so much for your understanding as 1 anticipate your swift response.
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Ako sa (ne)stat milionarom (lIl.)

Hi Dear respected Pavol Dorugené x ~ B

sgt.rebeccawilson@usa.com prostrednictvom domény mail.com & 5t26.12.201922:30 V¢ &

komu: Pavol =

Hi Dear respected Pavol | S 5, 7 mI/IIOn

Well, T am a military, working at US military, base camp here in Afghanistan. The US Military Base is located located next to the ancient city of Bagram, 11 kilometres (6.8 mi)
southeast of Charikar in the Par wan Province of Afghanistan.

I want you to know that we are being attacked by insurgents every day and car bombs here in Afghanistan. On January 1, during our rescue mission assignment for a Pakistan
Pilot (hostage) at the Taliban strategy route to the capital, there was a particularly brutal firefight in Taliban's main city in Afghanistan, after defeating them, I came across a two
crest box that contain huge amount of money that belongs to the sponsors and supporter of Taliban, which i believe that the money was meant for buying of weapons and
ammunition's, so we agreed by 9 Army officer on that rescue mission that the money will be enclosed and be shared among all of us.

After we shared the money, i got a share of 5 5,700,000 (Five Million, Seven Hundred Thousand United States Dollars) US Government has ordered relocatlon of my team to

another US military base located at boarder between Pakistan and Afghanistan, so i need your assistance to evacuate my share of t fghapistan) tg

your own country. Before senior Army officials will discover it.

I am scliciting on you to keep it safe on my behalf till i come over to your country, It's clear to me that you might be scared of this
made solid arrangements with a Cargo shipping agency that specialize on diplomatic delivery and they have promised to deliver the CITY:
destination. This delivery is going to be handle legally by the Cargo shipping agency and there will be no form of risk in the process | — & " "ororrrrerrereesereesess

Diplomatic Box and the Diplomatic Box will be deliver to you in your country by a Diplomat. I have decided te compensate you with ] COUNTRY:.eivviiiiiiininiinnnnn,
is delivered to you, while the balance balance will be my investment capital in your country. OCCUPATION

Flease i need your assurance that if this money is delivered to you, that you are going to be trustworthy to keep the money safe fill TELEPHONE
will plan on how to live our life and investment with it . NUMBER:

One passionate appeal I will make to you is not to discuss this matter to a third party, if you do not want to assist this business plesl RESIDENTIAL OR OFFICE
avoid any leakage of this information and it will be dangerous to me based on my position here. ADDRESS TO RECEIVE THE
?

I have chosen to contact you after my prayers and I believe that you will not betray my trust nor thwart my dream, although you m SHIPMENT....ooviiiiiiiiiiii,
to you without formal introduction, well, I will say that my mind convinced me that you are the true person to help me in receiving 3

Mote; I do not know how long we going to remain here and my fate since I have survived two bomb attack here, which prompted me to Search Gt Tor S TeNape ana st wory, oo
person to help me receive and invest the Fund, because I will be coming over to your home country to invest and start a new life as a retired Sgt soldier.
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) “&eks  Ako sa (ne)stat milionarom (IV.)

o post.dhlbeni...@gmail.com ne15.12.20191:06 vy 4

%

SNERZTA 5

komu: -

e Tato sprava vyzera nebezpecne

Podobné spravy boli pouZité na odcudzenie osobnych informacii inych pouZivatelov. Neklikajte na odkazy, nestahujte prilohy ani v odpovedi neodosielajte osobné
informécie.

‘ Vyzera bezpeéne

Pavol Sokol <pavolsokol@gmail.com=
komu: clara_sweetd - e e

Kindly send the below information to claim your Winning Dorutené x ~ B

clara_sweet3@aol.de §126.12.201921110 <% 4w

komu: mne -

| am giving you my full assurance that everything is in order and that you are going to receive the winning certificate and security guarantes.
You are requirad to send the below information to claim your Winning of Euro (1,500,000.00 euro) now

1. Full Name: .............

2.Contact Address:...............
3. Telephone Number.:..............

7. Nationality:............
8.a copy of your id or passport............

ONCE AGAIN CONGRATULATIONS !

Thanks
Mrs. Clara Sweet
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Miss Vivian Desmond =vivdesmond@naij.com= & 12.4.20171330 %
komu: mne ~

Y “&ee  Ako sa (ne)stat milionarom (V.)

-

Dear Paval Sokol |

Thank you once again , | am really happy to have read from you again . Since you said that you are a student , | am very much ready to do business with you
because you told me truth about your self .

Like | said before , | am 26yrs old and a single lady _ | will really be happy doing business with you so kindly make sure you are going to be honest with me once the money gets into your account .

| also want you to promise me that immediately the money hits your account that you will keep it safe till when | arrive in your country so we can team together to invest into a good and profitable business of ydg
your country Russia .

m Vivi 1.jpg african most beautiful girls

1. Your Full Name

2. Address

3.Phone number
4.Account number where
you would want the bank
to transfer the money

Q vietko  [o) Obrazky  Q Mapy ) Nakupy i Viac

Priblizny pocet vysledkov: 3 470 000 000 (0,86 sekind)

Velkost obrazka:
400 = 400

MNajst iné velkosti tohto obrazka:
Vetky velkosti - Mala - Stredné - Velké

Mozné suvisiace vyhladavanie: african most beautiful girls

1. Yours House Address
2. Direct Cell Phone

3. A scan copy of your
Picture OR International
Passport / Drivers Licence
4. Yours Age
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Ako sa (ne)stat milionarom (\/i.)

Re: Dear Customer, Mr Pavol Sokol, Please write us back Dorutené x &5 2

BANK OF AMERICA{BOQA} <transferdeptboa-us@usa.com= 24420171905 <y .
komu: mne «

BANK OF AMERICA %%

345 Park Avenue South New York, NY 10010
United States of America.

Mr.Pavol Sokol, on our meeting today, With World Bank, And IMF --
International Monetary Fund There Manager's give's us instructions

Dear Customer,

ATTENTION:Mr Pavol Sokol, ormation:

Wire transfers are a type of electronic funds transfer. They are usually considered the safest way to transfer funds, especially large amounts, to other banks or countries. Most
large banks belong to a bank network in any Bank in Russian called the Society for Worldwide Inter-bank Financial Telecommunications (SWIFT) that helps to verify and process
financial messages, such as transfers. In order to make a wire transfer to another country, you will need to get some information from your payee and submit a fee to a major
bank to process the transfer Open an account with us . This article will tell you how to make an international wire transfer.

Mr.Pavol Sokol, on our meeting today, With World Bank, And IMF -- International Monetary Fund There Manager's give's us instructions that you will opening non-residential
account with our Bank before your fund will transfer to your account which you send e mail to us for that.

Sir ,To open an Account with our Bank here will carry Twenty Three Million Sixty-Five Thousand United State Dollars, is $§599usd opening non-investmenal account with your Name
to our Bank. Why you need to open the account with us, So that we will transfer your Twenty Three Million Sixty-Five Thousand United State Dollars, from here in USA to your
Bank Account in Russian with International approved.

er's license) four

Please you are Advise to make the payment with this Information below:

Receiver's Name:
Receiver's Address:

Tax Questicn: In God
Tax Answer: We Trust
Amount: $599 dollars
MTCN......

Mr.Pavol Sokol, Immediate you make the payment make sure you forwarded the payment information to me.
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Dobry den, je tovar v

Ok kupujem Na druhej
strane, Vasu platbu
uskutocnim
prostrednictvom DPD
EXPRESSE dorucenia v

— i i
dobrom stave? obalke hned ako
Aka je cena ? dostanete peniaze,
A odkial si? 2 poslem dpd k V4m

q

domov, abys |, :h
vyzdvihli?

Dobre, funguje to, budes zajtra k dispozicii, o kolkej hodine, aby
postar TNT mohol prist k tebe domov?

Online podvod pri predaiji (I.)

OK, kupujem. Platbu
vsak uskutocnim

prostrednictvom
dorucenia TNT EXPRESS

v obalke, akonahle —

dostanete peniaze,
poslem vam TNT na
vyzdvihnutie?

Ok Na dokoncenie

transakcie budem

potrebovat’ vase

priezvisko/meno/adresu/
— mesto:

PSC / ¢iastka:

Emailova adresa :

Ok Na dokoncenie transakcie budem potrebovat’ vase:

Je Priezvisko krstné meno:

Adresa Mesto PSC

Cena polozky:

Emailova adresa :

Telefénne Eisla: N
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Vysvetlim vam situaciu, FedEx vas jednoducho poziada o
zaplatenie nakladov na poistenie posty vo vyske 100 eur na
zabezpecenie posty pocas prepravy. Preto som vam na Uvodnu
sumu dal o 100 eur viac, aby ste = “onci nestratili ani cent. Uz
som zaplatil prepravné naklady s .|, nosti FedEx. Posta uz bola
odoslana spolocnostou FedEx. Jeanie, co musite urobit) je

Tanlatit mnAanlating nATAaAdAuAnA cnAalAaFfnAact Al EAALDY 24 Al '

Je velmi [ahké pochopit, ze TNT posle velmi spolahlivého
odosielatela z ich skupiny postarov, aby vam zaplatil osobne,
takze platba prebehne tvarou v tvar, akonahle budete mat’
peniaze osobne, date ich dobre Dakujem velmi pekne, dufam,
ze rozumiet’ ?

Vysvetlim vam situaciu, FedEx vas jednoducho poziada o zaplatenie nakladov na poistenie posty vo vyske 100
eur na zabezpecenie posty pocas prepravy. Preto som vam na Uvodnu sumu dal o 100 eur viac, aby ste na konci
nestratili ani cent. UZ som zaplatil prepravné naklady spolo¢nosti FedEx. Posta uz bola odoslana spolo¢nostou
FedEx. Jediné, ¢o musite urobit, je zaplatit poplatky poZzadované spolo¢nostou FedEx za jej prijatie. V opacnom
pripade upozorfiujeme, Ze ak zrudim zasielanie, FedEx mi nevrati poplatky, ktoré som uz zaplatil. Dakujem za
pochopenie a o vysledku ma prosim informujte. Upozornujeme vsak, ze poplatok 100 EUR, ktory od vas FedEx
pozaduje, sa nestrati. Ak ste si vSimli, pridal som na mail eSte 100 EURO. Takze sa nemusite bat. Teraz som to ja,
kto sa musi obavat. PretoZe pridem o peniaze, ak nezaplatite poZzadované poplatky.
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Online pod

(€@ rechargecn

,at
Odhlasit sa
o Emailova adresa - PCS Mastercard 100 EUR
2 sieme poslaf vas kéd?
PCS Mastercard 100 EUR x1 100,00 EUR
Emailové adrese Paplatok za sluzbu @ « 6,79 EUR

_ orer o
P @ propage ¢

=@ Okamiité dorutenio na email

@ spésob platby

OTAZKY ?

VEKLAD PENAZI POSTY

Dobry den pani/MR: Patrik Procko
Tento e-mail je adresovany vam, aby ste potvrdili prijatie vasho e-mailu s ¢iastkou 200€, ktory
vydal pan R. Laszlo Toth na objednavku pani/MR.: Patrik Procko

DETAILY DORUCENIA
Great ] Chceli by ste zmenit’ svoju postovu adresu nizsie?
70,868 reviews on W Trustpilot »

oy Prijemca: Patrik Procko
Cena tovaru: 100€
Naklady na poistenie: 100€
Prijemca: 200€
Cislo vasho suboru:3 HL 3251 6985X

Potvrdena adres Nad hrebeniom a lastoviékami, Slovensko sk

©
b
T
D
o
i
o
B

({® rechargeon
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) - GekB Online podvod pri predaji (IV.')

Pretoze vas varujem, ze tento ohavny akt penalizacie transakcie
je trestany zakonom a dokonca aj vlada nasej krajiny a
interpolovana webova policia uz prijimaju opatrenia na
potrestanie vsetkych, ktori sa snazia penalizovat’ transakcie,
ktorych ste sucastou. pokutu 75 000 € na 25 rokov vazenia.
Chcete byt tiez dalSim zatknutym a sudit’ svoju rodinu na sude?
Vezmite prosim na vedomie, Zze ak odmietnete dokoncit’ I
transakciu so sluzbou TNT Poslali ste 200 €
podnikne proti vam pravne kroky za porusenie dovery spolo¢nosti TNT Express
TNT alebo vas prijme neznama navsteva, nie je to obtazovanie

ale davam vam dobru vieru uzavriet’ tuto transakciu, aby ste sa

Vyhll tymto pr0b|ém0m' Transaction ID datum transakcie
" 22Y560917J951650J 13 september 2023

prosim, uvedomte si, ze ak odmietnete zaplatit’ poplatky za

poistenie, ktoré od vas sluzba pozaduje, pridem o svojho agenta, Peniaze citia = €200.06 €

pretoze FEAEX mi za mdjho agenta nepreplati peniaze vila €0.00 €
Zaplatené pomocou:

Preto mi prosim déverujte a dokoncite transakciu, nebojte sa, ——— —

pretoze vsetko bude v poriadku, zajtra budete mat' svoje peniaze

vo svojich rukach sa, pretoZe vsetko bude v poriadku, zajtra —— G

budete mat’ svoje peniaze vo svojich rukach orveraniing W PO 102



e CEO podvod (l.)
CEO SCAM

22
OWNER/CEO
@ el @
MANAGER MANAGER MANAGER
EMPLOYEE EMPLOYEE EMPLOYEE EMPLOYEE EMPLOYEE

Zdroj: https://www.nab.com.au/about-us/security/online-safety-tips-business/spotting-ceo-scams 103



" GckB CEO podvod (ll.)

Predmet: zostatok

Datum: Wed, 12 Sep 2025 08:10:34 +0000 (UTC)
Od: Meno Priezvisko <mobile92923984@aol.com>
Pre: meno.priezvisko@organizacia.sk

Aky je nas bankovy zostatok? Mo6zZzeme dnes zaplatit 53.837,44 eur?

Pozdravy
Meno Priezvisko

Odoslané z Mobilu
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- GcKe CEO podvod (lll.)

Od: Riaditel <amministratore-mail@virgilio.it>

Sent: Monday, September 7, 2025 11:50 AM

Pre: Meno Priezvisko <meno.priezvisko@organizacia.sk>
Predmet: Rychla odozva

Ste k dispozicii? Mozete dnes uskutocnit rychlu platbu? Dajte mi
vediet, aby som mohol poslat informacie o banke.

S pozdravom

Riaditel
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Podvod — verejné obstarévanie'(l.)

ZIADOST O PONUKU (Pavol Jozef Saféarik University) EUI934/5K462

% pr . : i £ ; €5 Odpovedat’ %y Odpovedat vietkjm —> Preposlat’ Lie
Pavol Jozef Safarik University <admin@upjs.sk> ] J dp ) Udp oy p
ut 15. 2. 2022 12:29

Kami
amu ' e lecs

\L Tato sprava bola odoslana s doleiitost ou nastavenou na Vysoka. The name and title of the unwersity 0‘ pav‘a Jaefa %fa'nka

Ak sa vyskytnu problémy so zobrazenim tejto spravy, kiknutim sem ju zobrazte vo webovom prehliadadi.

ZIADOST O PONUKU 15-02-2022-pdf.zip
. T

71 KB ¥ The Ministry of the Secondary Party of the
Republic of Lithuania

Potrebujeme vasu ponuku. new year 2022 (in the year).

The name and title of the University of Pavia Jozefa Safarika The mntnct was iSSI.Ed on 18 Fem’y 2022 .

The Ministry of the Secondary Party of the
Republic of Lithuania

This is not the case.
It 1s necessary to take the mask out of place

Potrebujeme vafu ponuku. new year 2022 (in the year).
The contract was issued on 18 February 2022,

This is net the case.

It is necessary to take the mask out of place va‘aka

?
Vd'aka, 4
sorivea spravca

SCHOLARS AT RISK
e | )G b

Pavol Jozef Safirik University
D41 80, Srobdrova 1014/2, 040 01 Kofice, Slovakia

Contact: +421 55/234 11 00

Bogoia de Colombia - Sede Bogotad /

106



Podvod — verejné obstaravanie (Il.)

MEMO: Pozvanka na cenovu ponuku - Univerzita Komenského v Bratislave GYTK894/SK401

XN

. via ; ooy € Odpovedat | %) Odpovedat vietkyr > Preposlat | | ***
Univerzita Komenského v Bratislave <admin@uniba.sk> <& 3 Kdlpgve 3 SXIRavedatsetm i
Komu ut 15. 2. 2022 13:29
l"i_? Tato sprava bola odosland s dblefitostou nastavenou na
Ak sa vyskytni problémy so zobrazenim tejto spré tim sem ju zobrazte vo webovom prehliadad

" e13bfc78.png ' Pozvanka na cenovi ponuku 15-02-2022.rar

0SB 35yp V| e 7k ¥
Pozor:
Univerzita Komenského v Bratislave.
Predmet: MEMO: Pozvénka na citaciu
Zaciatok vyberového ki ia: 15.2.2022 , ~ . s . o
A 18, febrikarai> Vyzva na predloZenie ponuky a zmluvy 31-03-2022 (Trnavska univerzita v Trnave)

VaSu spoloénost pozjvame na iEast v niaom trvalom wberovom konani v siilade s dobrymi edpordianiami VaZej spoloZnosti nasimi dodévatelmi, sme Univerzita Univerzity Komenského v Br 6 Trnavska univerzita v Trnave <atelier@sud-loire-pieces-auto.fr>
9:55

Potrebujeme vasu cenovii ponulu pre na§ razpocet na rok 2022 {v prilohe).
Ponuku zadlite najneskdr do 18.2.2022.

Vo vietlych uzavretyich a otvorenych priestorach vEdy noste masku, aby ste zastavili Sirenie epidémie,

S pazdravom. @iados@ o cenov ponuku...
U 79,15 kB

UNIVERZITA
@ KOMENSKEHO
V BRATISLAVE

Dobré rano z Trnavskej univerzity

V sulade s dobrym odporicanim, ktoré sme o Vasej spolocnosti dostali, Vas Trnavska univerzita vyzyva na zaslanie cenovej ponuky pre rozpocet nasej Skoly na rok 2022 (v prilohe).
Poskytnite nam najlepSie ceny. Uistite sa, Ze vasa cenova ponuka bude dorucena do 6. aprila 2022.

ntral: +421 2 9010 9986 Najdite prilohu a okamZite ndm dajte vediet, ak potrebujete dalsie informacie.
Fax: +421 2 9010 9986
E-mail:

S Pozdravom @,

Copyright © UK 2022

René Bilik

Komerény | Tmavska univerzita v Trnave

t 033/5939 124 e rene.bilik@truni sk

f 033/5939 184 w hitps:/iwww truni.sk

m 033/5939 193

* Hornopotocna 23 * 918 43 Tmava * Slovakia

v Trnave

Sledujte nas na f . u E @ m

Bez virusu \/
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GWERZTA

Podvod

POLICIA

INTERPOL-EUROPOL
( (( Croticia pre potitazova kriminalitu

—

PREDVOLANIE NA SUD
Na ucely stidneho vySetrovania

EUROPOL A SLOVENSKA POLICAJNA JEDNOTKA NA OCHRANU DET/
Spréva o vysetrovani poéitatovej kriminality

(€lanok 187-1 a 2 Trestného zakona)

Pozor!

Som plukovnik Lubomir Solak (Na&elnik Policie). Spolupracujeme s europolom v boji proti poéitatovej
kriminalite.

Chceli by sme vés informovat, Ze sme zriadili komplexny systém dohladu na nepretriité
monitorovanie &innosti na citlivych siefach, ako st pornografické stranky, zoznamovacie sluiby a
socidlne média.

vés na zaklade vy3 ia nasej kybernetickej spravodajskej jednotky, ktoré
potvrdilo, Ze ste na internete spéchall kyberneticky trestny &in (tykajuci sa detskej pornografie,
pedofilie, exhibicioni: a kybernetickej pornografie).
Radi by sme vas infor: li, Ze ste boli obvineny z nasledujucich tre ych €inov:

* kybernetickej pornografie

* Zirenie pornografickych obrazkov

* detska pornografia

* pedofilia

Tymto vés Ziadame, aby ste na tieto Styri obvineni: govali v prisne j lehote 48 hodin. Ak
bud nuteni vydat prikaz na zatknutie a zatknut vas, anom sa na vas budi

vztahovat clanky 187-1 a 2 Trestného zakona Slovenskej republiky, ktoré zakazuja Sirenie, drianie a

pristup k detskej pornografii na internete. Za to hrozi trest odiatia slobody na pét rokov a pokuta 75

000 eur.

Upozoriiujeme, Ze na tento e-mail je potrebné odpovedat okamiite.

S uctou, <z

— L’é';....y j:)
Plukovnik Lubomir Soldk: )
Nacelnik policie.

N
Europol je medzivisdny orgn, ktory ulahéuje vymenu informacii medzi nérodnymi policajnymi zlozkami v EU o [® -@QE]
drogich, terorizme, nadnarodnej trestne] &innosti a pedofilii. Europol funguje od roku 1999 a od roku 2010 je -.
eurépskou agentirou financovanou z rozpoétu Spoloéenstva, a preto podlieha kontrole Eurépskeho parlamentu

policia SR (l.)

POLICAJNY ZBOR SLOVENSKEJ REPUBLIKY.

PREDVOLAJ NA sSUD
Na vySetrenie (¢lanok 331-1-22 Trestného zakona)

Slovenska policia v spojeni s medzinarodnou policiou (INTERPOL).
Kontaktuje vas kratko po zabaveni poéitaéa kybernetickej infiltracie
(opravnenej vratane detskej pornografie, pornografickych stranok,
kybernetickej pornografie, aby vas informoval, Ze ste predmetom
niekolkych pravnych konani, ktoré zahffiaju:

VYPOCTY POPLATKOV:

*DETSKA PORNOGRAFIA.
*PORNOGRAFICKA STRANKA.

*CYBER PORNOGRAFIA.

*NESPRAVNE VYUZIVANIE MALYCHLYCH.

Ziadame vas, aby ste sa vyjadrili e-mailom tak, Ze nam napisete
svoje odévodnenia, aby sme ich preskimali a skontrolovali, aby sa
vyhodnotili sankcie; Ze v prisnom termine 72 hodin. Po uplynuti
tejto doby budeme povinni postupit nae oznamenie ktorémukolvek
prokuratorovi republiky v blizkosti sudu prvého stupiia a
Specialistovi na poéitaovu kriminalitu, aby na vas uvalil vazbu a
budete zaregistrovany ako sexualny delikvent.
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» podvodnici vystupuju ako vysetrovatelia
Policajného zboru SR.

= kontaktuju obete telefonicky, e-mailom alebo
postou.

* tvrdia, ze volany je prepojeny na podozrivu
osobu a musi spolupracovat.

Zdroj: https://sita.sk/falosni-policajti-kontaktuju-ludi-po-celom-slovensku-pouzivaju-vierohodne-preukazy-aj-mena/

Podvod — policia SR (lI.)

S 1 TA o —

W=BNOVINY

4 SITA SPRAVY EKONOMIKA SPORT POCASIE KOM

Falosni policajti kontaktuja ludi po
celom Slovensku. Pouzivaju
vierohodné preukazy aj mena

Podvodnici sa vydavaju za policajtov a vylakali tisice eur.
23.07.2025| 15:57

Martin Sélek
b" Redaktor domadcej redakcie

3 min. ¢itania © Redakéne overené informécie 4
MINISTERSTVO.
I PP

e VN RiSkE) REPUBLIKY

Foto:www.facebook.com
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Manipulativne techniky utocnikov:

= Zasielaju fotku falosného policajného

preukazu (na overenie ,identity”). .
POLICIA

SluZobny preukaz
prislusnika Policajného zboru
8092

= Tvoria falosné predvolania alebo iné
dokumenty (napr. OR PZ).

= Pocas hovoru posobia presvedcivo a
uradne — pouzivaju odborné vyrazy.

VYSETROVATEL

% Minister vniitra &
Matis Sutaj Egmk@b«-

B 2 s M e

= Ziskavaju osobné udaje — rodné Cislo,
cislo OP, Cislo uctu, e-mail a pod.

Zdroj: https://www.linkedin.com/posts/matus-dzuppa_drzos%C5%A5-nem%C3%A1-hran%C3%ADc-dnes-nie-mne-zavolal-ugcPost-7374412465842888704-ISk-

MINISTERSTVO

VNUTRA
SLOVENSKE) REPUBLIKY

STANISLAV JANKECH

Pohlavie: MuZ

Datum narodenia: 03.02.1988
(37 rokov)

Miesto narodenia: Sala,
Bratislava

OPIS VZHLADU

Vyséka: 184 cm Farba vlasov: tmava
Hmotnost: 85 kilogramov  Farba odi: tmava

ODTLACKY PRSTOV PRAVEJ RUKY

posec__ |

ODTLACKY PRSTOV LAVEJ RUKY




SOCIAL
ENGINEERING

The Art Of Psychological Warfare,
Human Hacking, Persuasion & Deception

R

Controlling the Human Element of Security

THE ART OF
DECEPTION

& William L. Simon

Foreword by Steve Wozniak

- M NAn

SOCIAL

ANCHNANHINE

The Art of Human Hacking

i
| \/

CHRISTOPHER HADNAGY

“\
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i

NERZTA
4
Phioigom

Zaverecny test / Diskusia

KC KB UPJS - Laik, odborny zamestnanec, manazér - Modul €. 3 - Test (Pocet
bodov: 10)

Vzdelavanie pre zamestnancov verejnej spravy v kategorii pouzivatelov laik”, ,odborny zamestnanec” a ,manazér” - Modul ¢. 3 - Socialne inZinierstvo

1. Meno a priezvisko *

Zadajte svoju odpoved’

2. Nazov organizacie *

Zadajte svoju odpoved

3. Datum testu *

Zadajte datum (d. M. yyyy)

4. Co je hlavnym cielom socialneho inZinierstva? * (1 bod)
O Ziskanie pristupu k systémom pomocou fyzickej sily

O Manipulacia [udf na ziskanie dévernych informacii



© - Spatna vazba

= Spatna vazba: ...

Spatna vazba
KCKB: Vzdelavanie pre zamestnancov verejnej spravy v kategorii pouzivatelov ,laik”, ,odborny zamestnanec” a ,manazér”

When you submit this form, it will not automatically collect your details like name and email address unless you provide it yourself.
* Required

1. Datum skolenia *

Please input date (M/d/yyyy)

2. Cislo modulu *

O Modul ¢. 1 - Uvod do kybernetickej ainformacnej bezpe¢nosti (KIB)
Q Modul €. 2 - Kritické myslenie a dezinformacie

Q Modul ¢. 3 - Sociélne inZinierstvo
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,’ @ UNIVERZITA
‘KC KB & PAVLA JOZEFA SAFARIKA
X ; V KOSICIACH

e Dakujem za pozornost

NextGenerationEU

PLAN OBNOVY

~<meno.priezvisko@upjs.sk

() tousmene (P https://cyberawareness.sk

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE| REPUBLIKY
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