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Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak
m Colonial CEO hopes U.S. goes after criminal hackers abroad

LIVE ON BLOOMBERG
WatchLive TV >

Listen to Live Radio >

CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor

Accounts

3 SCOTT IKEDA - DECEMBER 2, 2021

000

b o Gl e ks Internal emails published by Bleeping Computer reveal that leading furniture

By Wil Tuiton and Kartiky Mehnote retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by

June 4, 2021, 3:58 PM EDT

internal and vendor accounts that have already been compromised.

Zdroj: https://www.bloomberg.com/news/articles/20206-04/hackersbreachedcoloniatpipelineusingcompromisedpassword, httpgiwww.cpomagazine.com/cybesecurity/ikeasuffers
ongoingphishingattacksfrom-compromisedinternaland-vendoraccounts
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Zdroj: https://www.linkedin.com/pulse/userseally-weakestlink-cybersecurityshashikaharshanilyv4c/
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Contents lists available at ScienceDirect
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journal homepage: www.elsevier.com/locate/ijhcs

Moving from a ‘human-as-problem” to a ‘human-as-solution” cybersecurity )
mindset B

Verena Zimmermann®, Karen Renaud

*TU Darmstadt, Darmstadt, Germany
* Abertay University, Dundee, UK & University of South Africa. Pretoria, South Africa

ARTICLE INFO ABSTRACT

Keywords: Cybersecurity has gained prominence, with a number of widely publicised security incidents, hacking attacks
Cybersecurity and data breaches reaching the news over the last few years. The escalation in the numbers of cyber incidents
Human's Role shows no sign of abating, and it secems appropriate to take a look at the way cybersecurity is conceptualised and
Problematization

to consider whether there is a need for a mindset change.
To consider this question, we applied a “problematization” approach to assess current conceptualisations of
the cybersecurity problem by government, industry and hackers. Our analysis revealed that individual human

Socio-technical System

actors, in a variety of roles, are generally considered to be “a problem”. We also discovered that deployed
solutions primarily focus on preventing adverse events by building resistance: i.c. implementing new security
layers and policies that control humans and constrain their problematic behaviours. In essence, this treats all
humans in the system as if they might well be malicious actors, and the solutions are designed to prevent their ill-
advised behaviours.

Given the continuing incidences of data breaches and successful hacks, it seems wise to rethink the status quo
approach, which we refer to as “Cybersecurity, Currently". In particular, we suggest that there is a need to re-

consider the core and of the well. human’s role in the cybersecurity
socio-technical system. Treating everyone as a problem does not seem to work, given the current cyber security
landscape.

Benefiting from research in other fields, we propose a new mindset i.e. “Cybersecurity, Differently”. This ap-
proach rests on recognition of the fact that the problem is actually the high complexity, interconnectedness and
emergent qualities of socio-technical systems. The “differently” mindset acknowledges the well-intentioned
human’s ability to be an important to o as well as their potential to be
“part of the solution” rather than “the problem"”. In essence, this new approach initially treats all humans in the
system as if they are well-intentioned. The focus is on enhancing factors that contribute to positive outcomes and
resilience. We conclude by proposing a set of key principles and, with the help of a prototypical fictional or-

ganisation, consider how this mindset could enhance and improve cybersecurity across the socio-technical

system.
1. Introduction organisations and countries a great deal of money (Ponemon Ir e
2017; Rodionova, 2017), threaten critical infrastructures (ICS-

Security incidents that endanger the confidentiality, integrity and CERT, 2016) and disrupt individuals’ lives (Fa 18). Many organi-

Zdroj: https://lwww.techslang.com/arehumansstill-the-weakestlink-in-cybersecurity/,Zimmermann V., &Renaud K. (2019)Movingfrom I hutanasprobleme
cybersecuritymindset International Journal dlumanComputerStudies131, 169187.

availability of information abound, and are currently at an all-time high
(Kroll.com, 2018). For example, IBM X-Force (Alvarez et al., 2017)
tracked over 600 million leaked documents in 2015 and more than four
billion in 2016. Other recently-reported breaches include Yahoo
(Weise, 2016), LinkedIn (Schum Last.fm (Mannes, 2016),

Equifax (Yu 017) and Marriott ( 2018). In October 2016,

the Mirai botnet caused Internet-wide disruptions of major sites such as

Etsy and Twitter (Antonakakis et 2017). Such events cost
C author. k. d@abertay.

Available online 16 May 2019
1071-5819/ © 2019 Elsevier Ltd. All rights reserved.

(i Rumdnas4blutiorg

sations are trying to find better ways to prevent incidents and halt the
seemingly unhindered success rates of hackers (McAlpine, 2018). As the
whole world grapples with these issues (Sobers, 2018), and cyber in-
cidents continue to occur, there is a need to examine and question our
existing mindset in terms of how we respond to this situation. Con-
structing a meta-view of cybersecurity and questioning the underlying
assumptions might help generate new and helpful insights which can
lead us down more effective paths, in terms of improved cybersecurity.

Received 9 January 2019; Received in revised form 29 April 2019; Accepted 15 May 2019
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FLASHPOINT

Posts > Conti Ransomware: Inside One of the World's Most Aggressive Ran...

Conti Ransomware: Inside One
of the World’s Most Aggressive
Ransomware Groups

nt Intel Team OCTOBER 4, 2022 H X m

TABLE OF CONTENTS

Zdroj: https://flashpoint.io/blog/historyof-conti-ransomware/
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Zdroj: https://codepen.io/Dreadbatten/full/RRwZaB
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WANTED

BY US. MARSHALS

NOTICE TO ARRESTING AGENCY: 2¢fowe arrest, validate warrant Unrough Naticasl Crise laformation Center (NCIC),
Usitod States Mandal Savice NCIC eatry pumdee:  (NIC/ »

NAME: coeccsncaceanccenasnns MITNICK, KEVIN DAVID

AXS(S): cvenvsnuncraessavsens HITWIK, XEVIN DAVID
MERRILL, BRIAN ALLEX

DESCRIPTION
IR ssncansanenrassaansss HALE
R sarsssaasesseashsnsss VAITE
PRt Of BUIN: savevnnsnnonnas VAN KUYS, CALIFPORNIA
Dete(s) of Birthieeessansaranns 0B/06/63; 10/18/10
HolMivecsooercronnnnnnnne s'u-
WPk e sevrassaasssssnsasy 190
EBysliscsesscsanasnannanses 20T
Haiheocassassnannancnanns 280WR
SKA00 cavesnnsnconnsanas LIcHT
Scars, Macks, Tal1008: s s avvnvnns KONE KEoWY

Zdroj: https://cyber.tap.purdue.edu/blog/articles/kevimitnick-soundfamiliar/

Amazon.com
https://www.amazon.com » Books-Kevin-Mitnick » rh=...

Kevin Mitnick: Books

e

The Art of Invisibility: The World's Most Famous Hacker Teaches You

How to Be Safe in the Age of Big Brother and Big Data by Kevin Mitnick

Books >

The Art of Ghost In The The Art of
Deception Wires: My Intrusion
2001 Adventures ... 2005

2011

THE ART 0
INVISIBILIT

KEVIN MITNI

el | e s v— - Ease

The Art of
Invisibility:

The World's...
2017
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Zdroj: https://www.cas.sk/fotogaleria/356728
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Zdroje: http://lwww.wodenworks.com/trumgs-a-hero/, https://socialnewsdaily.com/58033/kigong-un-visitswomen-soldiersand-getsmemed/
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Zdroje: http://lwww.wodenworks.com/trumgs-a-hero/, https://socialnewsdaily.com/58033/kigong-un-visitswomen-soldiersand-getsmemed/
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https://es.pinterest.com/pin/352195633330676457/, https://www.amazon.com/RegBoashedStatuesSouvenirKeychain/dp/BOBPOSTCG
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,Vsetko zavisi od toho, ako sa pozerame na veci, a nie od toho,
ake su.”

-- Carl Gustav Jung

Zdroj: https://breakthroughmaster.com/realitysperceptionwhichis-true/ 24
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Hi Dear respected Pavol Dorugené x

sgt.rebeccawilson@usa.com prostrednictvom domény mail.com
komu: Pavol =

Hi Dear respected Pavol

Well, T am a military, working at US military, base camp here in Afghanistan. The US Military Base is located |
southeast of Charikar in the Par wan Province of Afghanistan.

I want you to know that we are being attacked by insurgents every day and car bombs here in Afghanistan.
Pilot (hostage) at the Taliban strategy route to the capital, there was a particularly brutal firefight in Taliban's
crest box that contain huge amount of money that belongs to the sponsors and supporter of Taliban, which i
ammunition's, so we agreed by 9 Army officer on that rescue mission that the money will be enclosed and b

After we shared the money, i got a share of 5 5,700,000 (Five Million, Seven Hundred Thousand United Stat
another US military base located at boarder between Pakistan and Afghanistan, so i nead your assistance to
your own country. Before senior Army officials will discover it.

I am soliciting on you to keep it safe on my behalf till i come over to your country, It's clear to me that you
made solid arrangements with a Cargo shipping agency that specialize on diplomatic delivery and they have
destination. This delivery is going to be handle legally by the Cargo shipping agency and there will be no forr
Diplomatic Box and the Diplomatic Box will be deliver to you in your country by a Diplomat. I have decided tg
is delivered to you, while the balance balance will be my investment capital in your country.

Please i need your assurance that if this money is delivered to you, that you are going to be trustworthy to k
will plan on how to live our life and investment with it .

QOne passionate appeal I will make to you is not to discuss this matter to a third party, if you do not want to
avoid any leakage of this information and it will be dangerous to me based on my position here.

I have chosen to contact you after my prayers and I believe that you will not betray my trust nor thwart my
to you without formal introduction, well, I will say that my mind convinced me that you are the true person t

Mote; I do not know how long we going to remain here and my fate since I have survived two bomb attack here,
person to help me receive and invest the Fund, because I will be coming over to your home country to invest and st
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Sent Monday December 3, 2018 9:31 AM
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Resources » For Students and Parents » Test Prep > Test Prep Strategies

Understanding Visual, Auditory, and
Kinesthetic Learning Styles

f SHARE F fup ™ EMAIL

PRINT =

Getty Images | Tara Moore

By Kelly Roell
Updated on May 15, 2025

Zdroj:https://lwww.thoughtco.com/threedifferent-learningstyles3212040?utm_source=chatgpt.com
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Zdroj: http://michaelbabwahsingh.com/2012/10/16/puttingisuatthinking-to-work/
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oZnietojasnd | NRT dzYAB S 8¢ &3 YW OKR @&20NN Sy & LN

YSOSYS LirattU Gga2 HAiedobrezicN @y d¥ SLIY0dz]16ded
YAOOAS | LR2GIGONRAU NBIAATNI OA dzda

AGSEG GBdONPPGo 0N T @82 21 aySdaX ayASe?2

vyvolanieLJ2 OA 1dz RS OSNE | &gf | Rdz
Aguz26y Nl GeéeY YIyYyALdzZ dz2S @Gyguz2Nyeée aKftl
AL Ul Kt AGt 6INY2A 3 \Oldz2S 280N OA02aU0090

40



© - Gexs Typy myslenia (VII.)
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Zdroj: https://alittlebitofpersonality.tumblr.com/post/104759378460/thinkirand-feelingthe-applicationfunctions
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Typy myslenia (IX.)

Hi Dear respected Pavol Doruéené x ~ B 2

sgt.rebeccawilson@usa.com prostrednictvom domény mail.com & 5t26.12.201922:30 Y7 &
komu: Pavol =

Hi Dear respected Pavol

Well, T am a military, working at US military, base camp here in Afghanistan. The US Military Base is located |

southeast of Charikar in the Par wan Province of Afghanistan. + 7\ le' t y é é T N\] 1 2 @ é

I want you to know that we are being attacked by insurgents every day and car bombs here in Afghanistan.

Pilot (hostage) at the Taliban strategy route to the capital, there was a particularly brutal firefight in Taliban' a L O I Y S | O N‘E
crest box that contain huge amount of money that belongs to the sponsors and supporter of Taliban, which i

4 ~
ammunition's, so we agreed by 9 Army officer on that rescue mission that the money will be enclosed and b 0 5 7\ LJf 2 Y I u 7\ O . 2

After we shared the money, i got a share of 5 5,700,000 (Five Million, Seven Hundred Thousand United Stat

another US military base located at boarder between Pakistan and Afghanistan, so i nead your assistance to I > A =4 w r
your own country. Before senior Army officials will discover it. . dZR A U J\I Q y O
I am soliciting on you to keep it safe on my behalf till i come over to your country, It's clear to me that you CX t t S | a. S L

made solid arrangements with a Cargo shipping agency that specialize on diplomatic delivery and they have ~ ~ L LA
destination. This delivery is going to be handle legally by the Cargo shipping agency and there will be no for a a 2 Y S u K 7\ y 3 u S

Diplomatic Box and the Diplomatic Box will be deliver to you in your country by a Diplomat. I have decided tg
is delivered to you, while the balance balance will be my investment capital in your country.

lj

One passionate appeal I will make to you is not to discuss this matter to a third party, if you do not want to o e 2 dz é 7\ f f

avoid any leakage of this information and it will be dangerous to me based on my position here. . LA
aL adzZNBBA IS

Please i need your assurance that if this money is delivered to you, that you are going to be trustworthy to k Y 7\ y S
will plan on how to live our life and investment with it . a ‘1

A0 e
. -

) Q¢
) =
o &

[N

I have chosen to contact you after my prayers and I believe that you will not betray my trust nor thwart my
to you without formal introduction, well, I will say that my mind convinced me that you are the true person t

Mote; I do not know how long we going to remain here and my fate since I have survived two bomb attack here,
person to help me receive and invest the Fund, because I will be coming over to your home country to invest and st
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A 60 O/(ﬁ P h iS h i n g ENISA Threat Landscape 2025

B s ‘ Phishing (l.)

*
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J enisa
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A ph |Sh | ng bOI Tactics, Techniques and Procedures overview

R2YAYylFyldyey @S{G2NRY
prienikuz 1 U0 2 NE

LINGRAU I O 20 LJN«WF'S'
LINNd@ NI 208 Yy S o
malspam vishinga
malvertisingg G 2 1 2 9@ |

f\
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f\

)))
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PN
Pt
~,

-
21.3%
Vulnerabilities

Most identified initial infection vector

Source: EMNISA dataset

Zdroj: ENIS#reat landscape2025, https://www.enisa.europa.eu/publications/enighreat-landscape2025

60%
Phishing

Phishing was the dominant intrusion
vector, accounting for approx. 60%

of cases, including malspam, vishing,
and malvertising. Vulnerability
exploitation represented 21.3% of
initial access vectors, with 68%

leading to malware deployment as a
follow-up activity.

Mobile devices and Internet- exposed

services and devices, particularly
Operational Technology (OT) systems
I nl remain high value targets across all

types of threats.

State-aligned intrusion sets and
cybercriminal operators

? ‘ increasingly leverage Al for
n productivity and optimisation of

their malicious activities.
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E kvotové varovanie - Sprava (HTMVL) 2 Hladat

Subor Sprava  Pomocnik

Ulozit

FIE Sprava — moznosti »»

kvotove varovanie
Postmaster <meno.prie Y €5 Odpovedat’ | %y Odpovedatvietkym | —> Preposlat | | K | | ***
Komu Recipients ut 31, 5. 2022 11:43

Vaia postova schranka prekroéila limit loziska nastaveny vasdim spravcom a nemdozZete odosielat’ ani prijimat

nove spravy, kym svoj e-mail neoverite
Kliknutim na nasledujuci odkaz potvrdte svo) e-mail
Kliknite tu

f)al-:ujem
systemovy administrator
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| S&4ft yYyAlR& Yy

® & meno.priezvisko@upjs.sk ZR3EEHBE0

; e e Odpovedat | %5 Odpovedat vietkym — Preposlat’
upjs.sk <talent2@ilshinshipping.com:= 5 || © Odp  Odp o P )’
Koemu meno.priezvisko@upjs.sk po 14, 2. 2022 &:15

@ﬂk sa wyskytnd problémy so zobrazenim tejto spravy, kliknutim sem ju zobrazte vo webovom prehliadadi.

=EMAF

LJ2 dzZON @

) emTmens BESXEH O K2 O S
" _ g @& LINDN |
S TR R Ak A AR R B D N} 62010 &

<DIV
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Tax Invoice -

Tax Invd
Komu R

@Ak sa vyskytnid pr

You have

To view your in

[

zenerated by Accoun

s  Aktualizovana platba faktiry-2140 - Spréva (Oby&ajny text) £ Hladat — O >

Subor Sprava  Pomocnik

Ulozit

Aktualizovana platba faktury-2140

7}

Dakujem

L 0y

meno.priezvisko@slposta.sk
Komu undisclosed-recipients:

5K-2140-31052022-2140.7z
320 KB

FIEI Sprava - mozZnosti

vo webovom prehliadaci

I T

ut 08

B moie

Prevadzku stranky www.financnasprava.sk a spravu jej obsahu zabezpecuje
Finan¢né riaditelstvo SR
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Pripomienka - Vasa zésielka bude vratenad - Sprava (HTML)

Sibor Sprava Pomocnik Q Povedzte, ¢o cheete w Private customers Business customers
89t B®-© - —
' & - =) A Send packages, Receive packets Help & contact

Pripomienka - Vasa zasielka bude vratena

@ Slovenska Posta <no-reply@pinodigitaal.ni> DHL Tracking

Komu meno.priezvisko@upjs.sk

/E}‘ Ak 53 vyskytnu problémy so zobrazenim tejto spravy, kliknutim sem ju 2 Here you will find information about your shi pments

Track your parcel shipments at any time from shipping to delivery

Add We need your address to be sure that unauthorized persons cannot
\ddress

access your packages, You have 10 working days From the arrival of
your package to the DHL branch, after this time, the package will be

Zip Code Lity returned to the sender.

Dostali ste novy balicek

Phone Number

Potvrdte prosim zaslanie vasho balika
Your E-mail

VasSe zasielkové cislo zasielky: POK2985(

te otazky na post@slov
delivery.net

JETZT NIMMT AUCH IHRE
GARAGE FUR SIE PAKETE AN.

MIT DHL GEHT DAS.




—# Preposlat’

22 5:30 AM

114dz €t AT+ OAST 'k

% Odpovedat vietkym
Mon 1/10/20

) £ Odpovedat

é“’mm%%‘
g 3
% g
% £
Mon 3/14/2022 -4 Ass
\‘O Copyright on your account
Neftlix <sup
Update your ac help@copyrightnotice.com
Komu  meno.priezvisko@upjs.sk

meno.priezvisko@up

Komu
@ Ak sa vyskytnu problémy

Update your billing info

Dear Customer,

Some information in your z

Note: If you don't update y

-Kind regards

Hello @meno.priezvisko,

We recently received a complaint posted on your Instagram
account. An image of his album was reported to contain

copyrighted content.
If no objections are raised to the copyrighted work, we will need

to remove your account. Please fill out the appeal form.

Appeal Form

from
FACEBOOK
E Instagram Facebook Ins, 1601 Willow Road, Menlo Park, CA 84025

This message was sent to email and intented for . Nat your account? Remaove

your email from this sccount.
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Thu 3/3/2022 11:50 PM

Zabezpecte svoj ucet

Komu undisclosed-recipients:

VazZeny zakaznik!

Ned3vno sme preverili bezpe&nostné opatrenia vasho Gétu v CSOB. Dérazne vam odportiéame skontrolovat a aktualizovat svoj G&et, aby ste
predisli strate alebo zruSeniu uctu.

Ak chcete potvrdit svoju identitu a vyhnut sa pozastaveniu Uctu, navstivte stranku: https://www.csob.sk/moja-csob

Ak svoj ucet neaktualizujete, m6Ze to mat za nasledok pozastavenie pristupu alebo pozastavenie vasho G¢tu. Zabezpecenie vasho uctu je
jednou z nasich najvyssich priorit.

Dakujem za pochopenie!

S Pozdravom,
Zabezpecenie CSOB
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NERZTA

URGENTNA BEZPECNOSTNA SPRAVA
75 el 2 ovedat vSatlos -
Slovenska Sporitelna <kadlint1@jimpaly3.xyz> < D g 3 povee ol Presou

mu undisclosed-recipients:

Toon 37179077 1.0 ARA

| Ak chcete stiahnut obrazky, kliknite sem. V zaujme ochrany vasich osobnych udajov program Qutlook zabranuje automatickému stahovaniu niektorych obrazkov v tejto sprave.

VazZeny zakaznik,

Kontaktujeme vas v reakcii na nepravidelny ttok online podvodnikov na nasu
bankovt
stranku, preto momentalne spistame nudzovi aktualizaciu nasho bezpeénostného
systému.

navitivte: https://ib.primabanka.sk/ib/default.aspx https //SeC u re.l b p rl m aban k . Xyz

S tctou,
Prima Banka
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A @& ib.primabankaxyz —

Prima BankaS ib.primabankaxyz 0850 700 007
rimabanka.sk

Spajenie e zabezpedens

X + @ siubory cookie Poufivajisa3 [4

£ Nastavenia webu

& B A (-

Prima Banka@

) Sporenie k Osobnému uctu
Internet banking

Prihlasovacie menc/Alias/PID 5 O o/o N
TERAZ
‘, , pET\ A

PRE
- < . NTOV
rocne pocas celej | 57°°

| . doby sporenia

Heslo/PIN

[ ) Zobrazit heslo

Prediozit’

Nedar sa vam prihlasit? &
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Od:janko.hrasko@organizacia.sk <janko.hrasko@organizacia.sk>
Komu:janko.hrasko@organizacia.sk <janko.hrasko@organizacia.sk>
Predmet:SecurityNotice janko.hrasko@organizacia.slashacked Change/our passworanow!
Dearuser ofupjs.sk!

| ama spyware software developer.
Youraccounthasbeenhackedby me in the summerof 2018.

| understandthat it ishardto believe but hereis my evidence- | sentyouthis emailfrom your
account

Thehackingwascarriedout usinga hardwarevulnerabilitythroughwhichyouwent online (Cisco
router, vulnerabilityCVE20180296).
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Od: Jhraskox....
h R2 & fsbby
Komu: janko.h

Predmet:Your| «

| amawarel23
mostlikely thinl
youl.

Youget justtwo

1stsolutionistc
materialto alm
Furthermoreif \

Number2 alteri
asapeliminatey
will not hearba

Heslo ako predmet

- Hackeri napadli socialnu siet LinkedIn. X
Ukradli 6,5 miliona hesiel

Q LUCIA HUSAROVA

me andyouare
stigateabout

vn recorded

i1feel.
?

sequentiyl will
2nedandyou

Zdroj: https://www.noviny.sk/vedaa-technika/104055hackerinapadlisocialnusiet-linkedin-ukradli-6-5-miliona-hesiel
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mailto:....@yahoo.jp

Re: Informacie o kurze - Sprava (Obycajny text)

Sibor Sprava Pomocnik ( Povedzte, ¢o cheete urobit
2 0 EN v
Re: Informacie o kurze

irunaké&atlas sk «falecom@alugueldevansemsp.com.br=
Komu Meno Priezvisko 12, 3, 2021

@ Crdstranili sme nadbytoéné zlomy riadkov v tejto sprave.

doc (87).zip
3 KB

Hello, | have now obtained document that you presented to me not so long ago. Unfortunately, some
substantial details are missing in it. You should add details. You'll find your file attached to the e-mail.

On 2009-09-25 07:47, Meno Priezvisko wrote:

= Dobry den, zasielam Vam informacie k vzdelavaciemu portalu KURZ Portal
= sa nachadza na adrese: http://kurz.upjs.sk/kurzy V pripade problemov

> alebo otazok napiste priamo na kurz@upjs.sk alebo priezvisko@upjs.sk

= Meno Priezvisko spravca portalu KURZ -- Meno Priezvisko
http://priezvisko.net Univerzita Pavla Jozefa Safarika

> v Kosiciach

> hitp://kurz.upjs.sk
E-MAIL: priezvisko@upjs.sk
Powered by Mach5 Mailer:
> http://mach5-mailer.com
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W Pavol Sokol 0

|>

Z 3bf2d6cé4bdfff2f342d15f8b832a72923950308319569470e9b455dec2%4de

2 9 \_‘) 29 security vendors flagged this file as malicious

3bf2dbcs4bdPfif2f342d15f8b832a7292395030831956%470e%b456dec294dc 33.61KB 2021-06-24 01:27:23 UTC

doc (87).zip

zip
x v
DETECTION DETAILS RELATIONS COMMUNITY
Antiy-AVL O Arcabit (D) XLM.Trojan.Kitana
Avast AVG (L5:Nastya [Tr
Avira (no cloud) BitDefender ojan.Kitana
CAT-QuickHeal O « Cynet ! 99)
Cyren (1) XF/Kryptik.Z.gen/Camelot DriWeb
Emsisoft ojan.Kitana.1 (B) e5can
ESET-NOD32 (1) DOC/TrejanDownloade FireEye
Fortinet GData
Ikarus (1) Trojan-Downloader.Excel K7AntiVirus
K7GW Trojan ( 1) Kaspershky
MAX MaxSecure
McAfee McAfee-GW-Edition
Microsoft TrojanDownloads: Sangfor Engine Zero
Sophos (1) TrojDocDI-AAR] Tencent [OR NIn32.Macro40 67
Zoner (D) Probably H Ad-Aware (%) Undetected
AegisLab (¥) Undetected AhnlLab-V3 (¥) Undetected
Alibaba (+) Undetected AlYac () Undetected

Zdroj: https://www.virustotal.com/gui/home/url
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= AR & customer-support-
> google.com.sugqortinto/terminate.php form.pdt

12 NR2TLRIylFO LR

g 6 8§ & 06 D ®

ex Podpora sluzby Google <google@suaqort.info> 3.6.201815:115 Yy =

komu: google-users v
Vazeny pouzivatel sluzby Gmail™,

kedZe ste odoslali Ziadost o ukonéenie e-mailového Gctu sluZby Gmail, danu vec zacal rieSit nas
tim sluZby Gmail™. Dajte nam prosim tri pracovné dni na ukoncenie vasho e-mailového Gty

Véetky subory vo Vasom e-mailovom téte sluZzby Gmail budu odstranené (vratane
prijatej odoslanej posty, SPAM adresara pod.) a pristup k vadmu e-amilovému Gctu sluzby Gmail ™
bude zablokovani

Viac informacii o Va3ej Ziadosti a o spdsobe jej zruSenia si mdZete preditat v dokumente, ktory je v
prilohe tejto e-mailovej spravy

S pozdravom,
Servisné oddelenie sluzby Gmail™
Google LLC, 600 Amphitheater Parkway, Mountain View, CA 94043, USA

P.S. Va$e sukromie a spokojnost su pre nds na 1. mieste. S nami ste 100% chraneny

© Ziadost o zrusenie vasho e-mailového uétu C B
Google™ bola prijata. PozZiadavka ¢. #733625439
Dorucené x

on
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hrozby, nutnej reakcie

Aot & LINDH Y | | @maiidve] O
a0KN} y1Sa
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A
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GSNJ Adz LINR INJ Yd
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o
\\

@.—o

" Geke Urgencia a hrozba

" 1] Office 365

L
y

Password Expiration - Authentication Service

Hi User,

IPassword for your account will expire todayIPIease follow the link to

update your account password.

Keep same Password

Support Service Desk Microsoft

Note: This verification is for it’s intended receiver
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" Gk t 2R21 NRA Ot LINN

OYLAf 20t &ALINY O S2Mioéd hkiKatzRi&S » oocene » &
LI2Z R2T NA Jg LINNE 2 Kdz
UPJS admin 3448%rdfhdfhd@upjs.sk 31122012 14:00 i,

A{ Lldza 0 A UGSUY S é o ‘g NE-af

y S R I 8 g LJ2 é 7\ S f Uz bez;gzn¥m|ch d&daiw JgpaM:ne spustit aktualizacny prngraml ktory je
) X4 -~ ~ rllnhml tejto e-mailovej spravy.
Apszér1+@|vs SYr” g

R I y‘ 2 dz N;]\' f 2 K 2 dZ Administrator UPJS

N B o %, Odpovedat ®» Preposlat
bS200t N 20S LINNt 2Ke a
LINN LJ2 eke: Srchcord B el
alebobatd h LI GNYy2aU0:I"geouwsS _
LINA  LINNLR2 YL OK | ‘1!?nEjDR2:Oc')EL')Z
XIg(x), zip, ... R |
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Order RT9915 - Sprava (HTML)

Subor Sprava Pomocnik Q Povedzte, éo cheete urobit’
L] -'_- ’I\ \l/ F‘EOV o =

Order RT9915
<—) (@ - iae
Komu Pavol Snl;:ol - - - ut 12:2

@Ak sa wyskytnid problémy so zobrazenim tejto spravy, kliknutim sem ju zobrazte vo webovom prehliadadi,

RT9915.html
Y 1me V

5% PreloZit’ spravu do jazyka: Slovenéina Mikdy neprekladat'z jazyka: Pol%tina
Good day,

Please confirm this order RT9915.
Send an attached order confirmation within 2 working days of receiving the order.

PhD researcher — Political Sciences & Administration
Uniwersytet

Economic Refugees: An analysis o rsecution and displacement in the new global era
About me _Human Rights Centre -Gent

Informujemy, ie Administretorem Danych Osobowych przetwarzanych w zwigzku z prowadzong korespondencjy jest Univwersytet Pedzsgogiczny im. Komisji
Edukadji Marodowej w Krakowie. adres: ul. Podchaorgiych 2, 30-084 Krakow, e-mzil: info@up.krakow.pl. Kontzke do inspektara Ochrony Danych:

iod@up krakow.pl. Szcregitowe infermacje 53 dostepne na stronie: www.up krakow.pl.

LINN £
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: " E] C:\Users\Administrator\AppData\Local\Temp\Infected.html PL~c H = SignIn X ’ ]
File Edit View Favorites Tools Help

BS Microsoft

meno.priezvisko@upjs.sk

Enter password

Please enter the password for your Microsoft
account.

Password

[0 Keep me signed in

Forgot my password

= 8:09 AM
B W ’
= & kel 64
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DHL On Demand Delivery - Sprava (HTML)

Sibor  Sprava Pomocnik Q Povedzte, o cheete urobit’

L) wji‘ [T]EI @ @ -~

DHL On Demand Delivery
<
@ DHL Express <Evonne-chen@pomina.com.tw> )l 2

Komu meno.priezvisko@upjs.sk 28.5.2021

SHIPPING_DOCUMENT.htm
Y 6ks Y

Dear Customer,

Tracking Number: Included in the Attached file

Packaging type:  Standard

Number of Pieces: 2 pieces

Weight: 10.40 kg.

File Password : Your Email Password should be valid to access the file.

Attached copy of documents for your kind reference and do not hesitate to contact
our Customer Service (CS ) for any further details.

LICENCE TO DELIVER
NO TIME TO DIE

Find out more

CIAL PARTNER

This message (including any attachments) is intended only for the use of the individual or entity to which
itis addressed and may contain Information that is non-public, proprietary, privileged, confidential, and
exempt from disclosure under applicable law or may constitute as attorney work product. If you are not
the intended recipient, you may please note that any use, dissemination, distribution, or copying of this
communication is strictly prohibited. If you have received this communication in error, please notify us
immediately by telephone and (i) destroy this message if a facsimile or (ii) delete this message
immediately if this is an electronic communication.

LINN
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albin13244@upjs.sk 21.08.2015 16:15 34 ™
lkkomu: pavol.sokol -

C cn&’

chcete potvrdit, Ze ucet pouZivate, kliknite na_tento odkaz .

Spravca systemu

%, Odpovedat ®» Preposlat

supporteuwsk/emailguotamaintenance/
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" Geka Odkazy (1.)

Odkazy \phishingovepmailovej = RS
v 20 A w —~ Ve URGENTNA BEZPECNOSTNA SPRAVA
a LJN\] Q S a Y S N\Hza g o) € Odpovedat &) Odpovedat vietkym —> Preposlat

Slovenska Sporitelna <kadlint1@jimpaly3.xyz>

Pa 7 o
Ve — ~ i Sl
pS020S aNRU 2O
(i) Ak chcete stia Outlook an stahovaniu niektorych obrazkov v tejto sprave

tiahnut obrazky, kliknite sem. V zaujme ochrany vasich osobnych udajov program Qutlook zabranuje automatickému

[ SAATNY adkaykt 1 2

Vazeny zakaznik,

A b an ka ] S I ] b an ka . CO m ] b an ka ] u Kontaktujeme vas v reakcii na nepravidelny ttok online podvodnikov na nasu

bankovu
stranku, preto momentalne spistame nidzova aktualizdciu nasho bezpeénostného

Abanka.super.sk
https://secure-

e navstivte: https://ib.primabanka.sk/ib/default.aspx

Abanla.sk, barka.sknapr. : S detow ibprimabank.xyz
support.sk asugqort.sk, kia.sk
a kla.sk)

Asuper.sk/banka.sk
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NERZITA

& C @ urlscan.io

urlscan.

ﬁ Home

Q Search

‘) Live

Odkazy (Il.)

B API 4 Blog M Docs % Pricing

2 Login

Zdroj: https://urlscan.io/

urlscan.io

A sandbox for the web

P Public Scan
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Zdroj: https://urlscan.io/

Odkazy (lll.)

O urlscan. A Home Q search # Live BE API 4 Blog M Docs ¢ Pricing i Login

%ecurnynaﬂs

admin103745.top
= Malicious Activity!

URL: admin103745.top/prima-banka/
Submission: On March 04 via api (March 4th 2022, 12:02:28 pm UTC) from USEE — Scanned from NL o

ASummary &HTTP 18 #Redirects WMBehaviour ® < Indicators

Summary

& Similar EDOM [ Content EEAPI ‘ ‘

Screenshot (s vt nce

HENAE

This website contacted 1 IPs in 1 countries across 1 domains to perform 18 HTTP transactions.
ThemainIPis 103.214.7.156, located in Lelystad, Netherlands and belongs to HOSTSLIM-

a
GLOBAL-NETWORK, NL. The main domain is admin103745.top. .

TLS certificate: Issued by cPanel, Inc. Certification Authority on March 3rd 2022. Valid for: 3

months. T

admin103745.top scanned 3 times on urlscan.io

urlscan.io Verdict: Potentially Malicious @

Targeting these brands:  gim Primabanka (Banking)

Live information

Google Safe Browsing: @ Page Statistics
18 100 0 1 1
Domain & IP information
IP/ASNs IP Detail Domains Domain Tree Certs 1 1 188 185 O
P=4 IP Address AS
18 103.214.7.156 207083 (HOSTSLIM-GLOBAL-NETWORK)
18 1
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"Kia Motors Slovakia"” <info@kmss.sk> Mon, Dec 29, 2014 at 9:02 AM

Reply-To: info@kmss.sk
To: "\"Chuck Norris\"* <chucknorris@gmail.sk>

Zelame Vam vyladeny motor
po cely rok

'he Power to Surprise

e e e -

Odkazy (1V.)
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PayPal

We are constantly working to make safer PayPal ., easier and more convenient for our customers .
This means that from time to time we have to make changes to the terms of our User Agreement .
Ta ensure that you are always aware we posted the latest updates on our website . compte.

What | need to do ?

Update your information

Sincerely,

PayPal Support
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