@kcKB

Uvod do kybernetickej
a informacnej bezpecnosti

Financované
Eurdépskou uniou

Nex(GonorationEU (Vzdelavanie pre zamestnancov verejnej spravy v kategorii
pouzivatelov ,laik“, ,,odborny zamestnanec* a ,,manazeér*
— modul ¢. 1)

PLAN [OBNOVY,
Meno Priezvisko
XX XX XXXX

MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA

A INFORMATIZACIE
SLOVENSKE|] REPUBLIKY « =
L4 5
KCKB CCSIRT
‘ St

———fypJS




KC KB UPJS (1.)

= UPIJS — vietky fakulty / CSIRT-UPJS / CCVaPP

= ciel: zvysSenie bezpecnostného povedomia relevantnych subjektov | operativne;
bezpecnosti | vyskum v KB

Vzdelavanie Spolupraca

090 \%

Financované

v r - MINISTERSTVO
Eurdpskou uniou INVESTICIi, REGIONALNEHO ROZVOJA
pskou PLAN OBNOVY, INVESTICIL RECION
NextGenerationEU SLOVENSKE] REPUBLIKY




predmetov

A3 - Tvorba metodik,
vzdelavacich
materialov

Financované
Eurépskou uniou
NextGenerationEU

A2 - Tvorba materialoy,

KC KB UPJS (I1.)

A4 - Vyskumna
¢innost

A5 - Expertna ¢innost

7
J4L
@

A6 - Celozivotné
vzdelavanie

AR

MINISTERSTVO
INVESTICIi, REGIONALNEHO ROZVOJA

A INFORMATIZACIE
SLOVENSKE) REPUBLIKY

PLAN [OBNOVY

A7 — Zvysovanie
odbornosti

A8 - Spolupraca

A9 - Odborné
poradenstvo




KC KB UPJS (lIl.)

https://cyberawareness.sk/

@KB (GGSIRT O projekte v ] 4 Informacia o konani vzdelavacich aktivit SE EN Q

uUPJS

Vitajte na oficialnom
webovom sidle KC KB na UPJS

Financované 7~ r - MINISTERSTVO

Eurépsk ani INVESTICII, REGIONALNEHO ROZVOJA
urépskou uniou | PLAN [OBNOVY | INVESTIGH REGION,

NextGenera tionEU SLOVENSKE) REPUBLIKY

Expertna
¢innost’

Vzdelavanie Spolupraca
eQe
oM




iz,

NERZITA

"JWJISCN )

= \lyhldska €. 492/2022 Z. z. ktorou sa
ustanovuju znalostné standardy v oblasti
kybernetickej bezpecnosti

= kategoria pouzivatelov ,,IT manazér,
{

,informatik”, ,, zamestnanec v
kybernetickej bezpecnosti"
{

= kategoria pouzivatelov ,laik” ,,odborny
zamestnanec” a ,manazér”

f) ek Vzdeldvacia aktivita (1.)

Odborny zamestnanec

Rola: Odborny zamestnanec
Vedomosti: 1) vybrané zdkladné pojmy v kybernetickej bezpeénosti BL2
2) vyznam osobnych tdajov a citlivych informaénych aktiv BL2
3) zdroje typickych hrozieb a kategorie hrozieb (imyselné BL2
hrozby, ndhodné hrozby, hrozby prostredia)
4) aktualne typy hrozieb (napr. Skodlivy kod, phishing, spam, BL2
utok na internetové sluzby alebo stranky (Denial of
Service (DoS)/znemoznenie pristupu k pozadovanej sluzbe
(Distributed denial of service (DDoS), botnety, kradez
identity a d’al3ie)
5) 1dentifikacia, autentizacia, autorizacia BL2
6) spdsoby overenia digitalnej totoZnosti vyznam BL2
viacfaktorovej autentizacie a typy autentiza¢nych faktorov
7) zakladné principy bezpe¢ného pouzivania hesiel BL2
8) vyznam Skodlivého kodu (malvér) a spdsoby utokov BL2
Skodlivym kddom
9) rizika pouzivania zariadeni IKT BL2
10) zakladné zranitel'nosti smartfénov BL2
11) zakladné principy vzdialeného pristupu a bezpe¢nostné BL2
zasady pri praci na dial’ku
12) obsah pojmu digitalne sukromie BL2
13) vyznam pojmov digitalny popis, elektronicky podpis, BL2
kvalifikovany elektronicky podpis, ¢asova peciatka
14) zakladné zasady bezpecnosti, ochrany osobnych udajov BL2
a etikety pri telekonferenciach a online rokovaniach,
stretnutiach
15) bezpec¢nostné rizika a rizika ochrany sukromia pri BL2
pouzivani socialnych sieti pokial’ st v organizacii
povolené
16) podstata itokov formou socialneho inZinierstva (phising, ~ BL2
vishing, smishing, Business Email Compromise)
BL2

17) zakladné poznatky na Gseku trestného prava




Vzdelavacia aktivita (Il.)

Registracia — portdl CCVaPP — https://portal.ccvapp.upjs.sk/

Vzdelavanie prebieha online / prezencne
" Online — MS Teams platforma
" pred kazdym stretnutim - odkaz

7 modulov — po ukonceni vsetkych — osvedcenie o absolvovani
Kratky test/zhrnutie
Diskusia — priebezne aj na zaver

Spatna vazba



Vzdelavacia aktivita (l11.)

e Casovy harmonogram
e 08:30—10:00-1. blok
e 10:00-11:30- 2. blok
e 11:30-12:30— prestavka
e 12:30-14:00 - 3. blok

Financované MINISTERSTVO

| SRSV
Europskou uniou PI.A’" [OBNOVYJ E INVESTICIi, REGIONALNEHO ROZVOJA

] A INFORMATIZACIE
NextGenerationEU SLOVENSKE] REPUBLIKY




Vzdelavacia aktivita (IV.)

Cislo

modulu

Modul ¢.
Modul &.
Modul ¢.
Modul ¢.

Modul ¢.

Modul c.

Modul ¢.

1
2

S W

Nazov modulu

Uvod do kybernetickej a informaénej bezpeénosti (KIB)
Kritické myslenie a dezinformacie

Sociadlne inZinierstvo

Bezpecnost prevadzky a riesenie kybernetickych incidentov

Digitalna identita a sukromie v online prostredi

Zaklady prava informacnych a komunikacnych technolégii pre
KIB I.

Zaklady prava informacnych a komunikacnych technolégii pre
KIB 1.

Casova
dotacia (45
min.)

6

D o O ©

Forma stretnutia

Online / Prezencne
Online / Prezencne
Online / Prezencne
Online / Prezencne

Online / Prezencne

Online / Prezencne

Online / Prezencne
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Groups Victims This year This month

268 20 315 291

Zdroj: https://www.ransomware.live/



2012

Hackeri napadli socialnu siet LinkedIn. X
Ukradli 6,5 miliona hesiel
Noviny.sk / Veda a technika Q LUCIA HUSAROVA

Zdroj: https://www.noviny.sk/veda-a-technika/104055-hackeri-
napadli-socialnu-siet-linkedin-ukradli-6-5-miliona-hesiel

R Svet okolo nas (l1.)

Od: Jhrasko <....@yahoo.jp>

Odoslané: sobota, 8. septembra 2018 3:36

Komu: xxx.xxx@upjs.sk <xxx.xxx@upjs.sk>

Predmet: Your password is vJanka

| am aware vJanka is your passphrase. Lets get right to purpose.
You may not know me and you are most likely thinking why you
are getting this e mail? None has compensated me to investigate
about you.

You get just two solutions. Why dont we look at these types of
options in particulars:

1st solution is to skip this e mail. In this situation, | most certainly
will send your very own recorded material to almost all of your
contacts and then just think regarding the humiliation you feel.
Furthermore if you happen to be in a romantic relationship,
exactly how it would affect?

Number 2 alternative would be to give me $4000. Let us describe
it as a donation. Subsequently, | will asap eliminate your video.
You could go on with your daily ro utine like this never happened
and you will not hear back again from me.

10
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Svet okolo nas '(II..)

Ransomware attack: Maastricht University
pays out $220,000 to cybercrooks

Adam Bannister 07 )

Dutch institution regrets striking ‘devil’s bargain’ but said it had to put staff and students first

'UNIVERSITE|T
N T

——

LA

Nemocnicu v Cesku ochromil ransomvér, napldnované operacie sa
rusia

Zdroje: https://mobil.sk/clanok/3517-hackeri-sa-naburali-do-kamier-android-smartfonov-keby-sa-nepriznali-nikto-by-to-ani-nevedel,
https://portswigger.net/daily-swig/ransomware-attack-maastricht-university-pays-out-220-000-to-cybercrooks

YORSME

11
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Svet okolo nas (III.)

Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak

m Colonial CEO hopes U.S. goes after criminal hackers abroad
CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor
Accounts

LIVE ON BLOOMBERG

WatchLive TV >
Listen to Live Radio >

9 SCOTT IKEDA - DECEMBER 2,2021

000

Internal emails published by Bleeping Computer reveal that leading furniture

Photographer: Samuel Corum/Bloomberg

retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by
By William Turton and Kartikay Mehrotra >
June 4, 2021, 3:58 PM EDT internal and vendor accounts that have already been compromised.

Zdroje: https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password,
https://www.cpomagazine.com/cyber-security/ikea-suffers-ongoing-phishing-attacks-from-compromised-internal-and-vendor-accounts/

12



Svet okolo nas (IV.)

#Firmy & Lesy SR 28.6.2022 06:55 | Telekom
Statne lesy zostali po hekerskom ) Telekom Z.a§'€‘h°| ransomverovy
uitoku bez systémov. NeméZu utok. Funguje aktivacia balickov aj e-shop

predavat palivové drevo a padol
im aj portal na kontrolu tazby

_i'_;f IVAN HALUZA  + Zapnit clanky e-mailom » = A

Zdroj: iStock a Gprava Zivé.sk

Zdroj: https://zive.aktuality.sk/clanok/j42eNLI/telekom-zasiahol-ransomverovy-utok-funguje-aktivacia-balickov-aj-e-shop/, 13
https://e.dennikn.sk/2999023/statne-lesy-zostali-po-hekerskom-utoku-bez-systemov-nevedia-predavat-drevo-a-padol-im-aj-portal-na-kontrolu-tazby/
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Svet okolo nas '(V.)

8.9.2023 13:59 | Bezpecnost

KosSicka Zupa celila kybernetickému utoku,
elektronické sluzby uradu su do¢asne

nefunkéné

Hackeri zverejnili data ukradnuté
Univerzite Mateja Bela, za¢inaju sa Sirit
internetom

PUBLISHED

Universitas Matthiae Belii association

. Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the

central Slovak town of Banské Bystrica. The university was

UNIVERZ[TA established in 1992. At the moment, more than 6,000 students are
MATEJA BELA studying at the university.
V BANSKEJ BYSTR

W Download data now!

O Jun 25, 2023, 01:17:21 PM 2055
Zdroj: Pixabay

Zdroj: Jén Koliba
Podobne ako v minulosti, aj tentoraz malo ist o ransomveér.

Zdroj: https://zive.aktuality.sk/clanok/8rvLPeR/kosicka-zupa-celila-kybernetickemu-utoku-elektronicke-sluzby-uradu-su-docasne-nefunkcne/
https://zive.aktuality.sk/clanok/cfRr3Xq/hackeri-zverejnili-data-ukradnute-univerzite-mateja-bela-zacinaju-sa-sirit-internetom/

14
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Svet okolo nas (VI.)

Rumunské nemocnice napadnuté ransomvérom

Vypublikované 13. 02. 2024

22.3.2024 15:46 | Bezpecnost

Hackeri udreli na Slovensku narodnu
kniznicu. Nejdu pristupy k zdrojom ani
kontakty

DIKDA' Biaky

Najnovsie

Vianocné pohladnice

ransomware-nemocnice-860x360

. ” ik Najmenej 25 rumunskych nemocnic bolo odrezanych od online sluZieb po tom, ¢o Gtok
rirucna Kkniznica

ransomvéru znefunkénil ich systém na spravu zdravotnej starostlivosti. Cielom Gtoku
bol HIS, ktory sa pouZiva v nemocniciach na spravu lekarskej ¢innosti a idajov o
pacientoch. Utok, ktory sa odohral pocas noci z 11. na 12. februéra 2024, zasiahol
produkéné servery HIS a v désledku toho systém prestal fungovat, siibory a databézy

Atlas mép rizikovych z6n mesta

Kosice boli zasifrované. Rumunské ministerstvo zdravotnictva uviedlo, Ze incident je

Blistanova, Monik predmetom vy3etrovania IT Specialistami, vratane odbornikov na kybernetickd
bezpecnost z Narodného riaditelstva pre kybernetick( bezpecnost (DNSC), a posudzuji
sa moznosti obnovy. Zoznam zasiahnutych nemocnic bol aktualizovany po zverejneni

aktualizacie DNSC a zahitia nemocnice v réznych regiénoch Rumunska vratane centier

Zdroj: reprofoto Snk.sk, iStock a tprava redakcia

pre regionalnu a onkologicku lie¢bu.

Zdroj: https://www.nbu.gov.sk/rumunske-nemocnice-napadnute-ransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hackeri-udreli-na-slovensku-narodnu-kniznicu-nejdu-pristupy-k-zdrojom-ani-kontakty/



R Svet okolo nas (VII.)

TREND &  Predplatit = ilvé Predplatné ()
Hekeri po utoku na kataster Ziadaju vysoké Kataster po mesiaci: Stat prelomil
vykupné, stat nemusi disponovat’ zalohami dat micanie. Co radi a slubuje ludom

:
19585
A

.“

Zdroj: iStock, reprofoto Zbgis.skgeodesy.sk, Uprava redakcia

Zdroj: Shutterstock ?
=
b g \ -
Q Daniel lvancak

= online editor Lukas Filip Hanker
" Kosno

Zhrnuli sme novinky okolo katastra presne mesia

9.1.7:35 | Aksa hekersky utok vtakomto rozsahu potvrdi, na Slovensku titoku. Mame oficialne vyjadrenia tradu.

mozZe nastat'chaos

Zdroj: https://www.trend.sk/spravy/hekeri-utoku-kataster-ziadaju-vysoke-vykupne-stat-nemusi-disponovat-zalohami-dat 16
https://zive.aktuality.sk/clanok/MkBBFdIl/kataster-po-mesiaci-stat-prelomil-mlicanie-co-radi-a-slubuje-ludom/
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Zdroj: https://www.timeout.com/chicago/tv/under-the-dome-tv-review
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V tieni ...
bezpecnost
neskor
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VSetky vase
medicinske zaznamy

- sme omylom zaslali
uplne cudziemu
cloveku

Odkazuje, ze ani on
bohuzial nevie co s
vami vilastne je...

19
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R o je informaéna bezpecnost? (l1.)

Vase medicinske
zaznamy nam bohuzial
stdle nezaslali naspat

Nepamatate si
nahodou Vasu celu
medicinsku historiu?

20

Zdroj: https://www.newyorker.com/magazine/2018/11/12/why-doctors-hate-their-computers



Vazeny pane, vase
medicinske zaznamy
nam konecne zaslali

spat a konecne
pozname pricinu vasich
problémov

Ste tehotny!

21

Zdroj: https://dribbble.com/shots/6278477-Composition-with-little-doctors



Stani¢né namestie

Kosice, KoSice Region
@ Google Street View

Apr2024 See more dates

Image capture: Apr 2024 © 2024 Google Siovskiz  Terms  Prvecy  Report s problen
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This apphcabon has requested the

Runtime to terminate it in an

unusual WaYy
s support team for more information

>

Please contact the applhcation
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Your computer was unable to start

tartup Repair

Do you want to restore your computer using System Restore?

Startup Repair can try to restore your computer to an earlier point in time when it
worked correctly ]

A3
rsonal data, but it might remove some programs that
do this restoration

l |
Restore Cancel \ |

This repair will not change pe
w~ere installed recently. You cannot un

kgt TE L RN
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K Informacna bezpecnost (I.)

" informacie pristupné len osobam, ktoré

uréime dovernost

" informacie su uUplné a neboli nevedomky

upravovaneé
dostupnost

" informacie pristupné na poziadanie tychto
0sOb v tom Case

integrita

26
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Computers & Security
Volume 38, October 2013, Poges 97-102

From information security to cyber security

Rossouw von Selms 9 &, Johan van Niekerk =
Show more

+ Add to Mendeley «§ Share 99 Cite

https://doi.org/10.1016/j.cose.2013.04.004 A Get rights and content A

Abstract

The term cyber security is often used interchangeably with the term information security.
This paper argues that, although there is a substantial overlap between cyber security
and information security, these two concepts are not totally analogous. Moreover, the
paper posits that cyber security goes beyond the boundaries of traditional information

security to include not only the protection of information resources, but also that of other

assets, including the person him/herself. In information security, reference to the human
factor usually relates to the role(s) of humans in the security process. In cyber security
this factor has an additional dimension, namely, the humans as potential targets of cyber
attacks or even unknowingly participating in a cyber attack. This additional dimension
has ethical implications for society as a whole, since the protection of certain vulnerable
groups, for example children, could be seen as a societal responsibility.

INTERNATIONAL I5SO/IEC
STANDARD 27032

Second edition
2023-06

Cybersecurity — Guidelines for
Internet security

Cybersécurité — Lignes directrices relatives a la sécurité sur l'internet

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security." computers & security 38 (2013): 97-102.

“cxe |nformacnd a kyberneticka bezpeénost ('I.) '

27



é&exe Informadnd a kybernetickd bezpe&nost (I'I.) '

Aktiva v podobe informacii Aktiva v podobe informacii Neinformacné aktiva, ktoré su
ukladané alebo prenasané ukladané alebo prenasané zranitel'né voci hrozbam
bez pouzitia IKT s pouzitim IKT prostrednictvom IKT

v

Informacna Bezpecnost | Kyberneticka
bezpecnost IKT bezpecnost

28

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security." computers & security 38 (2013): 97-102.



Model IB a KB

Ci cenia

Vlastnici

chcd minimalizovat
avadzaju
redukuju

Protiopatrenia
e = — mozu ovplyvnit
wmzene pomocou

> Zranitelnosti

si m6zu byt vedomi

edu k
Risk

]/yuzwaju
zvySujul ‘

Hrozby Aktiva

|

Povodcovia hrozieb

\ 4

vyvolavaju

chcu zneuzit a/alebo mozu poskodit



" Ekexs Aktivum (I.)

= Aktivum (asset) - vsetky hmotné, ale aj nehmotné statky,
vsetko, Co ma pre majitela systému urcitu hodnotu.

= hardvér — procesor, pamat, termindly a pod.,

= softvér — operacny systém, aplikacné programy a pod.,

= data —data ulozené v databazach, vstupné data, vystupné
data a pod.

= Judia — uzivatelia systému, administratori, operatori a

pod.
= cena (hodnota) aktiva
" najcennejsie aktiva - data a informacie, ktorych zneuzitie,
strata alebo modifikacia by organizacii alebo urcitej osobe N

sposobilo urcitu skodu.

30



Aktivum (l1.)

= klasifikacia v sukromnej sfére (podla dovernosti): @ Ve rejné
"= Verejné
=" |nterné
= Chranené j Interné
= Prisne chranené

= kritérid pre urcenie celkovej hodnoty aktiva a naslednej Ch ra’ nené

klasifikacie

= Hodnota .
O i Prisne
chranene

= Naklady na vymenu
= UzZitkova Zivotnost

31



Gicxe Bezpetnostné hrozby (1.)

= cCokolvek (napriklad objekt, material, cClovek) co je
schopné posobit proti aktivu takym sp6sobom, zZe ich
moze poskodit.

= potencidlna pric¢ina neziaduceho incidentu (ISO/IEC
13335).

= Zdroje:
= A (accidental) - nahodny zdroj - Cinnosti, ktoré
mozZu ndhodne poskodit informacné aktiva
= D (deliberate) - umyselny zdroj - umyselné akcie
zameraneé na aktiva
= E (environmental) - environmentalny zdroj

32



Bezpeénost-né hrozby (II.)

Typ Hrozby Zdroj
Fyzické poskodenie Poziar A,D,E
Poskodenie vodou A,D,E
Znecistenie A,D,E
Prirodnd udalost Klimaticky jav E
Povoden E
Strata zakladnej sluzby PreruSenie dodavky elektriny A,D,E
Ohrozenie informacii Odposluch D
Kradez zariadenia D
Neopravneni Cinnosti Neopravnené pouzitie zariadenia D
Poskodenie dat D
Ohrozenie funkcnosti Chyba v pouzivani A
Nedostatok personalu A,D,E

33




“@eKB Bezpecnostné h,rozby (111.) .'
TOP15 KYBERNETICKYCH HROZIEB

Malvér Utoky cez webové Phishing Utoky na webové aplikécie Spam
I A 2
= s
DDoS utoky Kradez identity Unik Gdajov Hrozba zvnitra Botnety

- 2 (M 13 M) 14 M
= [0 i S

Fyzicka manipulacia, Unik informacii Ransomveér Kyberneticka $pionaz Kryptojacking
poskodenie, kradez (vydieracsky softvér) (zneuzitie vypoctova vykonu
a strata

na taZenie kryptomien)

Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-list-of-top-15-threats

34



Zranitelnost (I.)

slabé miesto v oblasti vyvoja, implementacie, prevadzky alebo vnutorného

riadenia procesu, ktora vplyvom udalosti hrozieb spdsobi stratu CIA alebo
niektorého z aktiv

nieco, o umoznuje hrozbe prejavit sa O | O
priesecnik 3 prvkov:

= slabost alebo chyba systému,

= Utocnikov pristup k chybe a

= (tocnikova schopnost zneuzit chybu

35



= podstata zranitelného miesta moze byt:

" fyzickd — napr. umiestnenie informacného
systému v mieste, ktoré umoznuje lahké
znehodnocovanie systému, vypadok napatia,

= fyzikalna — vyzarovanie, utoky pri komunikacii
na vymenu spravy,

= v [udskom faktore — nespravne zaskolenie
operatorov, nedostatocné skusenosti
administratorov.

Zranitelnost (Il.)

o.l, ©

36



Zranitelnost (lIl.)

Skupina Priklady zranitelnosti Priklady hrozieb
Hardware Nedodrzanie pravidiel vymeny ZnicCenie zariadenia
Citlivost na zmenu napatia PreruSenie dodavky elektriny
Citlivost na zmenu teploty Metorologicky jav
Nechranené uskladnenie Kradez média alebo dokumentu
Software Zname chyby v programe Zneuzitie opravneni
Ziadne logovanie udalosti Zneuzitie opravneni
Zlozité pouzivatelské rozhrania Chyba pouzitia
Nedostato¢na dokumentacia Chyba pouzitia
Siete Nechranené komunikacné spojenia Odposluch
Nedostatocne bezpecna sietova architektura Vzdialena Spionaz
Bod totalneho zlyhania Zlyhanie komunikacného zariadenia
Zamestnanci Nedostatocné bezpecnostné skolenia Chyba pouzitia
Nedostatok kontrolnych mechanizmov Nezakonné spracovanie dat
Nedostatocné povedomie o bezpecnosti Chyba pouzitia
Lokality Poloha v zaplavovej Casti Povoden

Nestabilna elektricka siet

PreruSenie dodavky elektriny
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JIKCVE-2019-0708 Detail
MODIFIED

f) “GexB - Zranitelhost (IV.)

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resu
the information provided.

Current Description

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when
attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote Desktop Service
Vulnerability'.

Source: MITRE

#View Analysis Description

| Remote Desktop
»» Connection

Computer: » v

Username:  None specified

The computer name field is blank. Erter a full remote computer
name

» Show Options CO""OC‘]

Help

Impact
CVSS v3.0 Severity and Metrics: CVSS v2.0 Severity and Metrics:
Base Score: 9.8 CRITICAL Base Score: 10.0 HIGH
Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (V3.0 legend) Vector: (AV:N/AC:L/Au:N/C:C/1:C/A:C) (V2 legend)
Impact Score: 5.9 Impact Subscore: 10.0
Exploitability Score: 3.9 Exploitability Subscore: 10.0

Zdroj: https://nvd.nist.gov/vuln/detail/CVE-2019-0708
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Utok (1.)

= pokus o zniCenie, vystavenie hrozbe, zmenu, vyradenie z Cinnosti, odcudzeniu aktiva
alebo ziskanie neopravneného pristupu k aktivu alebo uskutocnenie neopravneného
pouzitia aktiva (ISO/IEC 27000: 2018)

= cinnosti: C
= odpocuvanie (interception),
= prerusenie (interruption), o
» modifikacia/uprava (modification) | :zzz?éig:a
= vyroba (fabrication) Vyroba

Odpocuvanie

Prerusenie
A  Modifikacia
Vyroba



Alica

A=\

Boris
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L’Jtdk(m.) '

= prerusenie (interruption)

82 -~
ah =)
T Boris

&

Utoénik



Utok (1V.)

" Uprava (modification):
= zmena— dochadza k zmene uz existujucich informacii
= vlozenie - pridanie informacii, ktoré predtym
" vymazanie - odstranenie existujucich informacii

Utoénik

42



. vyroba (fabrication)

Alica

Utoénik

43



Target and A

Utok (VI.)

Scope of
Damage
Seconds
Global
Infrastructure Next Generation
Impact Minutes * Cognitive threats:
social networks
Regional 3'd Generation _(likejacking)
Networks Hours * Infrastructure ¢ PDA and consumer
hacking electronics exploits
_ 2"d Generation < Flash threats  * Widespread website
Multiple * Network DoS - ¢ Massive worm - compromises
Networks Days * Blended threat  drives « Disruption of critical
15! Generation (worm + virus + * DDoS infrastructure
Individual | * Macro viruses _ Trojan) _ * Damaging _ * Virtualization exploits
Networks | * Email * Turbo worms payload, * Memory scraping
e DoS » Widespread viruses, * Hardware hacking
» Limited hacking  system hacking and worms * |Pv6-based attacks
Individual
Computer 1990s Early 2000s Late 2000s Today

Zdroj: http://www.ciscopress.com/articles/article.asp?p=1998559
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Utok (VI1.)

6 Verified Has App
&
B f 15 v
E 2021-07-27 .4
2021-06-30 3
% 2021-06-16 :
2021-06-03 3
as
2021-05-28 3
1t 2021-05-18 4
2021-05-10 3
2021-05-07 3
2
2021-04-21 b4
2021-04-01 3
2021-01-28 3
2021-01-15 :

Zdroj: https://www.exploit-db.com/

PHP 7.3.15-3 - 'PHP_SESSION_UPLOAD_PROGRESS' Session Data Injection
phpAbook 0.9i - SQL Injection

OpenEMR 5.0.1.3 - /portal/account/register.php’ Authentication Bypass
PHP 8.1.0-dev - 'User-Agentt’ Remote Code Execution

PHPFusion 9.03.50 - Remote Code Execution

EgavilanMedia PHPCRUD 1.0 - ‘First Name' SQL Injection

PHP Timeclock 1.04 - 'Multiple’ Cross Site Scripting (XSS)

PHP Timeclock 1.04 - Time and Boolean Based Blind SQL Injection

Fast PHP Chat 1.3 - ‘my_item_search’ SQL Injection

phpPgAdmin 7.13.0 - COPY FROM PROGRAM Command Execution (Authenticated)
EgavilanMedia PHPCRUD 1.0 - 'Full Name' Stored Cross Site Scripting

PHP-Fusion CMS 9.03.90 - Cross-Site Request Forgery (Delete admin shoutbox message)

D

WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps
WebApps

WebApps

PHP
PHP
PHP
PHP
PHP
PHP
PHP

Multiple
PHP

PHP

Reset All

Search ‘ PHA X ‘

S1iv3r
Alejandro Perez
Ron Jost
flast101
g0ldm45k
Dimitrios Mitakos
Tyler Butler
Tyler Butler
Fatih Coskun
Valerio Severini
Mahendra Purbia

Mohamed Oosman
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XN

O Why GitHub? Team Enterprise

Repositories
Code
Commits
Issues
Discussions
Packages
Marketplace
Topics
Wikis

Users

Languages

Pythan

I}

HTML

PowerShell

She

Advanced s

Zdroj: https://github.com/

Explore

tok (VIIl.)

Marketplace Pricing

127 repository results

(=]

0

0

zerosumOx0/CVE-2019-0708
Scanner PoC for CVE-2019-0708 RDP RCE vuln
Yr12k @C Apache-2.0 license Updated on 6 Dec 2020

Ekultek/BlueKeep
Proof of concept for CVE-2019-0708
Y7 1.1k @Python Updated on 3 Sep 2019

n1xbyte/CVE-2019-0708
dump
¥y 476 @ Python Updated on 1Jun 2019

k8gege/CVE-2019-0708

3300 S mAREH i TRECVE-2019-0708:L 21 M T E(Rdpscan Bluskeep Check)
security  exploit hacking poc rdp pentest exp eve-2019-0708  kBescan

¥r 356 @Python Updated on 13 Jun 2019

robertdavidgraham/rdpscan
A quick scanner for the CVE-2019-0708 "BlueKeep” vulnerability.
Yres @cC Updated on 22 Jun 2019

Oxeb-bp/bluekeep
Public work for CVE-2019-0708
Y7290 @Python GPL-3.0license Updated on 19 Nov 2019

algo7/bluekeep_CVE-2019-0708_poc_to_exploit | Public archive
An Attempt to Port BlueKeep PoC from @Ekultek to actual exploits
Tr 346 @ Python  GPL-3.0license  Updated on 10 Jan

CVE-2019-0708

3389

Sort: Best match =

Sign in

Sign up
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Utoénik (1.)

= jednotlivec, skupina, organizacia alebo vlada, ktora
vedie alebo md v Umysle vykonavat skodlivé ¢innosti

(SP 800-30).

High

Intruder
Knowledge

Attack
Sophistication

Low

sophisticated
command &
control
cross site scripting
“stealth™ / advanced
scanning techniques

Tools

distributed
attack tools (DDoS)
www attacks

back doors
disabling audits mgmt. diagnostics

! exploiting known vulnerabilities
| password cracking

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of incidents and approaches. Lawrence Livermore

National Laboratory (April 2009), 2009, 7: 1-22,

selfreplicating code
password guessing Attackers
1985 1990 1995 2000
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Utocnik (11.)

" motiv pochadza z predtuchy, ze systém, na ktory sa utocnik zameriava, uchovava alebo
spracovava nieco cenné; to signalizuje, Zze systém moze byt ohrozeny Utokom
= Motiv utokov (Utocnikov): |

v 3 . Ve . (prestige)
" narusenie obchodnej Cinnosti , coders
= kradez informacii a manipulacia s udajmi
= vytvaranie strachu a chaosu
= Sirenie nabozenského alebo politického

(recreation) (ideology)

nn'uir.-.fvﬁ" +— hlacktivists
- r

presvedcenia w
. . , H sophistication
" poskodenie dobrého mena B —aber
A warriors—8y
] pomSta a5 crowdsourcers -
= pozadovanie vykupného
(revenge) insiders [ profit)

Zdroj: SEEBRUCK, Ryan. A typology of hackers: Classifying cyber malfeasance using a weighted arc circumplex model. Digital Investigation, 2015, 14: 36-45.



Utocnik (lIl.)

Script Kiddies - nekvalifikovany heker, ktory kompromituje
systém spustenim skriptov, nastrojov a softvéru vyvinutého
skutocnymi hackermi

Organizovani hackeri - profesionalni hackeri, ktori sa snazia
zautodit na systém so ziskom

Hacktivisti - jednotlivci, ktori hackovanim propaguju politicku
agendu, najma poskodzovanim alebo deaktivovanim webovych
stranok

Utoénici sponzorovani §tatom - jednotlivci zamestnani vladou,
aby prenikli a ziskali prisne tajné informacie alebo poskodili
informacné systémy inych vlad

Insider Threat - hrozba pochadzajuca od ludi v organizacii, mézu
to byt nespokojni zamestnanci, prepusteni zamestnanci a
nedostatocne Skoleni zamestnanci




»Ak poznas nepriatela

SUN TZU
i seba samého, nebudes
porazeny. THE

Ak nepoznds nepriatela, ale N A R |
poznds sam seba, mas 50% e g

sancu na vitazstvo.

Ak nepoznds sam seba, ani S
nepriatela, prehras.” e o

-Sun Tzu

FRZOR.COfr '-Art-olear-Sun-Tzu-audiobook/dp/BOlMQSRAMM/






Zdroj: https://teachprivacy.com/the-funniest-hacker-stock-photos-5-0/
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.‘KCKB Showing results for kevin mitnick

Search instead for kevin metnick

The Art of Invisibility: The World's Most Famous Hacker Teaches You How

THE ART [] Brother and Big Data

by Kevin Mitnick, Ray Porter, et al.
INVISIBILIT fr 163
The World's Mest Fa Audible Audiobook
; . 300 43558
Free with Audible trial

BY U.S. MARSHALS i T
-~ s with Robert Vamos

$1341 53799
NOTICE TO ARRESTING AGENCY. Befies svest, mlidete wamast Swough Natioasl Coume ladoonation Conter (NCIC) More Buying Choices
Unstad Seaten Masshals Seewion NCIC socry sumber:  (NIC/ ) $11.96 (43 used & new offers)
NAME: ovorsnscasinnssnssss MITNICK, KEVIY BAVID Kindle
571098 s28.00

AEB(R) . ovvcvasnninnssnnnnns NIINIE, EEVIN DAYID

MEARILL, BRIAN ALLEX
Other formats: Hardcover , Mass Market Paperback , Audio CD

UASCRIFTION
:;f:::::::::: DGRRG R :;:, The Art of Deception: Controlling the Human Element of Security

THE ART OF
DECEPTION

Audible Audiobook

| VEIINEE $0% 52486
Y £ anL. Sipe Free with Audible trial

Paperback
$1247 1695

More Buying Choices
€1 Q4 (16N nced R new nffarc)

Pon of BN covvvnvinnnnas s TAN BUTS, CALIFORNIA by Kevin Mitnick, Nick Sullivan, et al.

snssnnene OR/06763; 10710770

PO & uvuvnninninanses Bl0NT
Sonon, Marks, Tolioot . o uvuv s JJONE RO

Zdroj: https://cyber.tap.purdue.edu/blog/articles/kevin-mitnick-sound-familiar/ 54
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£ Media & Press e

" modus operandi =2
World's most dangerous malware

@ 1 @ Infection \ @ EstablishPersistence\

2
- ]
=, G : e di d through global
22, R e — EMOTET disrupted through globa
@riN~T| | L9 ‘ o4 i
=L 3 Lpor. 78 =0 action
Ll L) Invoice or shipment Users open document Malicious macros Emotet creates
LI 1T LU L] themed spam email with malicious macros download Emotet registry auto start
malware keys and injects itself 27
JAN

with malicious
@ § ------
A \ attachments or links / into running
............... \ processes / 2021

Law enforcement and judicial authorities worldwide have this week

6 e ot ase \ @ Network Propagation EZ] Outlook Scraper \ disrupted one of most significant botnets of the past decade: EMOTET.
. Investigators have now taken control of its infrastructure in an
) 8‘“ T international coordinated action.
- 9] | \ ZA N —a _ |=S
[ O 'ﬁ @ WebBrowserPassView Q — e S<l.\}IB B This operation is the result of a collaborative effort between authorities
- in the Netherlands, Germany, the United States, the United Kingdom,
P ey ‘/ l Sl France, Lithuania, Canada and Ukraine, with international activity
el %) coordinated by Europol and Eurojust. This operation was carried out in
Instructions Netbass ore QA the framework of the European Multidisciplinary Platform Against
J =
\ \ Mail PassView /

55

Zdroj: https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action, https://www.cisecurity.org/
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Emotet (lI.

GWERZTA

A Malicious activity
samplel.xls

MD5: 886688995D6A1D10A98BC92870BC39B0
Start: 04.04.2022,23:37 Total time: 60 s

Win7 32 bit Macros loader emotet
Indicators: g J¥ & [ Tracker: Emotet
¥ Get sample = 10c b4 MaICon¥ ) Restart

Text report Process graph ATT&CK™ matrix Export

Processes

v EXCEL.EXE /dde

regsvr32.exe -s..\cseidll

MOVE YOUR MOUSE TO VIEW SCREENSHOTS
406 132 66
é @ * regsvr32.exe |CFG| /s "C:\Users\admin\AppData\Local\G...

)4 emotet 407 328 87

SUS SearchProtocolHost.exe Global\UsGthrFltPipeMssGthrPipeZ_ ...

- HTTP Requests 5| Connections DNS Requests Threats
27 6 41

® Timeshift Headers Process name
9251 ms GET | 200: OK 056 EXCELEXE
GET | 200: OK 2956 EXC XE
GET | 200: OK 056 EXC XE
GET | 200: OK 2956 EXCELEXE
GET | 200: OK 056 EXC XE

Get more awesome features with premium access! View more

Zdroj: https://app.any.run/tasks/093af2d6-3f5e-400d-9dcc-de2706a140ed/




Zdroj:

VOZEFA §q,
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Emotet (lIl.)

(Y »

zrief neskor  Zdiefat

https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-d

In January 2021, law enforcement and judicial authorities
worldwide took down the Emotet botnet.

=2 EURSPOL

Participating law enforcement authorities:

- Netherlands (Politie)

@ Germany (Bundeskriminalamt)

() Lithuania (Lietuvos kriminalinés s  Canada (Royal Canadian
Mounted Police)

policijos biuras)

= uk (National Crime Agency)
= EURTPOL

o

Emotet was delivered to the
victims' computers via emails
that contained a malicious link
or an infected document.

Information
stealers

Installation

Emotet opened doors for:

~

Trojans

Started as a banking Trojan
in 2014, evolving over time.

It acted as a door opener for
other computers, allowing
unauthorised access to
other malware families.

It changed its code each time
it was called up.

Unique way of infecting networks
by spreading the threat after
gaining access to just a few
devices in the network.

i

- —— )

Ransomware

‘ ' France (Police Nationale)

% USA (Federal Bureau
~ of Investigation)

Ukraine (HauioHanbHa noniyist Ykpaikn)

The computer became
vulnerable and was offered
for hire to other criminals to
install other types of malware.

Always check your emails carefully
and watch out for:

bi/)

attachments or embedded links
from unknown senders.

messages with a sense of
urgency asking you to
download something.

offers with a promise of reward
that sounds too good to be true.




= 1 z najvacsich skupin

* unik udajov — nastroje,
postupy, komunikacia

Zdroj: https://flashpoint.io/blog/history-of-conti-ransomware/

Conti (l.)

FLASHPOINT

Posts > Conti Ransomware: Inside One of the World's Most Aggressive Ran...

Conti Ransomware: Inside One
of the World’s Most Aggressive
Ransomware Groups

o Flashpoint Intel Team < OCTOBER 4, 2022 Ia X m

TABLE OF CONTENTS
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" GckB Conti (I1.)

SIETOVA INFRASTRUKTURA
Takmer kazdi modernu siet je mozné hacknut.

Dovody su nasledovné:

= Nadbytocnost sieti — velké mnozZstvo sluzieb a rézne vstupné body do tej
istej siete.

= Priorita pohodlia pred bezpecnostou — viznica je bezpecna, ale velmi
neefektivna na vykonavanie Cinnosti.

» Ludsky faktor — chyby v konfiguracii, socialne inzinierstvo.
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Conti (I11.)

PRIESKUM A VYBER CIELA

Ak nemate konkrétny ciel a disponujete exploitom, mobzete skenovat siet (cely internet alebo
vybrané rozsahy IP adries) s ciefom najst zranitelné sluzby.

Ak chcete usetrit ¢as, pouzite zname sluzby ako Shodan.io, ale lepsSie je mat vlastny skener.

Pri cielenom Utoku je nevyhnutny  [Bahs

prieskum:

1.ZacCnite analyzou domény Search Engine for the
2.Velké korporacie maju vlastné Internet of Everything
autonémne systémy (AS), ... bielion bl sk e Bl el

help you make better decisions.

3.Pouzite OSINT nastroje na
ziskanie udajov o cielovej
organizacii a jej zamestnancoch.

Zdroj: https://www.shodan.io/

60


https://www.shodan.io/

o hunter Product v~ Pricing Resources v Company v

~ Conti (IV.)

" NASTROJE OSINT
Vyhladavace informacii: .
= theHarvester — zber emailov, subdomeén, Connect Wlth
otvorenych portov any professional.
. SpiderFOOt = OSINT analvza Hunter is your all-in-one email outreach platform.
= hunter.io — zbiera emaily podla domény e onect withthe peopie fhat meter e

Vyhladavanie firiem:
= ZoomlInfo — firemné data See ourplans >
= OpenCorporates — databaza firiem
Vyhladavanie pouzivatelskych mien:
= Namechk

Vyhladavanie emailov:

= Have | Been Pwned

'»--have i been pwned?

Check if your email address is in a data breach

i ?
Zdroj: https://hunter.io/ email address pwned?

https://haveibeenpwned.com/
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" GckB Conti (V.)

Datum: 2021-03-15T16:09:16.675Z
Od: Kalinka
Sprava: Chlapi, viete mi povedat, ako vypnut ESET File Security?

Datum: 2021-03-15T15:14:23.771Z
Od: t3chnolog
Sprava: dtssync je mizerna volba v kazdom pripade)

Datum: 2021-03-15T15:14:07.896Z
Od: Rosette
Sprava: Zhromazduje Sophos Windows logy? Je to len proti malvéru?

Datum: 2021-03-15T15:13:30.907Z
Od: Slice
Sprava: Ako nenapadna je moznost vykonat DCSync na konkrétnych pouzivateloch, ak je na DC Sophos?

Datum: 2021-03-15T14:39:56.903Z
Od: Andy
Sprava: Jasné, vdaka, teraz to skusim
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Conti (VI.)

Datum: 2021-06-28T11:08:00.394568

Od: mango@q3.onion

Komu: stern@q3.onion

Sprava:

Vyvinuli sme jednoduchsi koncept analyzy dat a volani\ vydierania. Navrhol som nasledovnu schému:

Mdame samostatnu prieskumnu raketovu spolocnost. Prenesieme ju na analytikov, ktori vypracuju spravu o
spise. Ak su potrebné vydierania\volania, tuto ulohu pridelime volajucim. Aby volajuci pracovali efektivne a
nevolali len do prazdna, ako sa to deje teraz, su v kontakte s analytikmi a mo6zu si od nich vyZiadat akékolvek
dodatocné udaje,

povedzme cast zoznamu datumov alebo nejaké informacie o pocitacoch\heslach.

Ak spolo¢nost neodpovie, jej udaje sa odovzdaji na zverejnenie na stranke (na to je potrebné pridat do
tohto chatu bud' manazéra, alebo niekoho z jeho podporného timu).

63



%

SNERZTA 5

) “Gexe  Aktudlne Statistiky o skupindch (1.)
| = skupiny utocCnikov, jul 2023 —jun 2024

THREAT ACTOR
@ unknown

@ NoName057
Qciop
LockBit

NoEscape 0.63%
Tark Hack Team 0.81% —\ _\

Cyber Dragon 0.88% —\

UserSec 1.07% —\

Black Basta 1.24% —\

Cactus 1.33% —\
PLAY 1.57%
_\

Anonymous Sudan 1.78% \

) Cyber Army of Russia

@ 8BASE

@ ALPHV/BlackCat

@ Anonymous Sudan

Unknown 34% ®pLay
e
Cactus
ALPHV/BlackCat 1.88%
—~
) Black Basta
BBASE 2.68% —__ @ Akira
D userSec

Cyber Army of Russla 276% —— { J Russian Cyber Army

@ Cyber Dragon
Medusa
RansomHub

LockBit 5.1% —— @ Tiirk Hack Team

@ailin

@ Server Killers

@ Anonymous Russia

Clop 5.43% — @ nNokscape

@RHYSIDA

@ SYLHET GANG-5G

@ Hunter International

O SiegedSec

L NoName057 30.48%

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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“@&exe  Aktuadlne Statistiky o skupinach (lI.)
" motivacia utoCnikoy, jul 2023 —jun 2024

@DATA

@DOS/DDOS/RDOS

OFmi

@ MALWARE

@RANSOMWARE

©S0CIAL ENGINEERING THREATS
©SUPPLY CHAIN ATTACK

() WEB THREATS

ZERO DAY

IDEOLOGY FINANCIAL GAIN UNKNOWN ESPIONAGE DESTRUCTION
MOTIVATION

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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* @KCKB Riziko (I)

" Uroven vplyvu na organizacné operacie (vratane cielov, funkcie, alebo povesti),
organizacné aktiva alebo jednotlivcov vyplyvajuce z prevadzkovania informacného

systému so zretelom na potencialny dopad hrozby a pravdepodobnost, Ze sa tato
hrozba vyskytne (FIPS 200).

= KB a IB zalozena na analyze rizik

= denno-denna analyza rizik

Zdroj: http://www.securityinfowatch.com/blog/11288612/vidsys-2013-national-security-survey-shows-risk-becoming-a-bigger-priority-for-c-level-executives 66



metodika analyzy rizik kybernetickej
bezpecnosti pre uplatnenie v procesoch
riadenia rizika v zmysle poziadaviek zakona C.
69/2018 Z.z. o kybernetickej bezpecénosti

ISO/IEC 27005:2022 Informacné technoldgie —
BezpeCnostné metdody — Riadenie rizik
informacnej bezpecnosti

Riziko (I1.)

D

—

Stanovenie kontextu

Komunikacia rizik

\_

Y

Identifikacia
rizik

Y

Analyza rizik

Y

Vyhodnotenie
rizik

Bod 1

Nie

rozhodnutie o riziku
Uspokojivé hodnotenie

Ano

Monitorovanie a preskiimavanie rizik

Osetrenie rizik

'I(—>

Bod 2

rozhodnutie o riziku Nie
Uspokojivé osetrenie
Ano

Akceptacia rizik

Koniec prvého alebo opakovaného priechodu
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S Riziko (III.)

Vyjadrenie rizika (kvalitativny pristup)

Dopad —>
Pravdepodobnost
Nulova Nulové Nulové Nulové
Nizka Nizke Nizke Stredné
Stredna Nizke Stredné

Vysoka Stredné
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Uspokojivé
hodnotenie

Bod 1

rozhodnutie o riziku

Moznosti oSetrenia rizika

! !

!

|

Modifikacia Postupenie
rizika rizika

Vyhnutie sa

riziku

Zdielanie
riziku

o T R E R E O E E o E o o o o,
-

Zvladanie rizik

Zvyskové
riziko

Bod 2

rozhodnutie o riziku

- mm mm Em mm Em Em Em Em Em Em Em Em Em Em mm e

Riziko (IV.)

/

Identifikacia
rizik

Analyza rizik

Vyhodnotenie

rizik
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Riziko (V.)

Akceptovanie/Zachovanie rizika (Accept)

Vyhnutie sa riziku (Avoid)

Limitacia/Znizenie rizika (Mitigate / Limit)

Presun rizika (Transfer)

*\
17 N
| \ Ve -]
N\ | P
/m )‘]! Dg)t/ |
Your project Avoid Mitigate Transfer Accept

Zdroj: http://cnx.org/content/col11120/1.4/
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R Bezpecnostné opatrenia (l.)

akakolvek cinnost, technické zariadenie, proces, mechanizmus, alebo cokolvek, ¢o

chrani informacny systém a jeho Casti (aktiva) pred pésobenim konkrétnych hrozieb
alebo hrozby.

Administrativne — napr. politiky, odporucania, standardy
Fyzické — napr. uzamykatelné dvere, nahradny zdroj napajania
Logické — napr. hesla, firewally, pristupové zoznamy
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Bezpecnostné opatrenia (ll.)

ISO/IEC 27002 2022

Zdroj: https://www.is027001security.com/html/27002.html

Predslov Kidc
nggsva?ﬁ pelatnosti FYZICke AtrIbUty [ Formalita )
@ Normativne odkazy k > = - \
Opmmsdnce || opatrenia | (© mapovanie | LUl
7 Biblografia | || na’27002:2013'| [ tudia |
® (@ | [ IT/kyber
Organizacné : 2 | Fyzické |
opatrenia TeChnOIOgICke [ Annex |
\ ) Opatrenla @© Clanok &.
© Opatrenia gechuare
zamerane
na ludi
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§ 20 ods. 2 Zakona o KB: Bezpecnostné opatrenia sa prijimaju a realizuju najma pre oblast

a) organizaciu a riadenie informacnej bezpecnosti a kybernetickej bezpecnosti,

b) spravu zranitelnosti a kybernetickych hrozieb,

c) spravu aktiv a riadenie kybernetickych hrozieb a rizik,

d) riadenie udalosti a kybernetickych bezpecnostnych incidentoy,

e) riadenie kontinuity Cinnosti, zalohovanie, obnovu systémov po havarii a krizové riadenie,
f) bezpecnost pri nadobudani, vyvoji a udrzbe siete, informacnych systémov, aplikacii a konfiguracii,
g) postupy posudzovania ucinnosti opatreni, riadenie suladu a kontrolné ¢innosti,

h) kryptografické opatrenia a zasady pouzivania kryptografie,

i) bezpecnost a spdsobilosti fudskych zdrojov,

j) spravu identit a pristupov,

k) bezpecnost pri prevadzke sieti a informacnych systémov,

|) ochranu proti Skodlivému kédu a neziaducemu obsahu,

m) systémovu bezpecnost, sietovl bezpecnost a komunikacnu bezpecnost,

n) monitorovanie, zaznamendvanie a hlasenie udalosti,

o) fyzicku bezpecnost, bezpecnost prostredia a spravu koncovych zariadeni,

p) ochranu zdznamov, sukromia a oznacovanie informacii,

q) dodavatelsky retazec,

r) obstaravanie a vyuzivanie certifikovanych produktov IKT, sluzieb IKT a procesov IKT.

Bezpecnostné opatrenia (ll1.)
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" Geke Bezpecnostné opatrenia (IV.)
= Minimalne bezpecnostna opatrenia — priloha ¢. 2 Vyhlasky UPVII ¢. 179/2020 Z. z.

A. Organizacia kybernetickej bezpecnosti a informacnej bezpecnosti
B. Riadenie rizik kybernetickej bezpecCnosti a informacnej bezpecnosti
C. Personalna bezpecnost

D. Riadenie pristupov

E. Riadenie kybernetickej bezpecnosti a informacnej bezpecnosti vo vztahoch s tretimi stranami
F. Bezpecnost pri prevadzke informacnych systémov a sieti

G. Hodnotenie zranitelnosti a bezpecnostné aktualizacie

H. Ochrana proti Skodlivému kdédu

|. Sietova a komunikacna bezpecnost

J. Akvizicia, vyvoj a udrzba informacnych technoldgii verejnej spravy
K. Zaznamenavanie udalosti a monitorovanie

L. Fyzicka bezpecnost a bezpecnost prostredia

M. RieSenie kybernetickych bezpecnostnych incidentov

O. Kontinuita prevadzky informacnych technoldgii verejnej spravy

P. Audit a kontrolné Cinnosti
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Tato fotografia od autora Neznamy autor, chranené licenciou CC BY-SA-NC
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Aktivum
Hrozba
Zranitelnost
Utok
Uto&nik
Riziko

Bezpecnostné opatrenie

Aktivita (11.)
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* €KCKB

Bezpecnostné hroZby (1.) f

TOP15 KYBERNETICKYCH HROZIEB

Malvér

L

DDoS utoky

Fyzicka manipulacia,
poskodenie, kradéz
a strata

Utoky cez webové Phishing

Kradez identity

Utoky na webové aplikécie Spam

Unik Gdajov Hrozba zvnitra Botnety

M

= i A

Unik informacii Ransomver Kyberneticka $pionaz Kryptojacking
(vydieracsky softvér) (zneuzitie vypoctova vykonu

na taZenie kryptomien)

Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-list-of-top-15-threats
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Bezpecnostné hrozby (l1.) '

. ﬁ \ 7 | N " (—\
' ~ Manipulacia | )

Malvér s informaciami

Ransomvér
| (vydieracsky
softvér)

V- N
F Q
)

, ) )
Hrozby . . -
socialneho Utoky na /_\
inzinierstva dodavatel'sky —
. V- retazec —
. Hrozby voci
Hrozby proti o ,
dostugrlloosti udajom Utoky na

dodavatelsky rtazec

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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TOP 10

| Bezpeénostné h,rozby (111.) _.

) 0

)
1%
! i/

@

EMERGING o * &) o,
" surveillance Human error
of software ) dvanceg authoritarianism/ and exploited
dependencies  disinformation loss of privacy legacy systems
Y B E R- caiRpaens within cyber-
physical
SECURITY
THREATS 10§ 3 .25
FOR 2030 E
Intelligence enhanced by
Abuse ;
smart device
THREATS  smarde
o 2030
* x
x * 8
x . Cross border
< enlsa m ICT service Skill shortage Rise of
x -~ EUROPEAN providers as advanced
¥ rorcromstconm asingle point hybrid
x of failure threats

Zdroj: https://www.enisa.europa.eu/publications/enisa-foresight-cybersecurity-threats-for-2030

Lack of
analysis
and control of
space-based
infrastructure
and objects
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NERZTA

“&exs  Aktudlne bezpecnostné hrozby,'(l.)

bezpecnostné hrozby, jul 2023 —jun 2024

WEB THREATS
0.09K {0.92%)
MALWARE 0.52K (5.19%) —\

SOCIAL ENGINEERING THREATS /— DOS/DDOS/RDOS 4.12K (41.1%)

0.61K (6.06%) \

DATA 1.91K{19.01%} ——

RANSOMWARE 2.59K (25.79%) J

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

PRIME THREATS
@DOS/DDOS/RDOS

@ RANSOMWARE
@DATA
SOCIAL ENGINEERING THREATS
MALWARE
@SUPPLY CHAIN ATTACK
JWEB THREATS
@Fmi
@ZERO DAY

ENISA THREAT
LANDSCAPE 2024

SEPTEMBER 2024




= cielové sektory, jul 2023 —jun 2024

14k 099K002K
017K (10 1% (0%

018K 2% 2
0.32K (3%

1.8BK (19%)

032K (3%)

0.32K (3%)

0.32K (3%)

DATK (4%)

111K (11%)

0.48K (5%)

0.63K (6%)

0.9K (9%)

0.81K {8%)

081K (8%)

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

Sector groups
@ PUBLIC ADMIN

' TRANSPORT
@ BANKING/FINANCE
BUSINESS SERVICES
@ DIGITAL INFRASTRUCTURE
@© GENERAL PUBLIC
MANUFACTURING
@ MEDIA/ENTERTAINMENT
O HEALTH
ENERGY
RETAIL
ICT SERVICE MANAGMENT
@ EDUCATION
@ DEFENSE
ALL
@rooD
@OTHER
POSTAL/COURIER
DRINKING WATER
®sPACE
CHEMICALS
WASTE WATER
@ WASTE

ENISA THREAT
LANDSCAPE 2024

SEPTEMBER 2024

Aktudlne bezpeénostné hrozby"(ll.) '
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NERZTA

D @@ Skodlivy kéd

3.11.2024 10:23 | Bezpecnost

Legendarny Morrisov ¢cerv ma 36 rokov.
Ochromil internet

Zdroj: iStockphoto

Poéitadova komunita v 80. rokoch zanedbavala bezpeénost. Dostala neéakanu
Q lekciu v podobe 99 riadkov kodu.

The Marres Isterset Weorm
woerce code

'—“ - e sy s ool @ Bu Wy bevme
prapon T by Whiuw pugums fouit tog pee &

~-0n~-¢.--ﬂ - ey - -~

Aot b
- —— — S

Zdroj: https://zive.aktuality.sk/clanok/135837/legendarny-morrisov-cerv-ma-36-rokov-

ochromil-internet/ https://twitter.com/todayininfosec/status/926128404054777856
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" @KeKB Vyvoj malvéru (l.

MALWARE TRENDS TRACKER

Most known malware from all over the cybersecurity world

Search by malware name... All time Y Filters

Emotet Trojan N __ 112061

Tycoon 2FA Phishingkit

Trojan

Agent Tesla Trojan

RedLine Stealer

WannaCry Ransomware

Zdroj: https://any.run/malware-trends/



XN

* AGENT TESLA

agenttesia trojan rat stealer

Agent Tesla is spyware that collects information about the actions of its
victims by recording keystrokes and user interactions. It is falsely marketed
as a legitimate software on the dedicated website where this malware is
sold.

HOW TO ANALYZE AGENT TESLA WITH ANY.RUN

Zdroj: https://any.run/malware-trends/agenttesla /

Agent Tesla (1.)

Q Likely Turkey

Origin

@ 1January, 2014 © 20 March, 2024

st seen

I0Cs

IP addresses

66.29.151.236
198.23.221.13
76.74.235.200
Hashes

2A5D62B7DC7E761AF95740412AECCD4B5D7397BC7439859F781F6B03C47AA729 i

44DEGBEB798B3568A37AC2FC193AD485891EDA952A428E237E32174208B5D45728

4910064584A83B348A17494B285F381EBSEGFABB59C5283208BA96B31965C814C

Domains

mail.itresinc.com
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Acrobat kbassodiati...

Reader DC

z

poplus.rtf

H

FileZilla Client manypc.png strategywro...

accessamer... mediumhour...,

L
| A
YLC media
player

> D e

~ HTTP Requests
® Timeshift Protocol
9 TCP

Tce

Connections 5| DNS Requests

Rep PID Processname

Threats

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

Zdroj: https://app.any.run/tasks/f5c4395c-3a53-47c8-9481-29caa2734c77/

LUVE

~1:23,

ole-embedded  exploit  CVE-2017-11882  keylogger

evasion  trojan  rat

agenttesla

* Get sample = 1oc

Text report Graph

Processes

WINWORD.EXE dmin\AppData\Local\Temp!

4k 1k

COM EQNEDT32EXE -Embedding

9087654356798654.exe | PE

9087654356798654.exe | PE

o agenttesls

1x

3 PCAP
Traffic
No Data
No Data
71b 3
135b 3
594b 4
View more

Get more av ith premium ac
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/neuzitie

webovych
sidel

£ USERNAME

Zdroj: https://hbr.org/2016/10/is-your-company-ready-for-a-ransomware-attack



" ek ZneuZzitie webovych sidel (I.)

exploity prehliadacov
= Skodlivy kéd mozZe zneuzit ActiveX,
HTML, JavaScript, Flash
prevzaté subory
" nezabezpecené weboveé stranky ->
umiestnenie Skodlivého skriptu do
HTTP alebo kodu PHP
Skodlivé URL
= pa stiahnutie akéhokolvek typu
skodlivého softvéru do systémov
kompromitovany systém na spravu
obsahu (CMS)
= odkazuje na pluginy a funkcie na
zranitelnom systéme

Zdroj: https://sucuri.net/reports/2019-hacked-website-report/

CMS Infections Comparison (2018 / 2019)

80% 94%

WordPress

4.3% 55y

Joomila!

018

4.6%

0.90%

()

Magento
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R Socidlne inZinierstvo (l.)

(\Dhis\ni

Vsetko zavisi od toho, ako sa pozerame
na veci, a nie od toho, aké su.”

B SR Carl Gustav Jung

S
e

Social Evgjveering

Zdroj: https://mind42.com/public/2e72f1dd-08aa-46a7-b0fd-660634918dd3, https://baklol.com/baks/Funny/Forced-Perspective-Photography-_586/Eiffel-Tower-_7635
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e Socialne inzinierstvo

Mate jednu novu spravu

: Od dat’
OTP Banka Slovensko <sales@jezzamotors.com> 3 Odpoveda

Komu Undisclosed recipients:

@ Ak cheete stiahnut obrazky, kliknite sem. V zaujme ochrany vasich osobnych Gdajov program Outlook zabranuje automatickému stahovaniu niektorych obrazkov v tejto sprave.

VazZeny zakaznik,

Mate déleZitu spravu pre svoj bankovy Ucet.

Ak chcete citat spravy, prihlasit do internetového bankovnictva NiZ3ie si mbZete precitat spravy.

https://wwwotpdirekt.otpbanka.sk/Login

Dakujem,

OTP Banka Slovensko Account Team
© 2020 OTP Banka Slovensko, as

()

<é) Odpovedat vietkym

—> Preposlat e

po 6. 7. 2020 13:58
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Ok kupujem Na druhej
strane, Vasu platbu
uskutoénim

Dobry den, je tovar v prostrednictvom DPD

— . .
dobrom stave? EXPRESSE dorucenia v
Aka je cena ? obalke hned" ako

A odkial si? 22 dostanete peniaze,

poslem dpd k V*m
domov, abys |, :h
vyzdvihli?

= Dobre, funguje to, budes zajtra k dispozicii, o kolkej hodine, aby
postar TNT mohol prist k tebe domov?

Socialne inzinierstvo (l11.)

OK, kupujem. Platbu
vsak uskutocnim

prostrednictvom
dorucenia TNT EXPRESS

v obalke, akonahle —

dostanete peniaze,
poslem vam TNT na
vyzdvihnutie?

Ok Na dokoncenie
transakcie budem
potrebovat’ vase
priezvisko/meno/adresu/
mesto:

PSC / ¢iastka:

Emailova adresa :

Ok Na dokoncenie transakcie budem potrebovat’ vase:

Je Priezvisko krstné meno:

Adresa Mesto PSC

Cena polozky:

Emailova adresa :

Telefénne Cisla: J
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INTERPOL-EUROPOL |
( ( Crolicia pre pocitatova kriminalitu

- Socialne

inZinierstvo (IV.)

poLiciA |

PREDVOLANIE NA SUD
Na uéely sudneho vySetrovania

EUROPOL A SLOVENSKA POLICAJNA JEDNOTKA NA OCHRANU DET/
Sprava o vySetrovani poéitatovej kriminality

(€lanok 187-1 a 2 Trestného zdkona)

Pozor!

Som plukovnik Lubomir Soldk (Nacelnik Policie). Spolupracujeme s europolom v boji proti pocitacovej
kriminalite.

Chceli by sme vas informovaft, Ze sme zriadili komplexny systém dohladu na nepretriité
monitorovanie &innosti na citlivych sietach, ako st pornografické stranky, zoznamovacie sluiby a
socidlne média.

Kontaktujeme vas na zaklade vy3etrovania nasej kybernetickej dajsk dnotky, ktoré

potvrdilo, Ze ste na internete spachali kyb icky trestny &in (tykajuci sa detskej pornografie,
pedofilie, exhibici a kybernetickej pornografie).
Radi by sme vas informovali, Ze ste boli ok y z nasledujucich ych &inov:

* kybernetickej pornografie

* 3irenie pornografickych obrazkov

* detska pornografia

* pedofilia

Tymto vas Zziadame, aby ste na tieto $tyri obvineni g v prisne j lehote 48 hodin. Ak
nebudete reagovat, budeme nuteni vydat prikaz na zatknutie a zatknut vas, pricom sa na vas budd
vztahovaf &lanky 187-1 a 2 Trestného zdkona Slovenskej republiky, ktoré zakazuj Sirenie, drianie a
pristup k detskej pornografii na internete. Za to hrozi trest odiiatia slobody na pét rokov a pokuta 75
000 eur.

Upozoriiujeme, e na tento e-mail je potrebné odpovedat okamiite.

S uctou, . ;75‘

Plukovnik Lubomir Soldk:
Nacelnik policie.

Europol je medzividdny orgén, ktory ulahéuje vymenu informécii medzi ndrodnymi policajnymi zlozkami v EU o
drogich, terorizme, nadnrodnej trestne] &innosti a pedofilii. Europol funguje od roku 1999 a od roku 2010 je
eurépskou agentdrou financovanou z rozpoétu Spologenstva, a preto podieha kontrole Eurépskeho parlamentu

POLICAJNY ZBOR SLOVENSKEJ REPUBLIKY.

PREDVOLAJ NA SUD
Na vySetrenie (€lanok 331-1-22 Trestného zakona)

Slovenska policia v spojeni s medzinarodnou policiou (INTERPOL).
Kontaktuje vas kratko po zabaveni poéitaéa kybernetickej infiltracie
(opravnenej vratane detskej pornografie, pornografickych stranok,
kybernetickej pornografie, aby vas informoval, Ze ste predmetom
niekolkych pravnych konani, ktoré zahffaj:

VYPOCTY POPLATKOV:

*DETSKA PORNOGRAFIA.
*PORNOGRAFICKA STRANKA.

*CYBER PORNOGRAFIA.

*NESPRAVNE VYUZIVANIE MALYCHLYCH.

Ziadame vas, aby ste sa vyjadrili e-mailom tak, Ze nam napisete
svoje odévodnenia, aby sme ich preskimali a skontrolovali, aby sa
vyhodnotili sankcie; Ze v prisnom termine 72 hodin. Po uplynuti
tejto doby budeme povinni postupit nae oznamenie ktorémukolvek
prokuratorovi republiky v blizkosti stidu prvého stupia a
Specialistovi na po¢itaéovu kriminalitu, aby na vas uvalil vazbu a
budete zgregistrovany ako sexualny delikvent.
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Zdroj: https://www.webpt.com/blog/protecting-patient-data-lessons-learned-from-the-anthem-and-equifax-data-breach
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Facebook — 131 milionoch pouzivateloch
Twitter (Hacking) — 330 miliénov zaznamowv.
British Airways (Web) — 380.000 zaznamov.
Google (Web) — 500.000 zaznamowv.

k

C

Priemerny pocet dni — detekcia
uniku udajov

Entertainment
Healthcare
Media

Education

Retail

Hospitality
Consumer
Transportation
Services
Pharmaceuticals
Public Sector
Technology
Communications
Research
Manufacturing
Financial Services

Energy

Zdroj: https://www.varonis.com/blog/data-breach-response-times/, Cost of a Data Breach Study: Benchmark research sponsored by

IBM Security Independently conducted by Ponemon Institute LLC Global Overview (2018)

dajov (l.)
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nik udajov (ll.)

International Data Breach Statistics

Global

Average
e S D 6D VS

breach

=2 69 Days

contain a
breach

Top 3 cost reducing factors

2 3

Incident Extensive use of BCM involvement
response team encryption

Zdroj: https://www.varonis.com/blog/data-breach-response-times/, Cost of a Data Breach Study: Benchmark research sponsored by

IBM Security Independently conducted by Ponemon Institute LLC Global Overview (2018)
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Zdroj: https://haveibeenpwned.com/v

Unik udajov (I11.)

Who's Been Pwned Passwords Notify Me APl Pricing About v Dashboard

--PWne

Check if your email address is in a data breach

Using Have | Been Pwned is subject to the terms of use

14,985,593,471
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Sietové utoky

£ USERNAME

Zdroj: https://hbr.org/2016/10/is-your-company-ready-for-a-ransomware-attack
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Color Servi Hits P Hits Country Events IP Country Honeypot Service
FTP 3686 ™= 1857312523 36gg - Estonia 2024-03-19 23:06:51 185.73.125.23 - Estonia Heralding VNC
|| || ||
@ SSH 1696 )ﬁ 119.92.196.243 1696 F Philippines 2024-03-19 23:06:51 185.73.125.23 — Estonia Heralding VNC
@® TmEw 1284 E 66.94.123.164 1473 E United States 2024-03-19 23:06:51 119.92.196.243 ’? Philippines Dionaea SMB
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DNS
31 50.31.21.8 52 k& China . 2024-03-19 23:06:50 185.73.125.23 _— Estonia Heralding VNC




toky z pohladu dat (1.)

4

e U

Sietov

» |P adresa

Ciel utoku
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‘Situacné povedomie (I.)

= . Dashboard >T-Pot -~ Full screen Share Clone
Attacks by Destination Port Histogram Attacks by Honeypot Histogram Attacks by Country Histogram oo
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® anonymizer H ® Mailoney H ® Linux 31-3.10 H @ India H
® bitcoin node H ® Adbhoney H ® Windows NT kernel 6.x H @ The Netherlands i
® Tanner H ® Linux 2.2 x-3.% (no time. H ® Russia H
@ ConPot H ® FreeBSD 9.x H @ South Korea H
® Redishoneypot H ® Linux 2.4.x H @ Ukraine H
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Germany China United Stales Singapore Poland 400,000 ® Attempted Administrato... 3
® Potential Corporate Priv... £
% ® Misc activity H
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%

NERZTA

5,586,293 1,023,639 910,343 354,774 55,094 41,757
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Honeypot Attacks Bar
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Honeypot Attacks Histogram
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mass scanner
bot, crawler

form spammer
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tor exit node
ananymizer

@ bitcoin node
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@ Attacks

@ Unigue Source IPs

March

Attacks by Honeypot
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%

SNERZTA 5

Username Tagcloud

Jcomcso
minecraft
2Wire pi (empty)
Iroot dev fip
develzlsgrk support

345g85662d34 ubnt

posigres Administrator

guest admm user test ftpuser
oracle git deploy

VAU
LLRL AL

mysq|

server

_S'

ituacné povedomie (lll.)

user? test1 debian
administrator  testuser bob

centos

hadoop ali tridium

rOO ubuntu steam

vadmin Admin

useri nvidia

uucp default  zyfwp factory

cameras

Password Tagcloud

password123 root123 RIP00D

factory
1qaz2wsx admin1234 admin123 1234967890 0000 lishtar

ubnt 123123 aa
ad1tzprinde 12345 345985662d3 root Aa123456

111111 54321

M= betzs | admin 1 23456 123 12345678 000

888888

M3gaP33 3045055662d34 (empty) 11 we

passwOrd broadguam1 1234 user password Password P@sswOrd
postgres test bob 1a2w3ed qwerty
123456789 PasswOrd ' d<Woear
IQAZ2wsX
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©) Gexe Botnety a DDoS

* |nfikované a vzdialene ovladatelné zariadenia — boty (zombie)
= botnet je zdroj mnohych hrozieb (click podvody, spam, phishing, disitribucia
malvéru, DoS)

10000 . .
H u
|
]
.
- |

E = | ||
&

E 1000

¥ o .
3
L]
100
1 10 100
Price (USD)

Zdroj: http://ddosprogram.com/
BUKAC, Vit, et al. Service in Denial-Clouds Going with the Winds. In:International Conference on Network and System Security. Springer International Publishing, 2015. p. 130-143.

103



Ransomware

L4

Zdroj: https://www.a-base.sk/sluzby/bezpecnost/



R Vyvoj ransomvéru (I.)

Ransomvér sa vyvija: ,Zaplatte,
inak zverejnime vase data”

20.04.2021
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Zdroj: https://www.eset.com/sk/blog/firemna-it-bezpecnost/ransomver-sa-vyvija-zaplatte-inak-zverejnime-vase-data/



" Ckeke Vyvoj ransomvéru (I1.)

= Pocet postov na ransomware blogoch, 2022 - 2023

lKaspersky

106

Zdroj: https://securelist.com/darknet-predictions-for-2024/111763/



T Vyvoj ransomvéru (ll.)

‘il Ransomware Statistics for 2025

Total Victims for 2025: 3829

Total Groups: 268

Top 10 Groups

| Victims per Group

clop

akira

qilin

ransomhub

play

safepay |

babuk? |

lynx |

incransom

fog

0 50 100 150 200 250 300 350 400 450
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Zdroj: https://www.ransomware.live/



0 ALl Groups
Group
Omega Omega - Blog
Omega Omega - Blog
8base Home
8base Home

Abrahams_Ax

Abrahams_Ax

aGlobGVyCq
abyss

adminlocker

againstthewest
akira

akira

ako

Database Error

Title

Error Response Page

Abyss-data

Admin Locker

Threat Actors - Onion Forums -

Internal Error

Zdroj: https://www.ransomware.live/

Vyvoj ransomvéru (IV.)

Last
seen

Status

2023-
11-03

2024-
03-19

2024-
02-09

2024-
02-09

2022-
10-30

2022-
05-20

2023-
01-07

2021-
05-01

2021-
05-01

Location

omegalock5zxwbhswhbisc4202q2i54vdulyvtggbudgousisjgc7j7yd.onion

Omega.cc

basemmnngwxevlymli5bs3605ynti55xojzvn246spahniugwkff2pad.onion

xbég2aggycmlerjtbjendcnnwpmmwbosqaugxsgb4nxéecmod3emy7sad.onion

abrahamm32umasogaqojib3ey2w2nwoafffrgug4 3tsyke4s3fz3w4yd.onion

abrahams-ax.se

hitleransomware.cf
Zev4metjirohtdpshsglkrgcmxgézu3d/obrdhglpy5jpbr/whmlfggd.onion

adminavf4cikzbvembbp7ujpwhygnn2t3eqiz2pswldj32krrml42wyd.onion

giphvoitymatg4cv/bxgh5dz6snéebfscywoat4qtslztkomfSlavrayd.onion
akiral2izéa7qgd3ayp3leyub/xx2uep7éidk3u2kollpj5z3z636bad.onion

akiralkzxzq2dsrzsrvbr2xgbbu2wgsmxryd4csgfameg52n7efvr2id.onion

kwvhrdibgmmpkhkidrby4mccwgpdsSzasuo2thow5gz/75gnev/rbhyad.onion

Screenshot
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- Ransomware notes (I.) "

® All ransomware notes by groups

© Note

> Ransomware notes are provided by Zscaler ThreatLabz under MIT License

8base
biglock
cactus

crytox

dharma

gwisinlocker

karma
makop

nevada

quantumlocker

relic
slug

vohuk

abysslocker

bitpaymer
cartel

ctblocker
diavol

hOlyghOst
knight
mallox

noescape

ragnarlocker

revil

snatch

wastedlocker

akira
bitransomware
cerber
cuba
donut
hades
lapiovra
maze
nokoyawa
ragnarok
rhysida
stop

xorist

ast update : Thursdav 14/03/2024 20.59 (UTC)

Zdroj: https://www.ransomware.live/

alphv
blackbasta
chilelocker
dagonlocker
doppelpaymer
hive
lilith
medusa
noname
rancoz
rook
sugar

yanluowang

atomsilo
blackbyte
cloak
darkangels
dragonforce
hunters
lockbit
medusalocker
novagroup
ransomexx
royal
suncrypt

Zeon

avaddon
blackhunt
clop
darkbit
echOraix
icefire
locky
moneymessage
phobos
ransomhouse
rtmlocker

teslacrypt

avoslocker
blackmatter
conti
darkpower
esxiargs
inc
lorenz
monti
play
ransomhub
ryuk

trigona

azov
blacksnake
cryptnet
darkside
ftcode
incransom
luckbit
nefilim
prometheus
ranzy
scarecrow

u-bomb

beast
blacksuit
cryptomix
dataleak
gandcrab
jaff
\%
nemty
qilin
raworld
schoolboys

underground

bianlian
bluesky
crypboc
deadbydawn
grief
karakurt
magniber
netwalker
glocker
redalert
shadow

vicesociety
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® Ransom notes for group play

| @ play

« ReadMe.txt

PLAY

news portal, tor network links:
mbrlkbtg5jonagkurjwmxftytyn2ethgvbxfudrgjbkkknndgwae6byd.onion
k7kg3jqgxang3wh7hnmaiokchk7goebupfgoik6rhaémjpzwupwtj25yd.onion

derdiarikucisv@gmx.de
s playtxt

PLAY

teilightomemaucd@gmx.com

Zdroj: https://www.ransomware.live/

Ransomware notes (ll.)

& Ransom notes for group medusa

I & medusa @ medusa

« IIREAD_ME_MEDUSA!!!txt

$5\ S5\ $5S5555851 S855888L 88\ S5L 585888\ 585885

$88\ 888 188 _____ 88 __8S\ 85 | 85 IS8 __S8S\ 88 __sS\

$888\ 8888 185 | $S | SS IS5 1 SS ISS /7 \__I188 1/ S8S |

$5185158 58 88885\ 88 | 85 185 | S5 |\585585\ 58858888 |

S5 \885 SS IS8 __1 85| SS ISS | S5 | \____85\. 85 __88 |

$8 NS /8S 185 | $S | S5 1851 S5 IS8\ SS 188 | sS |

$8 | \_/ 55 |SS5S5555S\ $555585 1558885 |\585888 1SS 1 sS |

] | VU L W —— | 4 W Y A W Y A T P VO [ W |
----------------------------- [ Hello, [snip] !!! J===sesccccccccc e ——————

1. We have PENETRATE your network and COPIED data.
* We have penetrated entire network including backup system and researched all about your data.

* And we have extracted all of your networks including sub offices and your service clients networks valua

2. We have ENCRYPTED some your files.

While you are reading this message, it means you found your files and data has been ENCRYPTED by world's si
We have access to all of your sub offices and client service networks but didn't lock them all for your br:
We can solve this issue sliently and smoothly without 3rd parties and we decided lock only some of your ma:

But don't worry, we can restore everything to the original without harming your business.

There is only one possible way to get back your systems and business - CONTACT us via LIVE CHAT and pay fo
MEDUSA DECRYPTOR and DECRYPTION KEYs, Data deletion, Keep silent in media.
This MEDUSA DECRYPTOR will restore your entire network, This will take less than 1 business day.
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® Ransom notes for group play

| @ play

« ReadMe.txt

PLAY

news portal, tor network links:

mbrlkbtg5jonagkurjwmxftytyn2ethgvbxfudrgjbkkknndgwaeébyd.onion
k7kg3jqgxang3wh7hnmaiokchk7qoebupfgoikérhaémjpzwupwtj25yd.onion

derdiarikucisvegmx.de

e playtxt

PLAY

teilightomemaucd@gmx.com

Zdroj: https://www.ransomware.live/

PLAY NEWS

CONTACT

Play ransomware
https://lwww.darkreading.com/remote-workforce/rackspace-massive-cleanup-costs-ransomware-attack
During the leak, we will inform your partners and customers with a link to their data.

United States
www
© views: 26845
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED

Crafi
United States

www

© views: 26828

added: 2023-11-02

publication date: 2023-11-07
PUBLISHED FULL

Br
United States

www.brodart.com
O views: 27322
added: 2023-10-30
publication date: 2023-10-30
PUBLISHED FULL

Online
United States

WWW.

© views: 27882

added: 2023-10-28

publication date: 2023-11-03
PUBLISHED FULL

Services

United States
WWW.
©O views: 26944
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED FULL

JD
United States

www.

©O views: 26801

added: 2023-11-02

publication date: 2023-11-07
PUBLISHED FULL

Het)
Belgium
www_het-veer.be
O views: 27791
added: 2023-10-28
publication date: 2023-11-03
PUBLISHED

Dn
United States

www.

© views: 27741

added: 2023-10-28

publication date: 2023-11-03
PUBLISHED FULL

, read the FAQ page.

Hily
United States
www
O views: 26948
added: 2023-11-02
publication date: 2023-11-07
PUBLISHED FULL

Bry
United States
www.bry-air.com
©O views: 27010
added: 2023-11-01
publication date: 2023-11-09
PUBLISHED FULL

KDI Office Technology
United States

www

©O views: 27809

added: 2023-10-28

publication date: 2023-11-03
PUBLISHED FULL

Bus
United States

www

O views: 27897

added: 2023-10-28

publication date: 2023-11-04
PUBLISHED FULL
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Play (II.)

,D0 not contact the FBI, police, or other government agencies. They do not
care about your organization, they will not let you pay the ransom, which
will entail the publication of files, after which courts, lawsuits, fines will

begin.”

PLAY NEWS CONTACT

PLAY FAQ
- What happened?

- We infiltrated your network, thoroughly investigated, stole all important, personal, private, compromising information, including databases and all
documents valuable to you, encrypted your data, making them inaccessible for use.

- How can i get my organization back to normal?

- The first th_ing you need to do is leave your contact in the feedback form, after that we will contact you and discuss the terms of the deal.
ReYaL:?;\T:;veml small files for decryption, we decrypt them and send it back to you, thus proving our technical ability to decrypt your network.
2. Right before payment, you must again send several small files for decryption, after receiving the decrypted files, you pay the price we indicated to
;.u ;\;lvﬂalli'r_leta. one hour after receiving the payment, we permanently delete your files from our storage, and send you a decryptor™ with detailed
:T?’Yt:’):cg::r?;pt your systems, and return to normal operation.

*The speed of the PLAY Decryptor is comparable to the speed of the PLAY, also, if during the encryption process you urgently de-energized your
network, this will not affect decryption, PLAY Decryptor uses the validation of encrypted sections.

- How can i trust you?

- We monitor our reputation. We are not an affiliate program, this guarantees the secrecy of deals, there are no third parties who decide to do otherwise
than their affiliate partners.

- What happens if we don't pay?

- in case of non-payment, we will notify your partners and customers, after which we will publish your data. It is highly likely that you will receive
claims from individuals and legal entities for information leakage and breach of contracts, your current deals will be terminated. Journalists and others
will dig into your documents, finding inconsistencies or violations in them. Your organization will lose its reputation, shares will fall in price,some
organizations will be forced to close. This is incomparable to the payment for a decryptor.
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Medusa |

& Ransom notes for group medusa $ 100000

I & medusa @ medusa

« IIIREAD_ME_MEDUSA!!Ltxt

3 11 38 34

$8\ S5 SHSSS551 S5HS5S5L S5\ S5\ $SSSSS\ $8888S\ DAYS HOURS MINUTES SECONDS

$85\ $5S 188 _____1%S __85\ 85| 85 188 __S85\ 88 __s%\

$885\ 5885 |88 | $8 1 $S IS8 | SS 1SS/ \__I186/ 88 |

SS\SSISS S5 [SSSSS\  $5 | S8 |SS | SS [\SISSSS\ S6888SS | Steel was incorporated in 1991, selling a wide variety of
S8 \8SS 88 IS8 __| 85| S5 IS8 | 88| \____8S\ 88 __8%

structural steel products. Desco Steel corporate office is located in

$8 1\S /35 188 | 85| 85 1851 S8 IS5\ 8% (88| S8 | | | ) ited
§6 | \_/ 85 |SSSSESSS\ SSS6SSS [\8S6SSS [\S688SS (8§ | 8§ | 270 Lancaster Ave 5te G2, Malvern, Pennsylvania, 19355, Unite
| LT I /o I\ P | States and has 10 emp\oyees.
----------------------------- [ Hello, [snip] !!! J=mememcmm e
(© 2024-03-15 16:29:38 460
WHAT HAPPEND?
1. We have PENETRATE your network and COPIED data.
* We have penetrated entire network including backup system and researched all about your data. PUBLISHED
* And we have extracted all of your networks including sub offices and your service clients networks valual
2. We have ENCRYPTED some your files.
While you are reading this message, it means you found your files and data has been ENCRYPTED by world's st
We have access to all of your sub offices and client service networks but didn't lock them all for your bri
We can solve this issue sliently and smoothly without 3rd parties and we decided lock only some of your ma: R . N
. ) . ) Center is a community-based non-profit,

But don't worry, we can restore everything to the original without harming your business.

. comprehensive provider of mental health and senior citizens’
There is only one possible way to get back your systems and business - CONTACT us via LIVE CHAT and pay fo support services. Kenneth Young Center corporate office is
MEDUSA DECRYPTOR and DECRYPTION KEYs, Data deletion, Keep silent in media. lacated in 1001 Rohlwing rd. Elk Grove Village inois, 60007

. : 4 .
This MEDUSA DECRYPTOR will restore your entire network, This will take less than 1 business day. .
United States and has 200 employees.
(© 2024-03-11 18:19:15 762
PUBLISHED
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Zdroj: https://www.ransomware.live/




Supply

\ Zdroj: https://pentest-tools.com/blog/supply-chain-attacks




zZive Predplatné ()

20.1.2021 20:00 | Bezpecnost

Utoky SolarWinds ziskali dal$i cenny
skalp. Prienik priznal aj bezpecnostny
Specialista Malwarebytes

Zdroj: iStockphoto

6 Martin Kovac 7 Odoberat Elanky
autora

Medzi obetami najdeme aj Microsoft.

Bezpecnostna spolocnost Malwarebytes s urcitym
oneskorenim (naprikiad voéi priznaniu firmy Microsoft)
oficidlne potvrdila, Ze sa taktiez stala obetou takzvaného

SolarWinds utoki

Dodavatelské vztahy (1)

= ilvé Predplatné )

20.2.2021 17:05 | Bezpecnost

Hackeri z utoku SolarWinds si stiahli aj zdrojové kaédy,
priznal Microsoft

Zdroj: Pixabay

@ Martin ove e Odoberat Elanky
autora

Data zakaznikov nemali byt nijakym spésobom ohrozené.

Microsoft priniesol dalSie informacie z vySetrovania rozsiahleho hackerského ttoku
LSolarWinds”, ktory okrem iného zasiahol nielen samotny Microsoft, ale aj mnohé viadne

institacie USA. Na tému upozornuju Bleepingcomputer.com ¢i Neowin.net

Zdroj: https://zive.aktuality.sk/clanok/150677/utoky-solarwinds-ziskali-dalsi-cenny-skalp-prienik-priznal-aj-bezpecnostny-specialista-malwarebytes/
https://zive.aktuality.sk/clanok/151230/hackeri-z-utoku-solarwinds-si-stiahli-aj-zdrojove-kody-priznal-microsoft/
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Dodavatelské vztahy (II.)

20.2.202117:05 | Bezpeénost’

Hackeri z utoku SolarWinds si stiahli aj
zdrojoveé kady, priznal Microsoft

5--:|Iarwln-d5.7’ MY DASHBOARDS ~ ALERTS & ACTIMITY ~ REPORTS - SETTINGS ~

NPM Summary

All Nodes managed by NPM “#2585955 0 MpLS Network R Cisco ACI Map

Interfaces with High Percent Utilization

o X -
Zdroj: Pixabay
L 5| Shon . Data zakaznikov nemali byt nijakym spésobom ohrozené.

Microsoft priniesol dalSie informacie z vySetrovania rozsiahleho hackerského utoku

MartiniKovac .SolarWinds". ktorv okrem iného zasiahol nielen samotnv Microsoft. ale ai mnohé viadne
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Zdroj: https://www.solarwinds.com/product-comparison/network-monitoring-solutions, https://zive.aktuality.sk/clanok/151230/hackeri-z-utoku-solarwinds-si-stiahli-aj-zdrojove-kody-priznal-microsoft/



Dodavatelské vztahy (lll.) ,'

APT UTOK CEZ DODAVATELA APT UTOK NA ZAKAZNIKA
Utocnik

Dodavatel

& ¢ 0 :

Dodavatel Dodavatel
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Zdroj: https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks



-
.

Be.zpe'énost’_ AI '(I.)

EAVESDROPPING/ DISASTERS
INTERCEPTION/
HIJACKING

s

UNINTENTIONAL NEFARIOUS
DAMAGES/ ACTIVITY
ACCIDENTAL

THREATS

FAILURES/

MALFUNCTIONS %é

PHYSICAL
ATTACKS

OUTAGES LEGAL

Zdroj: https://www.enisa.europa.eu/publications/artificial-intelligence-cybersecurity-challenges
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INPUT ARTIFICIAL INTELLIGENGE QuTPUT
SYSTEM

reULIR | making an

AﬁA[}K PATTERN IS INVISIBfE
T0 THE HUMAN EYE ‘monkey”

INVISIBLE

INPUT
me 1o — |

pattemn

Zdroj: https://www.belfercenter.org/sites/default/files/2019-08/AttackingAl/AttackingAl.pdf 1 19



0,

NERZITA

DATASET

LEARNING
ALGORITHM

MAC
LEA
MO

Zdroj: https://www.belfercenter.org/sites/default/files/2019-08/AttackingAl/AttackingAl.pdf, https://www.linkedin.com/pulse/dezinforma%C4%8Dnej-sieti-pravda-sa-podarilo-%C3%BAspe%C5%Alne-ai-

INE
ING
|

NORMAL LEARNING
o8B

13

Qﬁ

Bezpecnost Al (l11.)

POISONING ATTACK
0 a0

n%C3%A1lstroje-valenta-acjime/

Dezinformacnej sieti sa podarilo uspesne
ovplyvnit popularne Al nastroje

ﬂ? Tomas Valenta
\ iy Country Leader at Check Point Software Technologies Slovakia : ) ( )

March 18, 2025

ChatGPT, Copilot, Meta Al, Gemini alebo Grok opakuju v tretine pripadov prokremelské
dezinformacie. Informuje o tom analyza spolocnosti NewsGuard.

Rozsiahla aktivita siete nartsa sposob, ako velké jazykové modely spracuvaju informéacie.
Prenikanie ruskej propagandy do systémov umelej inteligencie sposobuje Sirenie nepravdivych
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https://www.belfercenter.org/sites/default/files/2019-08/AttackingAI/AttackingAI.pdf
https://www.belfercenter.org/sites/default/files/2019-08/AttackingAI/AttackingAI.pdf
https://www.belfercenter.org/sites/default/files/2019-08/AttackingAI/AttackingAI.pdf

%

NERZIT,
o )

. European Commission Legislation . European Central Bank Legislation

B European Banking Authority Legislation

NIS Directive

Directive on a high

) “Gexn ~ Pravna Uprava KB (I.)

I European Insurance and Occupational Pensions

Authority Legislation

Guidelines on
ICT and
security risk
management

=l level of Network and
§ Information Security
w CSEU
z r— [Goee |
w ybersecurity
o Strategy of the General Data
Eu«:opean Protection
Union Regulation
European Capital Central Revised Payments Markets in Guidelines on
Market Requirements Securities Service Directive Financial outsourcing
Infrastructure Regulation Depositories Instruments arrangements
; Capital Systematically Guidelines on
= Requirements Important ICT and
z Directive IV Systems security risk
e T Regulation management
Credit Rating
Agencies
Regulation

Zdroj: https://carnegieendowment.org/2021/03/16/european-union-cybersecurity-and-financial-sector-primer-pub-84055

121



" Gkeke Eurdpska pravna Uprava (l.)

= Zmluva o EU a Zmluva o fungovani EU
= Charta zakladnych prav EU

= NARIADENIE EUROPSKEHO PARLAMENTU A RADY (EU) 2016/679 z 27. aprila
2016 o ochrane fyzickych os6b pri spracuvani osobnych udajov a o volhom
pohybe takychto udajov, ktorym sa zruSuje smernica 95/46/ES (vSeobecné
nariadenie o ochrane udajov - GDPR)

= SMERNICA EUROPSKEHO PARLAMENTU A RADY (EU) 2022/2555 o opatreniach
na zabezpeéenie vysokej spolo¢nej urovne kybernetickej bezpe&nosti v Unii,
ktorou sa meni nariadenie (EU) €. 910/2014 a smernica (EU) 2018/1972 a zrusuje
smernica (EU) 2016/1148 (smernica NIS 2)
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Eurdpska pravna Uprava (II.)‘

. Transposed . Draft Law

= smernica sa musi transponovat do pravneho
poriadku (nariadenie plati priamo)

= (¢lenské staty mali transponovat smernicu do
17. oktébra 2024 (SR — od 1.1.2025)

= implementacia do pravnej upravy
v Clenskych statoch - organizacie sa musia
prisposobit az po prijati v danej krajine

= spolupraca pri zvladani incidentov
= koordinované zverejnovanie zranitelnosti
= riadenie kybernetickych rizik Clck here for version o

e !

Zdroj: https://ecs-org.eu/activities/nis2-directive-transposition-tracker/
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Eurdpska pravna uprava (lll.)

clenské sStaty boli primerane vybavené. Napriklad s timom reakcie na incidenty
pocitacovej bezpecnosti (CSIRT)

spolupracu medzi vSetkymi clenskymi statmi

kultura bezpecnosti v sektoroch, ktoré su zivotne dolezité pre nase hospodarstvo a
spolo¢nost

sprisnit uloZzené bezpecnostné poziadavky,

riesSit bezpecnost dodavatelského retazca,

zefektivnit ohlasovanie incidentov,

posilnit opatrenia v oblasti dohladu,

zaviest poziadavky na vymaéahanie prava s harmonizovanymi sankciami vo vsetkych
¢lenskych $tatoch EU.
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= zZive

28.11.2024 12:05 | Bezpecnost

Predplatné (3)

la o

Uroven kybernetickej bezpec 1 meni

sa zvysi

e

anomc::‘

Ako ovplyvni smernica NIS2 moznost po
softvér?

redakcia touchIT 25. februara 2025

Tento clanok je tlacova sprava a je publikovany bez redakcnych dprav.

V decembri 2022 schvalila Europska unia smernicu NIS2 (Network
Zdroj: istock and Information System Directive 2), ktora stanovuje pravidla a

poziadavky na kyberneticka bezpecnost ICT systémov a sieti.

zive

— Clenské staty EU mali implementovat NIS2 do svojich pravnych ,
)

. ] i poriadkov do 18. oktobra 2024. Na Slovensku smernica nadobudla
Novela bude ucinna od 1. januara :

i€¢innost 1. januara 2025. Ovplyvnia nové prisnejsie pravidla rodnej trovni a
Zvysenie Urovne kybernetickej bezpecnosti CO inost pouzivania druhotného softvéru? dlogickym VYVO
rizily LtArad o1t enAcnhana ninhhiim tanhnalaainlnim \nhiaiam a - nyc qultaI'ZéC|ou To_ su hlavné Clele, nOV€|V zakona o kybernetICkel

platna od 16. januara 2023.

Zdroj: https://zive.aktuality.sk/clanok/zpNPdfB/uroven-kybernetickej-bezpecnosti-na-slovensku-sa-zvysi/, https://touchit.sk/ako-ovplyvni-smernica-nis2-moznost-pouzivat-druhotny-softver/698207, 126
https://touchit.sk/je-vasa-firma-pripravena-na-nis2/620047, https://zive.aktuality.sk/clanok/JExEku3/prezident-podpisal-novelu-zakona-o-kybernetickej-bezpecnosti-co-sa-meni/
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" Geke Slovenska pravna uprava (l.)

Zakon €. 69/2018 Z. z. o kybernetickej bezpecnosti a 0 zmene a doplneni niektorych zakonov
= Prevadzkovatelia zakladnych sluzieb a prevadzkovatelia kritickych zakladnych sluzieb

Zakon €. 95/2019 Z. z. o informacnych technolégiach vo verejnej sprave a o zmene a doplneni niektorych
zakonov (ZolTVS)

" verejna sprava — ministerstva, mesta, obce, skoly ...

Zakon €. 18/2018 Z. z. o ochrane osobnych udajov a o zmene a doplneni niektorych zdkonov
= Prevadzkovatel, ktory spracuva osobné udaje

zdkon €. 305/2013 Z. z. o elektronickej podobe vykonu posobnosti organov verejnej moci a o zmene a
doplneni niektorych zakonov (zakon o e-Governmente)

zdkon €. 452/2021 Z. Z. o elektronickych komunikaciach

zadkon €. 215/2004 Z. z. o ochrane utajovanych skutocnosti
127



Slovenska pravna uprava (ll.)

13.12.2024 18:40 | Bezpecnost

Prezident podpisal novelu zakona o
= novela zakona ¢. 69/2018 7. z. o kybernetickej bezpeénosti, o sa meni

kybernetickej bezpecnosti

" rozSirenie povinnych subjektov
= zruSenie dopadovych a Specifickych kritérii
= bezpecnost dodavatelského retazca

" neboli novelizované vykonavacie pravne
predpisy, resp. osobitna pravna Uprava Zeog sk

zive
TASR

Novela bude tc¢inna od 1. januara 2025.

128

Zdroj: https://zive.aktuality.sk/clanok/JExEku3/prezident-podpisal-novelu-zakona-o-kybernetickej-bezpecnosti-co-sa-meni/



= § 17 ods. 1 pism. e) zakona o KB - osoba, ktora
spifia najmenej podmienky velkosti pre stredny
podnik a vykonava cinnost v niektorom zo
sektorov podla prilohy €. 1 alebo prilohy €. 2
zakona o KB

= odporucanie Komisie 2003/361/ES

= viac ako 50 zamestnhancov a
= obrat alebo sivaha nad 10 mil. €

Zdroj: https://www.nbu.gov.sk/novela-kyberzakona-je-predo-dvermi-nbu-zverejnil-pomocku-pre-organizacie/

Slovenska pravna uprava (lll.)

NIS2

Titulna stranka » Indikativna pomdcka na uréenie subjektu ako poskytovatela zakladnej

sluzby

Indikativna pomocka
na urcenie subjektu ako
poskytovatela zakladnej sluzby

Tento dotaznik sluZi vyluéne pre potreby organizacii na indikativne
urcenie toho, Ci organizacia moze byt zaradena do registra
poskytovatelov zakladnych sluZieb podla §17 zakona ¢. 69/2018 Z.z.

o kybernetickej bezpecnosti.

Vysledky tohto dotaznika maju iba informativny charakter a teda

nemaju pravne Ucinky
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" Gkeka Slovenska pravna uprava (I1V.)

= rozsirenie posobnosti na dodavatel'ské retazce

= § 17 ods. 1 pism. i) zakona o KB - tretia strana, ktora ma vyznamny vplyv pri
zabezpecovani kybernetickej bezpecCnosti, a ma uzatvorend zmluvu s
prevadzkovatelom zakladnej sluzby, ktory prevadzkuje kriticku zakladnu sluzbu

ATTACKER

4. get Codecov °
credentials 7. access code in Git of customer 0 glt
3. access l 6. get customer credentials
4. modify
2. deploy # e 5. download
modified
Inags ‘ CUSTOMER
1. build with bug
£A Codecov

SUPPLIER
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Zdroj: https://thehackernews.com/2021/05/rapid7-source-code-breached-in-codecov.html



Slovenska pravna L’Jprava (V.)'

Ldielanie Rekcia na
bezpeénostnych bezpeénostny incident
udajov - blokovanie

Riesenie Ozndmenie
bezpeénostnych bezpeénostnych
zranitelnosti incidentov

Implementacia Riesenie
bezpeénostnych bezpeénostnych
opatreni incidentov

Proaktivne &innosti Reaktivhe ¢innosti

Bezpeénostny

incident
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" Gkeke Slovenska pravna Uprava (VI.)

= § 15 ods. 2 ZoKB - preventivne sluzby:

= yytvaranim bezpecnostného povedomia,
= vycvikom,
= spolupracou s ostatnymi jednotkami CSIRT,

" monitorovanim a evidenciou zranitelnosti, kybernetickych hrozieb, kybernetickych kriz a
kybernetickych bezpecnostnych incidentoy,

= pripojenim na jednotny informacny systém kybernetickej bezpecnosti,

= poskytovanim informacii a Udajov do jednotného informacného systému kyberneticke;j
bezpecnosti,

= prijimanim a zasielanim v€asného varovania pred kybernetickymi bezpecnostnymi incidentmi
prostrednictvom jednotného informacného systému kybernetickej bezpecnosti,

= poskytovanim pomoci s monitorovanim siete a informacného systému alebo vykonavanim
takéhoto monitorovania po dohode so spravcom siete alebo prevadzkovatelom siete alebo
prevadzkovatelom informacného systému,
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" Gkeke Slovenska pravna Uprava (VIl.)

§ 15 ods. 3 ZoKB - reaktivne sluzby:

e vystraha a varovanie,

 detekcia kybernetickych bezpecnostnych incidentoy,

* analyza kybernetickych bezpecnostnych incidentov,

 odozva, ohraniCenie, rieSenie a naprava nasledkov kybernetickych bezpecnostnych incidentoy,

e asistencia pri rieseni kybernetického bezpecnostného incidentu na mieste,

* reakcia na kyberneticky bezpecnostny incident,

 podpora reakcii na kybernetické bezpecnostné incidenty,

 koordinacia reakcii na kybernetické bezpecnostné incidenty,

 navrh opatreni na zabranenie dalsSiemu pokracovaniu, Sireniu a opakovanému vyskytu
kybernetickych bezpecnostnych incidentov.
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"@&exs  Mytus—KB je suéasm? fenomén

" bezpecnostné hrozby a bezpecnostné opatrenia existovali aj pred smernicou NIS, smernicou
NIS 2 a zakonom o kybernetickej bezpecnosti

= povinnost venovat sa informacnej a kybernetickej bezpecnosti bola uz predtym
= rok 2000 - ISO/IEC 17799:2000
A.5.7 >—l |—~ m

= rok 2022 - ISO/IEC 27002:2022
.

A.8.16 Monitoring activities —
A.8.28 Secure coding —

Data leakage
11 new controls S A-8.12

introduced in the
ISO 27001 2022
revision

Web filtering  A.8.23

Zdroj: https://advisera.com/27001academy/explanation-of-11-new-iso-27001-2022-controls/ 134



iz,

NERZITA

= mensSie podniky su tiez cielmi utokov
utocnici sa zameriavaju na kazdého z nas

Cyber security incidents and breaches
against small organisations

Source: Da h Investigations Report 2022 (Verizor

here organ n size was known

es usea oniyw

Small Organisations (< 1000 Staff) Large Organisations (> 1000 Staff)

Cyber Security Incidents
2065 (76%)

636 (24%)

Cyber Security Breaches
715 (74%)

255 (26%)

O tekspace.com.au

6) - Gecka Mytus — KB je problém velkych a

znamych (1.)

& tvnoviny.sk

Novy typ podvodu cieli na
seniorov. Na vylakanie penazi

zneuzivajo telefony

0
[

Mobilny telefén sa moéze stat teréom podvodnikov. Zdroj: Unsplash.com/William Hook
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Zdroj: https://tekspace.com.au/articles/cyber-security-myths-misconceptions/, https://tvnoviny.sk/domace/clanok/932340-novy-typ-podvodu-cieli-na-seniorov-na-vylakanie-penazi-zneuzivaju-telefony
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Mytus — KB je problém velkych a

znamych (I1.)

= 3j mensSie podniky spadaju pod regulacie smernice NIS
2 a zakona o KB

= § 17 ods. 1 pism. e) zdkona o KB - osoba, ktorad spina
najmenej podmienky velkosti pre stredny podnik a
vykonava ¢innost v niektorom zo sektorov podla prilohy
C. 1 alebo prilohy €. 2 zakona o KB

= odporucanie Komisie 2003/361/ES
= viac ako 50 zamestnhancov a
=  obrat alebo suvaha nad 10 mil. €

Zdroj: https://www.nbu.gov.sk/novela-kyberzakona-je-predo-dvermi-nbu-zverejnil-pomocku-pre-organizacie/

NIS2

Titulna stranka » Indikativna pomocka na urcenie subjektu ako poskytovatela zakladnej

sluzby

Indikativna pomocka
na urcenie subjektu ako
poskytovatela zakladnej sluzby

Tento dotaznik sl(zi vylucne pre potreby organizacii na indikativne
uréenie toho, ¢i organizacia moze byt zaradena do registra
poskytovatelov zakladnych sluZieb podla §17 zakona ¢. 69/2018 Z.z.

o kybernetickej bezpecnosti.

Vysledky tohto dotaznika maju iba informativny charakter a teda

nemaju pravne Ucinky
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Mytus — KB je zodpovednost len IT a
MKB (l.)

= manazér kybernetickej bezpecénosti a zamestnanci IT nedokdzu zabezpedit vSetko sami
" pravna uprava vyzaduje integraciu kybernetickej bezpecnosti do riadenia organizacie
= zodpovednost — Statutarny orgdn

Hackers Breached Colonial Pipeline Using
Compromised VPN Password

£ Jun 07,2021 & Ravie Lakshmanan

White House's WiFi
password?

The ransomware cartel that masterminded the Colonial
Pipeline attack early last month crippled the pipeline operator's
network using a compromised virtual private network (VPN)
account password, the latest investigation into the incident has
revealed.
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Zdroj: https://thehackernews.com/2021/06/hackers-breached-colonial-pipeline.html
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NERZIT,
SWE A

Mytus — KB je zodpovednost’ Ienf ITa

MKB (II.)

kazdy zamestnanec nesie svoju mieru zodpovednosti.

prevencia cez pravidelné Skolenia a budovanie
bezpecnostnej kultdry.

82 %
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Zdroj: Verizon: DBIR Data Breach Investigations Report, 2022.
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“&exs  Mytus — KB je jednorazovy projekt (1.)

=  kyberneticka bezpecnost je neustaly proces, nie stav

= jde o prepojenie procesoy, [udi a technoldgii

" pozadujte kvalitu a nenechajte sa odbit zlozitymi pojmami
(BIA, RTO, RPO, threat hunting, CTI, ...) Password Change Sign

Up sheet

If you'd like to change your password please fill
out the form below and we will change your
password on the system you indicate.

| Full Name System (Yardi email, ect. ) Current password | New passw
faltnoy Al word |
/

i Sy e — ;5‘“"’”“ b stekctsy G
se)

PHDL LA S T '
Laclc [[ Sl PAssw:) }hﬂg 70,() |
B €D ‘L\T{.Qbﬂé —_lredsd@pi- - | mmmte,,

Sam Adens| Cike Tass SR Y Neosilise q/

[ o (

Technolégie i



“&exs  Mytus — KB je jednorazovy projekt (I1.)

Procesny diagram PDCA aplikovany na ISMS

Planovat’
Zaviest'
ISMS
= =
c c
g g
? 7
£ . , |Implementovat’ Udrziavat’ =
© Realizovat’ | prevadzkovat azlepsovat | VykKonavat’ o
S ISMS ISMS 2
g 2
8 8
= Monitorovat’ =
N a preskumat’ N
ISMS
Kontrolovat’ >
Poziadavky a oCakavania Riadena informacna
informaénej bezpecnosti bezpeénost’
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Plan kontinuity

RTO

reakcia na incident

>
zvycajny priebeh - i obnova OP zvycajny priebeh OP
obchodnych procesov (OP) Cem=T R - R s SEEaiak S il >
TS emal . "'.hi alternativny OP > A&nie Zvycajnej prevadzky
zotavenie z incidentu i
Reakcia na incident Obnova cinnosti

(IR) (BR)

Zdroj: ISO/IEC 270035:2011
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Pravidla Cistého stola (l.) '

»AKk preplneny st6l znamena pretazenu mysel, ¢o potom znamena prazdny sto6l?“
Albert Eistein

Albert
| Bunstetn
!
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Zdroj: https://privacymatters.ubc.ca/desk-test-answers



(1) Na konci pracovnej doby odstranit
z povrchu pracovného stolu vsetky
zlozky na dokumenty, pamatové
média a ulozit ich do
uzamkynatelného priestoru.

(2) Klice od uzamkynatelnych
priestorov.  nesmu byt  volne
dostupné.

(3) Okamzite po vytlaceni odstranit
dokumenty z  tlaciarni  alebo
kopirovacich zariadeni.

o

il

1
=

Pravidla Cistého stola (l1.) '

-9
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Pravidl gistého stola (IIl.)

(4) Citlivé dokumenty musia byt zni¢ené
pomocou skartovacieho zariadenia.

(5) Po skonceni prace vypnut pocitac.

(6) Pri kazdom opusteni pracovného

miesta uzamknut pocita¢ heslom. i B
(7) Otvorené programy po ukonceni L
prace odhlasit. 9 3
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(8) Pri prenose notebookoy,
smartfonov a inych mobilnych
zariadeni je zakdzané ponechdvat
tieto zariadenia bez dozoru.

(9) Ponechat mobilné zariadenia
v automobile (aj v uzamknutom) bez
dozoru je prisne zakazané.

(10) Zatvarat dvere po vstupe do
miestnosti chranenej pristupovym
systémom.

* Pravidla &istého stola (1.) ,.
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Privacy & Security
Training
ere

INCOMPLETE I
« Inbox

Zdroj: https://privacymatters.
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Zaverecny test

KC KB UPJS - Laik, odborny zamestnanec, manazér - Modul C. 1 - Test

Vzdelavanie pre zamestnancov verejnej spravy v kategérii pouzivatelov ,laik”, ,odborny zamestnanec” a ,manazér” - Modul ¢. 1 - Uvod do kybernetickej a

informacnej bezpecnosti (KIB).

Po odoslani tohto formuléra sa vase Udaje, ako je meno a e-mailové adresa, nebudu automaticky zhromazdovat, pokial ich sami neposkytnete.

* Povinné

1. Meno a priezvisko * [T}

Zadajte svoju odpoved’

2. Nazov organizacie * [T}

Zadajte svoju odpoved

3. Datum testu * (1)

Zadajte datum (d. M. yyyy)

4. Co znamena pojem "dévernost informécie"? (1 bod) *

03

[

148



© - Spatna vazba

= Spatna vazba: ...

Spatna vazba
KCKB: Vzdelavanie pre zamestnancov verejnej spravy v kategorii pouzivatelov ,laik”, ,odborny zamestnanec” a ,manazér”

When you submit this form, it will not automatically collect your details like name and email address unless you provide it yourself.
* Required

1. Datum skolenia *

Please input date (M/d/yyyy)

2. Cislo modulu *

O Modul ¢. 1 - Uvod do kybernetickej ainformacnej bezpe¢nosti (KIB)
Q Modul €. 2 - Kritické myslenie a dezinformacie

Q Modul ¢. 3 - Sociélne inZinierstvo
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