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Odborny zamestnanec

Rola: Odborny zamestnanec
Vedomosti: 1) vybrané zdkladné pojmy v kybernetickej bezpeénosti BL2
2) vyznam osobnych tdajov a citlivych informaénych aktiv BL2
3) zdroje typickych hrozieb a kategorie hrozieb (imyselné BL2
hrozby, ndhodné hrozby, hrozby prostredia)
4) aktualne typy hrozieb (napr. Skodlivy kod, phishing, spam, BL2
utok na internetové sluzby alebo stranky (Denial of
Service (DoS)/znemoznenie pristupu k pozadovanej sluzbe
(Distributed denial of service (DDoS), botnety, kradez
identity a d’al3ie)
5) 1dentifikacia, autentizacia, autorizacia BL2
6) spdsoby overenia digitalnej totoZnosti vyznam BL2
viacfaktorovej autentizacie a typy autentiza¢nych faktorov
7) zakladné principy bezpe¢ného pouzivania hesiel BL2
8) vyznam Skodlivého kodu (malvér) a spdsoby utokov BL2
Skodlivym kddom
9) rizika pouzivania zariadeni IKT BL2
10) zakladné zranitel'nosti smartfénov BL2
11) zakladné principy vzdialeného pristupu a bezpe¢nostné BL2
zasady pri praci na dial’ku
12) obsah pojmu digitalne sukromie BL2
13) vyznam pojmov digitalny popis, elektronicky podpis, BL2
kvalifikovany elektronicky podpis, ¢asova peciatka
14) zakladné zasady bezpecnosti, ochrany osobnych udajov BL2
a etikety pri telekonferenciach a online rokovaniach,
stretnutiach
15) bezpec¢nostné rizika a rizika ochrany sukromia pri BL2
pouzivani socialnych sieti pokial’ st v organizacii
povolené
16) podstata itokov formou socialneho inZinierstva (phising, ~ BL2
vishing, smishing, Business Email Compromise)
BL2

17) zakladné poznatky na Gseku trestného prava
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Groups Victims This year This month

268 20 315 291

Zdroj: https://www.ransomware.live/



{ 9SG 2122 yi
Od: Jhrasko<....@yahoo.|p>

/| AT Ot sAdots 8.septembra2018 3:36
Komu: XXX.XXX@UpjS.SKXXX.XxXx@upjs.sk>

Predmet: Your password igJanka
| am awaresrJankais your passphrase. Lets get right to purpose.

Hackeri napadli socilnu siet Linkedin. ” You may not know me and you are most likely thinking why you
Ukradli 6,5 milidna hesiel are getting this e mail? None has compensated me to investigate
ny.sk / Veda a technika £ wannusirovi abOUt you

You get just two solutions. Whyont we look at these types of
options in particulars:

1st solution is to skip this e mail. In this situation, | most certair
will send your very own recorded material to almost all of your
contacts and then just think regarding the humiliation you feel.
Furthermore if you happen to be in a romantic relationship,
exactly how it would affect?

<

Number 2 alternative would be tgive me $4000Let us describe
it as a donation. Subsequently, | will asap eliminate your video
You could go on with your dailp utine like this never happened

Zdroj: https://www.noviny.sk/vedaa-technika/104055hackert ) ]
napadlisocialnusiet-linkedin-ukradli-6-5-miliona-hesiel and you will not hear back again from me. 10
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Ransomware attack: Maastricht University
pays out $220,000 to cybercrooks

Adam Bannister 07 £

YOHRsME

Dutch institution regrets striking ‘devil’s bargain’ but said it had to put staff and students first

UNIVERSITEIT
WD W

= ——

Nemocnicu v Cesku ochromil ransomvér, napldnované operacie sa
rusia

Ve
é:, —f l_ > 7?‘

2

L :al.lmd;{"’-"
LB 3 | ) ) o | 51 NAN w

Zdroje https://mobil.sk/clanok/3517hackerisa-naburalirdo-kamier-android-smartfonowvkeby-sa-nepriznalinikto-by-to-ani-nevedel| 11
https://portswigger.net/daily-swig/ransomwareattack-maastrichtuniversity-paysout-220-000-to-cybercrooks
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Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak

m Colonial CEO hopes U.S. goes after criminal hackers abroad
CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor
Accounts

LIVE ON BLOOMBERG

WatchLive TV >
Listen to Live Radio >

9 SCOTT IKEDA - DECEMBER 2,2021

000

Internal emails published by Bleeping Computer reveal that leading furniture

Photographer: Samuel Corum/Bloomberg

retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by
By William Turton and Kartikay Mehrotra >
June 4, 2021, 3:58 PM EDT internal and vendor accounts that have already been compromised.

Zdroje https://www.bloomberg.com/news/articles/202106-04/hackersbreachedcolonialpipeline-usingcompromisedpassword 12
https://www.cpomagazine.com/cybewsecurity/ikeasuffersongoingphishingattacksfrom-compromisedinternal-and-vendor-accounts/
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#Firmy & Lesy SR 28.6.2022 06:55 | Telekom
Statne lesy zostali po hekerskom ) Telekom Z.a§'€‘h°| ransomverovy
uitoku bez systémov. NeméZu utok. Funguje aktivacia balickov aj e-shop

predavat palivové drevo a padol
im aj portal na kontrolu tazby

_i'_;f IVAN HALUZA  + Zapnit clanky e-mailom » = A

Zdroj: iStock a Gprava Zivé.sk

Zdroj: https://zive.aktuality.sk/clanok/j42eNLl/telekomasiahoiransomverovyutok-funguje-aktivaciabalickowvaj-e-shop/, 13
https://e.dennikn.sk/2999023/statnelesy-zostalipo-hekerskomutoku-bez-systemovnevediapredavatdrevo-a-padolim-aj-portal-na-kontrolu-tazby/
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Ko§|ckaiupa ¢elila kybernetickému utoku,

elektronické sluzby uradu su do¢asne

nefunkéné

Hackeri zverejnili data ukradnuté
Univerzite Mateja Bela, za¢inaju sa Sirit
internetom

PUBLISHED

&,
=
&
%

)

Universitas Matthiae Belii association

. Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the

central Slovak town of Banské Bystrica. The university was

UNIVERZ[TA established in 1992. At the moment, more than 6,000 students are
MATEJA BELA studying at the university.
V BANSKEJ BYSTR

W Download data now!

O Jun 25, 2023, 01:17:21 PM 2055 ©
Zdroj: Pixabay
Zdroj: Jén Koliba
Podobne ako v minulosti, aj tentoraz malo ist o ransomveér.
Zdroj: https://zive.aktuality.sk/clanok/8rvLPeR/kosickaipacelilakybernetickemuutoku-elektronickesluzbyuradu-su-docasnenefunkcne/ ' 14

https://zive.aktuality.sk/clanok/cfRr3Xg/hackerdverejnilidata-ukradnute-univerzitemateja-bela-zacinajusa-sirit-internetom/
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22.3.2024 15:46 | Bezpecnost

Hackeri udreli na Slovensku narodnu
kniznicu. Nejdu pristupy k zdrojom ani
kontakty

DIKDA' Biaky

Najnovsie

Vianocné pohladnice

Priruéna kniznica SNK

Atlas mép rizikovych z6n mesta
Kosice

Blisfanova, Monik

Zdroj: reprofoto Snk.sk, iStock a tprava redakcia

{ gS

Rumunské nemocnice napadnuté ransomvérom

Vypublikované 13. 02. 2024

ransomware-nemocnice-860x360

Najmenej 25 rumunskych nemocnic bolo odrezanych od online sluZieb po tom, ¢o Gtok
ransomvéru znefunkénil ich systém na spravu zdravotnej starostlivosti. Cielom Gtoku
bol HIS, ktory sa pouZiva v nemocniciach na spravu lekarskej ¢innosti a idajov o
pacientoch. Utok, ktory sa odohral pocas noci z 11. na 12. februéra 2024, zasiahol
produkéné servery HIS a v désledku toho systém prestal fungovat, siibory a databézy
boli zadifrované. Rumunské ministerstvo zdravotnictva uviedlo, 7e incident je
predmetom vy3etrovania IT Specialistami, vratane odbornikov na kybernetickd
bezpecnost z Narodného riaditelstva pre kybernetick( bezpecnost (DNSC), a posudzuji
sa moznosti obnovy. Zoznam zasiahnutych nemocnic bol aktualizovany po zverejneni
aktualizacie DNSC a zahitia nemocnice v réznych regiénoch Rumunska vratane centier
pre regionalnu a onkologicku lie¢bu.

Zdroj: https://www.nbu.gov.sk/rumunskeemocnicenapadnuteransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hacketrelina-slovenskenarodnukniznicunejdu-pristupy-k-zdrojomani-kontakty/
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TREND &  Predplatit = ilvé Predplatné ()
Hekeri po utoku na kataster Ziadaju vysoké Kataster po mesiaci: Stat prelomil
vykupné, stat nemusi disponovat’ zalohami dat micanie. Co radi a slubuje ludom

:
19585
A

.“

Zdroj: iStock, reprofoto Zbgis.skgeodesy.sk, Uprava redakcia

Zdroj: Shutterstock ?
=
b g \ -
Q Daniel lvancak

= online editor Lukas Filip Hanker
" Kosno

Zhrnuli sme novinky okolo katastra presne mesia

9.1.7:35 | Aksa hekersky utok vtakomto rozsahu potvrdi, na Slovensku titoku. Mame oficialne vyjadrenia tradu.

mozZe nastat'chaos

Zdroj: https://www.trend.sk/spravy/hekeri-utoku-kataster-ziadaju-vysoke-vykupne-stat-nemusi-disponovat-zalohami-dat 16
https://zive.aktuality.sk/clanok/MkBBFdIl/kataster-po-mesiaci-stat-prelomil-mlicanie-co-radi-a-slubuje-ludom/
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Zdroj: https://wvyv_v.timeout.com/chicago/tv/unde{the-dometv-review
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Zdroj. https://www.newyorker.com/magazine/2018/11/12/whydoctors-hate-their-computers

20
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Zdroj. https://dribbble.com/shots/6278477Compositionrwith-little-doctors
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Stani¢né namestie

Kosice, KoSice Region
@ Google Street View

Apr2024 See more dates

Image capture: Apr 2024 © 2024 Google Siovskiz  Terms  Prvecy  Report s problen
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This apphcabon has requested the

Runtime to terminate it in an

unusual WaYy
s support team for more information

>

Please contact the applhcation
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Your computer was unable to start

tartup Repair

Do you want to restore your computer using System Restore?

Startup Repair can try to restore your computer to an earlier point in time when it
worked correctly ]

A3
rsonal data, but it might remove some programs that
do this restoration

l |
Restore Cancel \ |

This repair will not change pe
w~ere installed recently. You cannot un

kgt TE L RN
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Computers & Security
Volume 38, October 2013, Poges 97-102

From information security to cyber security

Rossouw von Selms 9 &, Johan van Niekerk =
Show more W

+ Add to Mendeley «§ Share 99 Cite

https:/doi.org/10.1016/j.cose.2013.04.004 A Get rights and content A

Abstract

The term cyber security is often used interchangeably with the term information security.
This paper argues that, although there is a substantial overlap between cyber security
and information security, these two concepts are not totally analogous. Moreover, the
paper posits that cyber security goes beyond the boundaries of traditional information

security to include not only the protection of information resources, but also that of other

assets, including the person him/herself. In information security, reference to the human
factor usually relates to the role(s) of humans in the security process. In cyber security
this factor has an additional dimension, namely, the humans as potential targets of cyber
attacks or even unknowingly participating in a cyber attack. This additional dimension
has ethical implications for society as a whole, since the protection of certain vulnerable
groups, for example children, could be seen as a societal responsibility.

ws LYF2NNESYL | 18

INTERNATIONAL 150 /1EC
STANDARD 27032

Second edition
2023-06

Cybersecurity — Guidelines for
Internet security

Cybersécurité — Lignes directrices relatives a la sécurité sur l'internet

Zdroj:VonSolms Rossouw, and Johan Van Niekerk. "From information security to cyber seawityplters & securit38 (2013): 97102.
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Zdroj:VonSolms Rossouw, and Johan Van Niekerk. "From information security to cyber seaaityptiters & securit38 (2013): 97102.
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TOP15 KYBERNETICKYCH HROZIEB

!www Ef

Malvér Utoky cez webové Phishing Utoky na webové aplikécie Spam
I A 2
= s
DDoS utoky Kradez identity Unik Gdajov Hrozba zvnutra Botnety
1 ., M 4 A 15
Fyzicka manipulacia, Unik informacii Ransomver Kybernetické $pionaz Kryptojacking
poskodenie, kradez (vydieracsky softvér) (zneuzitie vypoctova vykonu
a strata na taZenie kryptomien)

34

Zdroj: https://www.enisa.europa.eu/publications/enighreat-landscape2020ist-of-top-15-threats
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JIKCVE-2019-0708 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resu

the information provided.

Current Description

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when

attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote Desktop Services

Vulnerability'.

Source: MITRE
#View Analysis Description

Impact

CVSS v3.0 Severity and Metrics:

Base Score: 9.8 CRITICAL

Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (V3.0 legend)
Impact Score: 5.9

Exploitability Score: 3.9

| Remote Desktop
» Connection

Computer:
Username:  None specified

»  Show Optons

The computer name field is blank. Enter a full remote computer
name

LCornoct

|

Help

CVSS v2.0 Severity and Metrics:

Base Score: 10.0 HIGH

Vector: (AV:N/AC:L/Au:N/C:C/1:C/A:C) (V2 legend)
Impact Subscore: 10.0

Exploitability Subscore: 10.0

Zdroj: https://nvd.nist.gov/vuln/detail/CVE20190708
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Target and A

Scope of
Damage
Seconds
Global
Infrastructure Next Generation
Impact Minutes * Cognitive threats:
social networks
Regional 3" Generation _ (likejacking)
Networks Hours * Infrastructure ¢ PDA and consumer
hacking electronics exploits
_ 2"d Generation < Flash threats  * Widespread website
Multiple * Network DoS - ¢ Massive worm - compromises
Networks Days * Blended threat  drives « Disruption of critical
15! Generation (worm + virus + < DDoS infrastructure
Individual | * Macro viruses Trojan) * Damaging * Virtualization exploits
Networks [ ¢ Email " Turbo worms payload, "« Memory scraping
e DoS » Widespread viruses, * Hardware hacking
» Limited hacking  system hacking and worms * |Pv6-based attacks
Individual
Computer 1990s Early 2000s Late 2000s Today

Zdroj: http://lwww.ciscopress.com/articles/article.asp?p=1998559
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Verified Has App Reset All

15 v Search PHP| X l

D
[

= 2021-07-27 * X PHP 7.3.15-3 - ' PHP_SESSION_UPLOAD_PROGRESS' Session Data Injection WebApps PHP S1iv3r
2021-06-30 * a X phpAbook 0.9i - SQL Injection WebApps PHP Alejandro Perez

:.C.)\ 2021-06-16 * X  OpenEMR 5.0.1.3 - /portal/account/register.php’ Authentication Bypass WebApps PHP Ron Jost

‘ 2021-06-03 : PHP 8.1.0-dev - 'User-Agentt’ Remote Code Execution WebApps PHP flast101

.J 2021-05-28 3 + ] PHPFusion 9.03.50 - Remote Code Execution WebApps PHP g0ldm45k

1+ 2021-05-18 * X  EgavilanMedia PHPCRUD 1.0 - ‘First Name' SQL Injection WebApps PHP Dimitrios Mitakos
2021-05-10 * X  PHP Timeclock 1.04 - 'Multiple’ Cross Site Scripting (XSS) WebApps PHP Tyler Butler
2021-05-07 * X  PHP Timeclock 1.04 - Time and Boolean Based Blind SQL Injection WebApps PHP Tyler Butler

2
2021-04-21 * X Fast PHP Chat 1.3 - ‘my_item_search’ SQL Injection WebApps PHP Fatih Coskun
2021-04-01 * X phpPgAdmin 7.13.0 - COPY FROM PROGRAM Command Execution (Authenticated) WebApps Multiple Valerio Severini
2021-01-28 * X  EgavilanMedia PHPCRUD 1.0 - 'Full Name’ Stored Cross Site Scripting WebApps PHP Mahendra Purbia
2021-01-15 : X PHP-Fusion CMS 9.03.90 - Cross-Site Request Forgery (Delete admin shoutbox message) WebApps PHP Mohamed Oosman

Zdroj: https://www.exploitdb.com/
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o Why GitHub? Team Enterprise Explore Marketplace Pricing CVE-2019-0708 Signin  Sign up

Repositories @ 127 repository results Sort: Best match +
Code ?
B zerosumOx0/CVE-2019-0708
Commits @
Scanner PoC for CVE-2019-0708 RDP RCE vuln
Issues @ Yr12k @C Apache-2.0license Updated on 6 Dec 2020
Discussions 0

B Ekultek/BlueKeep
Proof of concept for CVE-2019-0708
Y7 1.1k @Python Updated on 3 Sep 2019

Packages 0
Marketplace

0
Topics e

o I nixbyte/CVE-2019-0708
Wikis o dump

Users ¥y 476 @ Python Updated on 1Jun 2019

Languages H k8gege/CVE-2019-0708
3300 S mAREH i TRECVE-2019-0708:L 21 M T E(Rdpscan Bluskeep Check)

security  exploit hacking poc rdp pentest exp ove-2019-0708  kBcscan 3389
¥r 356 @Python Updated on 13 Jun 2019

Pythan 56

I
5

Ruby 14
e 2 [ robertdavidgraham/rdpscan
s 1 A quick scanner for the CVE-2019-0708 "BlueKeep” vulnerability.
Yres @cC Updated on 22 Jun 2019
Go 1
HTML 1
B Oxeb-bp/bluekeep
Fowershell ! Public work for CVE-2019-0708
Shel 1 Y7290 @Python GPL-3.0license Updated on 19 Nov 2019
Advanced searc Cheat sheet [m] alg o?,-':lJekeeprVE—Emg—D?Oafpc c_to_exp oIt Public archive

An Attempt to Port BlueKeep PoC from @Ekultek to actual exploits
1r 346 @ Python  GPL-3.0license  Updated on 10 Jan

Zdroj: https://github.com/
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(SP800-30).

High

Intruder
Knowledge

Attack
Sophistication

Low

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of inciddms. Aadvepppreddvermore

National Laboratory (April 2009), 2009, 724,
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control
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Tools

“stealth™ / advanced
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packet spoofing

denial of service

distributed
attack tools (DDoS)
www attacks

automated probesiscans

back doors
disabling audits | netwyrk mgmt. diagnostics
: hijacking
burglanes | sessions
! exploiting known vulnerabilities

| password cracking
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