
Đvod do kybernetickej 
a informaļnej bezpeļnosti

(Vzdel§vanie pre zamestnancov verejnej spr§vy v kateg·ri² 
pouģ²vateŎov Ălaikñ, ĂodbornĨ zamestnanecñ a Ămanaģ®rñ 

ïmodul ļ. 1)

Meno Priezvisko

XX.XX.XXXX



Y/ Y. ¦tW~ όLΦύ

Á¦tW~ ς ǾǑŜǘƪȅ Ŧŀƪǳƭǘȅ κ /{Lw¢-UPJS / CCVaPP

ÁŎƛŜƯΥ ȊǾȇǑŜƴƛŜ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ǇƻǾŜŘƻƳƛŀ ǊŜƭŜǾŀƴǘƴȇŎƘ ǎǳōƧŜƪǘƻǾ |  ƻǇŜǊŀǘƝǾƴŜƧ 
ōŜȊǇŜőƴƻǎǘƛ| ǾȇǎƪǳƳ Ǿ Y.
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Y/ Y. ¦tW~ όLLΦύ

3

A1 - Zariadenie 
a vybavenie KC

A2 - ¢ǾƻǊōŀ ƳŀǘŜǊƛłƭƻǾΣ 
predmetov

A4 - ±ȇǎƪǳƳƴł 
őƛƴƴƻǎǙ

A3 - ¢ǾƻǊōŀ ƳŜǘƻŘƝƪΣ 
ǾȊŘŜƭłǾŀŎƝŎƘ 
ƳŀǘŜǊƛłƭƻǾ

A5 - 9ȄǇŜǊǘƴł őƛƴƴƻǎǙ

A6 - /ŜƭƻȌƛǾƻǘƴŞ 
ǾȊŘŜƭłǾŀƴƛŜ

A8 - {ǇƻƭǳǇǊłŎŀ

A9 - hŘōƻǊƴŞ 
poradenstvo

A7 ς ½ǾȅǑƻǾŀƴƛŜ 
odbornosti



https:// cyberawareness.sk/

Y/ Y. ¦tW~ όLLLΦύ
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLΦύ

Á±ȅƘƭłǑƪŀ őΦ пфнκнлнн ½Φ ȊΦ ƪǘƻǊƻǳ ǎŀ 
ǳǎǘŀƴƻǾǳƧǵ ȊƴŀƭƻǎǘƴŞ ǑǘŀƴŘŀǊŘȅ Ǿ ƻōƭŀǎǘƛ 
ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛ

ÁƪŀǘŜƎƽǊƛŀ ǇƻǳȌƝǾŀǘŜƯƻǾ αL¢ ƳŀƴŀȌŞǊάΣ 
αƛƴŦƻǊƳŀǘƛƪάΣ αȊŀƳŜǎǘƴŀƴŜŎ Ǿ 
ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛϦ 

ÁƪŀǘŜƎƽǊƛŀ ǇƻǳȌƝǾŀǘŜƯƻǾ αƭŀƛƪάΣ αƻŘōƻǊƴȇ 
ȊŀƳŜǎǘƴŀƴŜŎά ŀ αƳŀƴŀȌŞǊά
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ÁwŜƎƛǎǘǊłŎƛŀ ς ǇƻǊǘłƭ //±ŀtt ς https://portal.ccvapp.upjs.sk/

Á±ȊŘŜƭłǾŀƴƛŜ ǇǊŜōƛŜƘŀ ƻƴƭƛƴŜ κ ǇǊŜȊŜƴőƴŜ 

ÁOnline ς MS Teams platforma

ÁǇǊŜŘ ƪŀȌŘȇƳ ǎǘǊŜǘƴǳǘƝƳ - odkaz

Á7 modulov ς Ǉƻ ǳƪƻƴőŜƴƝ ǾǑŜǘƪȇŎƘ ς ƻǎǾŜŘőŜƴƛŜ ƻ ŀōǎƻƭǾƻǾŀƴƝ 

ÁYǊłǘƪȅ ǘŜǎǘκȊƘǊƴǳǘƛŜ

ÁDiskusia ς ǇǊƛŜōŜȌƴŜ ŀƧ ƴŀ ȊłǾŜǊ

Á{ǇŅǘƴł ǾŅȊōŀ 
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLLΦύ



Å2ŀǎƻǾȇ ƘŀǊƳƻƴƻƎǊŀƳ
Å08:30 ς 10:00 ς 1. blok

Å10:00 ς 11:30 ς 2. blok

Å11:30 ς 12:30 ς ǇǊŜǎǘłǾƪŀ

Å12:30 ς 14:00 ς 3. blok
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLLLΦύ



2Ɲǎƭƻ 
modulu

błȊƻǾ ƳƻŘǳƭǳ
2ŀǎƻǾł 
ŘƻǘłŎƛŀ όпр 

min.)
Forma stretnutia

Modul ő. 1 ¨ǾƻŘ Řƻ ƪȅōŜǊƴŜǘƛŎƪŜƧ ŀƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛ όYL.ύ6 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 2 YǊƛǘƛŎƪŞ ƳȅǎƭŜƴƛŜ ŀ ŘŜȊƛƴŦƻǊƳłŎƛŜ8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 3 {ƻŎƛłƭƴŜ ƛƴȌƛƴƛŜǊǎǘǾƻ 8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 4 .ŜȊǇŜőƴƻǎǙ ǇǊŜǾłŘȊƪȅ ŀ ǊƛŜǑŜƴƛŜ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ ƛƴŎƛŘŜƴǘƻǾ8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 5 5ƛƎƛǘłƭƴŀ ƛŘŜƴǘƛǘŀ ŀ ǎǵƪǊƻƳƛŜ Ǿ ƻƴƭƛƴŜ ǇǊƻǎǘǊŜŘƝ6 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 6
½łƪƭŀŘȅ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ ǘŜŎƘƴƻƭƽƎƛƝ ǇǊŜ 
KIB I.

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 7
½łƪƭŀŘȅ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ ǘŜŎƘƴƻƭƽƎƛƝ ǇǊŜ 
KIB II.

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όL±Φύ



Zdroj: https://www.ransomware.live/

{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLΦύ
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{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLLΦύ

2012

10

Od: Jhrasko<....@yahoo.jp>
/ÄÏÓÌÁÎï: sobota, 8. septembra2018 3:36
Komu:  xxx.xxx@upjs.sk<xxx.xxx@upjs.sk>
Predmet:Your password is vJanka
I am aware vJankais your passphrase. Lets get right to purpose. 
You may not know me and you are most likely thinking why you 
are getting this e mail? None has compensated me to investigate 
about you.
...
You get just two solutions. Why dont we look at these types of 
options in particulars:

1st solution is to skip this e mail. In this situation, I most certainly 
will send your very own recorded material to almost all of your 
contacts and then just think regarding the humiliation you feel. 
Furthermore if you happen to be in a romantic relationship, 
exactly how it would affect?

Number 2 alternative would be to give me $4000. Let us describe 
it as a donation. Subsequently, I will asap eliminate your video. 
You could go on with your daily ro utine like this never happened 
and you will not hear back again from me.

Zdroj :  ht tps:/ /www.noviny.sk/veda-a-technika/104055-hackeri-
napadl i-socialnu-siet-l inkedin-ukradl i-6-5-mil iona-hesiel 

mailto:....@yahoo.jp
mailto:....@yahoo.jp


{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLLΦύ

2020

Zdroje: ht tps:/ /mobi l .sk /c lanok/3517-hackeri-sa-nabural i-do-kamier-android-smart fonov-keby-sa-nepriznal i-n ikto-by-to -ani-nevedel,  
ht tps:/ /portswigger.net/dai ly-swig/ransomware-attack-maastr icht-universi ty-pays-out-220-000-to -cybercrooks
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2021

Zdroje: ht tps:/ /www.b loomberg.com/news/ar t ic les/2021-06-04/hackers-breached-colon ial-p ipel ine-using-compromised-password, 
ht tps:/ /www.cpomagazine.com/cyber-securi ty/ ikea-suf fers-ongoing-phishing-at tacks-from-compromised-in ternal-and-vendor-accounts/ 12

{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLLLΦύ



2022
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{ǾŜǘ ƻƪƻƭƻ ƴłǎ όL±Φύ

Zdroj :  ht tps:/ /z ive.aktual i ty.sk/clanok/ j42eNLl/ telekom-zasiahol-ransomverovy-utok-funguje-akt ivacia-bal ickov-aj-e-shop/,  
ht tps:/ /e.dennikn.sk/2999023/statne-lesy-zostal i-po-hekerskom-utoku-bez-systemov-nevedia-predavat-drevo-a-padol-im-aj-portal-na-kontrolu-tazby/



Zdroj :  ht tps:/ /z ive.aktual i ty.sk/clanok/8rvLPeR/kosicka-zupa-cel i la-kybernet ickemu-utoku-elekt ronicke-sluzby-uradu-su-docasne-nefunkcne/ 
https:/ /z ive.aktual i ty.sk/clanok/cfRr3Xq/hackeri-zverejn i l i-data-ukradnute-univerzi te-mateja-bela-zacinaju-sa-sir i t-internetom/ 14

2023

{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±Φύ



{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±LΦύ

2024

15Zdroj: https://www.nbu.gov.sk/rumunske-nemocnice-napadnute-ransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hackeri-udreli-na-slovensku-narodnu-kniznicu-nejdu-pristupy-k-zdrojom-ani-kontakty/



{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±LLΦύ
2025

Zdroj :  https:/ /www.t rend.sk/spravy/heker i -utoku-kataster-z iadaju-vysoke-vykupne-s tat -nemusi-d isponovat -zalohami-dat 

https:/ /zive.aktual i ty.sk /c lanok/MkBBFdI/kataster -po-mesiac i -stat -pre lomi l -mlcanie-co- radi-a-s lubuje- ludom/
16
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{ǾŜǘ ƻƪƻƭƻ ƴłǎ

9ȄƛǎǘǳƧŜ млл҈ ƪȅōŜǊƴŜǘƛŎƪł 
ōŜȊǇŜőƴƻǎǙ Κ

Zdroj: https://www.timeout.com/chicago/tv/under-the-dome-tv-review



18

V tieni ... 
ōŜȊǇŜőƴƻǎǙ 
ƴŜǎƪƾǊ

Zdroj: http://hellinahandbasket.net/?attachment_id=788



2ƻ ƧŜ ƛƴŦƻǊƳŀőƴł ōŜȊǇŜőƴƻǎǙΚ όLΦύ

±ǑŜǘƪȅ ǾŀǑŜ 
ƳŜŘƛŎƝƴǎƪŜ ȊłȊƴŀƳȅ 
sme omylom zaslali 
ǵǇƭƴŜ ŎǳŘȊƛŜƳǳ 

őƭƻǾŜƪǳ

hŘƪŀȊǳƧŜΣ ȌŜ ŀƴƛ ƻƴ 
ōƻƘǳȌƛŀƯ ƴŜǾƛŜ őƻ ǎ 

vami vlastne je.ΦΦ
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2ƻ ƧŜ ƛƴŦƻǊƳŀőƴł ōŜȊǇŜőƴƻǎǙΚ όLLΦύ

±ŀǑŜ ƳŜŘƛŎƝƴǎƪŜ 
ȊłȊƴŀƳȅ ƴłƳ ōƻƘǳȌƛŀƯ 
ǎǘłƭŜ ƴŜȊŀǎƭŀƭƛ ƴŀǎǇŅǙ

bŜǇŀƳŅǘłǘŜ ǎƛ 
ƴłƘƻŘƻǳ ±ŀǑǳ ŎŜƭǵ 
ƳŜŘƛŎƝƴǎƪǳ ƘƛǎǘƽǊƛǳΚ

Zdroj: https://www.newyorker.com/magazine/2018/11/12/why-doctors-hate-their-computers 20



2ƻ ƧŜ ƛƴŦƻǊƳŀőƴł ōŜȊǇŜőƴƻǎǙΚ όLLLΦύ

±łȌŜƴȇ ǇŀƴŜΣ ǾŀǑŜ 
ƳŜŘƛŎƝƴǎƪŜ ȊłȊƴŀƳȅ 
ƴłƳ ƪƻƴŜőƴŜ Ȋŀǎƭŀƭƛ 

ǎǇŅǙ ŀ ƪƻƴŜőƴŜ 
ǇƻȊƴłƳŜ ǇǊƝőƛƴǳ ǾŀǑƛŎƘ 

ǇǊƻōƭŞƳƻǾ

{ǘŜ ǘŜƘƻǘƴȇΗ

Zdroj: https://dribbble.com/shots/6278477-Composit ion-with-litt le -doctors 21
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LƴŦƻǊƳŀőƴł ōŜȊǇŜőƴƻǎǙ όLΦύ

ÁŘƾǾŜǊƴƻǎǙ

ÁƛƴŦƻǊƳłŎƛŜǇǊƝǎǘǳǇƴŞlen ƻǎƻōłƳ, ƪǘƻǊŞ
ǳǊőƝƳŜ

Áintegrita

ÁƛƴŦƻǊƳłŎƛŜǎǵǵǇƭƴŞa neboli nevedomky
ǳǇǊŀǾƻǾŀƴŞ

ÁdƻǎǘǳǇƴƻǎǙ

ÁƛƴŦƻǊƳłŎƛŜǇǊƝǎǘǳǇƴŞna ǇƻȌƛŀŘŀƴƛŜǘȇŎƘǘƻ
ƻǎƾōv tomőŀǎŜ

ŘƾǾŜǊƴƻǎǙ

integritaŘƻǎǘǳǇƴƻǎǙ
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LƴŦƻǊƳŀőƴł ŀ ƪȅōŜǊƴŜǘƛŎƪł ōŜȊǇŜőƴƻǎǙ όLΦύ

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security."computers & security38 (2013): 97-102.
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YȅōŜǊƴŜǘƛŎƪł 
ōŜȊǇŜőƴƻǎǙ

.ŜȊǇŜőƴƻǎǙ 
IKT

LƴŦƻǊƳŀőƴł 
ōŜȊǇŜőƴƻǎǙ

!ƪǘƝǾŀ Ǿ ǇƻŘƻōŜ ƛƴŦƻǊƳłŎƛƝ 
ǳƪƭŀŘŀƴŞ ŀƭŜōƻ ǇǊŜƴłǑŀƴŞ 

ōŜȊ ǇƻǳȌƛǘƛŀ LY¢

bŜƛƴŦƻǊƳŀőƴŞ ŀƪǘƝǾŀΣ ƪǘƻǊŞ ǎǵ 
ȊǊŀƴƛǘŜƯƴŞ Ǿƻőƛ ƘǊƻȊōłƳ 
ǇǊƻǎǘǊŜŘƴƝŎǘǾƻƳ LY¢

!ƪǘƝǾŀ Ǿ ǇƻŘƻōŜ ƛƴŦƻǊƳłŎƛƝ 
ǳƪƭŀŘŀƴŞ ŀƭŜōƻ ǇǊŜƴłǑŀƴŞ 

ǎ ǇƻǳȌƛǘƝƳ LY¢

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security."computers & security38 (2013): 97-102.
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LƴŦƻǊƳŀőƴł ŀ ƪȅōŜǊƴŜǘƛŎƪł ōŜȊǇŜőƴƻǎǙ όLLΦύ



±ƭŀǎǘƴƝŎƛ

½ǊŀƴƛǘŜƯƴƻǎǘƛ

Protiopatrenia

Risk

Hrozby

tƾǾƻŘŎƻǾƛŀ ƘǊƻȊƛŜō

!ƪǘƝǾŀ
ǾȅǾƻƭłǾŀƧǵ pre

pre

ǾŜŘǵ ƪ

ci cenia

ǾȅǳȌƝǾŀƧǵ

ŎƘŎǵ ƳƛƴƛƳŀƭƛȊƻǾŀǙ
ȊŀǾłŘȊŀƧǵ

ǎƛ ƳƾȌǳ ōȅǙ ǾŜŘƻƳƝ

ŎƘŎǵ ȊƴŜǳȌƛǙ ŀκŀƭŜōƻ ƳƾȌǳ ǇƻǑƪƻŘƛǙ

ǊŜŘǳƪǳƧǵ

ƳƾȌǳ ƻǾǇƭȅǾƴƛǙ
ƳƾȌǳ ōȅǙ ȊƴƝȌŜƴŞ ǇƻƳƻŎƻǳ

ȊǾȅǑǳƧǵ

29

Model IB a KB



Á!ƪǘƝǾǳƳ (asset) - ǾǑŜǘƪȅ ƘƳƻǘƴŞΣ ale aj ƴŜƘƳƻǘƴŞ statky, 
ǾǑŜǘƪƻΣ őƻ Ƴł pre ƳŀƧƛǘŜƯŀ ǎȅǎǘŞƳǳ ǳǊőƛǘǵ hodnotu. 

Á ƘŀǊŘǾŞǊ ς ǇǊƻŎŜǎƻǊΣ ǇŀƳŅǙΣ ǘŜǊƳƛƴłƭȅ ŀpod.,
Á ǎƻŦǘǾŞǊ ς ƻǇŜǊŀőƴȇ ǎȅǎǘŞƳΣ ŀǇƭƛƪŀőƴŞ ǇǊƻƎǊŀƳȅ ŀpod.,
Á Řłǘŀ ς Řłǘŀ ǳƭƻȌŜƴŞ ǾŘŀǘŀōłȊŀŎƘΣ ǾǎǘǳǇƴŞ ŘłǘŀΣ ǾȇǎǘǳǇƴŞ 
Řłǘŀ ŀ ǇƻŘΦ

Á ƯǳŘƛŀ ς ǳȌƝǾŀǘŜƭƛŀ ǎȅǎǘŞƳǳΣ ŀŘƳƛƴƛǎǘǊłǘƻǊƛΣ ƻǇŜǊłǘƻǊƛ ŀ 
pod.

Á cena (hodnota) ŀƪǘƝǾŀ 
Á ƴŀƧŎŜƴƴŜƧǑƛŜ ŀƪǘƝǾŀ - Řłǘŀ a ƛƴŦƻǊƳłŎƛŜΣ ƪǘƻǊȇŎƘ ȊƴŜǳȌƛǘƛŜΣ 

strata alebo ƳƻŘƛŦƛƪłŎƛŀ by ƻǊƎŀƴƛȊłŎƛƛ alebo ǳǊőƛǘŜƧ osobe 
ǎǇƾǎƻōƛƭƻ ǳǊőƛǘǵ ǑƪƻŘǳ.

30

!ƪǘƝǾǳƳ όLΦύ
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!ƪǘƝǾǳƳ όLLΦύ

ÁƪƭŀǎƛŦƛƪłŎƛŀ v ǎǵƪǊƻƳƴŜƧ ǎŦŞǊŜ όǇƻŘƯŀ ŘƾǾŜǊƴƻǎǘƛύ:
Á±ŜǊŜƧƴŞ
ÁLƴǘŜǊƴŞ
Á/ƘǊłƴŜƴŞ
ÁtǊƝǎƴŜ ŎƘǊłƴŜƴŞ

ÁƪǊƛǘŞǊƛł ǇǊŜ ǳǊőŜƴƛŜ ŎŜƭƪƻǾŜƧ ƘƻŘƴƻǘȅ ŀƪǘƝǾŀ ŀ ƴłǎƭŜŘƴŜƧ 
ƪƭŀǎƛŦƛƪłŎƛŜ
ÁHodnota
ÁVek
ÁbłƪƭŀŘȅ ƴŀ ǾȇƳŜƴǳ
Á¨ȌƛǘƪƻǾł ȌƛǾƻǘƴƻǎǙ



.ŜȊǇŜőƴƻǎǘƴŞ ƘǊƻȊōȅ όLΦύ

ÁőƻƪƻƯǾŜƪ(ƴŀǇǊƝƪƭŀŘobjekt, ƳŀǘŜǊƛłƭ, őƭƻǾŜƪ) őƻje 
ǎŎƘƻǇƴŞǇƾǎƻōƛǙproti ŀƪǘƝǾǳǘŀƪȇƳǎǇƾǎƻōƻƳ,ȌŜich
ƳƾȌŜ ǇƻǑƪƻŘƛǙ.

ÁpƻǘŜƴŎƛłƭƴŀǇǊƝőƛƴŀƴŜȌƛŀŘǳŎŜƘƻincidentu (ISO/IEC
13335).

ÁZdroje:
ÁA (accidental) - ƴłƘƻŘƴȇ zdroj - őƛƴƴƻǎǘƛΣ ƪǘƻǊŞ 
ƳƾȌǳ ƴłƘƻŘƴŜ ǇƻǑƪƻŘƛǙ ƛƴŦƻǊƳŀőƴŞ ŀƪǘƝǾŀ

ÁD (deliberate) - ǵƳȅǎŜƭƴȇ zdroj - ǵƳȅǎŜƭƴŞ akcie 
ȊŀƳŜǊŀƴŞ na ŀƪǘƝǾŀ

ÁE (environmental) - ŜƴǾƛǊƻƴƳŜƴǘłƭƴȅ zdroj
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.ŜȊǇŜőƴƻǎǘƴŞ ƘǊƻȊōȅ όLLΦύ

Typ Hrozby Zdroj

CȅȊƛŎƪŞ ǇƻǑƪƻŘŜƴƛŜ tƻȌƛŀǊ A,D,E
tƻǑƪƻŘŜƴƛŜ ǾƻŘƻǳ A,D,E
½ƴŜőƛǎǘŜƴƛŜ A,D,E
...

tǊƝǊƻŘƴł ǳŘŀƭƻǎǙ YƭƛƳŀǘƛŎƪȇ ƧŀǾ E
tƻǾƻŘŜƶ E
...

{ǘǊŀǘŀ ȊłƪƭŀŘƴŜƧ ǎƭǳȌōȅtǊŜǊǳǑŜƴƛŜ ŘƻŘłǾƪȅ ŜƭŜƪǘǊƛƴȅA,D,E
...

hƘǊƻȊŜƴƛŜ ƛƴŦƻǊƳłŎƛƝ Odposluch D
YǊłŘŜȌ ȊŀǊƛŀŘŜƴƛŀ D
...

bŜƻǇǊłǾƴŜƴƝ őƛƴƴƻǎǘƛbŜƻǇǊłǾƴŜƴŞ ǇƻǳȌƛǘƛŜ ȊŀǊƛŀŘŜƴƛŀD
tƻǑƪƻŘŜƴƛŜ Řłǘ D
...

hƘǊƻȊŜƴƛŜ Ŧǳƴƪőƴƻǎǘƛ/Ƙȅōŀ Ǿ ǇƻǳȌƝǾŀƴƝ A 
bŜŘƻǎǘŀǘƻƪ ǇŜǊǎƻƴłƭǳ A,D,E
...
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.ŜȊǇŜőƴƻǎǘƴŞ ƘǊƻȊōȅ όLLLΦύ

Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-list-of-top-15-threats
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½ǊŀƴƛǘŜƯƴƻǎǙ όLΦύ

ÁǎƭŀōŞ miesto v oblasti ǾȇǾƻƧŀΣ ƛƳǇƭŜƳŜƴǘłŎƛŜΣ ǇǊŜǾłŘȊƪȅ alebo ǾƴǵǘƻǊƴŞƘƻ 
riadenia procesu, ƪǘƻǊł vplyvom ǳŘŀƭƻǎǘƝ hrozieb ǎǇƾǎƻōƝ stratu CIA alebo 
ƴƛŜƪǘƻǊŞƘƻ z ŀƪǘƝǾ

ÁƴƛŜőƻΣ őƻ ǳƳƻȌƶǳƧŜ hrozbe ǇǊŜƧŀǾƛǙ sa

ÁǇǊƛŜǎŜőƴƝƪ 3 prvkov: 
ÁǎƭŀōƻǎǙ alebo chyba ǎȅǎǘŞƳǳΣ 
ÁǵǘƻőƴƝƪƻǾ ǇǊƝǎǘǳǇ k chybe a 
ÁǵǘƻőƴƝƪƻǾŀ ǎŎƘƻǇƴƻǎǙ ȊƴŜǳȌƛǙ chybu
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½ǊŀƴƛǘŜƯƴƻǎǙ όLLΦύ

ÁǇƻŘǎǘŀǘŀ ȊǊŀƴƛǘŜƯƴŞƘƻ ƳƛŜǎǘŀ ƳƾȌŜ ōȅǙΥ
ÁŦȅȊƛŎƪł ς ƴŀǇǊΦ ǳƳƛŜǎǘƴŜƴƛŜ ƛƴŦƻǊƳŀőƴŞƘƻ 
ǎȅǎǘŞƳǳ ǾƳƛŜǎǘŜΣ ƪǘƻǊŞ ǳƳƻȌƶǳƧŜ ƯŀƘƪŞ 
ȊƴŜƘƻŘƴƻŎƻǾŀƴƛŜ ǎȅǎǘŞƳǳΣ ǾȇǇŀŘƻƪ ƴŀǇŅǘƛŀΣ

ÁŦȅȊƛƪłƭƴŀ ς ǾȅȌŀǊƻǾŀƴƛŜΣ ǵǘƻƪȅ ǇǊƛ ƪƻƳǳƴƛƪłŎƛƛ 
ƴŀ ǾȇƳŜƴǳ ǎǇǊłǾȅΣ

ÁvƯǳŘǎƪƻƳ ŦŀƪǘƻǊŜ ς ƴŜǎǇǊłǾƴŜ ȊŀǑƪƻƭŜƴƛŜ 
ƻǇŜǊłǘƻǊƻǾΣ ƴŜŘƻǎǘŀǘƻőƴŞ ǎƪǵǎŜƴƻǎǘƛ 
ŀŘƳƛƴƛǎǘǊłǘƻǊƻǾΦ
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½ǊŀƴƛǘŜƯƴƻǎǙ όLLLΦύ
Skupina tǊƝƪƭŀŘȅ ȊǊŀƴƛǘŜƯƴƻǎǘƝ tǊƝƪƭŀŘȅ ƘǊƻȊƛŜō
Hardware bŜŘƻŘǊȌŀƴƛŜ ǇǊŀǾƛŘƛŜƭ ǾȇƳŜƴȅ½ƴƛőŜƴƛŜ ȊŀǊƛŀŘŜƴƛŀ

/ƛǘƭƛǾƻǎǙ ƴŀ ȊƳŜƴǳ ƴŀǇŅǘƛŀtǊŜǊǳǑŜƴƛŜ ŘƻŘłǾƪȅ ŜƭŜƪǘǊƛƴȅ
/ƛǘƭƛǾƻǎǙ ƴŀ ȊƳŜƴǳ ǘŜǇƭƻǘȅaŜǘƻǊƻƭƻƎƛŎƪȇ ƧŀǾ
bŜŎƘǊłƴŜƴŞ ǳǎƪƭŀŘƴŜƴƛŜ YǊłŘŜȌ ƳŞŘƛŀ ŀƭŜōƻ ŘƻƪǳƳŜƴǘǳ

Software ½ƴłƳŜ ŎƘȅōȅ Ǿ ǇǊƻƎǊŀƳŜ ½ƴŜǳȌƛǘƛŜ ƻǇǊłǾƴŜƴƝ
¿ƛŀŘƴŜ ƭƻƎƻǾŀƴƛŜ ǳŘŀƭƻǎǘƝ½ƴŜǳȌƛǘƛŜ ƻǇǊłǾƴŜƴƝ
½ƭƻȌƛǘŞ ǇƻǳȌƝǾŀǘŜƯǎƪŞ ǊƻȊƘǊŀƴƛŀ/Ƙȅōŀ ǇƻǳȌƛǘƛŀ
bŜŘƻǎǘŀǘƻőƴł ŘƻƪǳƳŜƴǘłŎƛŀ/Ƙȅōŀ ǇƻǳȌƛǘƛŀ

Siete bŜŎƘǊłƴŜƴŞ ƪƻƳǳƴƛƪŀőƴŞ ǎǇƻƧŜƴƛŀOdposluch
bŜŘƻǎǘŀǘƻőƴŜ ōŜȊǇŜőƴł ǎƛŜǙƻǾł ŀǊŎƘƛǘŜƪǘǵǊŀ±ȊŘƛŀƭŜƴł ǑǇƛƻƴłȌ
.ƻŘ ǘƻǘłƭƴŜƘƻ ȊƭȅƘŀƴƛŀ ½ƭȅƘŀƴƛŜ ƪƻƳǳƴƛƪŀőƴŞƘƻ ȊŀǊƛŀŘŜƴƛŀ

Zamestnanci bŜŘƻǎǘŀǘƻőƴŞ ōŜȊǇŜőƴƻǎǘƴŞ ǑƪƻƭŜƴƛŀ/Ƙȅōŀ ǇƻǳȌƛǘƛŀ
bŜŘƻǎǘŀǘƻƪ ƪƻƴǘǊƻƭƴȇŎƘ ƳŜŎƘŀƴƛȊƳƻǾbŜȊłƪƻƴƴŞ ǎǇǊŀŎƻǾŀƴƛŜ Řłǘ
bŜŘƻǎǘŀǘƻőƴŞ ǇƻǾŜŘƻƳƛŜ ƻ ōŜȊǇŜőƴƻǎǘƛ/Ƙȅōŀ ǇƻǳȌƛǘƛŀ

Lokality tƻƭƻƘŀ Ǿ ȊłǇƭŀǾƻǾŜƧ őŀǎǘƛtƻǾƻŘŜƶ
bŜǎǘŀōƛƭƴł ŜƭŜƪǘǊƛŎƪł ǎƛŜǙtǊŜǊǳǑŜƴƛŜ ŘƻŘłǾƪȅ ŜƭŜƪǘǊƛƴȅ
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½ǊŀƴƛǘŜƯƴƻǎǙ όL±Φύ

Zdroj: https://nvd.nist.gov/vuln/detail/CVE-2019-0708
38



ÁǇƻƪǳǎ ƻ ȊƴƛőŜƴƛŜΣ ǾȅǎǘŀǾŜƴƛŜ ƘǊƻȊōŜΣ ȊƳŜƴǳΣ ǾȅǊŀŘŜƴƛŜ Ȋ őƛƴƴƻǎǘƛΣ ƻŘŎǳŘȊŜƴƛǳ ŀƪǘƝǾŀ 
ŀƭŜōƻ ȊƝǎƪŀƴƛŜ ƴŜƻǇǊłǾƴŜƴŞƘƻ ǇǊƝǎǘǳǇǳ ƪ ŀƪǘƝǾǳ ŀƭŜōƻ ǳǎƪǳǘƻőƴŜƴƛŜ ƴŜƻǇǊłǾƴŜƴŞƘƻ 
ǇƻǳȌƛǘƛŀ ŀƪǘƝǾŀ όL{hκL9/ нтлллΥ нлмуύ

ÁőƛƴƴƻǎǘƛΥ

ÁƻŘǇƻőǵǾŀƴƛŜ όinterception), 

ÁǇǊŜǊǳǑŜƴƛŜ όinterruption), 

ÁƳƻŘƛŦƛƪłŎƛŀκǵǇǊŀǾŀ όmodification)

ÁǾȇǊƻōŀ όfabrication)

¨ǘƻƪ όLΦύ
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ÁƻŘǇƻőǵǾŀƴƛŜ όinterception)

¨ǘƻƪ όLLΦύ
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ÁǇǊŜǊǳǑŜƴƛŜ όinterruption)

¨ǘƻƪ όLLLΦύ

41



ÁǵǇǊŀǾŀ όmodification):

Ázmena ς ŘƻŎƘłŘȊŀ ƪ ȊƳŜƴŜ ǳȌ ŜȄƛǎǘǳƧǵŎƛŎƘ ƛƴŦƻǊƳłŎƛƝ 

ÁǾƭƻȌŜƴƛŜ - ǇǊƛŘŀƴƛŜ ƛƴŦƻǊƳłŎƛƝΣ ƪǘƻǊŞ ǇǊŜŘǘȇƳ

Ávymazanie - ƻŘǎǘǊłƴŜƴƛŜ ŜȄƛǎǘǳƧǵŎƛŎƘ ƛƴŦƻǊƳłŎƛƝ

¨ǘƻƪ όL±Φύ
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ÁǾȇǊƻōŀ όfabrication)

¨ǘƻƪ ό±Φύ

43



¨ǘƻƪ ό±LΦύ

Zdroj: http://www.ciscopress.com/articles/article.asp?p=1998559
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¨ǘƻƪ ό±LLΦύ

45

Zdroj: https://www.exploit-db.com/



¨ǘƻƪ ό±LLLΦύ

46
Zdroj: https://github.com/



¨ǘƻőƴƝƪ όLΦύ

Á jednotlivec, skupina, ƻǊƎŀƴƛȊłŎƛŀ alebo ǾƭłŘŀΣ ƪǘƻǊł 
vedie alebo Ƴł v ǵƳȅǎƭŜ ǾȅƪƻƴłǾŀǙ ǑƪƻŘƭƛǾŞ őƛƴƴƻǎǘƛ 
(SP 800-30).

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of incidents and approaches.Lawrence Livermore 
National Laboratory (April 2009), 2009, 7: 1-22, 
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ÁƳƻǘƝǾ ǇƻŎƘłŘȊŀ Ȋ ǇǊŜŘǘǳŎƘȅΣ ȌŜ ǎȅǎǘŞƳΣ ƴŀ ƪǘƻǊȇ ǎŀ ǵǘƻőƴƝƪ ȊŀƳŜǊƛŀǾŀΣ ǳŎƘƻǾłǾŀ ŀƭŜōƻ 
ǎǇǊŀŎƻǾłǾŀ ƴƛŜőƻ ŎŜƴƴŞΤ ǘƻ ǎƛƎƴŀƭƛȊǳƧŜΣ ȌŜ ǎȅǎǘŞƳ ƳƾȌŜ ōȅǙ ƻƘǊƻȊŜƴȇ ǵǘƻƪƻƳ

ÁaƻǘƝǾ ǵǘƻƪƻǾ όǵǘƻőƴƝƪƻǾύΥ
ÁnŀǊǳǑŜƴƛŜobchodnej őƛƴƴƻǎǘƛ 
ÁkǊłŘŜȌƛƴŦƻǊƳłŎƛƝa ƳŀƴƛǇǳƭłŎƛŀs ǵŘŀƧƳƛ
ÁvȅǘǾłǊŀƴƛŜstrachua chaosu
ÁǑƝǊŜƴƛŜƴłōƻȌŜƴǎƪŞƘƻaleboǇƻƭƛǘƛŎƪŞƘƻ
ǇǊŜǎǾŜŘőŜƴƛŀ

ÁpƻǑƪƻŘŜƴƛŜŘƻōǊŞƘƻmena
Ápomsta
ÁpƻȌŀŘƻǾanie ǾȇƪǳǇƴŞho
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¨ǘƻőƴƝƪ όLLΦύ

Zdroj: SEEBRUCK, Ryan. A typology of hackers: Classifying cyber malfeasance using a weighted arc circumplex model.Digital Investigation, 2015, 14: 36-45.



¨ǘƻőƴƝƪ όLLLΦύ

ÁScript Kiddies - ƴŜƪǾŀƭƛŦƛƪƻǾŀƴȇheker, ƪǘƻǊȇkompromituje
ǎȅǎǘŞƳǎǇǳǎǘŜƴƝƳskriptov, ƴłǎǘǊƻƧƻǾa ǎƻŦǘǾŞǊǳǾȅǾƛƴǳǘŞƘƻ
ǎƪǳǘƻőƴȇƳƛhackermi

ÁhǊƎŀƴƛȊƻǾŀƴƝhackeri - ǇǊƻŦŜǎƛƻƴłƭƴƛhackeri, ƪǘƻǊƝsa ǎƴŀȌƛŀ
ȊŀǵǘƻőƛǙnaǎȅǎǘŞƳsoziskom

ÁHacktivisti - jednotlivci, ƪǘƻǊƝƘŀŎƪƻǾŀƴƝƳǇǊƻǇŀƎǳƧǵǇƻƭƛǘƛŎƪǵ
agendu, ƴŀƧƳŅǇƻǑƪƻŘȊƻǾŀƴƝƳaleboŘŜŀƪǘƛǾƻǾŀƴƝƳǿŜōƻǾȇŎƘ
ǎǘǊłƴƻƪ

Á¨ǘƻőƴƝŎƛǎǇƻƴȊƻǊƻǾŀƴƝǑǘłǘƻƳ- jednotlivciȊŀƳŜǎǘƴŀƴƝǾƭłŘƻǳ,
aby prenikli a ȊƝǎƪŀƭƛǇǊƝǎƴŜǘŀƧƴŞƛƴŦƻǊƳłŎƛŜalebo ǇƻǑƪƻŘƛƭƛ
ƛƴŦƻǊƳŀőƴŞǎȅǎǘŞƳȅƛƴȇŎƘǾƭłŘ

Á InsiderThreat - hrozbaǇƻŎƘłŘȊŀƧǵŎŀodƯǳŘƝvƻǊƎŀƴƛȊłŎƛƛ,ƳƾȌǳ
to ōȅǙƴŜǎǇƻƪƻƧƴƝzamestnanci, ǇǊŜǇǳǎǘŜƴƝzamestnanci a
ƴŜŘƻǎǘŀǘƻőƴŜǑƪƻƭŜƴƝzamestnanci
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α!ƪ ǇƻȊƴłǑ ƴŜǇǊƛŀǘŜƯŀ 
ƛ ǎŜōŀ ǎŀƳŞƘƻΣ ƴŜōǳŘŜǑ 
ǇƻǊŀȊŜƴȇΦ 

!ƪ ƴŜǇƻȊƴłǑ ƴŜǇǊƛŀǘŜƯŀΣ ŀƭŜ 
ǇƻȊƴłǑ ǎłƳ ǎŜōŀΣ ƳłǑ рл҈ 
ǑŀƴŎǳ ƴŀ ǾƝǙŀȊǎǘǾƻΦ 

!ƪ ƴŜǇƻȊƴłǑ ǎłƳ ǎŜōŀΣ ŀƴƛ 
ƴŜǇǊƛŀǘŜƯŀΣ ǇǊŜƘǊłǑΦά

- Sun Tzu

Zdroj: https://www.amazon.com/The-Art-of-War-Sun-Tzu-audiobook/dp/B01MQSRAMM/



Zdroj: https://teachprivacy.com/the-funniest-hacker-stock-photos-5-0/



Zdroj: https://teachprivacy.com/the-funniest-hacker-stock-photos-5-0/


