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Á2ŀǎƻǾȇ ƘŀǊƳƻƴƻƎǊŀƳ

Á08:30 ς 10:00 ς 1. blok

Á10:00 ς 11:30 ς 2. blok

Á11:30 ς 12:30 ς ƻōŜŘƶŀƧǑƛŀ ǇǊŜǎǘłǾƪŀ

Á12:30 ς 14:00 ς 3. blok

Á14:00 ς 15:30 ς 4. blok
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLΦύ



2Ɲǎƭƻ 
modulu

błȊƻǾ ƳƻŘǳƭǳ
2ŀǎƻǾł 
ŘƻǘłŎƛŀ όпр 

min.)
Forma stretnutia

Modul ő. 1 ¨ǾƻŘ Řƻ YL. ŀ ǊƛŀŘŜƴƛŜ YL. 8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 2 ±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋkryptografie 8 tǊŜȊŜƴőƴŜ

Modul ő. 3 ±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋƻ ǎƛŜǙƻǾŜƧ ōŜȊǇŜőƴƻǎǘƛ16 tǊŜȊŜƴőƴŜ

Modul ő. 4 wŜŀƪǘƝǾƴŜ ŀ ǇǊƻŀƪǘƝǾƴŜ őƛƴƴƻǎǘƛ8 tǊŜȊŜƴőƴŜ

Modul ő. 5 wŜŀƪǘƝǾƴŜ őƛƴƴƻǎǘƛ ς ƪƻƳǳƴƛƪłŎƛŀ 6 tǊŜȊŜƴőƴŜ

Modul ő. 6
±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ 
ǘŜŎƘƴƻƭƽƎƛƝ LΦ

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 7
±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ 
ǘŜŎƘƴƻƭƽƎƛƝ LLΦ

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLLΦύ



Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όLΦύ

217

84
Å ǎŎƘƻǇƴƻǎǙ ƻǊƎŀƴƛȊłŎƛŜ ǇƻƪǊŀőƻǾŀǙ v ŘƻŘłǾƪŜ produktov a ǎƭǳȌƛŜō v ǇǊƛƧŀǘŜƯƴȇŎƘ 
őŀǎƻǾȇŎƘ ǊłƳŎƻŎƘ pri vopred definovanej kapacite Ǉƻőŀǎ ƴŀǊǳǑŜƴƛŀ (ISO/IEC 
22301:2019)

Zdroj: ISO/IEC 270035:2011
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όLLΦύ
"ÅÚÐÅéÎÏÓÔÎĻ 

incident
0ÒÏÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ

2ÅÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όLLLΦύ

0ÒÏÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ

2ÅÁËÔþÖÎÅ 
éÉÎÎÏÓÔÉ

Prevencia

Detekcia

hŘǇƻǾŜř
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ όL±Φύ

csirt.upjs.skZdroj: https://www.varonis.com/blog/data-breach-response-times/

217 84
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ ό±Φύ

217

84

Zdroj:IBM Security - Cost of a Data Breach Report 2023

Faktory:

Á±ȊŘŜƭłǾŀƴƛŜ ȊŀƳŜǎǘƴŀƴŎƻǾ 

Átƭłƴȅ ƴŀ ǊƛŜǑŜƴƛŜ ƛƴŎƛŘŜƴǘƻǾ ŀ ƛŎƘ 

testovanie

Á¢ƝƳ ƴŀ ǊƛŜǑŜƴƛŜ ƛƴŎƛŘŜƴǘƻǾ 

Á~ƛŦǊƻǾŀƴƛŜ

ÁtƻǳȌƛǘƛŜ ƳƻƴƛǘƻǊƻǾŀƴƛŜ

Á ..
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Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ ό±LΦύ

217

84

Zdroj:IBM Security - Cost of a Data Breach Report 2023

Reakcia na incident

(IR)

Yƻƴǘƛƴǳƛǘŀ őƛƴƴƻǎǘƝ

(BC)

hōƴƻǾŀ őƛƴƴƻǎǘƝ

(BR)
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.ŜȊǇŜőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘ 

Á¦ŘŀƭƻǎǙ ς ŀƪǵƪƻƯǾŜƪ ǇƻȊƻǊƻǾŀǘŜƯƴǵ ǳŘŀƭƻǎǙΣ ƪǳ ƪǘƻǊŜƧ ŘƻǑƭƻ Ǿ ǳǊőƛǘƻƳ őŀǎƻǾƻƳ 

ōƻŘŜ Ǿ ǎȅǎǘŞƳŜ ŀƭŜōƻ ǎƛŜǘƛΣ ƴŀƧƳŅ ŀƪ ƧŜ ŘƾƭŜȌƛǘł

Á.ŜȊǇŜőƴƻǎǘƴł ǳŘŀƭƻǎǙ ς ǇƻȊƻǊƻǾŀǘŜƯƴł ǳŘŀƭƻǎǙ Ǿ ǇǊƻǎǘǊŜŘƝ ƛƴŦƻǊƳŀőƴȇŎƘ 

aƪƻƳǳƴƛƪŀőƴȇŎƘ ǘŜŎƘƴƻƭƽƎƛƝΣ ƪǘƻǊł ƧŜ ǊŜƭŜǾŀƴǘƴł ǇǊŜ ōŜȊǇŜőƴƻǎǙ

Á.ŜȊǇŜőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘ ς ǇƻǊǳǑŜƴƛŜ ŀƭŜōƻ ōŜȊǇǊƻǎǘǊŜŘƴǵ ƘǊƻȊōǳ ǇƻǊǳǑŜƴƛŀ 

ǇǊŀǾƛŘƛŜƭ ǇƻőƝǘŀőƻǾŜƧ ōŜȊǇŜőƴƻǎǘƛΣ ǇǊƛƧŀǘŜƯƴȇŎƘ ȊłǎŀŘ ǇƻǳȌƝǾŀƴƛŀ ŀƭŜōƻ 

ǑǘŀƴŘŀǊŘƴȇŎƘ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ǇƻǎǘǳǇƻǾ



/ƛŜƯ ǊƛŜǑŜƴƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ 
incidentu

½ŀǎǘŀǾƛǙ ǵǘƻƪ

½ƛǎǘƛǙ ǾŜƪǘƻǊ ǵǘƻƪǳ

½ƛǎǘƛǙ ŘƻǇŀŘ ǇǊŜ ƻǊƎŀƴƛȊłŎƛǳ

błǾǊƘ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ƻǇŀǘǊŜƴƝ

12



tǊłǾƴȅ ǊłƳŜŎ

13

ÁbŀǊƛŀŘŜƴƛŜ 9ǳǊƽǇǎƪŜƘƻ ǇŀǊƭŀƳŜƴǘǳ ŀ wŀŘȅ 
ό9¨ύ нлмсκстф Ȋ нтΦ ŀǇǊƝƭŀ нлмс ƻ ƻŎƘǊŀƴŜ 
ŦȅȊƛŎƪȇŎƘ ƻǎƾō ǇǊƛ ǎǇǊŀŎǵǾŀƴƝ ƻǎƻōƴȇŎƘ 
ǵŘŀƧƻǾ ŀ ƻ ǾƻƯƴƻƳ ǇƻƘȅōŜ ǘŀƪȇŎƘǘƻ 
ǵŘŀƧƻǾΣ ƪǘƻǊȇƳ ǎŀ ȊǊǳǑǳƧŜ ǎƳŜǊƴƛŎŀ 
фрκпсκ9{ όǾǑŜƻōŜŎƴŞ ƴŀǊƛŀŘŜƴƛŜ ƻ ƻŎƘǊŀƴŜ 
ǵŘŀƧƻǾύ

Á½łƪƻƴ őΦ сфκнлму ½Φ ȊΦ ƻ ƪȅōŜǊƴŜǘƛŎƪŜƧ 
ōŜȊǇŜőƴƻǎǘƛ

Á½łƪƻƴ őΦ фрκнлмф ½Φ ȊΦ ƻ ƛƴŦƻǊƳŀőƴȇŎƘ 
ǘŜŎƘƴƻƭƽƎƛłŎƘ Ǿƻ ǾŜǊŜƧƴŜƧ ǎǇǊłǾŜ



14csirt.upjs.sk
14

Zdroj: https://www.a-base.sk/sluzby/bezpecnost/



{ŎŜƴłǊ όLΦύ
TEST
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{ŎŜƴłǊ όLLΦύ

ÁbŜƧŘŜ ƻǘǾƻǊƛǙ ȌƛŀŘƴŜ ǎǵōƻǊȅ

Á5ƻƪƻƴŎŀ ŀƴƛ ƴŀ ǵƭƻȌƛǎƪǳ ƻǊƎŀƴƛȊłŎƛŜ

ÁL¢ ǇƻŘǇƻǊŀ ƧŜ ƴŜŘƻǎǘǳǇƴł

ÁYƻƭŜƎƻǾƛŀ ǾƻƭŀƧǵκǇƝǑǳ {a{ ǎǇǊłǾȅ

TEST
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{ŎŜƴłǊ όLLLΦύ
TEST

17



!ƪŞ ōǳŘǵ ±ŀǑŜ 
ǇǊǾŞ ƪǊƻƪȅΚ
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{ŎŜƴłǊ όL±Φύ

ÁRansom note ς ƛƴŦƻǊƳłŎƛŀ ƻ ǾȇƪǳǇƴƻƳ

csirt.upjs.sk

TEST



!ƪƻ ǇƻǎǘǳǇƻǾŀǙ 
řŀƭŜƧΚ

20



¦ƪłȌƪŀ ǊŀƴǎƻƳǾŞǊ ǵǘƻƪǳ

Zdroj: https://app.any.run/tasks/7c048de1-ccdc-47df-9f0f-985cf31dea76 21



tƻǎǘǳǇ ǊƛŜǑŜƴƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ 
incidentu

Zdroj: https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901

tǊƝǇǊŀǾŀ

Detekcia 
ŀ ŀƴŀƭȇȊŀ

ObmedzeniehŘǎǘǊłƴŜƴƛŜ

Obnova

tƻƴŀǳőŜƴƛŜ

ÁCłȊȅ ǊƛŜǑŜƴƛŀ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ƛƴŎƛŘŜƴǘƻǾ ǇƻŘƯŀ SANS

22



LŘŜƴǘƛŦƛƪłŎƛŀ ōŜȊǇŜőƴƻǎǘƴȇŎƘ 
incidentov

Á9ȄǘŜǊƴŞ ȊŘǊƻƧŜ

ÁLƴŞ ƻǊƎŀƴƛȊłŎƛŜ ς ƘƭłǎŜƴƛŀ ό{Y-CERT,...)

Á!ǳǘƻƳŀǘƛȊƻǾŀƴŞ ǎȅǎǘŞƳȅ όƴŀǇǊΦ have I been pwned?)

ÁLƴǘŜǊƴŞ ȊŘǊƻƧŜ

ÁbŀƘƭŀǎƻǾŀƴƛŜ ŎŜȊ ƪƻƴǘŀƪǘƴŞ ƳƛŜǎǘƻ όŜƳŀƛƭκǘŜƭŜŦƽƴύ

ÁMonitorovanie (SIEM)

Á±ƭŀǎǘƴł ŘƻƘƯŀŘłǾŀŎƛŀ őƛƴƴƻǎǙ

Á!ƪƻ ƛŘŜƴǘƛŦƛƪǳƧŜǘŜ ōŜȊǇŜőƴƻǎǘƴŞ ƛƴŎƛŘŜƴǘȅΚ

ÁLƴŎƛŘŜƴǘƻƳ ǎŀ ǾȌŘȅ ƴŜŘł ȊŀōǊłƴƛǙΣ Ƴǳǎƛŀ ǎŀ ǾǑŀƪ ǾȌŘȅ ƛŘŜƴǘƛŦƛƪƻǾŀǙ

Zdroj: https://csirt.upjs.sk/#/kontakt



!ƴŀƭȇȊŀ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ƛƴŎƛŘŜƴǘƻǾ
ÁhǾŜǊƛǙ ǎƛ ǳŘŀƭƻǎǙ

Á.ŜȊǇŜőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘ vsΦ ǘŜŎƘƴƛŎƪȇ ƛƴŎƛŘŜƴǘ 

Á¦ǊőŜƴƛŜ ǘȅǇǳ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ
Á½ŘƛŜƯŀƴƛŜ ƛƴŦƻǊƳłŎƛƝ
Á{ǇǳǎǘŜƴƛŜ ǑǇŜŎƛŦƛŎƪŞƘƻ ǇƻǎǘǳǇǳ

ÁtǊŜŘōŜȌƴŞ ǳǊőŜƴƛŜ ǊƻȊǎŀƘǳ
ÁǳǊőŜƴƛŜ ǊƻȊǎŀƘǳ - ƛŘŜƴǘƛŦƛƪłŎƛŀ ǎȅǎǘŞƳƻǾΣ ƯǳŘƝ ŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀƪǘƝǾΣ ƪǘƻǊŞ ǎǵ 
ǎǵőŀǎǙƻǳ ǳŘŀƭƻǎǘƛΦ

ÁǇƻŘƻȊǊƛǾŞ ǳŘŀƭƻǎǘƛ ς ƴƻǾŞ ǵőǘȅΣ ƳƻŘƛŦƛƪłŎƛŀ ǎǵōƻǊƻǾΣ ȊƳŜƴȅ Ǿƻ ǾȇƪƻƴŜ ŀ ǇƻŘΦ

ÁałǘŜ L¢ ƻŘŘŜƭŜƴƛŜΚ ~ǇŜŎƛŦƛŎƪȇ ǇƻǎǘǳǇΚ
24



¢ŀȄƻƴƽƳƛŀ ōŜȊǇŜőƴƻǎǘƴȇŎƘ 
incidentov (I.)

ÁeCSIRT.net mkIV.

ÁCIRCL.LU ǘŀȄƻƴƽƳƛŀΣ

Á{Ǉƻƭƻőƴł ǘŀȄƻƴƽƳƛŀ pre ƻǊƎłƴȅ őƛƴƴŞ v trestnom ƪƻƴŀƴƝ a jednotky CSIRT 

(Common Taxonomy for LE and CSIRTs).

25
Zdroj: https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf



9ǾƛŘŜƴŎƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ
Á9ǾƛŘŜƴŎƛŀ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ƛƴŎƛŘŜƴǘƻǾ
Á¢ƛƪŜǘƻǾŀŎƝ ǎȅǎǘŞƳ κ LƴǘŜǊƴł ŜǾƛŘŜƴŎƛŀ όŜƳŀƛƭƻǾŞ ǎǇǊłǾȅύ
Á½ŀȊƴŀƳŜƴŀƧǘŜ ǎƛ ǇƻǎǘǳǇ Ҍ ŘƾƭŜȌƛǘŞ ǵŘŀƧŜ

Ako by ste evidovali 
ōŜȊǇŜőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘΚ

26Zdroj: https://strangebee.com/thehive/



YƻƳǳƴƛƪłŎƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ 
incidentu (I.)

Zdroj: https://docs.opencti.io/latest/administration/segregation/
27



ÁPartneri/klienti

ÁaŞŘƛŀ 

ÁbŀƘƭłǎƛǙ

Á½ŀƳŜǎǘƴŀƴŎƛ κ ǵǘƻőƴƝƪ

Áh2¢Y

ÁtƻǾƛƴƴŞ κ ŘƻōǊƻǾƻƯƴŞ ƘƭłǎŜƴƛŀ

Á̈ ǊŀŘ ƴŀ ƻŎƘǊŀƴǳ ƻǎƻōƴȇŎƘ ǵŘŀƧƻǾ

Áb.¨Σ ¢ŜƭŜƪƻƳǳƴƛƪŀőƴȇ ǵǊŀŘ

ÁKomu by ste ƘƭłǎƛƭƛκƪƻƳǳƴƛƪƻǾŀƭƛ ōŜȊǇŜőƴƻǎǘƴȇ 

incident a ŀƪȇ ǎǇƾǎƻōƻƳΚ Zdroj: https://zive.aktuality.sk/clanok/cfRr3Xq/hackeri-zverejnili-data-ukradnute-
univerzite-mateja-bela-zacinaju-sa-sirit-internetom/

YƻƳǳƴƛƪłŎƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ 
incidentu (II.)
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ω.ŜȊǇŜőƴƻǎǘƴȇ 
incident

ωCSIRT / 
5ƻƘƯŀŘƻǾȇƻǊƎłƴ

ω½ŀǎǘŀǾƛǙ ƛƴŎƛŘŜƴǘΣ 
ȊƛǎǘƛǙ ŘƻǇŀŘ 
incidentu, 
ȊŀƳŜŘȊƛǙ 
ǊƻǾƴŀƪŞƳǳ 
incidentu
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ωSkutok

ωhǊƎłƴȅ őƛƴƴŞ Ǿ 
ǘǊŜǎǘƴƻƳ ƪƻƴŀƴƝ

ωbłƧǎǙ ǇłŎƘŀǘŜƯŀ 
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ω.ŜȊǇŜőƴƻǎǘƴȇ 
incident

ω̈ hh¨

ωLŘŜƴǘƛŦƛƪƻǾŀǙ 
ŘƻǇŀŘ ƴŀ hh¨ ŀ 
ǳǊƻōƛǙ ƻǇŀǘǊŜƴƛŀ 

YƻƳǳƴƛƪłŎƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ 
incidentu (III.)



2ƭΦ ооGDPR

YǘƻǊŞ ƛƴŎƛŘŜƴǘȅ ƧŜ ǇƻǘǊŜōƴŞ ƻȊƴłƳƛǙ ǇƻŘƯŀ D5twΚ
ÁtƻǊǳǑŜƴƛŜ ƻŎƘǊŀƴȅ ƻǎƻōƴȇŎƘ ǵŘŀƧƻǾ 
ÁtƻǊǳǑŜƴƛŜ ōŜȊǇŜőƴƻǎǘƛ

Yǘƻ ƳǳǎƝ ƻȊƴŀƳƻǾŀǙΚ
ÁYŀȌŘȇ ǇǊŜǾłŘȊƪƻǾŀǘŜƯ ŀ ǎǇǊƻǎǘǊŜŘƪƻǾŀǘŜƯ

YƻƳǳ ƧŜ ǇƻǘǊŜōƴŞ ƛƴŎƛŘŜƴǘ ƻȊƴłƳƛǙΚ
Á¨ǊŀŘǳ ƴŀ ƻŎƘǊŀƴǳ ƻǎƻōƴȇŎƘ ǵŘŀƧƻǾ
Á5ƻǘƪƴǳǘȇƳ ƻǎƻōłƳ όƴƛŜƪǘƻǊŞ ǇǊƝǇŀŘȅύ

5ƻ ƪŜŘȅ ƧŜ ǇƻǘǊŜōƴŞ ƛƴŎƛŘŜƴǘ ƻȊƴłƳƛǙΚ
Á.ŜȊ ȊōȅǘƻőƴŞƘƻ ƻŘƪƭŀŘǳ, resp. Řƻ тн ƘƻŘƝƴ

https://dataprotection.gov.sk/sk/prevadzkovatelia/oznamenie-poruseni-
ochrany-osobnych-udajov/

YƻƳǳƴƛƪłŎƛŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ 
incidentu (IV.)
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Zastavenie/Obmedzenie 
ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ

ÁBlokovanieřŀƭǑiehoǇǊƝǎǘǳǇu aleboǇƻǑƪƻŘŜƴƛaǎȅǎǘŞƳƻǾ 

Á±ȅǇƴǳǘƛŜ ǎȅǎǘŞƳǳΣ ƻŘǇƻƧŜƴƛŜ ƻŘ ǎƛŜǘŜΣ ȊƳŜƴŀ ǇǊŀǾƛŘƛŜƭΣ

Á½ǾȇǑŜƴƛŜ ǵǊƻǾƴŜ ƳƻƴƛǘƻǊƻǾŀƴƛŀ

ÁaŀƭǾŞǊ -> ƛȊƻƭłŎƛŀ ƪƻƳǇǊƻƳƛǘƛǾŀƴȇŎƘ ǎȅǎǘŞƳƻǾ

ÁPhishing -> deaktivłŎƛŀ odkazu

Á2ƻ ōȅ ǎǘŜ Ǌƻōƛƭƛ Ǿ ǇǊƝǇŀŘŜ ǊŀƴǎƻƳǾŞǊ ǵǘƻƪǳΚ
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!ƴŀƭȇȊŀ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ

ÁZƘǊƻƳŀȌřƻǾŀnieŘƛƎƛǘłƭƴȅŎƘ ǎǘƾǇ ς 
ȊŀƛǎǙƻǾŀƴƛŜ 

ÁZƘǊƻƳŀȌŘeniepodrobnostƝo vektore
ǵǘƻƪǳa o krokochǇƻŘƴƛƪƴǳǘȇŎƘs ŎƛŜƯƻƳ
ǳƳƻȌƴƛǙǵőƛƴƴŞƻŘǎǘǊłƴŜƴƛŜ

Á±ȇǊŀȊƴŜ ǘŜŎƘƴƛŎƪł őŀǎǙ

ÁViacero free/open-source ƴłǎǘǊƻƧ

https://cuckoo.cert.ee/analysis/2232081/summary/ https://www.nextron-systems.com/thor-lite/ 32

https://cuckoo.cert.ee/analysis/2232081/summary/


hŘǎǘǊłƴŜƴƛŜ ǇǊƝőƛƴȅ ŀ ƻōƴƻǾŀ Řłǘ κ 
ǎȅǎǘŞƳƻǾ όLΦύ

ÁLŘŜƴǘƛŦƛƪłŎƛŀ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ȊǊŀƴƛǘŜƯƴƻǎǘƝ

Á½łƭƻƘȅ κ ȊłƭƻƘƻǾŀŎƛŜ ǎȅǎǘŞƳȅ ς м Ȋ ŎƛŜƯƻǾ ǵǘƻőƴƝƪƻǾ

ÁRecovery point objective (RPO)? 

33



hŘǎǘǊłƴŜƴƛŜ ǇǊƝőƛƴȅ ŀ ƻōƴƻǾŀ Řłǘ κ 
ǎȅǎǘŞƳƻǾ όLLΦύ

https://www.nomoreransom.org/sk/index.html 34



¦ȊŀǾǊŜǘƛŜ ŀ ǇǊƝǇǊŀǾŀ ƴŀ ōŜȊǇŜőƴƻǎǘƴȇ 
incident

Á¦ȊŀǾǊŜǘƛŜ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ

Á!ƪȇ ōȅ ōƻƭ ŘƻǇŀŘ ǳ ±łǎΚ

Á!ƪŞ ǎȅǎǘŞƳȅ ōƻƭƛ ȊŀǎƛŀƘƴǳǘŞΚ

Á.ŜȊǇŜőƴƻǎǘƴŞ ƻǇŀǘǊŜƴƛŀΚ

ÁLessons learned

Á!ƪƻ ǘƻ ǊƻōƛǙ ƛƴŀƪΚ 

Á~ǘǊǳƪǘǵǊŀ siete, ƛƴǾŜƴǘŀǊƛȊłŎƛŀ ȊŀǊƛŀŘŜƴƝ

ÁtǊƝǎǘǳǇȅ ƪ ȊŀǊƛŀŘŜƴƛŀƳ όƴŀƧƳŅ ǎƛŜǙƻǾȇƳ ǇǊǾƪƻƳύ

ÁPostupy

Á!ƪŞ ƪǊƻƪȅ ǾȅƪƻƴŀǙ

ÁYƻƘƻ ƛƴŦƻǊƳƻǾŀǙ

ÁbłǎǘǊƻƧŜ

ÁaƴƻȌǎǘǾƻ open-source ƴłǎǘǊƻƧƻǾ 35



Manaģment zraniteŎnost²



37Zdroj: https://zive.aktuality.sk/clanok/PEXrsVn/produkty-od-fortinet-obsahuju-kriticku-zranitelnost-treba-instalovat-aktualizaciu-aj-preverit-logy/, https://www.computerworld.cz/clanky/open-source-je-
prolezly-zranitelnostmi/, https://zive.aktuality.sk/clanok/kTGyEfc/bezpecnost-stamilionov-zariadeni-je-ohrozena-zranitelny-cip-najdeme-aj-v-modernych-pocitacoch/x



Zdroj: https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/ 
https://nethemba.com/sk/moznost-plosneho-ziskania-a-zneuzitia-eu-vakcinacnych-certifikatov/
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.ŜȊǇŜőƴƻǎǘƴŞ ȊǊŀƴƛǘŜƯƴƻǎǘƛ όLΦύ

Á/Ƙȅōŀ Ǿ ǎƻŦǘǾŞǊƛΣ ŦƛǊƳǾŞǊƛΣ ƘŀǊŘǾŞǊƛ ŀƭŜōƻ ƪƻƳǇƻƴŜƴǘŜ ǎƭǳȌōȅ ǾȅǇƭȇǾŀƧǵŎŀ Ȋƻ 
ǎƭŀōƻǎǘƛΣ ƪǘƻǊǵ ƧŜ ƳƻȌƴŞ ȊƴŜǳȌƛǙΣ a ƪǘƻǊł Ƴł ƴŜƎŀǘƝǾƴȅ ǾǇƭȅǾ ƴŀ ŘƾǾŜǊƴƻǎǙΣ ƛƴǘŜƎǊƛǘǳ 
ŀƭŜōƻ ŘƻǎǘǳǇƴƻǎǙ ƻǾǇƭȅǾƴŜƴŞƘƻ ƪƻƳǇƻƴŜƴǘǳ ŀƭŜōƻ ƪƻƳǇƻƴŜƴǘƻǾ ό/±9 ς MITRE)

39Zdroj: https://makeameme.org/meme/vulnerabilities-vulnerabilities-everywhere



.ŜȊǇŜőƴƻǎǘƴŞ ȊǊŀƴƛǘŜƯƴƻǎǘƛ όLLΦύ

ÁǾȇǎƪȅǘ ȊǊŀƴƛǘŜƯƴƻǎǘƛ ako ǘŀƪȇƴŜǎǇƾǎƻōǳƧŜ ǑƪƻŘǳΣ ǇǊŜǘƻȌŜ ƳǳǎƝ ŜȄƛǎǘƻǾŀǙ hrozba, 
ƪǘƻǊł ho ǾȅǳȌƛƧŜ

ÁȊǊŀƴƛǘŜƯƴƻǎǙΣ ƪǘƻǊł ƴŜƳł ƻŘǇƻǾŜŘŀƧǵŎǳ hrozbu, ƴŜƳǳǎƝ ǾȅȌŀŘƻǾŀǙ prijatieƻǇŀǘǊŜƴƝΣ 
ale mala by ōȅǙ ǊƻȊǇƻȊƴŀƴł a ƳƻƴƛǘƻǊƻǾŀƴłΣ őƛ saƴŜƳŜƴƝ

40Zdroj: FIRST: Incident Response for Policymakers

ExploitĐtoļn²kHrozba ZraniteŎnosŠ

Akt²vum



¿ƛǾƻǘƴȇcyklusȊǊŀƴƛǘŜƯƴƻǎǘƛ

42

Zdroj: https://www.researchgate.net/publication/321807370/figure/fig1/AS:571534638096384@1513275884045/Lifecycle-of-a-
vulnerability-Distinctive-points-in-time-divide-the-lifecycle-of-a.png



¿ƛǾƻǘƴȇ Ŏȅƪƭǳǎ όLLΦύ

ÁȌƛǾƻǘƴȇ cyklus a ƳŀƴŀȌƳŜƴǘ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ȊǊŀƴƛǘŜƯƴƻǎǘƝ 

ÁȊǾŜǊŜƧƶƻǾŀƴƛŜ ȊǊŀƴƛǘŜƯƴƻǎǘƝ ς ǵǇƭƴŞκƻōƳŜŘȊŜƴŞκƴŜȊǾŜǊŜƧƴŜƴƛŜ

ÁƪƻƻǊŘƛƴƻǾŀƴŞ ȊǾŜǊŜƧƶƻǾŀƴƛŜ ȊǊŀƴƛǘŜƯƴƻǎǘƝ 



0-Řŀȅǎ ȊǊŀƴƛǘŜƯƴƻǎǘƛ όLΦύ

ÁȊǊŀƴƛǘŜƯƴƻǎǙ v ǎȅǎǘŞƳŜ alebo ȊŀǊƛŀŘŜƴƝΣ ƪǘƻǊł bola ƻŘƘŀƭŜƴłΣ ale ŜǑǘŜ nie je 
ƻǇǊŀǾŜƴł 

Áexploit, ƪǘƻǊȇ ǵǘƻőƝ na zero-day ȊǊŀƴƛǘŜƯƴƻǎǙΣ sa ƴŀȊȇǾŀ zero-day exploit

ÁǇǊŜŘǎǘŀǾǳƧǵ ǾȅǑǑƛŜ riziko

44

Zero-day 
ȊǊŀƴƛǘŜƯƴƻǎǙ

Zero-day 
exploit

Zero-day 
ǵǘƻƪ



Zdroj: https://www.zero-day.cz/database/
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0-Řŀȅǎ ȊǊŀƴƛǘŜƯƴƻǎǘƛ όLLΦύ



0-Řŀȅǎ ȊǊŀƴƛǘŜƯƴƻǎǘƛ όLLLΦύ

46Zdroj: https://www.darkreading.com/cloud-security/google-chrome-zero-day-bug-attack-code-injection



LƴŘƛƪłǘƻǊ ȊǊŀƴƛǘŜƯƴƻǎǘƛ

ÁCVE = Common Vulnerabilities and Exposure

ÁCVE ID

Áǳƴƛƪłǘƴȅ ƛŘŜƴǘƛŦƛƪłǘƻǊ ǊŜŦŜǊŜƴŎǳƧǵŎƛ ǑǇŜŎƛŦƛŎƪǵ ȊǊŀƴƛǘŜƯƴƻǎǙ

ÁǳƳƻȌƶǳƧŜ korelovanie a ȊŘƛŜƯŀƴƛŜ ƛƴŦƻǊƳłŎƛƝ o ƪƻƴƪǊŞǘƴȅŎƘ ȊǊŀƴƛǘŜƯƴƻǎǘƛŀŎƘ

47Zdroj: https://www.cvedetails.com/cve/CVE-2020-0796/, https://www.cvedetails.com/cve/CVE-2022-23284/ 

https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2022-23284/
https://www.cvedetails.com/cve/CVE-2022-23284/
https://www.cvedetails.com/cve/CVE-2022-23284/
https://www.cvedetails.com/cve/CVE-2022-23284/
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