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= Casovy harmonogram
= 08:30—10:00 - 1. blok
= 10:00—-11:30- 2. blok
= 11:30-12:30 — obednajsia prestavka
= 12:30-14:00 - 3. blok
= 14:00 — 15:30 — 4. blok

Financované - r 1
Europskou tniou PLAN LOBNOVYJ

NextGenerationEU

v

Vzdelavacia aktivita (l.)

MINISTERSTVO

INVESTICIi, REGIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSKE] REPUBLIKY




" Ckeke Vzdelavacia aktivita (l1.)

Cislo
modulu
Modul ¢. 1
Modul ¢. 2

Modul ¢. 3

Modul ¢. 4

Modul €. 5

Modul €. 6

Modul €. 7

Casova
Nazov modulu dotacia (45 Forma stretnutia
min.)
Uvod do KIB a riadenie KIB 8 Online / Prezen¢ne
Vybrané kapitoly z kryptografie 8 Prezencne
Vybrané kapitoly zo sietovej bezpecnosti 16 Prezencne
Reaktivne a proaktivne Cinnosti PrezencCne
Reaktivne Cinnosti — komunikacia 6 Prezencne
Vybrané kapitol rava informacnych a komunikacnych : v
ybra e’ .a,pltoyzp ava informacnych a komunikacny 3 Online / Prezenéne
technolagii I.
Vybrané kapitoly z prava informacnych a komunikacnych : y
y pitoly zp y y 8 Online / Prezencne

technologii ll.




Kontinuita ¢innosti (I.)

 schopnost organizdcie pokracovat v dodavke produktov a sluzieb v prijatelnych
casovych rdmcoch pri vopred definovanej kapacite pocas narusenia (ISO/IEC
22301:2019)

Plan kontinuity

o RTO >

reakcia na incident

zvyCainy priebeh : .=V ! obnova OP
obchodnych procesov (OP) . .- mssssssa=sa=

H bl ™
i T eea. - "'hi alternativny OP > A&nie zvycajnej prevadzky

zvycajny priebeh OP

>

Zdroj: ISO/IEC 270035:2011



~ Kontinuita EinnoStl’(II.) * _'

Proaktivne Bezpecnostny Reaktivne
cinnosti incident cinnosti

\ 1§ |

:;S:tt;g'%gﬁﬁl i ﬂ> detekcia odpoved na incident } obnova i
/il |

1 ) i

i [ I

i i i

:{ cas obnovy (recovery time) }: !

i i |

i [ |

i : i |

i i i i

[ i [ i

rlf————— as do aktivacie planu _}i ' i

] i [ i

I I [ ;

Zvycajna L
prevadzka <€ detekiny Cas -)l

‘ >

cas 0

detekcia zaciatok obnovené na incident navrat k
ntu incidentu obnovy minimalne poziadavky vyrieSeny zvycajnému OP



Kontinuita ¢innosti (lll.)

. Proaktivne

Detekcia

=i B ' Reaktivne

izl
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Kontinuita ¢innosti (IV.)
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Average Number of Days to Detect Average Number of Days to Contain
Breach by Industry Breach by Industry

Entertainment
Healthcare
Media

Education

Retail

Hospitality
Consumer
Transportation
Services
Pharmaceuticals
Public Sector
Technology
Communications
Research
Manufacturing
Financial Services

Energy

Zdroj: https://wwwivaronisicom/blog/data-breach-response-times/

Healthcare
Education
Consumer
Entertainment
Media
Hospitality
Energy

Retail

Services
Pharmaceuticals
Manufacturing
Transportation
Technology
Communications
Public Sector
Financial Services

Research
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Kontinuita ¢innosti (V.)

Impact of key factors on total cost of a data breach

DevSecOps approach

Employee training

IR plan and testing

AI, machine learning—driven insights
IR team

Encryption

Security information and event management (SIEM)
SOAR tools

Proactive threat hunting

Threat intelligence

Insurance protection

Offensive security testing

Identity and access management (IAM)
EDR tools

Data security and protection software
Board-level oversight

ASM tools

CISO appointed

MSSP

Remote workforce

Supply chain breach

IaT or OT environment impacted
Third-party involvement

Migration to the cloud
Noncompliance with regulations
Security skills shortage

Security system complexity

-$249,278 I
-$232,867 I
-$232,008 I
-$225,627 I
-$221,794 I
-$221,593 I
-$202,347 I
-$202,232 I
-$201,111 I
-$196,93¢ I
-$196,452 I
-$187,703 I
-$180,358 NN
-$174,267 I
-$170,412 I
-$167,818 I
-$162,278 I
-$130,086 I
-$73,082 I
$173,074
$192,485
$195,428

$216,441

$218,362

$218,915

$238,637
$240,889

-$300,000 -$200,000 -$100,000 Avg.cost $100,000 $200,000 $300,000

Zdroj: IBM Security - Cost of a Data Breach Report 2023

Faktory:

Vzdelavanie zamestnancov

Plany na riesenie incidentov a ich
testovanie

Tim na rieSenie incidentov
Sifrovanie

Pouzitie monitorovanie
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Kontinuita ¢innosti (VI.)

Plan kontinuity

reakcia na incident

zvycajny priebeh
obchodnych procesov (OP)

RTO F:
i
i
i
:
i
i
i
i
:
i
i
i

alternativny OP

obnova OP

zZvycajny priebeh OP

< A&nie zvycajnej prevadzky

Reakcia na incident

(IR)

Zdroj: IBM Security - Cost of a Data Breach Report 2023

>

Obnova cinnosti

(BR)



- GeKa Bezpecnostny incident

= Udalost — akukolvek pozorovatelnt udalost, ku ktorej doslo v uréitom casovom
bode v systéme alebo sieti, najma ak je dblezita

= Bezpecnostna udalost — pozorovatelna udalost v prostredi informacnych
a komunikacnych technoldgii, ktora je relevantna pre bezpecnost

= Bezpecnostny incident — porusenie alebo bezprostrednu hrozbu porusenia
pravidiel pocCitacovej bezpecnosti, prijatelnych zasad pouzivania alebo

standardnych bezpecnostnych postupov

Udalosti

Bezpecnostné udalosti

. Bezpecnostné incidenty



Ciel rieSenia bezpecnostného
incidentu

Zastavit utok

L Zstavitiok
Zistit dopad pre organizaciu

12



© “&cxs Pravny ramec

= Nariadenie Europskeho parlamentu a Rady
(EU) 2016/679 z 27. aprila 2016 o ochrane
fyzickych osbb pri spracuvani osobnych
udajov a o volnom pohybe takychto
udajov, ktorym sa zrusuje smernica
95/46/ES (vSeobecné nariadenie o ochrane
udajov)

= Zakon €. 69/2018 Z. z. o kybernetickej
bezpeclnosti

= Zakon ¢.95/2019 Z. z. o informacnych
technoldgiach vo verejnej sprave




Zdroj: https://www.a-base.sk/sluzby/bezpecnost/

Ransomware

L4

14



Scenar (l.)

T Os i

Recycle Bin Micros oft  rmailmb.jp... wi3FiR2Zh.RE
Edge ADME et

£8 B

ONGstype...

H BB

Adobe animale.rtf... submitran

LockBit Black
5

feio besiecson. i Al yOUr important files are stolen and encrypted!
You must find wlJ8FiR2h.README.txt file
q b and follow the instruction!

FINESSSE,. trustgrant....
Ch ome

A B

WLC media leegeorge.r...
player

B33 PM

AW ghuon B
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" Ekcke Scenar (II.)

& | [ 5 | Documents - [ X
Home Share View
< _J Yot NI (ST EFzhs 7 Oper fHH select an
s w= Copy path s Edit Select none
- N .d e Ve d s b Pin to Quick Cop Paste o Basts shorot Copy tc Renamse New Properties & Histo Ihvert salectioh
ejde otvorit Ziadne subory B foees e G Mt | ot
Clipboard Organize New Open Select
. p o . P R &« ad T '_: > ThisPC > Documents > v & Search Documents e
= Dokonca ani na ulozisku organizacie e Bt :

#P Saved Games OneNote Notebooks

File folder
A “ /- Searches Outlook Files /23/2024 8:25 PM File folder
- IT pOdpora Je nedOStupna B videos PowerShell 3/23/2024 8:25 PM File folder
v [ This PC 3 companiesselling.ritfawl]8FiRZh WLIBFIRZH File 4 KB
. .« 7 ’rv I ; [3 Databasel.accdb.wil8FiR2h WL JBFIR2H File 13 KB
= Kolegovia volaju/piSu SMS spravy @ networkspackagetwleFRCh
. Dvoop 3 outlevels.tfwl)8FiRZh : WL JBFIR2 4KB
pEkDosiment 3 planningbuilding.rtf.awl)8FiR2h 972372024 8:25 PM WLISFIR2H Fil 4KB
& Downloads 3 privacymedicine.if.wlBFiR2h 523 WLISFIRZH Fil 4KB
D Music =] wlIBFiRZh.README. txt 0/23/2024 8:25 PM Text Documen AKE
= Pictures
B Videos

aa Local Disk (C:)
T+ Libraries
¥ Network
v [E Control Panel

10 items == [&




) wIBFiR2h.README txt - Notepad

File Edit Format ‘View Help

~eee LockBit 3.@ the world's fastest ransomware since 201G~we~
»»>> Your data are stolen and encrypted
The data will be published on TOR website if wou do not pay the ransom
DeathGrip Ransomware Attack | t.me/DeathGripRansomware
This computer is attacked by russian ransomware community of professional black hat hackers.
Your every single documents / details is now under obserwation of those hackers.

If you want to get it back then you have to pay 1808% for it.

This Attack Is Done By Team RansomVerse You Can Find Us On Telegram
@DeathGripRansomware Contact The Qwner For The Decrypter Of This Ransomware

| #DeathGripMalware

>3>»> What guarantees that we will not deceiwve you?
We are nat a nalitically marivated orain and we dn nat need anvthineg ather than vonir manew

Ln1, Col1 10086 Windows (CRLF)

17



Aké budu Vase
prve

kroky?

Y 4



: - Tor Browser Links for chat:
\},QIEFAS“ o ! ’
fKCKB Scenar (IV.

%,

<F

A
- B T ]

>>>>> Your personal ID: - <<<<<

"JWJISCM N

q?
=
5]
vl
%

)

= Ransom note — informacia o vykupnom

66—~ [ ockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that
once your data appears on our leak site, it could be bought by your competitors at any second, so
don't hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.
Tor Browser Links:

Links for normal browser:

>>>>> What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more important than our
reputation. We are not a politically motivated group and we want nothing more than money. If you pay,
we will provide you with decryption software and destroy the stolen data. After you pay the ransom,
you will quickly make even more money. Treat this situation simply as a paid training for your system
administrators, because it is due to your corporate network not being properly configured that we were
able to attack you. Our pentest services should be paid just like you pay the salaries of your system
administrators. Get over it and pay for it. If we don't give you a decryptor or delete your data after you
pay. no one will pay us in the future. You can get more information about us on llon Musk's Twitter
hxxps.Awitter com/hashtagdockbit?f=live

>>>>> You need fo contact us and decrypt one file for free on TOR darknet sites with your personal
1D

Download and install Tor Browser hxxps./www forproject org/

Wiite to the chat room and wait for an answer, we'll guarantee a response from you. If you need a
unique 1D for correspondence with us that no one will know about, tell it in the chat we will generate
a secret chat for you and give you his ID via private one-time memos service, ho one can find out this
1D but you. Sometimes you will have to wait some time for our reply, this is because we have a lot of
work and we attack hundreds of companies around the world.

Tor Browser Links for chat:

e e e T e e e e e B e T e e e e B T e e e e e e e S e e e e e B B S e e B B D R e B R S
>>>>> Warning! Do not delete or modify encrypted files, it will lead to problems with decryption of files!
>>>>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you.

They won't help and will only make things worse for you. In 3 years not a single member of our group
has been caught by the police, we are fop nofch hackers and we never leave a trail of crime. The
police will try to prohibit you from paying the ransom in any way. The first thing they will tell you is that
there is no guarantee to decrypt your files and remove stolen files, this is not true, we can do a test
decryption before paying and your data will be guaranteed to be removed because it is a matter of our
reputation, we make hundreds of millions of dollars and are not going to lose our revenue because of
your files. It is very beneficial for the police and FBI to let everyone on the planet know about your
data leak because then your state will get the fines budgeted for you due to GDPR and other similar
laws. The fines will be used to fund the police and the FBI, they will eat more sweet coffee donuts
and get fatter and fatter. The police and the FBI don't care what losses you suffer as a result of our
attack, and we will help you get rid of all your problems for a modest sum of money. Along with this
you should know that it is not necessarily your company that has fo pay the ransom and not
necessarily from your bank account, it can be done by an unidentified person, such as any
philanthropist who loves your company, for example, Elon Musk, so the police will not do anything to
you if someone pays the ransom for you. If you're worried that someone will frace your bank transfers,
you can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your
company paid our ransom. The police and FBI will not be able to stop lawsuits from your customers
for leaking personal and private information. The police and FBI will not protect you from repeated
attacks. Paying the ransom to us is much cheaper and more profitable than paying fines and legal
fees.

>>>>> What are the dangers of leaking your company’'s data.

First of all. you will receive fines from the government such as the GDRP and many others, you can
be sued by customers of your firm for leaking information that was confidential. Your leaked data will
be used by all the hackers on the planet for various unpleasant things. For example, social
engineering, your employees' personal data can be used to re-infilfrate your company. Bank details and
passports can be used to create bank accounts and online wallets through which criminal money will
be laundered. On another vacation trip, you will have to explain to the FBI where you got millions of
dolfars worth of stolen cryptocurrency transferred through your accounts on cryptocurrency exchanges.
Your personal information could be used to make loans or buy appliances. You would later have to
prove in court that it wasn't you who took out the loan and pay off someone else’s loan. Your
competitors may use the stolen information to steal technology or fo improve their processes, your
working methods, suppliers, investors, sponsors, employees, it will all be in the public domain. You



Ako postupovat

?

alej

/7

d



JOZEFA S,
Ny &

i

A
J”!:uso“

274844568a6a9ce334d71efeac21f528d7.. <
MDS: 7E503 0295DA017914A957D04
ox Start: 23.09.2 200 Total time: 150s
Win10 64 bit  gisaksi

ransomware  stealer
Indicators: A2 3
éj Tracker. LockBit, Ransomware, Stealer
Reports + Get sample = 10c () Restart
i

Text report Graph ChatGPT Export =
Teamwork

2 Processes Only impo
History

Z 71efeac21f528d7 377c978cc1270c..
(74 68
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ad % 915 3 467 59
am
10 64 bit

274844568a6a9ce334d71efeac21f528d7b54b2cd4377c978cc12.
q .
am

% = lockbit 62k 87 71
10 64 bit

)
e

1524 | COM ShellExperienceHost.exe -ServerName:App.AppXtk181tbxbee.
o k5 kg 98
22042

COM SearchApp.exe -ServerName:CortanaUl.AppX8z9r6jm96hw4b...
ay 2 & 6k 188
732 bit

-
ag

7 32 bit

-
L

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

(2

Profile

w

HTTP Requests 61 Connections 2 DNS Requests Threats

Pricin > 2
2 Timeshift Headers Process name

= ns GET | 200: 0K
Contacts 3 NS | 200: 0K
FAQ S | 204: No Content

=
¢ 404: Not Found

| 204: No Content

Log Out

FREE trial

[1020] 2 d71efeac21528d7 377¢978cc12. .exe [YARA] LockBit is detected

Get more awesome features with premium access! View more

: https://app.any.run/tasks/7c048del-ccdc-47df-9f0f-985cf31dea76




Postup rieSenia bezpecnostného
incidentu

= - Fazy rieSenia bezpecnostnych incidentov podla SANS

Ponaucenie
Detekcia

a analyza

Odstranenie

Zdroj: https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901
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ldentifikacia bezpecnostnych
incidentov

* |ncidentom sa vidy nedd zabranit, musia sa vSak vzdy identifikovat

n Externé Zd rOje Nahlasenie incidentu

Ak cheete nahlasit incident, zavolajte na niektoré z tychto tefénnych Gisel alebo ndm poslite email.
Vsetky potrebné detaily si od Vas pocas rozhovoru vypytame.

" |né organizacie — hlasenia (SK-CERT,...)

incident@upijs.sk

= Automatizované systémy (napr. have | been pwned?) ... ...

Vseobecny email

csirt@upjs.sk

" Interné zdroje N
* Nahlasovanie cez kontaktné miesto (email/telefén) e

p : Ad
= Monitorovanie (SIEM) o
= Vl]astna dohladavacia ¢innost baa?

PGP kl'aé

= Ako identifikujete bezpecnostné incidenty? -
[l ]

Fingerprint: BBD5 DT@6 CBA1
e
o
St
Zdroj: https://csirt.upjs.sk/#/kontakt E 3



" GckB Analyza bezpe¢nostnych incidentov

Overit si udalost
Bezpecnostny incident vs. technicky incident

Urcenie typu bezpecnostného incidentu
= Zdielanie informacii
= Spustenie Specifického postupu

Predbezné urcenie rozsahu
" urcenie rozsahu - identifikacia systémov, ludi a informacnych aktiv, ktoré su
sucastou udalosti.
= podozrivé udalosti — nové ucty, modifikacia suborov, zmeny vo vykone a pod.

Madte IT oddelenie? Specificky postup?

24



= eCSIRT.net mklV.
= CIRCL.LU taxondmia,

Taxondmia bezpecnostnych
incidentov (l.)

= SpoloCna taxondmia pre organy cinné v trestnom konani a jednotky CSIRT

(Common Taxonomy for LE and CSIRTSs).

REFERENCE
-lr:gg:ll\?.lm Y INCIDENT EXAMPLES (2NP INCIDENT TYPE (2Ne
CLASSIFICATION ALy COLUMN)
(15T COLUMN)
Virus Infection
Worm Distribution
Trojan
Malicious Code
Spyware
Dialler
Rootkit

Zdroj: https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf

COMMON TAXONOMY
FOR LEA AND CSIRT

INCIDENT
CLASSIFICATION (157
COLUMN)

Malware

25



“G&exe  Evidencia bezpeénostného incidentu

= Evidencia bezpecnostnych incidentov
= Tiketovaci systém / Internd evidencia (emailové spravy)
= Zaznamenajte si postup + dolezité udaje

Title

Ako by ste evidovali Np—— =
bezpecnostny incident? St

i
E
|
oo o e ooaaeag

Zdroj: https://strangebee.com/thehive/
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Komunikacia bezpeénostného
incidentu (I.)
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MARKING DEFINITIONS
Traffic Light Protocol (TLP)

TLP:RED is used to
protect sensitive
information that

should only be shared
with a limited number
of authorized
recipients, due to
potential risks.
Sharing is not
allowed.

TLP:AMBER is used to
protect sensitive
information that must
be shared on a need-
to-know basis within
an organization and
its clients to prevent
harm.

Zdroj: https://docs.opencti.io/latest/administration/segregation/

TLP:
AMBER
+STRICT

-~

TLP:AMBER+*STRICT
is used to protect
sensitive information
and used to restrict
sharing to an and not
its client.

TLP:GREEN is used to
share information
within a community
for awareness, but not
via public channels.
It should not be
shared outside of the
community.

TLP:CLEAR is used to
share information
without any
restrictions. The
information carries
minimal risk of misuse
and can be shared
freely in compliance
with copyright rules.




Komunikacia bezpe&nostného
incidentu (I1.)

S=EN | FAKED DATA [t

= PRESS ABOUTUS

= Partneri/klienti

" Média
o Nahla’SItl oleopalma.com.mx paybito.com

N
= Zamestnanci / utocnik

Greetings! Today we are posting here the new Quick Launch Se zZive SPRAVY TV & OPERATORI CYBERGAME Al MOBILMANIA PREMIOVE CITANIE VIDEO
company, "Oleopalma Compania Agroindustrial Cia an exchange the y ]
Ltda LLC". Company Description: Cleopalma is a PayBitoPro APls. naEheIA Remecnd
" company specialized in the cultivation, production, teams provide ¢ Hackeri zverejnili da’ta ukradnuté
= OCTK . : ; e o o
Univerzite Mateja Bela, za€inaju sa Sirit
’
internetom

: A , . PUBLISHED
= Povinné / dobrovolné hlasenia

= Urad na ochranu osobnych udajov
= NBU, Telekomunikaény drad

Universitas Matthiae Belii association
. Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the
U N [\/[: RZHA central Slovak town of Banska Bystrica. The university was
MATEJA BELA established in 1992. At the moment, more than 6,000 students are

studying at the university.

o ] ] 2 i
= Komu by ste hlasili/komunikovali bezpecnostny R .
incident a aky’ SpéSObom? Zdroj: https://zive.aktuality.sk/clanok/cfRr3Xq/hackeri-zverejnili-data-ukradnute-

univerzite-mateja-bela-zacinaju-sa-sirit-internetom/



Komunikacia beipec”:no‘stného 3
incidentu (lll.) *

e Bezpecnostny

e Skutok
incident

e Organy Cinné v
trestnom konani e UOOU
¢ |dentifikovat

e Najst pachatela ,
dopad na OOU a

=

e BezpecCnostny
incident

CSIRT /
Dohladovy organ
e Zastavit incident,
zistit dopad
incidentu,
zamedzit
rovhakému
incidentu

urobit opatrenia

Bezpecnostny pohlad
Trestnopravny pohlad

Pohlad ochrany osobnych udajov
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Cl. 33 GDPR

Ktoré incidenty je potrebné oznamit podl'a GDPR?
" Porusenie ochrany osobnych udajov
" Porusenie bezpecnosti

Kto musi oznamovat?
= Kazdy prevadzkovatel a sprostredkovatel

Komu je potrebné incident oznamit?
= Uradu na ochranu osobnych udajov
= Dotknutym osobam (niektoré pripady)

Do kedy je potrebné incident oznamit?
= Bez zbytocného odkladu, resp. do 72 hodin

b Gicxa Komunikacia beZpeEnostného
: incidentu (IV.)

Formular pre prevadzkovatela na nahlasovanie bezpecnostnych
incidentov v zmysle Cl. 33 Nariadenia (EU)2016/679 a § 40 zakona &.

18/2018 Z. z

= Verzia pre tla¢

Formuldr je urceny pre prevadzkovatelov, ktori st povinni v zmysle £l. 33 NARIADENIA EUROPSKEHO PARLAMENTU A
RADY (EU) 2016/679 z 27. aprila 2016 o ochrane fyzickych osob pri spractivani osobnych tdajov a o voFnom pohybe
takychto ddajov, ktorym sa zrusuje smernica 95/46/E S (véeobecné nariadenie o ochrane Gdajov) (cFalej len ,,GDPR") ako aj
§ 40 zdkona c. 18/2018 Z. z. o ochrane osobnych tidajov a o zmene a doplneni niektorych zdkonov v zneni zakona .
21/2019 7. 7. (Falej len ,zakon*) bezodkladne oznamit’ Uradu na ochranu osobnych udajov SR {d‘alej len ,trad*), ako
dozornému organu v oblasti ochrany a spracivania osobnych tdajov porusenie ochrany osobnych udajov, ktore mbze

mat’ za nasledok riziko pre prava a slobody fyzickych osob.

@ Cr
Uvod Nahlad

Dokonéit

Qznamenie o porudeni ochrany osobnych Gdajov:

1.Identifikacia oznamovatefa bezpecnostného incidentu:

1.4 Oznamenie o porugeni ochrany osobnych udajov oznamujete v postaveni: *
Oznaéte ibs jednu meinost

) fyzickej osoby, ktora spraciva osobné Gdaje dotknutjch oséb

Ty pravnickej osoby, kiord spraciva osobné Odaje dotknutych osdb

Ty sprestredkovatela, ktorj v mene prevadzkovatela spraciva osobné Udaje dotknutjch osbb
2 ing

iné:

(v pripade wibary mofnost iné" popikta)

isidlo, u ktorého doslo k poruseniu ochrany oscbnych ldajov:

1.2 Nazov prevadzkovatela (fyzickalpravnicka osoba), ad

P

1.31€0:

1.4 Tel. kontakt:

2. Informdcie o zodpovednej osobe, resp. inej kontaktnej osobe opravnene] pre komunikaciu v mene
prevadzkovatefa vo veci porusenia ochrany osobnych Gdajov.

2.1 Mate uréenii zodpovedni osobu v oblasti ochrany osobnych ddajov: *
Oznaéte iba jednu moZnosf

https://dataprotection.gov.sk/sk/prevadzkovatelia/oznamenie-poruseni-
ochrany-osobnych-udajov/
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" Gkexs Zastavenie/Obmedzenie
bezpecnostného incidentu

» Blokovanie dalsSieho pristupu alebo poskodenia systémov
" VVypnutie systému, odpojenie od siete, zmena pravidiel,
= ZvySenie Uurovne monitorovania
= Malvér -> izolacia kompromitivanych systémov
» Phishing -> deaktivacia odkazu

= Co by ste robili v pripade ransomvér utoku?
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NERZTA

“&exe  Analyza bezpecCnostného incidentu

7" @ Dashboard i= Recent o Pending ©Q Search

"Jblaisou Sy

Summary

W File RT9975.htm! & score

= Zhromazdovanie digitalnych stop —
zaistovanie

A Feedback

00QPE0C0000000000

= Zhromazdenie podrobnosti o vektore
utoku a o krokoch podniknutych s cielom
umoznit uc¢inné odstranenie

uuuuuuu

SOLUTIONS v  PARTNERS ~ COMPANY v  BLOG | GETSTARTED

= \lyrazne technickd ¢ast A Q/ r THURﬁW
/N h@& '

&r

DOWNLOAD

= Viacero free/open-source ndastroj

https://cuckoo.cert.ee/analysis/2232081/summary/ https://www.nextron-systems.com/thor-lite/

32


https://cuckoo.cert.ee/analysis/2232081/summary/

Odstranenie pri¢iny a obnova dat/
systémov (l.)

= |dentifikacia bezpecnostnych zranitelnosti

= Zalohy / zdlohovacie systémy — 1 z cielov Utoc¢nikov

MTO

= Recovery point objective (RPO)?
RPO RTO WRT

S *—T

Proces/ Udalost’/ Obnova Opatovné zacatie
¢innost’ incident (recovery) (resume)
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Odstranenie pri€iny a obnova dat /
systémov (ll.)

Parnert Oprojekee

< / > Domov Krypto gerif Ransomware: otazky a odpovede Preventivne rady Dedifrovacie nastroje

N O MORE RANSOM Nahlasenie trestného inu

Ransomware je malware, ktory
POTREBU] ETE uzamkne Vas potita a mobilné
- — zariadenia alebo zagifruje Vage
POMOCT elektronické data. V takom pripade sa
V4 N k (dajom nedostanete, pokial’
S Odom knutlm VaShO nezaplatite vykupné.
d. . ’I h e
Iglta neno ZIVOta Nie je to vSak zaruéené a
bez platenia nlkd.y by ste nikdy nemali

platit!
utocnikom*?

V stcasnej dobe nema kazdy typ ransomwaru svoje ries
Neustale kontrolujte tirto webovi stranku, pretoze now
aplikacie sa pridavané, ak si k dispozicii.

Novy desifrovaci

nastroj pre

https://www.nomoreransom.org/sk/index.html



“&exe  Uzavretie a priprava na bezpecnostny
incident

= Uzavretie bezpecnostného incidentu
= Aky by bol dopad u Vas?
= Aké systémy boli zasiahnuté?
" Bezpecnostné opatrenia?
= Lessons learned
= Ako to robit inak?
» Struktura siete, inventarizacia zariadeni
= Pristupy k zariadeniam (najma sietovym prvkom)
= Postupy
= Aké kroky vykonat
= Koho informovat
= Nastroje
" Mnozstvo open-source nastrojov
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Manazment zranitel’'nosti -
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10.3.2023 10:40 | Bezpenost coMmeonln

Bezpecnost stamilionov zariadeni je
ohrozena: Zranitelny €ip najdeme aj v Computerworld » Security World »

modernych pocitaCoch Open source je prolezly zranitelnostmi
F _ (e) < mwrs. ' no

q& = | 15.12.2022 06:08 | Bezpeénost

Produkty od Fortinet obsahuju kriticku
zranitelnost. Treba inStalovat aktualizaciu aj

) 7{5 preverit logy

593QW
AN vdﬁ“j{58

Autor: Depositphotos

Hardvérovy komponent T
Zive moZu ziskat deSifrovacie il
software obsahuje néjakou ¢ast open source kodu.

1ych kddu klicova pro zabezpeceni celého programu.
spolecnosti Synopsys, existuji v tomto sméru vazné

LuciaKobzovd , \oys zranitelnosti umozi |

Zdroj: istock

Utoénik mohol ziskat neopravneny pristup k citlivym tidajom a vykonat

? neopravnené zmeny.
»

Lukas Kosno V operaénom systéme FortiOS a produkte FortiProxy sa nasla nova kriticka zranitelnost,

nnnzarniiie Narndné rentriim kvhernetirkei heznennati SK-CFRT Staln «a tak nnitnvne na

Zdroj: https://zive.aktuality.sk/clanok/PEXrsVn/produkty-od-fortinet-obsahuju-kriticku-zranitelnost-treba-instalovat-aktualizaciu-aj-preverit-logy/, https://www.computerworld.cz/clanky/open-sgrye-je-
prolezly-zranitelnostmi/, https://zive.aktuality.sk/clanok/kTGyEfc/bezpecnost-stamilionov-zariadeni-je-ohrozena-zranitelny-cip-najdeme-aj-v-modernych-pocitacoch/x



ilVé Predplatné

16.8.2021 08:42 | Bezpecnost

V eHranici bola vazna chyba. Hackeri vedeli poslat
¢loveka do karantény aj ziskat akykolvek vakcinacny
preukaz

14 augusta, 2021 | COVID-19 certifikat, ehranica,impersonifikacia, nczi,rodné cisla, unik

MOZNOST PLOSNEHO ZISKANIA
A ZNEUZITIA EU VAKCINACNYCH
CERTIFIKATOV

Zdroj: istock

o
= l Jan Trangel

Zdroj: https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://nethemba.com/sk/moznost-plosneho-ziskania-a-zneuzitia-eu-vakcinacnych-certifikatov/



https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
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https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
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https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
https://zive.aktuality.sk/clanok/5w4np4g/v-ehranici-bola-vazna-chyba-hackeri-vedeli-poslat-cloveka-do-karanteny-aj-ziskat-akykolvek-vakcinacny-preukaz/
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Bezpecnostné zranitefnosti ( I;)

= Chyba v softvéri, firmvéri, hardvéri alebo komponente sluzby vyplyvajuca zo
slabosti, ktoru je mozné zneuzit, a ktora ma negativny vplyv na dévernost, integritu
alebo dostupnost ovplyvneného komponentu alebo komponentov (CVE — MITRE)

VULNERABILITIES

@‘,{ A l{/’

j .

—

VULNERABILITIES
EVERYWHERE

makeameme.org

Zdroj: https://makeameme.org/meme/vulnerabilities-vulnerabilities-everywhere 39



Bezpecnostné zranitelnosti (I1.)

= vyskyt zranitelnosti ako taky nesposobuje Skodu, pretoZze musi existovat hrozba,
ktora ho vyuzije

= zranitelnost, ktord nema odpovedajucu hrozbu, nemusi vyZzadovat prijatie opatreni,
ale mala by byt rozpoznand a monitorovan3, ¢i sa nemeni

Zranitelnost’ @

Aktivum

Zdroj: FIRST: Incident Response for Policymakers 40



Discovery ] Disclosure ]

Zivotny cyklus zranitelnosti

Exploit

Patch available

Black Risk Gray Risk

Zdroj: https://www.researchgate.net/publication/321807370/figure/fig1/AS:571534638096384@1513275884045/Lifecycle-of-a-
vulnerability-Distinctive-points-in-time-divide-the-lifecycle-of-a.png

Patch installed

White Risk
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Zivotny cyklus (I1.)

= zivotny cyklus a manazment bezpecnostnych zranitelnosti
= zverejnovanie zranitelnhosti — Uplné/obmedzené/nezverejnenie

= koordinované zverejnovanie zranitelnosti

Vznik Objavenie Dostupny
zranitelnosti zranitelnosti Exploit

©

©




K 0-days zranitelnosti (l.)

= zranitelnost v systéme alebo zariadeni, ktora bola odhalend, ale este nie je
opravena

= exploit, ktory utoci na zero-day zranitelhost, sa nazyva zero-day exploit

" predstavuju vyssie riziko

Zero-day Zero-day Zero-day
zranitelnost exploit utok
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Vulnerabilities by software (2006 - 2026) oo

Google Chrome (5.96%)
mac0S (2.02%)

Microsoft Offi

Apple i0S (5.43

Microsoft Internet E»

Adobe Flash Player (4.899

) Google Chrome (5.96%) ([ macOS (2.02%)

B Microsoft Office (2.66%) ([} Apple i0S (5.43%)

[0 Microsoft Internet Explorer (5.53%) ([} Adobe Flash Player (4.89%)
Other (54.68%)

Windows (18.83%)

Vulnerabilities by vendor (2006 - 2026) oo

Google (8.51%)
Cisco Systems, Inc (2.2

Other (30.21%)

Adobe (7.98%)
Mozilla (1.17%)

Oracle (1.6%) /
Ivanti (1.49%)
Fortinet, Inc (1.49%)

Microsoft (34.79%)

B Google (8.51%) (i Cisco Systems, Inc (2.23%) Apple Inc. (7.66%)

@ Microsoft (34.79%) () Fortinet, Inc (1.49%) ([ Ivanti (1.49%)

) Oracle (1.6%) (1.17%) [ Moxzilla (1.17%) ([ Adobe (7.98%)
JustSystems Corporation (1.7%) ([} Other (30.21%)

j: https://www.zero-day.cz/database/

| O-day's zranitelfnoSti (n.) _.
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0-days zranitelnosti (ll1.) .-

Google Chrome Zero-Day Bug Under Attack, Allows Code
Injection

The first Chrome zero-day bug of 2024 adds to a growing list of actively exploited vulnerabilities found in Chromium and
other browser technologies.

Jai Vijayan, Contributing Writer ® 4 Min Read

£

January 17, 2024

3¢ Wl'\

Aive Q\Q“ A

Zdroj: https://www.darkreading.com/cloud-security/google-chrome-zero-day-bug-attack-code-injection
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Indikator zranitelnosti

= CVE = Common Vulnerabilities and Exposure

= CVEID
= unikatny identifikator referencujuci Specificku zranitelnost
= umoznuje korelovanie a zdielanie informacii o konkrétnych zranitelnostiach

A remote code execution vulnerability exists in the way that the Microsoft

ﬁCVE'2020'0796 Server Message Block 3.1.1 (SMBv3) protocol handles certain requests, aka

"Windows SMBv3 Client/Server Remote Code Execution Vulnerability".

ﬁCVE-2022-23284 Windows Print Spooler Elevation of Privilege Vulnerability.

Zdroj: https://www.cvedetails.com/cve/CVE-2020-0796/, https://www.cvedetails.com/cve/CVE-2022-23284/ 47



https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2020-0796/
https://www.cvedetails.com/cve/CVE-2022-23284/
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Databazy zranitelhosti (I.) '

NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY
DATABASE
NVD

NATIONAL VULNERABILITY DATABASE

v

VULNERABILITIES

Search Vulnerability Database

Try a product name, vendor name, CVE name, or an OVAL query.

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions.
Search results will only be returned for data that is populated by NIST or from source of Acceptance Level "Provider".

Search Type Contains HyperLinks

® Basic O Advanced O CISA Known Exploited Vulnerabilities
O US-CERT Technical Alerts

Zdroj: https://nvd.nist.gov/vuln
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Databazy zranitelnhosti (l1.) '

Vulnerability Database

Vulnerability Library

[ Q Package or ID search

All ecosystems 108363

GIT 32439 GitHub Actions

Packagist 2803

GHSA-22f2-v57c-j9¢cx

Pub 6

Packages

RubyGems/rack

AlmalLinux 2621

16 Go 1945 Hackage 16

PyPI 11510

Alpine 3356 Android 861 Bitnami 3766 CRAN 10

Hex 27 Linux 13573 Maven 4721

Rocky Linux 1030 RubyGems 776 SwiftURL 3@

Summary

crates.io 1304 Debian

npm 14014

Affected

versions

NuGet 562

Published

9754

0SS-Fuzz 3223

GHSA-xj5v-6v4g-jfwé

Zdroj: https://osv.dev/

RubyGems/rack

Rack vulnerable to ReDoS in content type parsing (2nd degree polynomial)

Rack has possible DoS Vulnerability with Range Header

12 hours ago

12 hours ago

Fix available

Fix available




Databazy zranitelnosti (lIl.)
.

~ Vulnerabilities

By Date

By Type New/Updated CVEs Distribution of vulnerabilities by CVSS scores

Known Exploited

Assigners 432 cvEs created, 3093 cves CVSS Score Range Vulnerabilities

updated since yesterday

CVSS Scores 0-1 = 971

EPSS Scores 892 CVEs created, 37771 CVEs 1-2 131

Search updated in the last 7 days 23 o 356
~ Vulnerable Software 2824 cves created, 7206 3-4 1956

Vendors CVEs updated in the last 30 days 4-5 13562

Products 5-6 27760

Version Search . . 6-7 27087

Known exploited vulnerabilities . .

¥ Vulnerability Intel. Since yesterday Last 7 days Last 30 days

Newsfeed 0 1 10 8-9 20041

Open Source Vulns 9+ 32065

Emerging CVEs Recent EPSS score changes Total 167213

Feeds >5% >10% >50% Weighted Average CVSS Score: 7.6

Exploits 21 13 0

- * For CVEs published in the last 10 years
Advisories

Code Repositories

Zdroj: https://www.cvedetails.com/



Popis zranitelnosti (l.)

Vulnerability Details : CVE-2019-0708  “#pubiic exploit exists!

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when an unauthenticated attacker connects to the

target system using RDP and sends specially crafted requests, aka 'Remote Desktop Services Remote Code Execution Vulnerability'.

Published 2019-05-16 19:29:00 Updated 2021-06-03 18:15:08 Source Microsoft Corporation View at NVD®, CVE.org¥

Vulnerability category: Execute code

CVE-2019-0708 is in the CISA Known Exploited Vulnerabilities Catalog

CISA vulnerability name:
Microsoft Remote Desktop Services Remote Code Execution Vulnerability

CISA required action:
Apply updates per vendor instructions.

CISA description:
Microsoft Remote Desktop Services, formerly known as Terminal Service, contains an unspecified vulnerability that allows an unauthenticated attacker to connect

to the target system using RDP and send specially crafted requests. Successful exploitation allows for remote code execution. The vulnerabil

Added on 2021-11-03 Action due date 2022-05-03

Exploit prediction scoring system (EPSS) score for CVE-2019-0708
Probability of exploitation activity in the next 30 days:

Percentile, the proportion of vulnerabilities that are scored at or less: EPSS Score History ~ EPSS FAQ

Metasploit modules for CVE-2019-0708

€ CVE-2019-0708 BlueKeep Microsoft Remote Desktop RCE Check Disclosure Date: 2019-05-14 First seen: 2020-04-26

auxiliary/scanner/rdp/cve_2019_0708_bluekeep

This module checks a range of hosts for the CVE-2019-0708 vulnerability by binding the MS_T120 channel outside of its normal slot and sending non-DoS
packets which respond differently on patched and vulnerable hosts. It can optionally trigger the DoS vulnerab

More information &

Zdroj: https://www.cvedetails.com/cve/CVE-2019-0708/?q=cve-2019-0708
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Vulnerability Details : CVE-2021-28480

Microsoft Exchange Server Remote Code Execution Vulnerability

Published 2021-04-13 20:15:21 Updated 2023-12-29 01:15:43 Source Microsoft Corporation

Vulnerability category: Execute code
Exploit prediction scoring system (EPSS) score for CVE-2021-28480
Probability of exploitation activity in the next 30 days:

Percentile, the proportion of vulnerabilities that are scored at or Iess: EPSS Score History ~ EPSS FAQ

CVSS scores for CVE-2021-28480

Base Score Base Severity CVSS Vector Exploitability Score
[ 10.0 ] HIGH AV:N/AC:L/AUN/C:C/IC/AC 10,0 |

m CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH 3.9

m CRITICAL CVSS:3.1/AVIN/AC:L/PR:NJULN/S:U/C:H/I:H/AH 39

References for CVE-2021-28480

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-28480 &
CVE-2021-28480 - Security Update Guide - Microsoft - Microsoft Exchange Server Remote Code
Execution Vulnerability
Patch;Vendor Advisory

<

Products affected by CVE-2021-28480

Microsoft » Exchange Server » Version: 2013 Update Cumulative Update 23

Zdroj: https://www.cvedetails.com/cve/CVE-2021-28480/?q=CVE-2021-28480

Impact Score
10.0
59

5.9

Popis zranitelnosti (Il.)

View at NVDE, CVE.org¥

Score Source

NIST
NIST

Microsoft Corporation

Matching versions

Matching versions
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Security Vulnerabilities, CVEs, Published In January 2024

Published in: =~ 2024 January February

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9 In CISA KEV Catalog

Sort Results By : Publish Date }3 Update Datel§ CVE Numberli  CVE Numbertj  CVSS Score 1}

2608 vulnerabilities found

n 2 3 4 5 ...102 103 104 105

CVE-2024-24573

facileManager is a modular suite of web apps built with the sysadmin in mind. In versions 4.5.0 and earlier, when a user
updates their profile, a POST request containing user information is sent to the endpoint server/fm-modules/
facileManager/ajax/processPost.php. It was found that non-admins can arbitrarily set their permissions and grant their
non-admin accounts with super user privileges.

CVE-2024-24572

facileManager is a modular suite of web apps built with the sysadmin in mind. In versions 4.5.0 and earlier, the
$_REQUEST global array was unsafely called inside an extract() function in admin-logs.php. The PHP file fm-init.php
prevents arbitrary manipulation of $_SESSION via the GET/POST parameters. However, it does not prevent manipulation
of any other sensitive variables such as $search_sql. Knowing this, an authenticated user with privileges to view site logs
can manipulate the search_sqgl variable by appending a GET parameter search_sql in the URL. The information above

CVE-2024-24571

facileManager is a modular suite of web apps built with the sysadmin in mind. For the facileManager web application
versions 4.5.0 and earlier, we have found that XSS was present in almost all of the input fields as there is insufficient input
validation.

EPSS Score 13

Zoznam zranitelnosti

Max CVSS
EPSS Score
Published
Updated

Max CVSS
EPSS Score
Published
Updated

Max CVSS
EPSS Score
Published
Updated

I Copy

0.05%
2024-01-31
2024-02-07

6.5
0.05%
2024-01-31
2024-02-07

5.4
0.05%
2024-01-31
2024-02-07

Zdroj: https://www.cvedetails.com/vulnerability-list/year-2024/month-1/January.html|?page=1&order=7&trc=2608&sha=c99dbf2a36e5e59c9027922650ebf2d162a3f69e
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£) “Gkeke - Zoznam zranitelnosti (Il.)
| https://www.cvedetails.com/top-50-vendor-cvssscore-distribution.php

CVSS Score Distribution For Top 50 Vendors By Total Number Of "Distinct" Vulnerabilities

This page is archived and preserved for historical purposes only. This page is no longer updated.

Vendor Number of # Of Vulnerabilities Weighted % Of Total
Name Total Average
Vulnerabilities 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9+ 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9+
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Zoznam zranitelnosti (111.)

List Of Products - Product name starting with "W" - Operating Systems

a

Applications Operating Systems Hardware/Appliances All

Browse product names starting with:

ABCDEFGHIJKLMNOPQRSTUV“XYZO‘IZ
3 4 5 6 7 8 9 @

967 products found

n23456?891011121314151617181920

% Product Name % Vendor Name Risk Score « Vulnerabilities % Product Type
Windows Server 2016 Microsoft @ 3347 0s
Windows 10 Microsoft @ 3080 0s
Windows Server 2008 Microsoft @ 2863 (055
Windows Server 2019 Microsoft @ 2860 as
Windows Server 2012 Microsoft @ 2810 0s
Windows 7 Microsoft ® 2369 0s
Windows 8.1 Microsoft @ 2215 0s
Windows Rt 8.1 Microsoft @ 2017 Qs

Zdroj: https://www.cvedetails.com/product-list/product_type-o/firstchar-W/vendor_id-0/page-1/products-by-
name.html?sha=8986cd589448a0a76c56581cb089fab948a94935&order=3&trc=967



Zoznam zranitelnosti (IV.)

Microsoft : Vulnerability Statistics

Products (1254) Vulnerabilities (13792) Search products CVSS Report Metasploit Modules

Vulnerability Trends Over Time

Memory Directory File Open Input
Year Overflow Corruption  Sql Injection XS8S Traversal Inclusion CSRF XXE SSRF Redirect Validation

2016 1 177 0 15 0 0 1 0 1 0
2020 4 77 0 1 0] 0 3 24
2021 9 36 3 1 0 1 0 1 0 &
2022 S 7 1 2 1 0 0 0] 0 0 0
2023 3 7 0 24 1 0 0 1 0 0 1
2024 2 6 0 n 2 0 1 0 2 0 2
2026 24 41 2 5 2 0 0 0 4 0 0
Total 448 1044 15 277 19 14 10 20 17 10 166

Zdroj: https://www.cvedetails.com/vendor/26/Microsoft.html
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Vulnerabilities By Types/Categories

CVEdetails.com assigns types/categories to vulnerabilities using CWE ids and keywords.

Memory Directory File Open Input
Year Overflow Corruption  Sql Injection XSS Traversal Inclusion CSRF XXE SSRF Redirect Validation
2016 418 1096 85 476 90 4 85 39 15 28 0
2020 ' 464
2026 694 570 779 1630 335 348
Total 17023 21308 14086 37590 6139 2043 8189 1210 2214 1193 5746

Zdroj: https://www.cvedetails.com/vulnerabilities-by-types.php
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Zoznam zranitelnosti (VI.)

Vulnerabilities by impact types

Year

2016

2017

2018

2019

2020

2021

2022

2023

2024

2025

2026

Total

Zdroj: https://www.cvedetails.com/vulnerabilities-by-types.php

Code Execution

1239

1870

1728

1556

1691

2087

2067

2580

3966

3036

913

22733

Bypass

203

6857

Privilege Escalation

10M

1365
1087
1404
1324

1063
1017

10418

Denial of Service

978

24272

Information Leak

102

1378

1395

1313

1089

199

10594



Zverejnené zranitelnosti (l.)

Last 20 Scored Vulnerability IDs & Summaries CVSS Severity
an N |St - gOV CVE-2023-1872 - A use-after-free vulnerability in the Linux Kernel io_uring system can be exploited V3.1: - .

to achieve local privilege escalation. The io_file_get_fixed function lacks the presence of ctx-

>uring_lock which can lead to a Use-After-Free vulnerability due a... read CVE-2023-1872
Published: aprila 12,2023; 12:15:17 PM -0400

CVE-2022-48618 - The issue was addressed with improved checks. This issue is fixed in macOS V3.1: -
Ventura 13.1, watch0S$ 9.2,i0S 16.2 and iPad0S 16.2, tvOS 16.2. An attacker with arbitrary read and

write capability may be able to bypass Pointer Authentication. Apple is ... read CVE-2022-48618

Published: januara 09, 2024; 1:15:45 PM -0500

CVE-2023-41784 - Permissions and Access Control Vulnerability in ZTE Red Magic 8 Pro V3.1: | 5.5 MEDIUM
Published: janudra 04, 2024; 3:15:08 AM -0500

CVE-2024-24806 - libuv is a multi-platform support library with a focus on asynchronous /0. The V3.1: - v

Created September 20, 2022, Updated February 13, 2024

CVE @CVEnew - 22,1.2023

CVE-2023-24059 Grand Theft Auto V for PC allows attackers to achieve
partial remote code execution or modify files on a PC, as exploited in the
wild in January 2023. cve.mitre.org/cgi-bin/cvenam...

. Qo 1 304 QO 985 ihl 207 tis. [
cve.mitre.org

CVE @CVEnew - 10. 5.2021

CVE-2021-32471 Insufficient input validation in the Marvin Minsky 1967
implementation of the Universal Turing Machine allows program users to
execute arbitrary code via crafted data. For example, a tape head may have
an unexpected location after the pro... cve.mitre.org/cgi-bin/cvenam...

Q7 13 301 Q as0 il [

CVE @CVEnew - 6. 6. 2022
CVE-2022-32275 Grafana 8.4.3 allows reading files via (for example) a /

B R e o o W S A SR b I S I B S


https://cve.mitre.org/
https://nvd.nist.gov/

“@eKB Zverejnené zranitefnosti (Il.)

2026 12375
Number of CVEs by year 005 48448
2024 40308

50,000
2023 29066

40,000
2022 25084
30,000 2021 20153
20,000 2020 18323
10,000 I | I I I l 2019 17365
2018 16510

0 1 . I I | 1 1 I I | 1 1 1

2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2017 14643

2016 6449

Zdroj: https://www.cvedetails.com/browse-by-date.php
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Zverejnené zranitefnosti (l11.)

Vulnerabilities by type C X
Input validation

Open redirect

SSRF

XXE

CSRF

File inclusion

Directory traversal

Qverflow @ Overflow

Memory corruption
@ sQL injection
@ xss

Memory corruption @ Directory traversal

File inclusion

@ CSRF
XXE

SQL injection @ SSRF
@ Open redirect
@ |nput validation

Vulnerabilities by type & year

50,000
40,000
30,000
20,000

10,000

Q
[«

2016 2017 2018 | 2019 2020 | 2021 | 2022 | 2023 2024 | 2025 | 2026

-0~ Total

Zdroj: https://www.cvedetails.com/vulnerabilities-by-types.php



Zavaznost (skore) zranitelnosti (l.)

CVSS = Common Vulnerability Scoring System

CVSS skore
= otvoreny Standard pre ohodnotenie zavaznosti zranitelnhosti
" umoznuje systematicky prioritizovat rieSenie zranitelnosti

= CVSS v3.1 Specification Document (first.org)

= CVSS v4.0 Specification Document (first.org)

JKCVE-2019-0708 Base Scurez Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
IXCVE-2019-0796 Base Score: | &sMEeDiuM Vector: CVSS:3.0/AV-L/AC:L/PR:L/UI:N/S-U/C:N/I-H/A:N

Zdroj: https://www.cvedetails.com/ 62


https://www.first.org/cvss/v3.1/specification-document
https://www.first.org/cvss/v3.1/specification-document
https://www.first.org/cvss/v3.1/specification-document
https://www.first.org/cvss/v3.1/specification-document
https://www.first.org/cvss/v3.1/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document

Qualitative Severity Ratings

CVSS v2.0 Ratings
Severity Severity Score Range
Low 0.0-3.9
Medium 4,0-6.9
High 7.0-10.0

Zdroj: https://nvd.nist.gov/vuln-metrics/cvss

CVSS v3.x Ratings
Severity Severity Score Range
None* 0.0
Low 0.1-3.9
Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0

Severity

None*
Low
Medium
High
Critical

Zavaznost (skore) zranitelnosti (l.)

CVSS v4.0 Ratings

Severity Score Range

0.0
0.1-3.9
4.0-6.9
7.0-8.9

9.0-10.0
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Zavaznost (skére) zranitefnosti (11l.)

CVSS Score Range Vulnerabilities

0-1 — 1507

1-2 52

2-3 = 348

3-4 573

4-5 3777

5-6 9793

6-7 8582

7-8 10428

8-9 7581

9+ 8182 ®
Total 50823 e 3

0-1 12 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10
Weighted Average CVSS Score: 7.4

Zdroj: https://www.cvedetails.com/ 64



dvaznost (skore) zranitelnosti — CVSS

XN

NST

= NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY
NATIONAL VULNERABILITY DATABASE NlSl'f

VULNERABILITY METRICS

CvsS Version 3.0 AR GHIKE]

E Common Vulnerability Scoring System Calculator

This page shows the components of the CVSS score for example and allow
standards guide to fully understand ho

you to refine the CVSS base score. Please read the CVSS

score CVSS vulnerabilities and to interpret CVSS scores. The scores are computed in sequence

such that the Base Score is used to calculate the Temporal Score and the Temporal Score is used to calculate the Environmental Score.

Base Scores Temporal Environmental Overall CVSS Base Score: NA
0.0 10-0 10:0 0o Impact Subscore: NA
&0 8.0 8.0 8.0 Exploitability Subscore: NA
6.0 6.0 6.0 6.0 CVSS Temporal Score: NA
4.0 4.0 4.0 4.0 CVSS Environmental Score: NA
2.0 2.0 2.0 2.0 Modified Impact Subscore: NA
0.0 0.0 0.0 0.0 Overall CVSS Score: NA

Base Impact  Exploitability Temporal Environmental  Modified Impact overall

Show Equations

CVSS v3.1 Vector
NA

Zdroj: https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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Exploitability Metrics
Attack Vector (AV)*
MNetwork (AV:N)  Adjacent Metwork [AV-A) Local (AV:L) Physical (AV-P)
Attack Complexity (AC)*
Low (AC:L)  High (AC:H)
Privileges Required (PR)*
Mane (PR:-N) Low (PR:L) High (PR:H)
User Interaction (UI)*

None (UIIN} | Required (UI:R}

Scope (S)*

Unchanged (5:U) = Changed (5:C)
Impact Metrics
Confidentiality Impact (C)*

None (C:N})  Low (C:L) = High(C:H)
Integrity Impace (1)*

None (M) Low (L) High {I:H)
Availability Impact (A)*

None (A:N) | Low (AL} = High (A:H)

* - All base metrics are required to generate a base score.

Temporal Score Metrics

Exploit Code Maturity (E)
Remediation Level (RL)

Report Confidence (RC)

Not Defined (RC:X) Unknown (RC:U) Reasonable (RC:R) Confirmed (RC:C)

LNEDELELI(O4I  Unproven that exploit exists (E:U)  Proofof conceptcode (E:P) = Functional exploit exists (E:F) | High (E:H)

MO EGIR Y Official fix (RL:0)  Temporary fix (RL:T)  Workaround (RL:W)  Unavailable (RL:U)

Environmental Score Metrics

Exploitability Metrics
Attack Vector (MAV)

Not Defined (MAV-X) MNetwork (MAV:N)  Adjacent Network (MAV:A)

Local (MAV:L) = Physical (MAV:P)
Attack Complexity (MAC)

[ LR n l Low (MACL) | High (MAC:H)

Privileges Required (MPR)

T L LE  None (MPR:N) | Low (MPR:L) | High [MPR:H)

User Interaction (MUI)

WEBELELECVBAM None (MULN) - Required (MULLR)

Scope (MS)

WOELCE I ER S Unchanged (MS:U}  Changed (MS:C)

Zdroj: https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

Impact Metrics
Confidentiality Impact (MC)

None (MC:N) | Low (MC:L)
High (MC:H)

Integrity Impact (MI)

None (MIM) | Low (MI-L)
High (MI:H)

Availability Impact (MA)

[ I G Hone (MA:N)  Low (MAL)

High (MAH)

Impact Subscore Modifiers
Confidentiality Requirement (CR)
Medium [CR:M) High (CR:H)
Integrity Requirement (IR)
Low (IR-L)  Medium (IR-M)
High (IR:H)
Availability Requirement (AR)

Not Defined (AR:X) JEEUEEEN]

Medium (AR-M) High (AR:H)

Zavaznost (skore) zranitelnosti — CVSS
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4.0
C/sS

Common Vulnerability Scoring System Version 4.0 Calculator

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULN/VC:N/VI:N/VA:N/SC:N/SI:N/SA:N | Reset|

CVSS v4.0 Score: 2]

Hover over metric names and metric values for a summary of the information in the official CVSS v4.0 Specification Document. The Specification is
available in the list of links on the left, along with a User Guide providing additional scoring guidance, an Examples document of scored vulnerabilities,
a set of Frequently Asked Questions (FAQ), and both JSON and XML Data Representations for all versions of CVSS.

Exploitability Metrics

| Adjacent (A) | Local (1) | Physical (P) |

Attack Complexity (AC):

EECTEE o

Attack Requirements (AT):

Zdroj: https://www.first.org/cvss/calculator/4.0
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Zavaznost (skore) zranitelnosti — CVSS

4.0

4 @ @ : N
Base Threat Environmental Supplemental
Metric Group Metric Group Metric Group Metric Group
Exploitability Metrics Impact Metrics Modified Base Metrics
7 ~ = ez
Vulnerable System ; ; *» Attack Vector Confidentiality
( Attack Vector ) [ Confidentiality ) [ Exploit Maturity ] » Attack Complexity ( Requirement Automatable
* Attack Requirements -
Attack Complexity Vulnerable.System * Privileges Required Intfzgnty Recovery
Integrity o User Interaction Requirement
Attack Vulnerable System = Vu:nerab:e System Conflc!enttallty Availability Saf
Requirements Availability * Vulnerable System ’"te_g"t)( Requirement ey
* Vulnerable System Availability
Privileges Subsequent System * Subsequent System Confidentiality :
: : U ; Value Density
Required Confidentiality * Subsequent System Integrity
2 Subsequent System Availability )
User Infaraction Subsequent System Vulnerability
ser interactio Integrity Response Effort
Subsequ.ent‘ §ystem Provider Urgency
Availability
. A Y 0 A

J

Zdroj: https://www.first.org/cvss/v4.0/specification-document
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Co je ovplyvnené zranitefnostou?

CPE = Common Platform Enumeration

= Strukturovana schéma pomenovania systémov informacnych technoldgii, softvéru a
balikov

" cpe:/ <part>:<vendor>:<product>:<version>:<update>:<edition>:<language>
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Develop vulnerability
disclosure policy

Develop capability to
receive and publish
vulnerability information

o
- Receive vulnerability Identify vulnerability
(/)] report from external sourcg from internal source
0 o
P S
g .8 Acknowledge receipt - Verify report
N~ ©
Q' > N e
o) — verified?
NG
O E
E O Publish advisory R Develop and deploy
6 o remediation
NS
— > Engage in

post-remediation
activities

Zdroj: ISO/IEC 29147:2018, ISO/IEC 30111:2019

ssa%0.4d Buijpuey Ajjiqesaujnp

) “&exe  Handling a disclosure zranitefnost

LLLOE DO31/OSI
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Manazment zranitelnosti (I.)

" Manazment hrozieb a zranitelnosti vyuziva r6zne nastroje a riesenia na prevenciu a
riesenie kybernetickych hrozieb.

= Nepretrzity, proaktivny a ¢asto automatizovany proces, ktory chrani pocitacové
systémy, siete a aplikacie pred kybernetickymi utokmi.

)

Phase 1: Discovery

Create a full asset inventory across your organization’s network. Develop a baseline for
your security program by identifying vulnerabilities on an automated schedule so you
can stay ahead of threats to company information.

Phase 2: Prioritization of assets

Assign a value to each asset group that is reflective of its criticality. This will help you
understand which groups need more attention and will help streamline your decision-

making process when faced with allocating resources.

Phase 3: Assessment

The third part of the vulnerability management lifestyle is assessing your assets to
understand the risk profile of each one. This allows you to determine which risks to
eliminate first based on a variety of factors, including its criticality and vulnerability
threat levels as well as classification.

-
-

©

@

Phase 4: Reporting

Next, determine the various levels of risk associated with each asset based on your
assessment results. Then, document your security plan and report known

vulnerabilities.

Phase 5: Remediation

Now that you know which vulnerabilities are the most pressing for your business, it's
time to fix them, starting with those that pose the highest risks.

Phase 6: Verification and monitoring

The final phase of the vulnerability management process includes using regular audits
and process follow-up to ensure that threats have been eliminated.

Zdroj: https://www.microsoft.com/en-us/security/business/security-101/what-is-vulnerability-management



" Gkeke Manazment zranitelnosti (l.)

= Zistovanie aktiv a inventarizacia (Asset discovery and inventory)

" |IT je zodpovedné za sledovanie a udrziavanie zaznamov o vsetkych zariadeniach,
softvéri a serveroch v digitdlnom prostredi spolocnosti, ¢o vSak mozZe byt
mimoriadne zlozité, pretoze mnohé organizacie maju tisice aktiv na viacerych
miestach.

= Skenovanie zranitelnosti (Vulnerability scanning)

= Skenery zranitelnosti zvyCajne funguju tak, ze vykonavaju sériu testov proti
systémom a sietam, pricom hladaju zranitelnosti, slabiny alebo chyby. Testy mo6zu
zahrnat pokusy o zneuzitie zndmych zranitelnhosti, uhddnutie predvolenych hesiel
alebo pouzivatelskych uctov alebo iné.

Zdroj: https://www.microsoft.com/en-us/security/business/security-101/what-is-vulnerability-management



" Gkeke Manazment zranitelfnosti (l11.)

= Sprava oprdv (Patch Management)

= Je to nastroj, ktory pomaha organizaciam udrziavat ich pocitacové systémy aktudlne
pomocou najnovsich bezpecnostnych oprav. Vacsina rieseni automaticky
skontroluje aktualizacie a upozorni pouzivatela, ked su k dispozicii nové. Niektoré
systémy na spravu oprav tiez umoznuju nasadenie oprav na viacero pocitacov v
organizacii.

= Manazment bezpecnostnych informacii a udalosti (SIEM)

= SIEM koreluje bezpecnostné informacie a udalosti organizacie v realnom Ccase.
RieSenia SIEM su navrhnuté tak, aby organizaciam poskytli prehlad o vsetkom, Co sa
deje v ramci celého ich digitalneho majetku, vratane IT infrastruktury. To zahrna
monitorovanie sietovej prevadzky, identifikaciu zariadeni, ktoré sa pokusaju pripojit
k internym systémom, sledovanie aktivity pouzivatelov a dalsie.

Zdroj: https://www.microsoft.com/en-us/security/business/security-101/what-is-vulnerability-management



Manazment zranitelnosti (IV.)

" Penetracné testovanie (Penetration testing)

= Softvér na penetracné testovanie je navrhnuty tak, aby pomohol IT profesionalom
najst a vyuzit zranitelné miesta v pocitacovych systémoch. Niektoré produkty
ponukaju aj automatizacné funkcie, ktoré pomahaju urychlit proces testovania.
Simuldciou Utokov moézZu testeri identifikovat slabé miesta v systémoch, ktoré by
mohli zneuzit realni atocnici.

" Threat intelligence

" Jedna sa o zhromazdovanie uUdajov z roznych zdrojov — ako su napriklad databazy
exploitov a podobne — tieto rieSenia pomahaju spolocnostiam identifikovat trendy a
vzory, ktoré by mohli naznacovat buduce narusenie bezpecnosti alebo utok.

Zdroj: https://www.microsoft.com/en-us/security/business/security-101/what-is-vulnerability-management



Penetracné testovanie a exploit

A

Penetration testing tools

From sources across the web

Metasploit v S Wireshark v e =R Burp Suite v

Nmap v Kali Linux v Qﬂu’--’@ Aircrack-ng v

Jes: Nessus v

Inerabili
-
John the Ripper v n W3af v Hashcat v
=

Iikto Nikto v Beef v asfra Astra Pentest v

Acunetix v

.
Ettarcap

Ettercap v

Verified Has App Y Filters 'V Reset All

Show| 15 v Search:

Date O A V Title Type Platform Author
2024-02-28 b4 X WP Fastest Cache 1.2.2 - Unauthenticated SQL Injection WebApps PHP Meryem Tagkin
2024-02-28 3 X (shellcode) Linux-x64 - create a shell with execve() sending argument using XOR (/bin//sh) [55 bytes] Local Linux Alexys (0x177git)
2024-02-28 3 X Blood Bank v1.0 - Multiple SQL Injection WebApps PHP Ersin Erenler
2024-02-28 3 X Saflok - Key Derication Function Exploit Local Hardware planthopper3301
2024-02-28 s 52 WordPress Plugin Admin Bar & Dashboard Access Control Version: 1.2.8 - "Dashboard Redirect” field WebApps PHP Rachit Arora

Stored Cross-Site Scripting (XSS)

Zdroj: https://www.exploit-db.com/ ZoBR et A B lait=A s B



Manazment zranitelnosti (V.)

= Oprava zranitel'nosti (Remediation vulnerabilities)

» Oprava zahfna stanovenie priorit zranitelnych miest, identifikaciu vhodnych dalsich
krokov a generovanie tiketov na ndpravu, aby ich IT timy mohli vykonat. Sledovanie
je dolezitym nastrojom na zabezpecenie toho, aby bola zranitelnost alebo
nespravna konfiguracia spravne vyriesena.

Zdroj: https://www.microsoft.com/en-us/security/business/security-101/what-is-vulnerability-management



Skenovanie zranitelnosti

- OpenvAS O Nessus

Open Vulnerability Assessment Scanner
vulnerability scanner

B U R PSU' | E 2 0 - grev -
» ve Results Scan Configure  Audit Trail Launch + Export ¥

< Back to My Scans

@ My Scans
M Al Scans ”
Hosts 1 Vulnerabilities 45 Histery 1
i Trash
Filter ~
U Palicies Sev Name Family Count @ Notice: This scan has been updated with Live
@ Piugin Rules Results. Launch a new scan to confirm these
m LVE  Mozilla Foundation Unsupported Application ... MacOS X Local Security Checks 1 findings or remove them.
Il Customized Reports
& scanners Vi wvE  Mozilla Firefox < 53 Multiple Vulnerabilities (m... ~ MacOS X Local Security Checks 1 Scan Details
% Ve Mozilla Firefox < 59.0.1 Multiple Code Executi...  MacOS X Local Security Checks 1 Name: Live Results Scan
Status: Completed
L v Morzilla Firefox < 53.0.2 Denial of Service Vuln...  MacOS X Local Security Checks 1 Policy: Advanced Scan
Scanner: Local Scanner
Lve  Mozilla Firefox < 60 Multiple Critical Vulnerabili...  MacOS X Local Security Checks 1 Modified: Today at 6:03 PM (Live Results)
LWLl wvE Mozilla Firefox < 61 Multiple Critical Vulnerabili... MacOS X Local Security Checks 1 Vulnerabilities
uve  Mozilla Firefox < 62 Multiple Critical Vulnerabili...  MacOS X Local Security Checks 1 [ ® Critical
High
SSL Centificate Cannot Be Trusted General 1 Medium
® Low
® Info

Netstat Portscanner (SSH) Port scanners 16

Service Detection Service detection 4

m HTTP Server Type and Version Web Servers 2
i m Additional DNS Hostnames General 1

Zdroj: https://www.tenable.com/products/nessus, https://www.openvas.org/, https://portswigger.net/burp, https://www.qualys.com/



https://www.tenable.com/products/nessus
https://www.openvas.org/
https://portswigger.net/burp
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Malé internetové inferno.
Objavili chybu, ktora
ohrozuje mnohé sluzby

Firmy sa musia zaplatat.

Renata Zelna
Redaktorka

Tlustraéna fotografia. (Zdroj: unsplash)

Zdroj: https://touchit.sk/pozor-na-zranitelnost-log4shell-ohrozeni-su-aj-slovenske-firmy/387431, https://tech.sme.sk/c/22803385/chyba-v-log4j-co-je-jej-podstatou-a-koho-ohrozuje.html,

Priklad — Log4j (1.)

|

‘E erT
Poz]:"na zranite4ShelL
©Ohrozené su aj slovenske firmy

Michal Reiter 16. decembra 2021

ESET eviduje celosvetovo stovky tisicov pokusov
o utoky, ktoré sa snazZia zneuzit kritickd zranitelnost’

Log4Shell.

https://zive.aktuality.sk/clanok/7t17zjl/kniznica-javy-obsahuje-kriticku-zranitelnost-mozu-ju-zneuzit-ransomvery/

zZive

)

Prihlasenie

Kniznica Javy obsahuje kriticku
zranitelnost. M6Zu ju zneuzit ransomvéry

e
- e
—_— _—e T
W Sy, S e M = 8Ll Ssettings file = ngl) )
WSt $settings 1ite ), - {

ZIV8  yjliam Kalifiak

Zdroj: Pexels

Aktivujte si
newslettre

Pouzivatelom kniZnice sa odportica, aby ju okamzite

aktualizovali.
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Priklad — Log4j ~(II.)

https://www.cvedetails.com/cve/CVE-2021-44228/

263 Application  Cisco Waorkload Qptimization Manager
Your next task is to 405 pamn | oshaniou
= & - 265 05 Debian Debian Linux
figure out which applications 6 05 Do Dot
- I 4' 267 0S Fedoraproject Fedora
IN yOur org use 10g4| " Fr— -
269 Application  Intel Audic Development Kit
270 Application  Intel Computer Vision Annotation Tool
271 Application  Intel Data Center Manager
272 Application  Intel Genomics Kernel Library
273 Application  Intel Oneapi Sample Browser
274 Application  Intel Secure Device Onboard

275 Application  Intel Sensor Solution Firmware Development Kit

276 Application  Intel System Debugger

277 Application  Intel System Studic

278 Application  Netapp Active Ig Unified Manager
279 Application  Netapp Active Iq Unified Manager
280 Application  Netapp Active Ig Unified Manager
281 Application  Netapp Cloud Insights

282 Application  Netapp Cloud Manager

Zdroj: https://zive.aktuality.sk/clanok/x2p2pxj/hacknu-vrtulnik-na-marse-tiez-vyuziva-zranitelnu-kniznicu-log4j/ https://jncie.eu/logéj-juniper-sirt-page/ 79



1XCVE-2021-44228

Base Score Metrics

Priklad — Log4ij (IIl.)

CVSS 3.x Severity and Metrics:

w NIST: NVD Base Score: | RN Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

Exploitability Metrics
Attack Vector (AV)*

(WA GV Adjacent Network (AV:A)

Attack Complexity (AC)*

Low (AC:L) [aifaiatedz)

Privileges Required (PR)*

Low (PR:L) = High (PR:H)

User Interaction (Ul)*

(\GLHERUIHY)M  Required (ULR)

Local (AV:L)

Scope (S)*

Unchanged (S:U) OGELEEGEEHS)
Physical (AV:P) Impact Metrics
Confidentiality Impact (C)*

Mone (C:N)  Low (C:L)

Integrity Impact (1)*

Mone (I:N) Low (I:L)

Availability Impact (A)*

Mone (A:N) Low (A:L)

Zdroj: https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2021-44228&vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H&version=3.1&source=NIST 80




Priklad — bluekeep (1.)

= CVE-2019-0708

= Microsoft's Remote Desktop Protocol (RDP) implementacia

= remote code execution.

TCP Port 3389

VirtualChannels

Defaultchannelno 31: MS_T120 Termdd.sys A\ \;;'% i O

Malicious channelno11: MS_T120 I

Zdroj: https://en.wikipedia.org/wiki/BlueKeep, https://www.opswat.com/blog/bluekeep-detecting-and-remediating-a-critical-and-wormable-remote-code-execution-vulnerability 81
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" Ggexe Priklad — bluekeep (I1.)

CVSS 3.x Severity and Metrics:

JKCVE-2019-0708 Detail . ...

Base Score Metrics

Base Score: IEERG 1N

Vector: CV55:3.0/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H

Exploitability Metrics
Attack Vector (AV)*

WETL I CAGUYRT VI Adjacent Metwork (AV-A)  Local (AV:L)  Physical (AV:P)
Attack Complexity (AC)*

Low (AC:L) [Ealf=iRCIesC]

Privileges Required (PR)*

WGLENGCH VI Low (PR:L) | High (PR:H)

User Interaction (UI)*

m Required (UI:R)

Scope (S5)*

(WL ELCREGHY I Changed (5:C)
Impact Metrics
Confidentiality Impact (C)*

Mone (C:N) = Low (C:L} m

Integrity Impact (I)*

None (1) Low (L) (IO

Availability Impact (A)*

Mone (A-N]  Low [A:L) m

Zdroj: https://nvd.nist.gov/vuln/detail/CVE-2019-0708
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Zdroj: https: Wiki ia. iki/Archeol%C3%B3 :
https://vedanadosah.cvtisr.sk/ludia/historia-a-archeologia/archeologovia-objavili-desiatky-vynimocne-zachovanych-vikinskych-kostier/



https://sk.wikipedia.org/wiki/Archeol%C3%B3gia
https://www.literama.sk/sk/knihy-kategoria/81/archeologia?_p_p=10
https://www.literama.sk/sk/knihy-kategoria/81/archeologia?_p_p=10
https://www.literama.sk/sk/knihy-kategoria/81/archeologia?_p_p=10



https://sk.wikipedia.org/wiki/Archeol%C3%B3gia
https://www.literama.sk/sk/knihy-kategoria/81/archeologia?_p_p=10
https://www.literama.sk/sk/knihy-kategoria/81/archeologia?_p_p=10
https://www.literama.sk/sk/knihy-kategoria/81/archeologia?_p_p=10

“@kcKB | Forezna veda

= prakticka aplikacia r6znych druhov vedy pre zodpovedanie otazok suvisiacich s pravnym systémom

= "forenzna, - v latinCine znamena "z féra alebo pred nim".
= vztahuje sa na proces ziskavania stop, ktoré mozu byt prijaté ako dokazy na sude

= forenzni vedci zhromazduju, uchovavaju a analyzuju vedecké stopy

Zdroj: https://forensiccoe.org/webinar-human-factors-sourcebook/

BE i

(o]

Ab N
*—J
4/
[ $ rm A AR
= .-

C T §7)

T

(o] nnfon{on] - | s
-



Digitalna forezna analyza

je viacstupnovy proces zacinajuci identifikaciou digitalnych médii zo scény (mozného trestného ¢inu) ako
potencidlneho dokazu do fazy, v ktorej je predlozeny ako dékaz odbornym svedkom na sude (RAGHAVAN,

2013)

8 Q Y

Vymena stép Charakteristika Forenzna Overenie
stop korektnost pravosti

s 4B

Chain of Custody Integrita stop Objektivnost Opakovatelnost

86



 Ggcke Locardov princip vymeny

Locardov princip vymeny

= s kontaktom medzi dvoma body bude prebiehat
vymena“

= pachatel priniesol nieCo na miesto Cinu a
odniesol nieco so sebou

= napr. odtlacky, krv, vlasy a pod.

Zdroj: https://simplyforensic.com/edmond-locard/
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Pachatel

Prostriedky

Objekt

<

Interakcia

Digitalna stopa (I.)

Hmotné

Pamaitové

Nepodstatny
odraz

s

Odraz

Stopa

>

Prostredie

Nepodstatny

odraz
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K Digitalna stopa (l11.)

= je akakolvek informacia s vypovedajucou hodnotou ulozenou alebo prenasanou v digitalnej
podobe. (Whitcomb, 2002)

= je akdkolvek informacia uloZzend alebo prendsand v bindrnej forme, ktord moéze byt predlozena sudu ako
vecny dokaz (International Organization of Computer Evidence)

= je akakolvek informacia s vypovedacou hodnotou ulozena alebo prenasana v digitalnej binarnej forme,

ktora moze byt predlozena sudu ako vecny dékaz s vypovedacou hodnotou (Scientific Working Group on
Digital Evidence)

90



STOPA

Digitalna stopa (IV.)

DOKAZ
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Proces forenznej analyzy (I.)

~

/ - § o = Examination Analysis
g=|| £ :"g Preservation, Classification, comparison &
EZ|| 5 g collection & individualization Reporting
i [+8 = documentation
o T =
Reconstruction
\_Casey 2004 g —/
a = =
| (=] (=] =
= _ [}
;g % E Examination Analysis Presentation
= @ =,
\ 3z o O
\_DFRWS 2001 = a)
II Preparation Collection Examination Analysis Reporting ]
\_NIJ 2001
4 z \
£ .
Preparation o Acquisition Examination Loty en1_:|ng e
@ reporting
\_N1J 2004 2 i)
| c = - ©
z sisllgllell 81| 2| 2| £ 3
T sl gl 22 = = = = Present 7
= SIHE|EN?] = £ g g a
\C ohen 2009 &

Zdroj: CASEY, Eoghan. Digital evidence and computer crime:

Forensic science, computers, and the internet. 3. vydanie. Academic press, 2011. ISBN: 978-0123742681.
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Proces forenznej analyzy (I1.)

identifikacia Gcelu vySetrovania a potrebnych zdrojov
vyhladavanie, rozpoznavanie a dokumentaciu potencialnych
digitalnych stop

-
.

identifikované
zariadenia

Zaistovanie zhromazdovanie Udajov z digitalnych zariadeni
(Acquisition) a zhromazd'ovania zariadeni, ktoré obsahuju potencidlne
zber (Collection) digitalne stopy

forenzny image
iné digitalne stopy

Uchovanie uloZenie digitalnych stop na vhodnom médii

(Preservation) zaistenie integrity zaistenych digitalnych stép Sl

extrakciu udajov (artefaktov) z digitalnych stop Vyber relevantnych
redukcia a filtrovanie Udajov (artefaktov) digitalnych stop
obnova suborov a ziskavanie (carving) udajov (artefaktov)

Vytazovanie
(Examination)

Identifikuju sa nastroje a techniky, ktoré sa maju pouzit
Analyza prioritizacia, filtracia, korelacia digitalnych stop Potvrdenie/vyvrate
(Analysis) Interpretuju sa vysledky analyzy a potvrdzuju/vyvracaju nie hypotéz
hypotézy

Prezentacia sumarizacia a vysvetlenie vysledkov forenzna sprava
(Presentation) predloZenie vysledkov zadavatelovi prezentdcia
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= jdentifikacia ucelu vysetrovania a potrebnych zdrojov
= vyhladavanie, rozpoznavanie a dokumentaciu potencialnych digitalnych stop
= vystup: identifikované zariadenia
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dentifikécia (I1.)

DVD

MMC
—+PLUS

USB flash disk Micro SD karta

Pamatové karty

carte d'assurance maladie

vitale

Smart card
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Zdroj: http://web-cyb.org/hardware-info/elvn-desktop-progression.htm

|dentifikacia (lll.)
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Zdroj: https://www.flickr.com/photos/68800167 @N07/6256946041
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T Zber a zaistovanie (I.)

= cielom tejto fazy je zhromazdovanie udajov z digitalnych zariadeni za ucelom vytvorenia digitalnej kopie s
pouzitim riadnych forenznych metdd a technik (Palmer, 2001).

‘ Digitalne zariadenie ‘

Rozhodnutie pre Rozhodnutie pre
zber 2vazit faktory zaistovanie
pre zber alebo
zaistovanie

Zapnuté Zapnuté
— digitalne digitalne
zariadenie i zariadenie

Ano Nie

A\ 4 v v v

Zber zapnutych Zber vypnutych Vytazovar‘ne Vytazova'n e
digitalnych zariadeni digitalnych zariadeni goRapnutyc ERl/BUR/Eh
digitalnych zariadeni digitalnych zariadeni

ISO/IEC 27037:2012



- @cKe Zber a zaistovanie (l1.)

= Guidelines for Evidence Collection and Archiving (RFC 3227), ktoré sa tykaju poradia volatility
digitalnych stop

Statické Archivné média Typ ulozného média a udaje Typicka Zivotnost udajov
A Registre, cache pamate nanosekundy
Fyzicka konfiguracia, sietova 16gi c ,
yeickaonflguraca, sigfové fopologia RAM desiatky nanosekund
Vzdialené logovacie a monitorovacie (daje, Stav siete milise kundy
ktoré su relevantné
Procesy sekundy
Disk P . .
Udaje na disku (cache) minuty
Dogasny stborovy systém Cloudové ulozisko mesiace az roky

HDD ulozisko roky

Smerovacia tabul$_<ai aq_:; cache, ta?ul'ka

procesov, Statistiky jadra, pamét Magnetické pasky roky az dekady
Dynamické Regisire, cache pamte CD-ROM, DVD, vytlacené udaje dekady

Read-only pamate, flash, SSD dekady az storocia
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Chain of Custody (retazec uchovavania dékazov)

proces zabezpecujuci autentickost, integritu
dokumentacia zaistovania stop

dokumentacia manipulacie s médiom s digitalnymi
stopami

Zber a zaistovanie (lll.)

ﬂ-;.llﬂ ?:I?I.é'l.l:

Vviatrovatsl

Popis pripads:

Popis dékesu Virohes

Wirrobzd fizle

Porrdrmlr

s

SHAZ-Z54

Dibkaz mi=kaxy:

Disfum a fas:

Dikaz
2pavidovany:

Detum a fas:

Dilkozx
zabazpalan)

Diémum a tes:

Dhitum & {az

Akcia vvkopans = dikazoyvIn coatarislom

Qzche + podpis

Stana:

Calkony podst stean: |

|F=.|d;::-




" (kKB Zber a zaistovanie (IV.) ‘ |

= pouzivat writeblocker

Specializované zariadenia na zabranenie zapisu na zaistené médium pocas kopirovania
= pevné disky, USB kluce, USB disky

Zdroj: https://amazon.com
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" Gkeke Zber a zaistovanie (V.)

Chyby pri zaistovani:
= zlé zaistenie stop -> znehodnotenie pre ucely trestného konania
= vypnutie zapnutého zariadenia bez zaistenia volatilnych stop
= zle zapecateny hardvér (napr. USB porty na na bokoch a vzadu na notebooku)
" nepresné oznacenie stop (napr. obraz disku bieleho notebooku)
= chaotické oznacenie stop (ak zaistuje stopy viacero ludi)
= nezaistenie potrebného prislusenstva (napr. dokumentacia, Specifické napajacie adaptéry)
= pezaistenie dalSieho prislusenstva (napr. usb flash, CD/DVD)
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Sposob zaistovania (l.)

Live
= zariadenie je zapnuté
= ddata sa menia vplyvom zaistovania aj beZnej ¢innosti systému
= RAM, swap, pripojené disky a pamatové média, hardvérové
= klUce, sietova komunikacia

Post Mortem
= zariadenie je vypnuté
= bitové kopie zaistenych médii cez writeblockery
= disky, pamatové média
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Menej zmien Viac zmien

_

Zdroj: SANS material, FOR500 103
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Sposob zaistovania

Zaistovanie zo zapnutého zariadenia (ISO/IEC 27037)

Su

pozadované
Zivé udaje zo
zariadenia?

NIE

ANO

oo —d heo— e,

-
4
/

Vykonanie inspekciu
tulozného média pomocou
detekénych nastrojov na

L zistenie Sifrovania média.

Je pouzité
sifrovanie
?

Su pozadované
rychlo mizntce
udaje zo
zariadenia?

Vykonanie Zivého (live)
zaistovania rychlo mizntcich
(volativnych) udajov.

a

zabezpecenie dlhodobych udajov
zo zapnutého zariadenia.

Vykonanie Zivého (live) w

Su pozadované
rychlo miznice

udaje zo

zariadenia?

Oznacenie zaistenych
udajov (ak nejakeé su).

A J

1,

Zber zapnutého

digitalneho zariadenia.

:
:
:
:
I
:
|
:
|
|

\

e e e e e

Mébie byt
systém
zaisteny?
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AT Sposob zaistovania (IV.)

= Zaistovanie z vypnutého zariadenia (ISO/IEC 27037)

Vybratie zdrojového . . . Vytvorenie

S e . o Pripravenie cielového et et e s e o ew . o

ulozného média zo — média — obrazu zdrojového tlozného —— Oznacenie cielového média
zariadenia. média

105



Zaistovanie (l.)

3 typy forenznych imagov (obrazov):

= Obraz kompletného disku BootSektor M particia

= QObraz particie | |
; , T Particia 2
= subory/adresare — logicky obraz

{0 -

UL

Rozsah obrazu particie IRozsah |0giC|<éh0|
obrazu

Rozsah obrazu celého disku
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Zaistovanie (I1.)

Fl AccessData FTK Imager 4.3.0.18

File View Mode Help

easaag GRE - =2m @ DaHRR 2 .
Evidence Tree % | IFile List
@& C\ Name Size Type Date Modified

0000000000 |EB 52 90 4E 54 4€ 53 20-20
0000000010 {00 00 00 00 00 FS 00 00-3F
0000000020 |00 00 00 00 80 00 80 00-FF
Custom Content Sources * |1 0000000030 |00 00 OC 00 00 00 00 00-02

) 0000000040 |F6 00 00 00 01 00 00 00-38
Evidence:Fie System|Path|Fie Options | { 1000000050 |00 00 00 00 FA 33 CO SE-DO

0000000060 |1F 1E 68 €6 00 CB 38 16-0E
0000000070 |54 46 53 75 15 B4 41 BB-AA
0000000080 |55 AA 75 06 F7 CL 01 00-75
0000000090 |18 €8 1A 00 B4 48 SA 16-0E
00000000a0 |9F 23 C4 18 SE 58 1F 72-El
00000000b0 |OF 00 C1 2E OF 00 04 1E-SA
00000000c0 | €6 FF 06 11 00 03 16 OF-00 -
00000000d0 |4B 00 2B C8 77 EF BS 00-BB CD 1A 66 23 CO 75 2D |K-+Ewi, -»I-f#Au-
00000000e0 |66 81 FB 54 43 S0 41 75-24 81 F9 02 01 72 1E 16 £-GTCPRuS -i--r--
00000000£0 | €8 07 BB 16 68 52 11 16-63 09 00 €6 53 €6 53 66 h-»-hR--h--£SESE
0000000100 |S5 16 1€ 16 68 BS 01 €€-61 OE 07 CD 1A 33 CO BF|U---h,-fa--I-34;
0000000110 |0A 13 BS Fé OC FC F3 AR-ES FE 01 90 90 €6 €0 1E
0000000120 |06 €6 Al 11 00 66 03 06-1C 00 1E €€ €3 00 00 00

€2

cD

33

07

< > | | 0000000130 |00 €6 SO 0€ S3 01 00-62 10 00 B4 42 8A 16 OE
13 €6-59 SB SA &6 59 €6 59 1F
06 11-00 03 1€ OF 00 8E C2 FF
1F 66-¢61 C3 Al Fé 01 ES 09 00

= 0000000140 /00 16 1F 8B F4
New| | Edt ‘Remove ‘Remove Al | Create Image | 0000000150 |OF 82 1€ 00 €€
0000000160 |0E 1€ 00 75 BC

Custom Conte...| |icursor pos = 0; log sec = 0

For User Guide, press F1

N
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) “CkekB Uchovanie (l.) ,' |

= dostatok uloznej kapacity
= disky
= sjetové ulozisko

|

zaistenie integrity dat
= napr. hash
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Zdroj: http://www.vcfed.org/forum/showthread.php?24476-Sorting-floppy-disks-LOTS-of-floppy-disks 108



Integrita udajov

= Zabezpecenie integrity — Hash (digitalny odtlacok)

= hasovacia funkcia vytvéra pre rovnaky vstup rovnaky vystup konstantnej dizky.
= checksum

= Zname hasovanie funkcie:
= MD5 (Message-digest 5)
= SHA-1 (Secure hash algorithm 1)

= SHA-3(256/384/512)
= (CRC32
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" Triaz (triedenie)

= Mame priestor na ulozenie forenzného
obrazu (imagu)?

= Mame Cas na vytvaranie forenzného obrazu
(imagu)?

" Je nutné zaistit cely disk?

= 99% forenzného vysSetrovania sa zameriava
na 1% zaistenych dat
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extrakciu udajov (artefaktov) z digitalnych
stop

redukcia a filtrovanie udajov (artefaktov)
obnova suborov a ziskavanie (carving)
udajov

Vystup: Vyber relevantnych digitalnych
stop (artefaktov)

Vytazenie

File/inode 0006

File/inode 0007
File/inode 0008

data
data
data
data
data
data
data
data data data data data

data data data data data

data
data
data
data
data
data
data
data

data

110000100101000101
100101000101111
10101110101101001
10101101010010101
01101010010101010
1010101101010110
11010100101011010
01001000101010111
10101111110010101
10110101101011101
10100010111111111
00010111101011010
10101110101101010
11010100101010100

10001001101011101011010110101001010101010110101110101101010010101010000100101000101
11111111001010101001000100110101101010010101010010101101011101011010011010100101011
01011101011010110101001010101001010101000010010100010111111111001010101001000101010
11101011010110101001010101001010101000010010100010111101011010111010110101111110010
10101001000101010110101011010111010110101010110101110101101010101011010110101010000
10010100010111111111001010101001000100010101010000100101000101111111110010101010010
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NERZITY
%‘5 /
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biigom N

“ ke B Anal\llza (I)

A B C D E F f G | J

date ~|time |~|timezon~ | MAC~|source |~ sourcetype T type v |short ~ | desc
6/18/2009 22:30:26 ESTSEDT MACB LOG WMlprov Log file Time Written C:/Windows/system32/DRIVERS/msiscsi.sys[MofResource](Thu Jun 18 22:30:26 2009.29992 Entry in log file: C:/Windows/
6/18/2009 22:30:26 ESTSEDT MACB LOG WMiliprov Log file Time Written C:/Windows/system32/drivers/ndis.sys[MofResourceName](Thu Jun 18 22:30:26 2009.2998 Entry in log file: C:/Windows/
6/18/2009 22:36:15 ESTSEDT MACB Vista/Win7 Prefetch Last run LOGON.SCR-7C80CA1C.pf: LOGON.SCR was executed LOGON.SCR-7C80CA1C.pf - [
6/18/2009 22:41:26 ESTSEDT MACB Deleted Registry [DELETED] SYSTEM [DELETED] SYSTEM
6/18/2009 22:41:54 ESTSEDT MACB Vista/Win7 Prefetch Last run DEFRAG.EXE-738093ES8.pf: DEFRAG.EXE was executed DEFRAG.EXE-738093E8.pf - [I
6/18/2009 22:41:54 ESTSEDT MACB Vista/Win7 Prefetch Last run DFRGNTFS.EXE-4F838A89.pf: DFRGNTFS.EXE was executed DFRGNTFS.EXE-4F838A89.pf
6/18/2009 22:41:59 ESTSEDT MACB Deleted Registry Last Written [DELETED] emRoot/System32/Config/SOFTWARE [DELETED] emRoot/System32
6/18/2009 23:33:57 ESTSEDT MACB Deleted Registry  [ES&WLSIAES [DELETED] 22?/0000000E/00000000/ [DELETED] ???/0000000E/00d
6/18/2009 23:33:57 ESTS5EDT MACB REG Deleted Registry Last Written [DELETED] ???/{83da6326-97a6-4088-9453-a1923f573b29}/00000003/00000000/ [DELETED] ???/{83da6326-974
6/18/2009 23:33:57 ESTSEDT MACB REG Deleted Registry Last Written [DELETED] 2??/00000003/00000000/ [DELETED] ???/00000003/00(
6/18/2009 23:33:57 ESTSEDT MACB Deleted Registry  [ERANIAE [DELETED] 22?/00000008/00000000/ [DELETED] 2??/00000008/00(
6/18/2009 23:34:09 ESTS5EDT MACB Vista/Win7 Prefetch Last run PKMAILER.EXE-83FAD500.pf: PKMAILER.EXE was executed PKMAILER.EXE-83FAD500.pf
6/18/2009 23:34:35 ESTSEDT MACB REG NTUSER key Last Written Software/Google/GoogleToolbarNotifier/Stats Key name: HKEY_USER/Softw:
6/18/2009 23:34:36 ESTSEDT MACB NTUSER key Last Written Software/Google/GoogleToolbarNotifier/Temp Key name: HKEY_USER/Softwi
6/18/2009 23:34:50 ESTSEDT MACB Vista/Win7 Prefetch Last run IPODSERVICE.EXE-FE1A6FF7.pf: IPODSERVICE.EXE was executed IPODSERVICE.EXE-FE1AG6FF7.
6/18/2009 23:34:59 ESTSEDT MACB Vista/Win7 Prefetch Lastrun RUNDLL32.EXE-2E65B341.pf: RUNDLL32.EXE was executed RUNDLL32.EXE-2E65B341.pf
6/18/2009 23:34:59 ESTS5EDT MACB UserAssist key Time of Launch  UEME_RUNPATH:C:/Windows/system32/rundll32.exe UEME_RUNPATH:C:/Windows
6/18/2009 23:35:05 ESTSEDT MACB LSO Flash Cookie LSO created Flash Cookie: site ui/preferences LSO created -> File: C://mnt/v
6/18/2009 23:35:07 ESTSEDT MACB REG NTUSER key Last Written Software/Microsoft/InternetExplorer/LowRegistry/Audio/PolicyConfig/PropertyStore/5447cc Key name: HKEY_USER/Softw:
6/18/2009 23:35:38 ESTSEDT MACB UserAssist key Time of Launch UEME_RUNPATH:Mozilla Fire!
6/18/2009 23:35:39 ESTSEDT MACB UserAssist key Time of Launch UEME_RUNPATH:C:/Program Files/Mozilla Firefox/firefox.exe UEME_RUNPATH:C:/Program
6/18/2009 23:35:39 ESTSEDT MACB Vista/Win7 Prefetch Last run FIREFOX.EXE-E60COAA7.pf: FIREFOX.EXE was executed FIREFOX.EXE-E6OCOAAT7.pf - [
6/18/2009 23:41:36 ESTSEDT MACB Deleted Registry [ERAa [DELETED] 222/00000003/ [DELETED] 2??/00000003/
6/18/2009 23:41:36 ESTSEDT MACB REG Deleted Registry  [ES&WLSIAS [DELETED] 22?/{83da6326-9726-4088-9453-a1923f573b29}/ [DELETED)] 22?/{83da6326-973
6/18/2009 23:41:36 ESTS5EDT MACB REG Deleted Registry Last Written [DELETED] ???/0000000E/ [DELETED] ???/0000000E/
6/18/2009 23:41:36 ESTSEDT MACB REG Deleted Registry  [ESAMILES [DELETED] 22?2/00000008/ [DELETED] ?2?/00000008/
A/1Q/7°NnNAQ 272:A1:2A ECTRENT NACD REM Nalatad Daoi I act Wirittan Q24 £ 0
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" (KeKB Analyza (lll.)

Postup analyzy:

pozorovanie - digitalne datové objekty Citatelné (alebo viditelné) ¢clovekom maju obsah

hypotéza - vypracovanie tedrie na vysvetlenie digitalnych stop.

predikcia - na zaklade forenznej hypotézy forenzni vySetrovatelia predpovedaju, kde by sa mohli
nachadzat zaujimavé forenzné artefakty.

experiment/testovanie

zavery - rekonstrukcia udalosti zaloZzenu na spojeni a korelacii informacii.
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£) “kekB Analyza (IV.)

NERZIT;
a A
4

J”!:usosi N

{

* Kolko stoliciek je na
obrazku?

* Kolko kresieb je na
obrazku?

A}
N
et

Zdroj: https://www.sans.org/security-resources/posters/windows-forensic-analysis/170/download
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NERZTA

* @kcKB Analyza (V.)

Web Based NG Chat / Webmail Chat and
m E-mail E-mail Calendar Memory Artifacts IM
= . Open/ Save R Skype Index.dat/ Downloads.s
MRU History Places.sqlite glite
Program LastVisited RunMRU Start- MUI Win7 Jump Services
UserAssist MRU >Run Cache Lists Prefetch (EVT)
Recent Office Recent Shell Link : )
il Ele bags File Jump Lists Prefetch Index.dat file://
A Deleted File or XP Search Win7 Search — Last Visited Shimbe b Vista/Win7 Recycle Browser
File Knowledge - ACMRU WordWheelQuery MRU : Thumbnails Bin Artifacts
" Physical : Wireless VISTA/Win7 2 Browser Search
Location > Timezone SSID Network History Cookies Terms
USB Key First/ Last Volume Drive : ; P&P Event
Identlf catlon Times User Name Letter Link Files Log
Account Usage Last Last Failed Last Password Group
(SAM) Login Login Change Membership
Account Usage Success / Logon RDP Account Logon/ Rogue Local
(EVT) Fail Logons Types Usage Authentication Accounts
: : Session Flash & Super Suggested Memory Fragments
History Cookies Cache Restore Cookies Sites of Private Browsing
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Prezentacia (l.)

Postup 5W 1H

= Kto (Who) — odpoved na otazku, kto kazdy bol zapojeny do procesu
= zadavatel, zamestnanci ...

= Kedy (When) - zaznamenanie ddtumu a ¢asu, kedy sa zacalo a kedy skoncilo vySetrovanie/incident/analyza
"  pozor na jednotlivé Casy a Casové pasma

" pouzivatejte Standardné Casové zény (UTC)

= Kde (Where) - uvedenie podrobnostiach informacie o umiestneni
= napriklad kancelaria, serverovna a pod.
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Prezentacia (I1.)

Postup 5W 1H

= Co (What) — zaznamenanie ¢innosti, ktoré boli vykonané
= npapriklad ziskanie pamate alebo ziskanie zaznamov z firewallu , vytvorenie imagu disku

= Preco (Why) - odovodnenie, preco bola kazda ¢innost vykonana.
= Ako (How) — uvedenie popisu spésobu vykonavania akcie.

= napr. ak CSIRT tim pouzil nejaky operacny postup, tak sa zahrnutie do vystupu
= akdkolvek odchylka od standardnych prevadzkovych postupov by sa mala rovnhako zaznamenat
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Pisomné spravy (Written reports)

niektoré bezpecnostné incidenty si vyzaduju rozsSireny

pisomny vystup

3 hlavné typy
=  Zhrnutie (Executive summary)

= Sprava o incidente (Incident report)

= Sprava z forenznej analyzy (Forensic report)

Prezentacia (l11.)

Sprava z forenznej analyzy

[ Cislo pripadu: | 1405222/2018 | Interné &islo pripadu: [ 12372017
Forenzny znalec: Jin Mrkwicka | Evidencné cislo znalca: [ 912344
Adresa znalca: Mesto: | Kofice Ulica: | Neznama [ PSC: | 04001
Stat: Slovenska republika Cislo domu: [ 71
Adresa indtititu: Mesto: | Koice Ulica: [ XXXX [ PSC: [ 0000
Stat: Slovenska republika Cislo domu: | 71
Odbor: [ 1000 00 | Odvetvia: [ 1004 00, 10 09 00, 10 10 00
Datum a éas nahlasema incidentu 24052017 Datum a ¢as vypracovania 26.05.2017
(dd.mm roor. bh-mmess): 09:15:34 a ukoncemnia forenzne) spravy: 17:30:00
Osoby a subjekty
Cislo: 0001 BJ Svedok Bd Zadavatel T Ine:
Meno: Jan Priezvisko: Admin ‘ Titul: | Mer.
Hodnost: | ——— Narodnost: Slovenska Republika
Statna prislugnost” Slovenska
Identifikaéné &islo: 0.p. FA 547846989, ¢islo zamestnanca: 15254782
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XN

Prezentacia (IV.)

= zostavit zoznam vSetkych udalosti, ktoré sa udiali v rdmci operacného systému v chronologickom poradi
bez ohladu na jeho typ, umiestnenie alebo dokonca aplikaciu.

imeline Window - Editor - imeline Window - Editer -
M. Timeline Window - Ed m] X 4 Timeline Window - Edi ul X
M Timeline window  x E] @ M. Timeline Window  x E] @
Display Times In: (@ Local Time Zone GMT /UTC - - Display Times In: (@ Local Time Zone GMT / UTC . L
L) Visualization Mode: | [il; Counts | = Details Snapshot Scale: (@) Logarithmic Linear [ Visualization Mode: | fl; Counts Snapshot Advanced Layout Options ~
) Zoom History: 7 / Zoom History:
p y: | - 7 . ¥ ¥ __| fimg_image.raw/vol_vol2/$CrphanFiles/ (34)
= . r . i 2 1 19 3 5 1 1
L=t YEARS DAYS HOURS SECONDS R DAYS HOURS SECONDS N | " I
= |2 i |l 1
. T ) : ! |
EESEDE Base Ty Sub Type & Event Type: Base Type Sub Type ‘ 1 1
=] =
o . 1 i . vol_vol b (256
Description Detail: H Description Detail: _ ] L] fimgimge.caw/vol val/miduboaty | (2:679)
= Short Medium Ful I]SE I]-m | 17231
=
T Filters T Filters | 7 Events
 Apply . I II I I I I I + Apply | | 'Sy Default
o] Text Filter 1980 1933 1986 1989 1992 1995 1998 2001 2004 2007 2010 2013 2016 2019 2022 2025 2023 2031 2034 ¥f| Text Filter i vol vol2/System Vol o0 tion/ [6)
|| fimg_image.raw/vol_vol2/System Volume Information/
Hide Known Files — | v/ Hide Known Files s
— —_— -F rerFFFFFFF
> Data Source - 4 Data Source
o fimg_image.raw/vol_vol2/ (13)
Start:| 841980 0:00:00 o® A || L Zoominfout to ~ 2 Only Events Tagged [ 13 il
Oinlu Hzch ot Hise
I — 0 P‘ES"'“E| Hidden Descriptions 1980 1984 1983 1992 1996 2000 2004 2008 2012 2016 2020 2024 2028 2032
o New events may be available, re-open the timeline to refresh. ‘
—— —_— r =F rerFFFFFFF
Start: | 8.4.1980 0:00:00 (0] } ) A, Zoom in/outto ~ »
1998-01-01 00:00:00 to 1993-01-01 00:00:00 19 Results |
Table  Thumbnail I
o New events may be available, re-open the timeline to refresh.
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* @Kk Pravne aspekty (l.)

Pravne aspekty vztahujtica sa na oblast digitalnej forenznej analyzy:

* Trestné pravo
* Trestné pravo hmotné
* Trestné pravo procesné
* Ochrana sukromia a osobnych udajov
Kyberneticka bezpecnost
Znaleckd c¢innost

12



Pravne aspekty (ll.)

e Zakon ¢. 69/2018 Z. z. o kybernetickej bezpecnosti

 §19 ods. 6 pism. d) v ¢ase kybernetického bezpecnostného incidentu zabezpecit dokaz alebo
dokazny prostriedok tak, aby mohol byt pouzity v trestnom konani

e Zakon €. 18/2018 Z. z. o ochrane osobnych udajov / GDPR

* informacie o datumoch, volanych telefénnych ¢islach alebo prijatych hovoroch, ako aj informacie o dizke
hovoru, treba povaZovat za osobné Udaje dotknutej osoby

e |P adresa

* Pravny zaklad spracovania — GDPR ¢l.6 ods. 1 pism. f) - spracuvanie je nevyhnutné na ucely
opravnenych zaujmov, ktoré sleduje prevadzkovatel alebo tretia strana, s vynimkou pripadov,
ked nad takymito zaujmami prevazuju zaujmy alebo zakladné prava a slobody dotknutej osoby,
ktoré si vyZaduju ochranu osobnych udajov, najma ak je dotknutou osobu dieta.
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Pravne aspekty (lll.)

Dohovor Rady Eurdpy o pocitacovej kriminalite

Zakon €. 300/2005 Z. z. trestny zakon
Zakon ¢. 301/2005 Z. z. trestny poriadok

Zakon ¢. 382/2004 Z. z. o znalcoch, timocnikoch a prekladateloch a o zmene a
doplneni niektorych zakonov



- GeKe Stadia trestného konania (1.)

" Predsudne konanie
1) postup pred zacatim trestného stihania

2) pripravné konanie

= Konanie pred sudom
1) preskumanie a predbezné prejednanie obzaloby
2) hlavné pojednavanie
3) opravné konanie
4) vykonavacie konanie

12



Dokazovanie v trestnom konani (I.)

= Dokazovanie v trestnom konani

* je zdkonom upraveny postup OCTK a sudu, ktorého uUlohou je poznanie
vsetkych podstatnych skutoCnosti dolezitych pre dalsi postup konania
a v konecCnej faze aj pre rozhodnutie.

* ucel - rekonstruovat skutocnosti tak, aby poznanie bolo jej sprdvnym odrazom a
mohlo byt zdkladom spravodlivého rozhodnutia.

* vykonava vo vsetkych stadiach konania

» za dokaz mozno pouzit vSetko, o moze prispiet k nalezitému objasneniu veci a
co bolo ziskané zakonnym sp6sobom (§ 119 ods. 2 TP)



Dokazovanie v trestnom konani(ll.) |

Trestny poriadok (§ 119 - 161) demonstrativne vypocitava jednotlivé d6kazné prostriedky:
vysluch obvineného a obzalovaného (§ 121 - 124,258 - 260)

vysluch svedka (§ 131 - 139, 261 - 267)

vysluch znalca (§ 145, § 268)

znalecky posudok (§ 145 - 150)

odborné vyjadrenie a pisomné potvrdenie (§ 141)

Dokazny prostriedok Pramen dékazu
Obsah vypovede Vysluch svedka Svedok
Obsah vypovede Vysluch znalca Znalec
Obsah posudku Znalecky posudok Digitalna stopa
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Znalec (l.)

= Znalec

* je osoba rozdielna od procesnych stran, ktoru organ Cinny v trestnom konani a
sud pribera s tym ucelom,

 UCel — na zaklade svojich odbornych znalosti objasnila urcitu skutocnost,
dolezitu pre trestné konanie, na objasnenie ktorej sa takéto odborné znalosti
vyzaduju.



Znalec (lI.)

a) znalecka organizacia
e Ustavy Specializované na znalecku c¢innost podla § 143 ods. 1 Trestného poriadku
b) fyzicka osoba zapisana do zoznamu znalcov pre urcity odbor
» podla zdkona €. 382/2004 Z. z. o znalcoch, timoénikoch a prekladateloch.
c) fyzickd osoba nezapisana do zoznamu znalcov
e vo vynimocnych pripadoch - tzv. "znalci ad hoc",
* po zlozeni slfubu znalca ( § 143 ods. 2 TP).
d) znalecky ustav (§ 147 TP)



Znalec (lll.)

Zoznam znaleckych odborov (Priloha €. 1 vyhlasky MS SR ¢. 228/2018 Z. z.)

- relevantnych z hladiska kybernetickej bezpecnosti

10 00 00 Elektrotechnika

10 01 00 Elektro-energetické stroje a zariadenia

10 02 00 Elektronika

10 04 00 Riadiaca technika, vypoctova technika (hardvér)

10 06 00 Elektronické komunikacie

10 07 00 Odhad hodnoty elektrotechnickych zariadeni a elektroniky
10 08 00 Nosice zvukovych a zvukovoobrazovych zaznamov

10 09 00 Pocitacové programy (softvér)

10 10 00 Bezpecnost a ochrana informacnych systémov

10 11 00 Kyberneticka bezpecnost

49 00 00 Kriminalistika

49 20 00 Kriminalisticka informatika
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Zadavatelia znaleckych ukonov

* Fyzicka osoba,
* Pravnicka osoba,
« OCTK

* Predseda senatu
e Sud

e Spravny organ

Znalecka cinnost (I.)



Znalecka cinnost (Il.)

Pravny zaklad pre zadanie znaleckého ukonu

e sukromny znalecky posudok, predlozeny stranou bez toho, aby znalecké
dokazovanie nariadil sud, v zmysle § 209 ods. 1 zakona ¢. 160/2015 Z. z. CSP,

* znalecké dokazovanie, nariadené sudom, ktory ustanovi znalca, v zmysle § 207 ods.
1 zdkona ¢. 160/2015 Z. z. CSP,

* znalecky posudok, na zaklade ustanovenie znalca zo strany spravneho organu, v
zmysle § 36 ods. 1 zakona €. 71/167 Zb. o spradvnom konani (spravny poriadok),

* znalecky posudok, na zaklade pribratia znalca organom Cinnym v trestnom konani
alebo predsedom senatu, v zmysle § 142 ods. 1 zakona ¢. 301/2005 Z. z. TP

13



" Gkeke Znalecka Cinnost (llI.)

Trestny poriadok

= §142, ods. 1 — Znalecka ¢innost

* Ak pre zlozitost objasnovanej skutocnosti nie je postup podla § 141 (odborna
¢innost) postacujuci, priberie orgdn c¢inny v trestnom konani a v konani pred
sudom predseda senatu znalca na podanie znaleckého posudku. Ak ide o
objasnenie skutoc¢nosti obzvlast zlozitej, priberu sa dvaja znalci.



“@eke  Podmienky vykonu znaleckej Cinnosti
(1.)

§ 11 Vylucenie znalca

» (1) Znalec, timoc¢nik alebo prekladatel je vyluceny, ak mozno mat pre jeho pomer k
veci, k zadavatelovi alebo k inej osobe, ktorej sa ukon tyka, pochybnost o jeho
nezaujatosti.

= (3) Znalec, timocnik alebo prekladatel zapisany v zozname nesmie vykonat Gkon v
odbore alebo odvetvi, v ktorom nie je zapisany; to sa nevztahuje na znalca,
tImocnika alebo prekladatela ustanoveného na ucely sudneho alebo iného konania
sudom alebo inym organom verejnej moci.

" (4) To, Ci ukon patri do odboru alebo odvetvia, v ktorom je znalec, timocnik alebo
prekladatel zapisany do zoznamu, posudzuje ministerstvo.



(11.)

§ 12 Odmietnutie vykonu c¢innosti

(1) Znalec, timocnik alebo prekladatel zapisany v zozname nesmie bezdévodne
odmietnut vykonat Ukon, ak je ustanoveny sidom alebo inym orgdnom verejnej
moci.

Podmienky vykonu znaleckej ¢innosti
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) “é&ecks  Bezné ulohy znalca v tresthom konani

» asistencia pri vykondvani domovych prehliadok (napr. ziskavanie a vytaZovanie dat priamo na mieste),
e Ucast na vysluchoch v pripade potreby technickej konzultacie,

e zabezpecenie pristupu do pocitacov alebo inych technickych zariadeni,

 dokumentovanie softvérového a hardvérového vybavenia,

« zistovanie licen¢nych informacii operacnych systémov a aplikacii,

« zaistenie dat z techniky pouZitej pri pachani trestnej ¢innosti (napr. pre potreby znalcov inych odborov),
* obsahova analyza e-mailovej komunikacie vratane priloh,

* vyhladavanie konkrétnych dokumentov v datovych uloziskach,

* obnova vymazanych dat z datovych nosicov (HDD, USB, pamatové karty),

* stanovenie vSeobecnej hodnoty veci alebo vysky spdsobenej Skody,

« zdasahy do uctovnych systémov/dat,

e tvorba fiktivnych dokumentov.
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Prvotné
oboznamenie so
spisom

Identifikacia
digitalnych stop

Miestne
Setrenie/priprava
prostredia
(writeblockery,
dokumentacia)

Zalozenie Chain of
Custody —
prevzatie, Cas,
osoby, podpisy

Proces znaleckého skimania

Verifikacia obrazu —
Hash pred/po,
porovnanie

Bitova kdpia

Fotodokumentacia
(pred
manipuldciou)

Systém
bezi
/volatilné
data?

Bezpecné ulozenie
dokazov —
kontrolované ulozisko

Digitalna forenzna
analyza, artefakty,
kldcové slova

Vystupy analyzy —
nalezy, prilohy,
exporty

Vypracovanie znaleckého
ukonu — zavery, metddy,
integrita

Odozdanie/vratenie
dbkazov — aktualizacia
Chain of custody
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" operacny systém zaznamenava
konkrétne udalosti (napr.
prihldsenie/odhlasenie pouzivatela)

= udalostou moze byt akakolvek udalost,
ktoru chce operacny systém alebo
program sledovat alebo na nu upozornit
pouzivatela

= Operacny systém Windows ma
centralizovanu sluzbu zaznamenavania

Zaznamy udalosti (I.)

@ Event Viewer

Sabor  Akcia  Zobrazitt Pomocnik

&= = HE

12] Event Viewer (Local)
7 Custom Views
v [ m Windows Logs
'.—| Application
.—| Security
5] Setup
] System
—| Forwarded Events
* Applications and Services Lo
-{;3 Subscriptions

Event Viewer (Local)

| Overview - ‘

~
[ 7|  Toview events that have occurred on your
]

computer, select the appropriate source, log or
custem view node in the console tree. The v

| Summary of Administrative Events " ‘
Reading 'Microsoft-W5-Licensing/Admin' log ...
Recently Viewed Nodes - ‘
Mame Description  Modified
< >
Log Summary
Loa Mame Size (Curr..  Modified S
£ >

Akcie

Event Viewer (Local)

= Open Saved Log..,

¥ Create Custom View...

Import Custom View..,
Connect to Ancther Computer...
Zobrazit’

|G Obnovit’

E Pomocnik

4

4
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Zaznamy udalosti (l1.)

2] Event Viewer

Sibor  Akcia Zobrazitt Pomocnik

&= 7 E HE

[2] Event Viewer (Local)
% Custom Views
v 9_. Windows Logs
é.—l Application
5] Security
] Setup
] System
] Forwarded Events
v [ Applications and Services Logs
=] Hardware Events
v [ Intel
7 GRx
=] IntelAudioServicelog
=] Intemet Explorer
=] Key Management Service
| Microsoft
] Microsoft Office Alerts
=] OneApp_IGCC
1 OpenSSH
é.—l Windows PowerShell
2 Saved Logs
«J Subscriptions

Security MNumber of event

Keywords

'Q‘_Audit Success
A Aurlit Snerece
<

} New events available

Date and Time

1.4.2022 6:31:13
1 4 2077 AIG5N

Source (

Microsoft Windows security auditir
Mirracnft Windmwe carrity anditie ¥
>

Event 3061, Microsoft Windows security auditing.

x

Cryptographic operation,
Subject:
Security [D: DESKTOP-9LL355H\Pavol
Account Mame: Pavol
Account Domain: DESKTOP-9LL359H
Logon ID: Ox2DFEA
Cryptographic Parameters:
Provider Mame:  Microsoft Software Key Storage Provider
Algorithm Mame: RSA
Key Mame: TB_D_office.com
Key Type: User key.
Cryptographic Operation:
Operation: Open Key.
Return Code: 0x0
Log Name: Security
Source: Microsoft Windows security  Logged: 1.4, 2022 6:31:13
Event I 5061 Task Category: System Integrity
Level: Information Keywords: Audit Success
Usen MN/A Computer: DESKTOP-9LL359H
OpCode: Info

More Information:  Event Log Online Help

Akcie

Security
= Open Save]
¥ Create Cug
Import Cu
Clear Log.
Filter Currg
Properties
Find...

OE D

Save All Ev|
Attach a T4
Zobrazit’

B

Obnovit’
Pomaocnik
Event 3061, Mi

|:| Event Prop)
_CE Attach Tasl
Bz Copy

H Save Selec

G Obnovit’

Pomocnik

Filter Current Log

Logged:

Any time ~

Event level: (] Verbose

] Critical [] Warning
[ Error

Event logs:

[] Information

|5ecurit;,-'

Event sources: |

Includes/Excludes Event |Ds: Enter ID nurnbers and/or |0 ranges separated by commas. To
exclude critera, type a minus sign first, For example 1,3,3-99,-76

|<A|| Event IDs»

Task category: |

Keywords: | e

User, |<AII Users> |

Computer(s): |{AII Computers> |

Clear

Cancel
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VOZEFA §q,
T,

XN

i

Format

= evt/.evtx

Umiestnenie
= %win_dir%\System32\config

= %win_dir%\System32\winevt\Logs

Zaznamy udalosti (ll1.)

[ [+] = | Logs
Domaov Zdielat Zobrazit
4. Vystrinndt X LT'J"
—J w.| Kopirovat cestu F -
Pripnit na panel Kopirovat Prilepit o Premiestnit’ Kopirovat Odstranit’ Premenovat Novy
Rychly pristup ?| Prilepit odkaz do do - priedinok
Schranka Usporiadat Move
« v 4 <« Lokalny disk (C:) » Windows » System32 » winevt » Logs v O
- - o~
servicing A Nizov Datum dpravy
Setup E Application

ShellComponents {3 HardwareEvents

E IntelAudioServicelog
E Intel-GFX-Info%4Application

ShellExperiences

SchCache
<chemas {3] Intel-GFX-Info%4System
KB g Internet Explorer

Key Management Service
sk-5K

E Microsoft-AppV-Client%4Admin

E Microsoft-AppV-Client%40perational

E Microsoft-AppV-Client%e4Virtual Applica..
E Microsoft-Client-Licensing-Platform %:44...
E Microsoft-User Experience Virtualization-...

SoftwareDistribution
Speech
Speech_OneCore

System
y System32 v E Microsoft-User Experience Virtualization-...
s [P PR - . PIPR - s ma m mmme s am
Polozky: 369

Otvorit
v
Upravit
Vlastnosti i
- Histdria
Otvorit

Prehladavat’ Logs

Typ

vent Log
vent Log
vent Log
vent Log
vent Log
vent Log
vent Log
vent Log
vent Log
vent Log
vent Log
vent Log

m m M M M M M M M M M m m

vent Log

- O

Hﬂ Vybrat

s

vietko

Zruiit wyber
EF Invertovat wiber

Vyb

rat’

~
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Zaznamy udalosti (1V.)

x Event 3061, Microsoft Windows security auditing.

General Details

(O Friendly View ® XML View

- <Event xmins="http:/ fschemas.microsoft.com/win/2004/08/events/event">
- «System>
<Provider Name="Microsoft-Windows-Security-Auditing" Guid="{54849625-5478-
4994-a5ba-3e3b0328c30d}" />
<EventID=5061</EventID >
fersion=0</Versionz
<level=0</Level>
<Task»12290</Task>
<Opcode=0</0pcode=
<Keywords=0x8020000000000000</Keywords=
<TimeCreated SystemTime="2022-04-01T04:31:13.5739414Z" />
<EventRecordID>1492823 </EventRecordID >
<Correlation ActivitylD="{50fd0859-4081-0004-a308-fd508140d801}" /=
<Execution ProcessID="912" ThreadID="39464" />
<Channel=Security</Channel=
<Computer>=DESKTOP-9LL359H </Computer=
<Security /=

<f/System=
- <EventDatax
<Data Name="SubjectUserSid">5-1-5-21-1985773228-880510774-680053692-
1001 </Dataz

<Data Name="SubjectUserName"=Pavol</Data=
<Data Name="SubjectDomainName">DESKTOP-9LL359H</Data>

Cryptographic operation.
Subject:

Security ID: DESKTOP-9LL359H\Pavol

Account Mame: Pavol

Account Domain: DESKTOP-SLL35%H

Logon 1Dz Ox2DFEA
Cryptographic Parameters:

Provider Name:  Microsoft Software Key Storage Provider

Algorithm Name: RSA

Key Mame: TB_0_office.com

Key Type: User key.
Cryptographic Operation:

Operation: Open Key.

Return Code: 0]
Log Mame: Security
Source: Microsoft Windows security  Logged: 1.4, 2022 6:31:13
Event ID: 5061 Task Category:  Systemn Integrity
Level: Infarmation Keywords: Audit Success
User: M/A Computer: DESKTOP-9LL339H
OpCode: Info

More Information:

Event Log Online Help

<Data Name="SubjectLogonId">0x2dfea </Data=
<Data Name="ProviderName">=Microsoft Software Key Storage Provider</Data>
<Data Name="AlgorithmName"=RSA</Data>
<Data Name="KeyName"=TB_0_office.com</Data=>
<Data Name="KeyType"=%%2500</Data=
<Data Name="Operation">%%2480</Data:>
<Data Name="ReturnCode"=0x0</Dataz=
</EventData>

</Eventz
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= https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/

77\ Ultimate IT

Zaznamy udalosti (V.)

Pa‘lj:::ll':?l'feo:zay s " - sponsored by LOGbinder and Supercharge¢

\\.7/ SECURITY

Security Log Windows

SharePoint SQL Server Exchange | Training Tools Newsletter Webinars Blog

Webinars

Encyclopedia

s Event IDs
« All Event IDs
 Audit Policy

Go To Event ID:

Security Log
Quick Reference
Chart

Torweg—— —|
Download now!

Training Encyclopedia Quick Reference Book

Windows Security Log Events

[ean )/ o

Register

O All Sources

O SharePoint Audit (LOGhinder for SharePoint)
O sqL Server Audit (LOGbinder for SQL Server)
O Exchange Audit (LOGbinder for Exchange)

Windows Audit Categories:
| All categories v|

Subcategories:
All subcategories v

Windows Versions:
O Al events
O Win2000, XP and Win2003 only
® Win2008, Win2012R2, Win2016 and Win10+, Win2019

Osysmon (MS Sysinternals Sysmon)

Category: All

Windows 1100 The event logging service has shut down

Windows 1101 Audit events have been dropped by the transport.

Windows 1102 The audit log was cleared

Windows 1104 The security Log is now full

Windows 1105 Event log automatic backup

Windows 1108 The event logging service encountered an error

Windows 4608 Windows is starting up

Windows 4609 Windows is shutting down

Windows 4610 An authentication package has been loaded by the Local Security Authority
Windows 4611 A trusted logon process has been registered with the Local Security Authority

Windows 4612 Internal resources allocated for the queuing of audit messages have been exhausted, leading to the loss of some

audits.
Windows 4614 A notification package has been loaded by the Security Account Manager.
Windows 4615 Invalid use of LPC port
Windows 4616 The system time was changed.

MAEd.... Ar4o A . PR P |






Register OS Windows (I.) '

»ordce a dusa” operacného systému Windows

= konfiguracia systéemu )

= zariadenia v systéme

" pouzivatelské mena

= osobné nastavenia a nastavenia prehliadaca
= aktivita prehliadania webu

" subory otvorené

= spustené program

" nastavenia aplikacii

= hesla

4
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INI subory
= predchodca registrov (DOS, Windows 3.x)
=  SYSTEM.INI - Tento subor riadil vsetok hardvér v
pocCitaCovom systéme.
=  WIN.INI - Tento subor riadil vSetky plochy a
aplikacie
v pocCitaCovom systéme.

Nevyhody
= pomaly pristup
= bez Standardov
= fragmetované

- Register OS Windows (11.) _'

» System Configuration Editor
Fie Edit Search Window
CCAWINDDWSAPROTOCOLINI

HGE - CAWINDOWSASYS TEM, INI

Dri

| [bu

‘B"'ocs

{)pr..dﬂ" 2 CAWINDOWSA\WIN.INI

Pty lwindows)

lda uS‘: load=

e 391 run=

L ifmol NullPort=None

[ dib) device=HP LaserJet 5P,HPPCLSMS Z\TIGER-ATHLON\Printer

col

mo| [Desktop]
key Wallpaper=(None)
TileWallpaper=1
WallpaperStyle=0

[int]
il iCountry=1

Y

Zdroj: https://flylib.com/books/en/3.171.1.163/1/

145



Register OS Windows (ll1.)

centralna hierarchicka databaza pouzivana v skupine operacnych systémov Microsoft Windows na
ukladanie informacii potrebnych na konfiguraciu systému pre jedného alebo viacerych
pouzivatelov, aplikacii a hardvérovych zariadeni.

= prekonanie obmedzeni INI suborov a REG.DAT suborov
= 2 typy informacii:

= vsSeobecné udaje o systéme — Udaje o nastaveni softvéru a hardvéru. Tieto informacie sa
zvyCajne vztahuju na vsetkych pouzivatelov pocitaca.
udaje Specifické pre pouzivatela - Udaje o individualnej konfiguracii. Tieto informacie su
Specifické pre profil pouzivatela )

)

Zdroj: A central hierarchical database used in Microsoft Windows 9x, Windows CE, Windows NT, and Windows 2000 used to store information
necessary to configure the system for one or more users, applications and hardware devices.”,

https://en.wikipedia.org/wiki/Windows_Registry#/media/File:Registry_Editor_icon.png
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specificka Struktura
= Key (kluc
= Value (hodnota)

ako adresarova
struktura
= Hlavné korenové
kfdCe = korenovy
adresar
= podkluce =
podadresare
= hodnoty= subory

Register OS Windows (IV.) '

hive

B Registry Edito

Eile Edit Vie Favorites Help

Y STENWYHardwareCanfig

HKEY_LOCAL MACHIME

Compute

SECURITY

W

A || Mame
ab| (Default)

ActivationBroker 2/ Lastid
ControlSetdol

CurrentControlSet

Type
REG_SZ

REG_DWORD

Data

fvalue not set)

@als 1102-a85¢c-b5883e3b230

D 00000000 (0

hodnota

klu¢ podkluc
(value)

Kazda hodnota ma 3 vstupy:
* Name
* Type
* Data

typ

udaje
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Korenové kluce (I.)

Kazdy korenovy kluc (root key) uklada rézne informacie a nastavenia o beziacom
systéme a jeho uzivateloch.

B Registry Editor

File Edit View Favorites Help

= HKEY_CLASSES_ROOT
= HKEY_LOCAL_MACHINE (HLKM)

Computer

v [ Computer

= SAM | HKEY_CLASSES_ROOT
= SECURITY - | HKEY_CURRENT_USER
= SYSTEM v L] HKEY_LOCAL MACHINE
> [ Bcp00000000

= SOFTWARE > || HARDWARE
= DEFAULT - || SAM

= HKEY_USERS = zgﬂ;E

= HKEY_CURRENT_USER (HKCU) Wl SvSTEM
= NTUSER.DAT - || HKEY_USERS

= HKEY CURRENT CONFIG - || HKEY_CURRENT_CONFIG
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HKEY_CLASSES_ROOT (HKCR)

= popisuje predvoleny program, ktory
sa musi pouzit na otvorenie tohto
rozsirenia v systéme.

= Uchovava informacie, aby sa
zabezpecilo, ze program sa otvori
po spusteni v Prieskumnikovi
systému Windows.

Korenoveé kluce (Il.)

B Registry Editor

Eile Edit Miew Favortes Help

Computer\HEKEY_CLASSES ROOT\.3gp

v [ Computer

W

_ HKEY_CLASSES ROOT

a

386
3fr
3g2
3ga
3gp
Agpd

3gpp
Amf

S
B0760353-4bc17ab%0e5c T edalBccd7e26530c8c]
615388-941dBadc210970d 2807036547 a0 7 df
i)

gz

a

.52

.8ac

.aaui

ac3

accda

accdb

accde

.accde

accdr

accdt

accdu

Type
REG_SZ

ab| Content Type REG_SZ
ab|PerceivedType REG_SZ

ab|yLC.backup

REG_SZ

Data

VLC.3gp

video/3gpp

video
WMP11.AssocFile3GP
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Korenoveé kfuce (lIl.)

HKEY_LOCAL_MACHINE (HLKM)

= tento klt¢ obsahuje konfiguraciu a nastavenia, ktoré systém pouZziva pri spustani.
= je nezavisly od prihlasenia pouzivatela
=  obsahuje nasledujucich pat podklucov:

=  System: Obsahuje konfiguraciu systému, napriklad nazov pocitaca, systémové Casové pasmo a
sietové rozhrania.

= Software: Obsahuje nastavenia a konfiguraciu nainstalovanych aplikacii v systéme a sluzieb
operacného systému.

= SAM: Toto je spravca bezpecnostnych uctov a uklada informacie o bezpecnosti pouzivatela a
skupiny. Sumarizuje celkové prava pouzivatela, ktoré udeluje spravca v miestnom systéme a
doméne.

= Security: Obsahuje bezpecnostnu politiku v systéme, ak existuje. Je to rovnaké ako SAM, jeho obsah
nie je mozné prezerat zo Zivého systému.

= Hardware: Obsahuje informacie o hardvérovych zariadeniach pripojenych k systému. Tieto

informacie sa ukladaju pocas zavadzania systému. 150



" Gkeke Korenové kluce (1V.)

HKEY_USERS (HKU)
= vSetky pouzivatelské profily v systémoch vratane konfiguracii aplikacii a vizualnych nastaveni.

= S-1-5-18: Toto je systémovy profil umiestneny na% systemroot% \ system32 \ config \ systemprofile.

= S-1-5-19: Suvisi to s LocalService a nachadza sa na% systemroot% \ C: \ Windows \ ServiceProfiles \
LocalService.

= §-1-5-20: Suvisi to s NetworkService a nachadza sa pod% systemroot% \ C: \ Windows \
ServiceProfiles \ NetworkService.

= S$-1-5-21-4123892437-111928464-3716307427-1002: Toto je aktualne prihlaseny uzivatel s uplnym
SID. Nase sa nachddza v adresari pouzivatelov C: \ Users \ Forensics2.

= Default user: Toto je predvoleny profil pre kazdého nového pouzivatela. Je umiestneny na%
SystemDrive% \ Users \ Default.
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Korenoveé kluce (V.)

¥ Registry Editor
File Edit View Favorites Help

HKEY_CURRENT_USER (HKCU) + 18 Computer

HKEY_CLASSES_ROOT

P / HKEY_CURRENT_USER \

AppEvents

Console

HKCU je iba ukazovatel na aktualneho pouzivatela v  emoltuid
Environment

ramci HKU, s rovnakou konfiguraciou a nastaveniami: £UDC

Identities

®  QObsahuje informacie o konfiguracii aktualneho Keyboard Layout

Network

pouzivatela. Prnters

Software

= |nformacie ako priecinky, farby obrazovky a i

Volatile Environment

nastavenia ovladacieho panela. 4 ). HKEY_USERS
.DEFAULT

= alias pre vetvu Specificku pre pouzivatela v S1518

$-1-5-19

HKEY_USERS.

4 S-1-5-21 -4123892437-111928464-3716307427-1%

= vSeobecné informdcie sa zvycajne vztahuju na o ey
vsetkych pouZivatelov a nachadzajud sa v HKU \ merslsiinio

.DEFAULT.

Keyboard Layout
Network

Printers

Software

k System /
Volatile Environment
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%

NERZIT,
o )

L

3 I:.

€ o v

= | config

schranka

3 Rychly pristup

== Dropbox

W

OneDrive - UPIS

i ®

Tento pocitad

@ Docurments
. LKB_storage
J'& Music

=/ Pictures

[ Pracovna plocha
_J Priestorove objekty
; Stighnuté sibory

E Videos

» ‘o Lokalny disk [C:)

o Siet

Polozky: 17

Stbor Dlomov Zdielat’ Zobrazit

I - Premiestnit do

Pripnut’ na panel Kopirovat Prilepit
Rychly pristup

..

Mazow

bhbimigrate
Journal
RegBack
systernprofile
TxR

[ eBl

|J BCD-Template

[ ] COMPOMNENTS

| DEFAULT

[ ] DRIVERS

[ ELAM

[ sam

[ ] SECURITY

| | SOFTWARE

[] SYSTEM

|:] userdiff

[ vsMIDK

Kopirovat do

Usporiadat

s

¥ Odstranit’ ~

I.T_‘hv

-

Mowy
priefinok

Mové

<« Lokalny disk (C:) » Windows » System32 » config »

Datum dpravy

ViUo.L UV G fut
22122017 13:42
13.02.2018 1%:31
10:03.2018 727
12.03.2018 9:33

— O

@ HH Vybrat vietko
Truiit viber
‘-.-'Iastvnosti DD Invertovat vilber
Otvaorit Vybrat

w Prehladawvat: config
Typ Velkost
Prie€inock siborowv
Priec€inck siborov
Prie€inok siborov
Prieginock siborov
Priecinock siborowv
Slbor 512 kB
Sldbor 28 kB
Slbor 39 424 kB
Slbor G728 kB
Sibor 5916 kB
Slbor 32 kB
Sabor 84 kB
Sibor 56 kB
Slbor 172 544 kB
Sldbor 19712 kB
Slbor 8 kB
Sabor 4 kB
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- Umiestnenie registra (11.) .'

= %WINDIR%\System32\Config
" tieto subory sa aktualizuju pri kazdom prihlaseni pouzivatela

Hivename ~lLocationin the filesystem
HKEY_LOCAL_MACHINE\System %WINDIR%\system32\config\System

HKEY_LOCAL_MACHINE\SAM %WINDIR%\system32\config\Sam

HKEY_LOCAL_MACHINE\Security %WINDIR%\system32\config\Security

HKEY _LOCAL_MACHINE\Software %WINDIR%\system32\config\Software

Toto je uzivatelsky profil (NTUSER.DAT); Dokumenty a nastavenia \
Pouzivatel (v systéme Vista sa zmenil na Users\User). Kazdy profil v
HKU musi byt prepojeny s jednym suborom NTUSER.DAT v adresari
uzivatelského profilu

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList

HKEY_CURRENT_USER len ukazovatel na HKU aktualne prihlasené pouzivatela
HKEY_USERS\.Default %WINDIR%\system32\config\default

HKEY_USERS\User SID
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iz,

B oo Zaistenie registra (ll.)

NERZIT;

a A

%. &
biigom N

[ ] AccessData FTK Imager 3.4.2.2 — O x
AL0N A 4 m View Mode Help
5 ZIve SYSte my Add Evidence Item..
= reg save HKLM\<hive name> <savename> ;; o “"M“t“i,“ed | | |
ge Mounting... MName Size | Type Date Modified
H 4 4 1N =mo idence Item
VSC a odtial vykopirovat (tip: robocopy) st
FTK Imager -> obtain protected files ~ Pty Obtain System Files X
Export Logical Image (AD1)... Source for obtaining files:
. ;Idip CCLL::?I: CC:::_ II::Q: :[[: ll Eu'arning: Pleaze be aware that FTK Imager is obtaining the
powe rs h e I I : Powe r‘Fo rensics De_-cdr;ﬂ-Jt A_D-1J ima;e;" SLUEES A ystem files from the live system and not the acquired image.
Sr= Get-ForensicFileRecord -Path _ ki Destination for obtzined fles: Browse. .
C:\Windows\System32\config\SYSTE |2 eeneari. |
M Export Files... Options
. . " E"‘”'f'f Fiff ﬂ_‘“h“q {¢ Minimum files for login password recovery
s I. CO py F | IE( C :\W\ex po rtS\SYSTE M ) ;il ey e (" Password recovery and all registry files

Custom Conte... |

Exports selected system files for facilitating a SAM attack

Forenzny obraz (image):

B;gforensus@forensms Imnt/hgfshmage/reg.stry

idigforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/system32/config/sam sam
digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/system32/config/system system

digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/system32/config/software software
digforensics@forensics:/mnt/hgfs/image/registry$ cp /mnt/mountpoint/windows/system32/config/security security
digforensics@forensics:/mnt/hgfs/image/registrys |j
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%

NERZTA

Casova z6na

n ’E
m

Umiestnenie: HKLM\System\CurrentControlSet\Control\TimeZonelnformation

Priklady klacov (1.)

el: ldetifikuje ¢asovu zonu daného systému
Interné zaznamy (logy) a ddtumové/cCasové peciatky su zalozené na informdcidch o casovom
pasme systému.

File

E’ Registry Editor

Edit View Favorites

Help

StorVsp
StSec

Ubpm
USE

ushstor
WAN
Yersion
Yideo

ushflags

Systeminformation
SysternFesources
TabletPC

Terminal Server
TimeZonelnformation

UnitedVideo

]

Computer\HKEY_LOCAL_MACHIMNE\SYSTEMA CurrentControlSeth Control\ TimeZonelnformation

Type

: REG_SZ
'-’-'-ﬂActi‘.re'I'lmeBias REG_D'WORD
74| Bias REG_DWORD
74| DaylightBias REG_DWORD
ab| DaylightMame REG_SZ
%] DaylightStart REG_BIMARY
| DynamicDaylightTimeDisabled REG_DWORD
‘.‘.'-ﬂ StandardBias REG_DWORD
ab| StandardName REG_SZ
%] StandardStart REG_BIMARY
*‘_'b]'l'lrneZDneKeyName REG_SZ

Data

{(walue not =et)

O fFffffcd (4294967236)

O fFffffcd (4294967236)

O fFffffcd (4294967236)

@tzres.dll,-281

000003 0005 00 02 00 00 00 00 00 00 00 00 DO
O DOOO0000 (0]

O DOOO0000 (0]

@tzres.dll,-282

00 00 Oa 0005 00 03 00 00 00 00 00 00 00 00 DO
Central Europe Standard Time
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Nazov pocitaca

Priklady kftucov (ll.)

zapnuté zariadenie — ActiveComputerName a ComputerName.
vypnuté zariadenie — len ComputerName.

Umiestnenie: HKLM\SYSTEM\{CurrentControlSet}\Control\ComputerName\ComputerName

B Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM\ CurrentContrelSet\ Control\ComputerMame\ComputerMame

CoDevicelnstallers
COM Mame Arbiter
CommonGlobUserSettings
Compatibility
v ComputerMame
ActiveComputerMame
q ComputerMame
\ Contentindex
CrashControl
Cryptography
DeviceClasses

a_h]CcumputerName DESETOP-9LLI59H

DeviceContainerPropertylpdatebvents




%

ERZIT;
\),g\‘l Z] ay

HKEY_USERS

Uéel: obsahuje informacie o $pecifickych konfiguraciach pre vietkych aktualne aktivnych

pouzivatelov zariadenia

B Registry Editor

File Edit View Favorites Help

Computer\HKEY_USERS\S5-1-5-21-1985773228-880510774-680053692-1001

?

.
.
W

FIRVIRVIRVIRVY

HKEY_CLASSES ROCT
HKEY_CURRENT_USER
HKEY_LOCAL MACHINE
HKEY_USERS

>

S A A R VN P VR Y

DEFAULT
5-1-5-18
5-1-5-19

5-1-5-20 <

MName

ab] (Default)

5-1-53-21-1985773228-880510774-6300536%2-1001

AppEvents

Console

Control Panel

Environment

EUDC

Keyboard Layout

Microsoft

Network

Printers

SOFTWARE

Systerm

wB729915-bfde-45ab-90d8- 1dedad775a15.F3b68cf2-035b-428d-87H

Uninstall

Wolatile Environment
5-1-5-21-1985773228-880310774-680053092-1001_Classes

HKEY_CURREMNT_CONFIG

Priklady kfG&ov (lIl.)

Predvoleny
pouzivatel
Type Data
REG_S5Z {walue not set)

Specifické Windows
sluzby

Aktudlne prihlaseny

pouzivatel
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NTFS Boot
Sector (VBR)

SBoot File
Stale na zaciatku
disku

NTFS (l.)

Master

File Table

Master

File System Data File Table

Mirror

SMFT File
Kdekolvek na
disku

File System Data

SMFT Mirror
File
Dosiahnuté z
SBoot file

160



0,

NERZITA

NTFS Boot
Sector (VBR)

NTFS (1)

Master
File Table File System Data File Table

Mirror

Master

Master File Table (MFT)

f

Velkost = 12,5% diskovej kapacity
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Master file table (MFT)

niektoré subory sa zmestia uplne do
MFT

vacsie subory vyzaduju pridelenie
rozsahov

MFT (I.)

Master File Table

Extent

MET

Log file recoxrd

Small file recorxrd

Large file record

Extent

Small directory record
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NTFS uklada metadata v niekolkych
suboroch metadat

Samotna MFT je subor metadat
suboroveho systému

Prvych 16 poloziek MFT je vyhradenych pre
tieto subory

Nazvy suborov metadat zacinaju znakom S
a velkymi pismenami

MFT (I.)
) e TN

SMFT
SMFTMirror
SlLogFile
SVolume
SAttrDef
. (bodka)
SBitmap
SBoot
SBadClus
SSecure
SUpcase

SExtended

SObjid
SQuota
SReparse

SUsrirnl

0

1

10

11

12-15

16 -23

Akékolvek

Akekolvek

Akékolvek

Akekolvek

Subor obsahujuici zaznam pre kazdy subor a adresar nazvazku.

Na obnovu v pripade zlyhania MFT.

Uchovava informacie o zmenach metadat suboroveho systému a
pomahapriocbnove.

Informacie o zvazku a jeho oznaceni.

Obsahuje informacie o vietkych atribitoch pouzivenychv
suborovom systéme.

Korenovy adresar.

Sledovanie volnych nepouzivenych klastrov v ramci zvazku.

Pripojenie zvazku a dalSieho zavadzaciehokodu, ked'je zvazok
spustitelny.

Sledovanie zlychklastrov v réamci zvazku.

Uklada bezpeénostné deskriptory pre vietky suboryvo zvazku.

Prevod malych znakovna zodpovedajuce velké znaky Unicode.

Obsahuje volitelné a rozéirené funkcie, akosu kvoty, reparse body
atd.

Rezervované na budice pouzitie.

NepouzZité.

Unikatne 1D pridelené kaZdému suboru.

Informacie o kvotach.

Informacie o reparse bodoch.

Dennik pre subory a informacie o adresaroch.



MFT (lIl.)

On-Disk
= zaznamy v MFT sa nazyvaju atributy - —— -
MFT zaznam 0 Atribut #1 Atribut #2 Atribut ##
MFT zdznam 1 Atribat #1 Atribut #2 Atribut ##
» kazdy atribut sa pouziva na ulozenie MFT zaznam 2 Atributil - ‘Atribdt#2 Atriblt i
. ,h . f I, MFT zaznam 3 Atribut #1 Atribut #2 Atribut ##
INENO typu Informacii. Atribut #1 Atribut #2 Atribut ##
= atributy sa pouzivaju na ukladanie Tzéznam15 AtribGt#l  Atribut#2 mwibat#t
roznych informacii (meno, ¢asové /
peciatky, obsah atd")
" vacsina z nich sa nacha
samotnom zazna FT. Datova oblast
= kazdy atrib a hlavicku
Hlavicka MFT Pole Hlavicka Obsah Hlavicka Obsah Hlavicka Obsah Oznacenie | Nevyuzity
zaznamu Fixup atributu atributu atributu atributu atributu atributu konca priestor
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e gg (I\KC B MFT (IV.)
T T T

SSTANDARD_INFORMATION UloZenie informacii tykajucich sa ¢asovej peciatky reZzimu pristupu

staidailircimation (read-only, read/write, atd’) a poctu odkazov.

Attribute List SATTRIBUTE_LIST Umiestnenie dalSich atributov, ktoré sa nezmestilido jedného
zaznamu.
File Name SFILE_NAME Uklada nazvy suborov. Ak sa pouzije dlhy nazov suboru alebo POSIX
nazov suboru, bude ich viac.
Data SDATA Uklada udaje o suboroch. NTFS umoznuje, aby jeden subor mal viac
ako jeden atribut SDATA.
Object ID SOBJECT_ID Jedinecny identifikator suboru v celom zvazku.
Reparse Point SREPARSE_POINT Mountovanie diskov.
Index Root SINDEX_ROOT Implementacia adresarov a inych indexov.
Index Allocation SINDEX_ALLOCATION Implementacia Struktury B-stromu pre velké adresare a velké indexy.
Bitmap SBITMAP Predstavuje stav entity.
Volume Information SVOLUME_INFORMATION Nachadza sa len v systémovom subore SVolume a obsahuje verziu
zvazku.
Volume Name SVOLUME_NAME Obsahuje nazov zvazku.
&l adanie informacii o zabezpecdeni siborov (napr. zoznamy riadenia
SSECURITY_DESCRIPTOR Ukladanie inf Acii b ceni sub ( iadeni

Security Descriptor pristupu) 165
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Atribut Standard Information (SSI) — uklada

standardné informacie o subore, ako je
velkost, bezpecnost, casové peciatky,
informacie o protokolovani atd.

0x00
0x08
0x10
0x18
0x20
0x24
0x28
0x2C
0x30
0x34

0x38

0x40

A B A B DB 0O 0O 0O

Standardna hlavicka atribitu
Cas vytvorenia stiboru
Cas modifikdcie stiboru
Cas zmeny MFT zdznamu
Cas pristupu k suboru
Suborové opravnenia
Maximalny pocet verzii
Cislo verzie
ID triedy
ID vlastnika
Bezpecnostné ID

Quota - Mnozstvo bajtov, ktoré tento subor spotreboval
z kvoty pouzivatela.

Update Sequence Number (USN)

MFT (V.)

Atribut File Name (SFILE_NAME) - tento
atribut sa pouziva na ulozenie nazvu suboru
a dalSich podrobnosti, ako je nadradeny
adresar, index adresara a Casové peciatky

0x00
0x08
0x10

0x18

0x20
0x24
0x30
0x38
0x3C
0x40
0x41
0x42

0o

2 P P, B~ B 00 00 ©

Standardna hlavicka atribitu

Odkaz na subor rodi¢ovského adresara
Cas vytvorenia stiboru

Cas modifikécie suboru

MFT ¢as modifikacie (nie je viditelny vo vlastnostiach
suboru)

Cas modifikacie siboru

Alokovand velkost stiboru

Skutocna velkost suboru
Priznaky(rovnakeé ako SSIA priznaky)
Reparse hodnota

Dizka nazvu

Vyuzity priestor pre nazov

Nazov
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f) Gk Casové peciatky (1.)

= 2 sety Casovych peciatok:

Windows 10
Ti Rul
= SSTANDARD_INFORMATION ime =ules
(S1) | | ‘ ‘
- tO, éO je V GUI Re’:wgeme Fi\éohjive Fi\g Klflrgie Cre’:!teion Del‘:ewlson

= modifikovatelne , = =
pouzivatelskymi aplikaciami :

= nedoveryhodné — moznost
time Stomping-u

Volume i File File File
File Mave Access Creation Deletion

Modified -
Changed

= SFILE_NAME (FN)

= RAW -viditelne iba po
parsovani SMFT

" nie su priamo modifikovatelne
pouzivatelskymi aplikaciami

= tazSie modifikovatelné

Zdroj: https://www.sans.org/security-resources/posters/windows-forensic-analysis/170/download
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Casové peciatky (I1.)

Windows® Time Rules
$STANDARD_INFORMATION

File File File File File _Local Volume Volume File
Creation Access Modification Rename Copy File Move File Move File Move Deletion
(move via cLi)

Modified -
Time of Data
Modification

Modified -
Inherited
from Original

Modified -
Inherited Inherited
from Original from Original

Modified -
No change

Modified -
No change

Modified -
No change

Modified -

Time of File No change

creation
Access — Access — Access — Access —
: Access — Access — : Access — . . : Access -
Time of Time of Time of File Time of
. . No change No Change . No change . No Change
File Creation e S File Copy e Move via CLI cut/Paste g

Metadata -

Time of Time of Data Time of Time of Time of Local Inherited Inherited No change

Metadata - Metadata - Metadata - Metadata - Metadata - Metadata - Metadata - Metadata -
. : No Change . = =
File Creation e File Move from oOriginal

Modification File Rename File Copy

Creation -
Time of Fil Inherited
Move via CLI from Original

Creat
Time of
File Creation

Creation -
No change

Creation - Creation - Creation - . Creation -
No change Mo change No change No change

File File File File i Volume Volume File
Creation Access Modification Rename File Move File Move File Move Deletion
via CLI} (cut/past
via E
Modified -
Time of Move Time of
viacu Cut/pPaste

dified -
Time of File
Creation

Modified -
No change

Modified - Modified - Modified - . Modified -

No change Mo Change No change Time of No change
File Copy

Access -

Time of
File Creation

ACCess - ACCess - AcCcess -
Time of Move Time of

viacu Cut/Paste

Access - Access - Access - Access -
No change No change No change No change

Access -
No Change

data -
Time of
File Creation

Metadata - Metadata -
Time of Move Time of
viacu Cut/Paste

Metadata - Metadata - Metadata - . Metadata -
No Change No change No Change . No Change

Metadata -
No Change

Creation -
ime of
File Creation

Creation - Creation - Creation - Creation - ation - Creation - Creation -

No Change No change No Change No Change Time of Move ime of No Change

File Copy viacu Cut/Paste
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Vytvorenie suboru

Sereral | Sty I Dzl ails I Pravicus \l"ur.l&lﬁ-:

Typa of fila

Diperma with

Lo aticer
Siks

Size o disk

rmavtesc]
Fodifiead

Acconnmd

Agtributon

INswtimg

Ta=t Docurmart (=t}

| Moteosd g ...
=
O bytas
0 byten
lNoday, Jumes T, SOT6, 31504 PR
Today . Jume 16, 2016, 3:19:04 Fp
Today, Jurma 16, 2018, 3:19.:04 PM
| R&a&dal il || Hidhalei At v mricaed
L L= ]| Clmrcal i

Casové petiatky (l1l.)

Presunutie suboru

Skopirovanie suboru

Gerneral | Secuty | Details | Previeus Versions |

Typn of file

Oipana with
Lo aticr
Size

Size on diak
Created

Pacdified

Aooesssd

Artributos

Tastirg

Tast Documenrt =)
7| Motepsd [ Chargs...
N - s

23 bytes (23 bytea)
4,00 KB (4,096 bytean)

Today, Jume 16, 2076, 17 minutes Sgo
Today, Surse 16, DOTE, T4 rirntes Boo

Today, Jumne 16, 2076, 17 minutes sgo

| Read-onty [ ] Hidden | Advanced

General | Secunty | Details | Previous Versions |

Type of file

Opens with

Location
Size

Size on disk

Created
Modified

Accessed

Attribten

Testing

Text Document (tx)

| Notepad [ Change..

e Er eV
23 bytes (23 bytes)
4 00 KB (4,096 bytes)

Today. June 16, 2016, 3:39:27 PM
Today, June 16, 2016, 17 minutes agoe

Today. June 16, 2016, 3.39.27 PM

Read-only Hidden | Advanced..

Zdroj: http://www.kazamiya.net/en/NTFS Timestamps, https://www.forensixchange.com/posts/19 04 22 win1l0 ntfs time rules/
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