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Uvod do kybernetickej
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a jeho riadenia
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KC KB UPJS (1.)

= UPIJS — vietky fakulty / CSIRT-UPJS / CCVaPP

= ciel: zvysSenie bezpecnostného povedomia relevantnych subjektov | operativne;
bezpecnosti | vyskum v KB

Vzdelavanie Spolupraca
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Financované
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predmetov

A3 - Tvorba metodik,
vzdelavacich
materialov

Financované
Eurépskou uniou
NextGenerationEU

A2 - Tvorba materialoy,

KC KB UPJS (I1.)

A4 - Vyskumna
¢innost

A5 - Expertna ¢innost

7
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A6 - Celozivotné
vzdelavanie

AR

MINISTERSTVO
INVESTICIi, REGIONALNEHO ROZVOJA

A INFORMATIZACIE
SLOVENSKE) REPUBLIKY

PLAN [OBNOVY

A7 — Zvysovanie
odbornosti

A8 - Spolupraca

A9 - Odborné
poradenstvo




KC KB UPJS (lIl.)

https://cyberawareness.sk/

@KB (GGSIRT O projekte v ] 4 Informacia o konani vzdelavacich aktivit SE EN Q

uUPJS

Vitajte na oficialnom
webovom sidle KC KB na UPJS

Financované 7~ r - MINISTERSTVO

Eurépsk ani INVESTICII, REGIONALNEHO ROZVOJA
urépskou uniou | PLAN [OBNOVY | INVESTIGH REGION,

NextGenera tionEU SLOVENSKE) REPUBLIKY

Expertna
¢innost’

Vzdelavanie Spolupraca
eQe
oM




= \yhlaska €. 492/2022 Z. z. ktorou sa
ustanovuju znalostné standardy v oblasti
kybernetickej bezpecnosti — priloha¢.3a 4

= kategoria pouzivatelov ,,IT manazér,
{

,informatik”, ,, zamestnanec v
kybernetickej bezpecnosti"
{

= kategoria pouzivatelov ,laik” ,,odborny
zamestnanec” a ,manazér”

- EcKe Vzdelavacia aktivita (I.)

gpe cialista kybernetickej bezpeénosti

Rola:

Specialista kybernetickej bezpe énosti

Vedomosti:

Riadenie bezpe¢nosti

1) procesy, systémy a zisady riadenia informacénej
a kybemnetickej bezpecnosti vratane zisad riadenia
fiyzickej
a objektove] bezpecnosti

2) zisady organicie mformacnej a kybernetickej
bezpegnosti

3) terminologia a skratky v oblasti nformacnej a
kybemeticke] bezpecnosti

4) principy riadenia IT shuzieb, spravy systémov a spravy
poéitadovych sieti

5) hodnotiace a valida¢éné kritéria v oblasti kybernetickej
bezpegnosti (kl'a¢ové ukazovatele vykonnosti — KPI,
kli¢ové ukazovatele rizk — KRI, metodiky merania
vyspelosti atd’)

6) zdroje, charakterstiky a powzitie nformaénych aktiv
organizicie

7) organizaéné politky, organizaéné Struktiry a koncepty
plinovania vzt'ahov s mternymi a/alebo externymi
organiziciami

8) koncepcie zlepSovania organizaénych procesov a
modely hodnotenia vyspelosti procesov (napr. CMMI)

9) procesy riadenia kontinuity émnosti a plinovania
havarjne) obnovy prevadzky

10) principy podnikovej architektiry, koncepcie
bezpeénostnej architektury a referenéné modely
podnikovej architektiry (napr. TOGAF, Zachman, FEA
atd’.)

11) koncepty, termnologia a principy prevadzky
elektronickych komunkaénych systémov (poéitatové a
telefonne siete, sateliné, optické, bezdrotové atd’.)

12) model OSI, mapovanie siete, topologia sieti, hlavné
siet'ové protokoly a siefové shizby

13) principy sietovich zariadeni (rozbodovade, prepinace,
smerovace, brany, firewall atd’)

14) charakterstiky fyzickych a virtudlnych nosiéov tdajov

15) elektronické zariadenia (napr. pocitatové
systémy/komponenty, zariadenia na kontrolu pristupu,
digitalne fotoaparaty, digitalne skenery, pevné disky,
pamitové karty, modemy, sietové komponenty, siet'ové
zariadenia, siefové domdce ovlidacie zariadenia,
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K Vzdelavacia aktivita (l1.)

= Registracia — portal CCVaPP — https://portal.ccvapp.upjs.sk/

= \zdelavanie prebieha online / prezen¢ne
*" Online — MS Teams platforma
= pred kazdym stretnutim — odkaz
" Prezencne — pocitacova ucebna - SJ2C06 (Prirodovedecka fakulta, Jesenna 5)

= 7 modulov
= po ukonceni vsetkych — osvedcenie o absolvovani
= Diskusia — priebezne aj na zaver

= Spatna vazba



"Gk Vzdelavacia aktivita (lll.)

Casova
Nazov modulu dotacia (45 Forma stretnutia
min.)

Modul é.1  Uvod do KIB a riadenie KIB Online / Prezenéne
Modul €. 2  Vybrané kapitoly z kryptografie 8 Prezencne
Modul €. 3  Vybrané kapitoly zo sietovej bezpecnosti 16 PrezenCne
Modul ¢. 4 Reaktivne a proaktivne Cinnosti 8 PrezenCne
Modul €. 5 Reaktivne ¢innosti — komunikacia 6 PrezenCne
Modul &. 6 Vybrane' k.a’pltoly z prava informacnych a komunikacnych 3 Online / Prezenéne
technoldgii l.
Modul & 7 Vybrané kapitoly z prava informacnych a komunikacnych 3 Online / Prezenéne

technologii ll.




" Slovakia: 16 victims
¥

Low (1-99) [l Medium (100-199) [} High (200+)

Zdroj: https://www.ransomware.live/map?year=full
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Cumulative Victims per Month (2023-2026)
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¢ Cumulative Victims per Month
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Zdroj: https://www.ransomware.live/stats
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Svet okolo nas (III.)

Ransomware attack: Maastricht University
pays out $220,000 to cybercrooks

Adam Bannister 07 )

Dutch institution regrets striking ‘devil’s bargain’ but said it had to put staff and students first

'UNIVERSITE|T
N T

——

LA

Nemocnicu v Cesku ochromil ransomvér, napldnované operacie sa
rusia

Zdroje: https://mobil.sk/clanok/3517-hackeri-sa-naburali-do-kamier-android-smartfonov-keby-sa-nepriznali-nikto-by-to-ani-nevedel,
https://portswigger.net/daily-swig/ransomware-attack-maastricht-university-pays-out-220-000-to-cybercrooks

YORSME

10
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Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak

m Colonial CEO hopes U.S. goes after criminal hackers abroad
CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor
Accounts

LIVE ON BLOOMBERG

WatchLive TV >
Listen to Live Radio >

9 SCOTT IKEDA - DECEMBER 2,2021

000

Internal emails published by Bleeping Computer reveal that leading furniture

Photographer: Samuel Corum/Bloomberg

retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by
By William Turton and Kartikay Mehrotra >
June 4, 2021, 3:58 PM EDT internal and vendor accounts that have already been compromised.

Zdroje: https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password,
https://www.cpomagazine.com/cyber-security/ikea-suffers-ongoing-phishing-attacks-from-compromised-internal-and-vendor-accounts/

11



Svet okolo nas (V.)

#Firmy & Lesy SR 28.6.2022 06:55 | Telekom
Statne lesy zostali po hekerskom ) Telekom Z.a§'€‘h°| ransomverovy
uitoku bez systémov. NeméZu utok. Funguje aktivacia balickov aj e-shop

predavat palivové drevo a padol
im aj portal na kontrolu tazby

_i'_;f IVAN HALUZA  + Zapnit clanky e-mailom » = A

Zdroj: iStock a Gprava Zivé.sk

Zdroj: https://zive.aktuality.sk/clanok/j42eNLI/telekom-zasiahol-ransomverovy-utok-funguje-aktivacia-balickov-aj-e-shop/, 12
https://e.dennikn.sk/2999023/statne-lesy-zostali-po-hekerskom-utoku-bez-systemov-nevedia-predavat-drevo-a-padol-im-aj-portal-na-kontrolu-tazby/
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Svet okolo nas (VI.)

8.9.2023 13:59 | Bezpecnost

KosSicka Zupa celila kybernetickému utoku,
elektronické sluzby uradu su do¢asne

nefunkéné

Hackeri zverejnili data ukradnuté
Univerzite Mateja Bela, za¢inaju sa Sirit
internetom

PUBLISHED

Universitas Matthiae Belii association

. Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the

central Slovak town of Banské Bystrica. The university was

UNIVERZ[TA established in 1992. At the moment, more than 6,000 students are
MATEJA BELA studying at the university.
V BANSKEJ BYSTR

W Download data now!

O Jun 25, 2023, 01:17:21 PM 2055
Zdroj: Pixabay

Zdroj: Jén Koliba
Podobne ako v minulosti, aj tentoraz malo ist o ransomveér.

Zdroj: https://zive.aktuality.sk/clanok/8rvLPeR/kosicka-zupa-celila-kybernetickemu-utoku-elektronicke-sluzby-uradu-su-docasne-nefunkcne/
https://zive.aktuality.sk/clanok/cfRr3Xq/hackeri-zverejnili-data-ukradnute-univerzite-mateja-bela-zacinaju-sa-sirit-internetom/

13
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Svet okolo nas (VII.)

Rumunské nemocnice napadnuté ransomvérom

Vypublikované 13. 02. 2024

22.3.2024 15:46 | Bezpecnost

Hackeri udreli na Slovensku narodnu
kniznicu. Nejdu pristupy k zdrojom ani
kontakty

DIKDA' Biaky

Najnovsie

Vianocné pohladnice

ransomware-nemocnice-860x360

. ” ik Najmenej 25 rumunskych nemocnic bolo odrezanych od online sluZieb po tom, ¢o Gtok
rirucna Kkniznica

ransomvéru znefunkénil ich systém na spravu zdravotnej starostlivosti. Cielom Gtoku
bol HIS, ktory sa pouZiva v nemocniciach na spravu lekarskej ¢innosti a idajov o
pacientoch. Utok, ktory sa odohral pocas noci z 11. na 12. februéra 2024, zasiahol
produkéné servery HIS a v désledku toho systém prestal fungovat, siibory a databézy

Atlas mép rizikovych z6n mesta

Kosice boli zasifrované. Rumunské ministerstvo zdravotnictva uviedlo, Ze incident je

Blistanova, Monik predmetom vy3etrovania IT Specialistami, vratane odbornikov na kybernetickd
bezpecnost z Narodného riaditelstva pre kybernetick( bezpecnost (DNSC), a posudzuji
sa moznosti obnovy. Zoznam zasiahnutych nemocnic bol aktualizovany po zverejneni

aktualizacie DNSC a zahitia nemocnice v réznych regiénoch Rumunska vratane centier

Zdroj: reprofoto Snk.sk, iStock a tprava redakcia

pre regionalnu a onkologicku lie¢bu.

Zdroj: https://www.nbu.gov.sk/rumunske-nemocnice-napadnute-ransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hackeri-udreli-na-slovensku-narodnu-kniznicu-nejdu-pristupy-k-zdrojom-ani-kontakty/



R Svet okolo nas (VIII.)

TREND &  Predplatit = ilvé Predplatné ()
Hekeri po utoku na kataster Ziadaju vysoké Kataster po mesiaci: Stat prelomil
vykupné, stat nemusi disponovat’ zalohami dat micanie. Co radi a slubuje ludom

:
19585
A

.“

Zdroj: iStock, reprofoto Zbgis.skgeodesy.sk, Uprava redakcia

Zdroj: Shutterstock ?
=
b g \ -
Q Daniel lvancak

= online editor Lukas Filip Hanker
" Kosno

Zhrnuli sme novinky okolo katastra presne mesia

9.1.7:35 | Aksa hekersky utok vtakomto rozsahu potvrdi, na Slovensku titoku. Mame oficialne vyjadrenia tradu.

mozZe nastat'chaos

Zdroj: https://www.trend.sk/spravy/hekeri-utoku-kataster-ziadaju-vysoke-vykupne-stat-nemusi-disponovat-zalohami-dat 15
https://zive.aktuality.sk/clanok/MkBBFdIl/kataster-po-mesiaci-stat-prelomil-mlicanie-co-radi-a-slubuje-ludom/
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Zdroj: https://www:timeout.com/chicago/tv/under-the-dome-tv—review




Co je kybernetickéa
bezpec¢nost?

stav, v ktorom su siete a informacné systémy schopné odolavat na
urcitom stupni spolahlivosti akemukolvek konaniu, ktoré ohrozuje
dostupnost, pravost, integritu alebo dévernost uchovdvanych,
prenasanych alebo spracuvanych udajov alebo suvisiacich sluzieb
poskytovanych alebo pristupnych prostrednictvom tychto sieti a
informacnych systéemov

(§ 3 ods. 1 pism. h) zdkona ¢. 69/2018 Z. z. o kybernetickej
bezpecnosti)

17



" @cks Triada CAl

" informacie pristupné len osobam, ktoré

uréime dovernost
" informacie su uUplné a neboli nevedomky
upravovaneé
dostupnost integrita

" informacie pristupné na poziadanie tychto
0sOb v tom Case

18



ODOLNOST VOCI
KYBERNETICKYM
HROZBAM

,Skutocna odolnost nespociva v tom, ze zabranime kazdemu
utoku, ale v tom, ako rychlo a efektivne sa dokazeme zotavit.”

19



“&exe  Odolnost voCi kyberneticky’/m hroz_-bém (1)

BEZPECNOST ODOLNOST
(Security) (Resilience)

Ciel’ Ciel’
Prevencia Reakcia,
(Zabranit vstupu) Obnova, Adaptacia

20

Zdroj: Vygenerované pomocou Al Google Gemini



“@exa  Odolnost voti kybernetickym hrozbam (11.)

" antivirusové programy (antimalvérova
ochrana) mnohokrat rieSi len zname
kybernetické hrozby

= (tocnici vyuzivaju viacero sposobov
utoku (socialne inzinierstvo, zneuzitie
zranitelhosti, ...)

= spoliehat sa len na antimalvérové
riesSenie je ako zamknut vchodové
dvere, ale nechat otvorené okna.

21

Zdroj: Vygenerované pomocou Al Google Gemini
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Computers & Security
Volume 38, October 2013, Poges 97-102

From information security to cyber security

Rossouw von Selms 9 &, Johan van Niekerk =
Show more

+ Add to Mendeley «§ Share 99 Cite

https://doi.org/10.1016/j.cose.2013.04.004 A Get rights and content A

Abstract

The term cyber security is often used interchangeably with the term information security.
This paper argues that, although there is a substantial overlap between cyber security
and information security, these two concepts are not totally analogous. Moreover, the
paper posits that cyber security goes beyond the boundaries of traditional information

security to include not only the protection of information resources, but also that of other

assets, including the person him/herself. In information security, reference to the human
factor usually relates to the role(s) of humans in the security process. In cyber security
this factor has an additional dimension, namely, the humans as potential targets of cyber
attacks or even unknowingly participating in a cyber attack. This additional dimension
has ethical implications for society as a whole, since the protection of certain vulnerable
groups, for example children, could be seen as a societal responsibility.

INTERNATIONAL I5SO/IEC
STANDARD 27032

Second edition
2023-06

Cybersecurity — Guidelines for
Internet security

Cybersécurité — Lignes directrices relatives a la sécurité sur l'internet

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security." computers & security 38 (2013): 97-102.

“cxe |nformacnd a kyberneticka bezpeénost ('I.) '

22



é&exe Informadnd a kybernetickd bezpe&nost (I'I.) '

Aktiva v podobe informacii Aktiva v podobe informacii Neinformacné aktiva, ktoré su
ukladané alebo prenasané ukladané alebo prenasané zranitel'né voci hrozbam
bez pouzitia IKT s pouzitim IKT prostrednictvom IKT

v

Informacna Bezpecnost | Kyberneticka
bezpecnost IKT bezpecnost

23

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security." computers & security 38 (2013): 97-102.



Model IB a KB

Ci cenia

Vlastnici

chcd minimalizovat
avadzaju
redukuju

Protiopatrenia
e = — mozu ovplyvnit
wmzene pomocou

> Zranitelnosti

si m6zu byt vedomi

edu k
Risk

]/yuzwaju
zvySujul ‘

Hrozby Aktiva

|

Povodcovia hrozieb

\ 4

vyvolavaju

chcu zneuzit a/alebo mozu poskodit



* @kCKB Aktivum

= Aktivum (asset) - vsetky hmotné, ale aj nehmotné statky,
vsetko, Co ma pre majitela systému urcitu hodnotu.

= hardvér — procesor, pamat, termindly a pod.,

= softvér — operacny systém, aplikacné programy a pod.,

= data —data ulozené v databazach, vstupné data, vystupné
data a pod.

= Judia — uzivatelia systému, administratori, operatori a

pod.
= cena (hodnota) aktiva
" najcennejsie aktiva - data a informacie, ktorych zneuzitie,
strata alebo modifikacia by organizacii alebo urcitej osobe N

sposobilo urcitu skodu.

25



" @KeKB Hrozba (l.)

= cCokolvek (napriklad objekt, material, cClovek) co je
schopné posobit proti aktivu takym sp6sobom, zZe ich
moze poskodit.

= potencidlna pric¢ina neziaduceho incidentu (ISO/IEC
13335).

= Zdroje:
= A (accidental) - nahodny zdroj - Cinnosti, ktoré
mozZu ndhodne poskodit informacné aktiva
= D (deliberate) - umyselny zdroj - umyselné akcie
zameraneé na aktiva
= E (environmental) - environmentalny zdroj

26



B) ~Gcks i Hrozba (lI.)
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TOP15 KYBERNETICKYCH HROZIEB

Malvér Utoky cez webové Phishing Utoky na webové aplikacie Spam

Unik Gdajov Hrozba zvnutra Botnety

) S

Fyzicka manipulacia, Unik informacii Ransomvér Kyberneticka Spionaz Kryptojacking
poskodenie, kradéz (vydieracsky softvér) (zneuzitie vypoctova vykonu
na taZenie kryptomien)

(@

a strata

Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-list-of-top-15-threats

27
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Hrozba (II1.)

Manipulacia

Malvér s informaciami
Hrozby "
socialneho
inzinierstva
Hrozby proti Hl’9d2b_y \l;(:a
dostupnosti udajo

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

Ransomvér
(vydieraésky
softvér)

Utoky na
dodavatel'sky
retazec

Utoky na
dodavatelsky rtazec

28
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TOP 10

EMERGING o)
CYBER-
SECURITY
THREATS
FOR 2030

* - **
* *
, enisa |
* b RO AENGY

* x FOR CYBERSECURITY

Hrozba (l.'\/.)' .

1

3@ Wi

& Rise of digital
' surveillance Human error
dgf Zﬁg‘gf criis dis?r?f\é)‘arrrﬁgg - authoritarianism/ and exploited
P eahaions loss of privacy legacy systems
paig within cyber-
physical
ecosystems
Targeted
Artificial :&%‘zé
Intelbllgence enhanced by 6
LS smart device \

oD :C

Cross border

ICT service Skill shortage
providers as
a single point

of failure

Zdroj: https://www.enisa.europa.eu/publications/enisa-foresight-cybersecurity-threats-for-2030

THREATS
2030

data

Lack of
analysis
and control of
space-based

infrastructure
Rise of and objects
advanced
hybrid
threats

29



Zranitelnost (I.)

slabé miesto v oblasti vyvoja, implementacie, prevadzky alebo vnutorného

riadenia procesu, ktora vplyvom udalosti hrozieb spdsobi stratu CIA alebo
niektorého z aktiv

nie¢o, ¢o umoziiuje hrozbe prejavit sa O | O
priesecnik 3 prvkov:

= slabost alebo chyba systému,

= Utocnikov pristup k chybe a

= (tocnikova schopnost zneuzit chybu

30
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JIKCVE-2019-0708 Detail
MODIFIED

f) “GexB - Zranitefnost (Il.)

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resu
the information provided.

Current Description

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when
attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote Desktop Service
Vulnerability'.

Source: MITRE

#View Analysis Description

| Remote Desktop
»» Connection

Computer: » v

Username:  None specified

The computer name field is blank. Erter a full remote computer
name

» Show Options CO""OC‘]

Help

Impact
CVSS v3.0 Severity and Metrics: CVSS v2.0 Severity and Metrics:
Base Score: 9.8 CRITICAL Base Score: 10.0 HIGH
Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (V3.0 legend) Vector: (AV:N/AC:L/Au:N/C:C/1:C/A:C) (V2 legend)
Impact Score: 5.9 Impact Subscore: 10.0
Exploitability Score: 3.9 Exploitability Subscore: 10.0

Zdroj: https://nvd.nist.gov/vuln/detail/CVE-2019-0708

31



Utok (1.)

= pokus o zniCenie, vystavenie hrozbe, zmenu, vyradenie z Cinnosti, odcudzeniu aktiva
alebo ziskanie neopravneného pristupu k aktivu alebo uskutocnenie neopravneného
pouzitia aktiva (ISO/IEC 27000: 2018)

= cinnosti: C
= odpocuvanie (interception),
= prerusenie (interruption), o
» modifikacia/uprava (modification) | :zzz?éig:a
= vyroba (fabrication) Vyroba

Odpocuvanie

Prerusenie
A  Modifikacia
Vyroba



= odpocuvanie (interception)

g2 =
() > 8
Ali Boris
Ica l }E{
Utoénik

= Uprava (modification):

-

8 —> — o

Alica / Boris

Utoénik

Utok (11.)
= preruSenie (interruption)

ral

P
= & M

Alica Boris

S

Utoénik

= vyroba (fabrication)

@)
a0

Alica Boris
g2

Utoénik 33
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Utoénik (1.)

= jednotlivec, skupina, organizacia alebo vlada, ktora
vedie alebo md v Umysle vykonavat skodlivé ¢innosti

(SP 800-30).

High

Intruder
Knowledge

Attack
Sophistication

Low

sophisticated
command &
control
cross site scripting
“stealth™ / advanced
scanning techniques

Tools

distributed
attack tools (DDoS)
www attacks

back doors
disabling audits mgmt. diagnostics

! exploiting known vulnerabilities
| password cracking

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of incidents and approaches. Lawrence Livermore

National Laboratory (April 2009), 2009, 7: 1-22,

selfreplicating code
password guessing Attackers
1985 1990 1995 2000
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Utoénik (I1.)

Script Kiddies - nekvalifikovany heker, ktory kompromituje
systém spustenim skriptov, nastrojov a softvéru vyvinutého
skutocnymi hackermi

Organizovani hackeri - profesionalni hackeri, ktori sa snazia
zautodit na systém so ziskom

Hacktivisti - jednotlivci, ktori hackovanim propaguju politicku
agendu, najma poskodzovanim alebo deaktivovanim webovych
stranok

Utoénici sponzorovani §tatom - jednotlivci zamestnani vladou,
aby prenikli a ziskali prisne tajné informacie alebo poskodili
informacné systémy inych vlad

Insider Threat - hrozba pochadzajuca od ludi v organizacii, mézu
to byt nespokojni zamestnanci, prepusteni zamestnanci a
nedostatocne Skoleni zamestnanci
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Utocnik (lIl.)

£ Media & Press e
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= Emotet - modus operandi

@ ’Q @ Infection

@ Establish Persistence\

\ attachments or links

/ into running
K processes /

6 Instructions Phase

> 2w

Emotet reports a new

infection to its C2
server and receives
instructions

J

&

WebBrowserPassView

T

NetPass.exe

-

@ Network Propagation m Outlook Scraper

‘\\\

3
] (. aen
Credential
\L Enumerator

Mail PassView

%

£ A‘& B ﬂ'ﬁ* D52 World's most dangerous malware
% T Ay Y/ .
RN X e ‘ oL EMOTET disrupted through global
e 57 00 .
i n . action
T [ s e e
- \ A------ Witialials malware ker:sglasnlgi:'ie:tzi:self

27
JAN
2021

Law enforcement and judicial authorities worldwide have this week
disrupted one of most significant botnets of the past decade: EMOTET.
Investigators have now taken control of its infrastructure in an
international coordinated action.

This operation is the result of a collaborative effort between authorities
in the Netherlands, Germany, the United States, the United Kingdom,
France, Lithuania, Canada and Ukraine, with international activity
coordinated by Europol and Eurojust. This operation was carried out in
the framework of the European Multidisciplinary Platform Against

2 EURTPOL

Zdroj: https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action, https://www.cisecurity.org/



* @KCKB Riziko (I)

" Uroven vplyvu na organizacné operacie (vratane cielov, funkcie, alebo povesti),
organizacné aktiva alebo jednotlivcov vyplyvajuce z prevadzkovania informacného

systému so zretelom na potencialny dopad hrozby a pravdepodobnost, Ze sa tato
hrozba vyskytne (FIPS 200).

= KB a IB zalozena na analyze rizik

= denno-denna analyza rizik

Zdroj: http://www.securityinfowatch.com/blog/11288612/vidsys-2013-national-security-survey-shows-risk-becoming-a-bigger-priority-for-c-level-executives 3 7



’

ke Riziko (I1.)

Vyjadrenie rizika (kvalitativny pristup)

Dopad —>
Pravdepodobnost
Nulova Nulové Nulové Nulové
Nizka Nizke Nizke Stredné
Stredna Nizke Stredné

Vysoka Stredné
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Riziko (ll1.)

Akceptovanie/Zachovanie rizika (Accept)

Vyhnutie sa riziku (Avoid)

Limitacia/Znizenie rizika (Mitigate / Limit)

Presun rizika (Transfer)

*\
17 N
| \ Ve -]
N\ | P
/m )‘]! Dg)t/ |
Your project Avoid Mitigate Transfer Accept

Zdroj: http://cnx.org/content/col11120/1.4/
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R Bezpecnostné opatrenia (l.)

akakolvek cinnost, technické zariadenie, proces, mechanizmus, alebo cokolvek, ¢o

chrani informacny systém a jeho Casti (aktiva) pred pésobenim konkrétnych hrozieb
alebo hrozby.

Administrativne — napr. politiky, odporucania, standardy
Fyzické — napr. uzamykatelné dvere, nahradny zdroj napajania
Logické — napr. hesla, firewally, pristupové zoznamy
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§ 20 ods. 2 Zakona o KB: Bezpecnostné opatrenia sa prijimaju a realizuju najma pre oblast

a) organizaciu a riadenie informacnej bezpecnosti a kybernetickej bezpecnosti,

b) spravu zranitelnosti a kybernetickych hrozieb,

c) spravu aktiv a riadenie kybernetickych hrozieb a rizik,

d) riadenie udalosti a kybernetickych bezpecnostnych incidentoy,

e) riadenie kontinuity Cinnosti, zalohovanie, obnovu systémov po havarii a krizové riadenie,
f) bezpecnost pri nadobudani, vyvoji a udrzbe siete, informacnych systémov, aplikacii a konfiguracii,
g) postupy posudzovania ucinnosti opatreni, riadenie suladu a kontrolné ¢innosti,

h) kryptografické opatrenia a zasady pouzivania kryptografie,

i) bezpecnost a spdsobilosti fudskych zdrojov,

j) spravu identit a pristupov,

k) bezpecnost pri prevadzke sieti a informacnych systémov,

|) ochranu proti Skodlivému kédu a neziaducemu obsahu,

m) systémovu bezpecnost, sietovl bezpecnost a komunikacnu bezpecnost,

n) monitorovanie, zaznamendvanie a hlasenie udalosti,

o) fyzicku bezpecnost, bezpecnost prostredia a spravu koncovych zariadeni,

p) ochranu zdznamov, sukromia a oznacovanie informacii,

q) dodavatelsky retazec,

r) obstaravanie a vyuzivanie certifikovanych produktov IKT, sluzieb IKT a procesov IKT.

Bezpecnostné opatrenia (ll.)
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Mytus — KIB je jednorazovy projekt

Kyberneticka a informacna bezpecnost je neustaly
proces, nie stav

ide o prepojenie procesov, [udi a technologii

Proces — subor vzajomne suvisiacich alebo vzajomne
posobiacich Cinnosti

Organizacia — musi efektivne riadit velké mnozstvo
previazanych procesov

Technoldgie
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Riadenie procesov (I.)

Ak nedokazes opisat to, co robis, ako proces, potom nevies, ¢o
vliastne robis.
— W. Edwards Deming

Zdroj: https://history-biography.com/william-deming/
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Supplier

Riadenie procesov (ll.)

Input

Od koho idu vstupy Vstupy do procesu 3-4 kroky Vystup z procesu Komu ide vystup

Start-Stop

Process

Output

Customer

Dodavatel
Zakaznik

Firma
Dodavatel
Firma
Firma
Zakaznik

Papier do kopirky
Original
dokumentu
Obsluha kopirky
Toner

Kopirka

Navod na kopirku
Zadanie

Kopirovanie
dokumentov
Vezmem original
Vlozim do kopirky
Precitam si
zadanie
Skopirujem
Skontrolujem
vystup

Original
Kopia
Nepodarok
Odpad
Ucet za
kopirovanie
Zaznam o
kopirovani

Zakaznik

Zakaznik
Upratovacka
Upratovacka
Zakaznik a uctaren

Servisny technik
pre kopirku

Zdroj: https://www.cems.sk/clanok/211-sipoc-analyza




Riadénie procesdv (111.)

= hlavné procesy / podporné procesy
= priklad procesov

Pokrytie procesov stavebnej spolocnosti

/ Stavebnd vyroba-RSV

m’odporne procesy - NORIS
D:Jprava Vyroba Ostatné
Sklady nestavebna ginnosti

Zdroj: https://www.noris.sk/stavebnictvo/

Zasobovanie




-
.

Zdroj: Vygenerované pomocou Al Google Gemini
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Riadenie procesov (V.)

ISMS (Information Security Management System) - systém riadenia informacnej
bezpecnosti
= systematicky a riadeny subor politik, procesov, postupoy, roli a technickych i
organizacnych opatreni, ktorého cieflom je zabezpecit ochranu informacii v
organizacii so zameranim najma na triadu CAl.

ISMS umoznuje organizacii:
= jdentifikovat a hodnotit rizikd informacnej bezpecnosti,
* pavrhovat a uplatfiovat primerané bezpecnostné opatrenia,
= priebeZzne monitorovat, preskimavat a zlepsovat Uroven informacnej bezpecénosti,
= zabezpedit sulad s legislativnymi a zmluvnymi pozZiadavkami
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Technické normy / §ta'ndardy ('I.)

= povinnost venovat sa informacnej a kybernetickej bezpecénosti bola uz predtym
= rok 2000 - ISO/IEC 17799:2000
= rok 2022 - ISO/IEC 27002:2022

.. _\7 -

=
=
—

Data leakage
11 new controls S A-8.12

introduced in the
ISO 27001 2022
revision

Web filtering  A.8.23

Zdroj: https://advisera.com/27001academy/explanation-of-11-new-iso-27001-2022-controls/

Mytus: bezpeénostné hrozby a bezpecnostné opatrenia su zalezitostou poslednych rokov

48



" Gkeke Technické normy / Standardy (lI.)

» Technickda norma je dokumentom s odporucaniami, ktory je mozné vyuzit niekolkymi
sposobmi:

= suhrn zavaznych pravidiel, podla ktorého sa da nastavit kvalita alebo bezpecnost
systému.

= suhrn pravidiel, ktoré dodrziavaju vyrobcovia systémov, pricom norma sa da
pouzit na porovnanie kvality systémov.
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Technické normy / standardy (lll.)

ISO/IEC 27000
" medzinarodné standardy v oblasti riadenia informacnej bezpecnosti
= zalozené na britskych standardoch rady BS 7799

The ISO/IEC 27000 Family of the Standard

ISO/IEC 27000
Overview and Vocabulary

ISO/IEC 27006 ISO/IEC 27001 ISO/IEC 27701
Organizations providing audit Information Security Privacy Information
and certification of ISMS Management Systems Management Systems
d : ISO/IEC '27704 : .
ISO/IEC 27002 ISO/IEC 27003 ISO/IEC 27005
Information ISMS Guidance Mpnltodpg, measuren}ent, Information I(S:(y)é‘l}iic 27(?32
Security Control analysis and evaluation Security Risk security
Management
t | 1
ISO/IEC 27017 ISO/1EC 27018 Protection "
Information security of PII in public clouds Other standards of

controls for doud services acting as PII processors the family

Zdroj: https://cfecertification.medium.com/the-iso-iec-27000-family-of-standards-2f04697f2e82



Technické normy / Standardy (IV.)
ISO/IEC 27002 2022

Predslov
@ Uvod
@ Rrozssh pelatnosti
@ Normativne odkazy
€ Terminy a definicle
Struktura tejto normy

L Bibliografia

J

\

Fyzické Atrlbuty

opatrenia | [© mapovanie

_na '27002:2013'/

=\

Kia¢

Formalita

Useky

Ludia

4

C G
O 1 ~n A ° s
coatrema | Tech nolog.lcke
\ ) opatrenia
C Opatrenia }
Zzameraneé
na ludi

~

Zdroj: https://www.is027001security.com/html/27002.html

IT/kyber

Fyzicke J

o) AR @GR ~ ) )\ 7 )

Annex J

@ Clanok ¢.

geCAWaf‘e

Copyright © 2022 se: 3 Ltd
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Technické normy / Standardy (V.)

ISO/IEC 27000 - Information security, cybersecurity and privacy protection
Information security management systems — Overview and vocabulary

ISO/IEC 27001 - Information security, cybersecurity and privacy protection
Information security management systems — Requirements

ISO/IEC 27002 - Information security, cybersecurity and privacy protection
Information security controls

ISO/IEC 27005 - Information security, cybersecurity and privacy protection
Guidance on managing information security risks

ISO/IEC 27007 - Information security, cybersecurity and privacy protection
Guidelines for information security management systems auditing
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" Gkeke Technické normy / Standardy (VI.)

ISO/IEC 27035 — Information security, cybersecurity and privacy protection —
Information security incident management

ISO/IEC 27031 — Information technology — Security techniques — Guidelines for
information and communication technology readiness for business continuity

ISO/IEC 27017 — Information technology — Security techniques — Code of practice for
information security controls based on ISO/IEC 27002 for cloud services

ISO/IEC 27019 - Information security, cybersecurity and privacy protection —
Information security controls for the energy utility industry

ISO/IEC 42001 — Information technology — Artificial intelligence — Management
system
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‘@xe  PDCAmodel (I.)

mozny sposob zavedenia ISMS do organizacie - Model PDCA (plan—do—check-act )
W. Edwards Deming

Planuj
(Plan)
Vykonaj Realizuj
(Act) (Do)
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Zdroj: https://www.leanairline.com/blog/standardized-work

PDCA model (lI1.)

Time >

Quality Improvement
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PDCA model (lll.)

Procesny diagram PDCA aplikovany na ISMS

Planovat’
Zaviest'
ISMS
-
c
&
?
£ . , |Implementovat’ Udrziavat’
© Realizovat’ |a prevadzkovat azlepsovat | VykKonavat’
2 ISMS ISMS
g
2
'% Monitorovat’
N a preskumat’
ISMS
Kontrolovat’
Poziadavky a oCakavania Riadena informacna
informaénej bezpecnosti bezpeénost’

Zainteresovaneé strany
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Zavedenie ISMS (I.)

= Cinnosti:
1) Definicia rozsahu, hranic a vazieb ISMS
2) Definicia a odsuhlasenie Prehlasenia o politike ISMS
3) Analyza a zvladanie rizik
4) Suhlas vedenia organizacie s navrhovanymi opatreniami pre zvladanie rizik

5) Priprava Prehlasenia o aplikovatelnosti

= |SO/IEC 27001:2022 a ISO/IEC 27002:2022
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Analyza rizik

Metodika analyzy rizik kybernetickej
bezpecnosti pre uplatnenie v procesoch
riadenia rizika v zmysle poziadaviek zakona C.
69/2018 Z."z. o kybernetickej bezpecnosti

ISO/IEC 27005:2022 Informacné technoldgie —
Bezpecnostné metddy — Riadenie rizik
informacnej bezpecnosti

Zavedenie ISMS (Il.)

I

Komunikacia rizik

—> Analyza rizik

e

e Stanovenie kontextu

/ Identifikacia \

rizik

Y

!

Vyhodnotenie
rizik

\_

Bod 1 .
rozhodnutie o riziku e
Uspokojivé hodnotenie A

Osetrenie rizik

Bod 2
rozhodnutie o riziku
Uspokojivé osetrenie

Akceptacia rizik

Koniec prvého alebo opakovaného priechodu

Monitorovanie a preskiimavanie rizik

58



%

NERZIT,
o )

Vysledky
odnotenia rizi
Uspokojivé Bod 1 / Identifikacia \

= Zvladanie rizik

hodnotenie rozhodnutie o riziku .
rizik
’ A e e Y T ~ N .
Y '
I' Moznosti o$etrenia rizika :
/ 1
: J '
| l l l l ! Analyza rizik
! 1
I
! Modifikacia Postupenie Vyhnutie sa Zdielanie :
: rizika rizika riziku riziku 1
' :
! 1
I [ .
! | Vyhodnotenie
| = : rizik
! , . vyskové 1
v Zvladanie rizik :
’

Bod 2
rozhodnutie o riziku



Implementacia a prevadzka ISMS (1.)

formulovat plan oSetrovania rizik

implementovat plan oSetrovania rizik Password Change Sign
|mplementovat opatrenia na splnenie cielov Up sheet
riadenia;

I , X , , ; 3 ’ If you'd like to change your assword please fi
definovat spdsob, akym sa musi merat efektivnost B e
7VO | e nvc h o pat ren |, Password on the system you indicate.
implementovat programy skoleni a budovania ﬁ:ﬁ‘\“’ E“i

1. ‘Lﬂ, v oIy : ':ou kil (“W'”
povedomla’ ~~1‘C1‘\/-[752¢;J5Pf\55w0 }gjj, J | 3
: 37 , Rig £ .Fec.dmé —_lredslwpi- - "'?mm;:d
riadit prevadzku ISMS; ST At Pl Tas | e

| & L 5

riadit zdroje ISMS;
implementovat postupy a iné opatrenia
ISO/IEC 27001:2022




definovanie bezpecnostnych roli a
zodpovednosti

= manazment, zamestnanci,
zamestnanec IT ...

manazér kybernetickej bezpecnosti
a zamestnanci IT nedokazu
zabezpecdit vSetko sami

pravna uprava vyzaduje integraciu
kybernetickej bezpecnosti do
riadenia organizacie

zodpovednost — Statutarny organ

Implementacia a prevadzka ISMS (I1.)

Hackers Breached Colonial Pipeline Using
Compromised VPN Password

£ Jun 07,2021 & Ravie Lakshmanan

What's the
White House's WiFi
password?

’—I-I—.E.lli{wff — - 5

The ransomware cartel that masterminded the Colonial
Pipeline attack early last month crippled the pipeline operator's
network using a compromised virtual private network (VPN)
account password, the latest investigation into the incident has
revealed.

Zdroj: https://thehackernews.com/2021/06/hackers-breached-colonial-pipeline.html
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“&exs  Implementacia a prevédea ISMS (11.)

" kazdy zamestnanec nesie svoju mieru

zodpovednosti.

" prevencia cez pravidelné skolenia a

budovanie bezpecnostnej kultury.

82 %
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Zdroj: Verizon: DBIR Data Breach Investigations Report, 2022.
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Plan kontinuity

RTO

reakcia na incident

>
zvycajny priebeh - i obnova OP zvycajny priebeh OP
obchodnych procesov (OP) Cem=T R - R s SEEaiak S il >
TS emal . "'.hi alternativny OP > A&nie Zvycajnej prevadzky
zotavenie z incidentu i
Reakcia na incident Obnova cinnosti

(IR) (BR)

Zdroj: ISO/IEC 270035:2011



Monitorovanie a preskumanie ISMS (1.)

Monitorovat a overit presadzovanie bezpeénostnych opatreni
Previest interné audity ISMS
Pripravit spravu o stave ISMS => prehodnotit ISMS na Urovni vedenia organizacie

Preskimanie sprav reakcie na incidenty

Zaznamy z monitorovania

Priprava a koordinacia Monitorovanie vykonnosti
¢innosti monitorovania ISMS

Informacie urcené

vedeniu organizacie

Verifikacia a hlasenie z implementacie
bezpecnostnych opatreni
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Udrzba a zlep3ovanie ISMS (I.)
= Zavadzat identifikované moznosti zlepsenia ISMS

Previest zodpovedajlce opatrenia k naprave a preventivne opatrenia pre odstranenia
nedostatku

Organizacia musi neustale zlepsovat vhodnost, primeranost a efektivnost ISMS.

SEBIIIIITV TESTING

SEBIIBITY TESTING WEBYWIIEIIE

https://www.youtube.com/watch?v=gSQgbCo6PAg

Zdroj: https://vy.technology/p/blog/21-security-testing---security-testing-everywhere, https://www.youtube.com/watch?v=Y-8ZsBal-go&t=7s
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»Ak poznas nepriatela

SUN TZU
i seba samého, nebudes
porazeny. THE

Ak nepoznds nepriatela, ale N A R |
poznds sam seba, mas 50% e g

sancu na vitazstvo.

Ak nepoznds sam seba, ani S
nepriatela, prehras.” e o

-Sun Tzu

FRZOR.COfr '-Art-olear-Sun-Tzu-audiobook/dp/BOlMQSRAMM/



Atribucia

je proces urcenia povodu a zodpovednych
aktérov za kyberneticky utok

je klucova pre primerané obranné aj
odvetné opatrenia.

Ide o narocnu Uulohu pre anonymitu,
zdielané nastroje a techniky a geopolitické
suvislosti.

ma vyznamny geopoliticky dopad — moze
viest k diplomatickym krokom, sankciam ci
odstraseniu buducich utokov a formuje
strategické rozhodovanie.

AtribUcia

Bezpe&nostni vyskumnici ENjCaINg
pripisuju

domény, namiesto menovania
konkrétnych jednotlivcov alebo
organizacii. _
Po dosiahnuti taktickej atribucie \‘
vyskumnici extrapoluji charakteristiky
zo zhlukov aktivit, ako st schopnosti,
spravanie a motivacie, aby mohli
lepSie predvidat a reagovat na
potencidlne hrozby.

Stavajlc na operacnej atribucii, \1

vyskumnici pracuji na identifikacii
skupiny alebo aktéra hrozby, o méze

zahffiat odhalenie mien a asociacii

alebo urcenie sponzora ¢i kone¢ného
prijemcu operécii hrozieb.

[IREIREESIBY) 2 ko st IP adresy alebo Lyl

Vv

Operacna

Strategicka
atribucia

atribucia
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Criminal Groups

Zdroj: https://www.byitcinternational.com/cyber-security-as-career/

Pbvodca hrozby (1.)

Nation States :

\
\
\

Sources of —
Cybersecurity
Threats

Hackers

Hacktivists

Terrorist Groups
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Vysoka

Znalosti
utocnika

Sofistikovanost’
utoku

Nizka

P6vodca hrozby (ll.)

sofistikované
ovladanie a
riadenie (C&C)

cross-site scripting (XSS) Néstroje

“stealth” / pokrocilé
techniky skenovania Quantum
Computing

odmietnutie sluzby Al-driven Threats

(DoS) distribuované
utocné nastroje (DDoS)

falSovanie paketov

sniffere

zmetaky
(sweepers) Botnety a Ransomware
automatizované sondy/skeny
zadné vratka grafické rozhranie (GUI)

net
unos relacii
burglaries | sessions
zneuzivanie znamych zranitelnosti
prelamovanie hesiel

samoreplikujuci sa kdd SQL injection G o o
hadanie hesiel Utocnici

vypnutie auditov k mgmt. diagnostics

Advanced Persistent Threats (APT)
a Ransomware

1980 1985 1990 1995 2000 2005 2010 2015 2020 2026

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of incidents and approaches. Lawrence Livermore
National Laboratory (April 2009), 2009, 7: 1-22, Upravené pomocou GEMINI
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= Emotet - modus operandi

@ ’Q @ Infection \ @ EstablishPersistence\

. - A‘& B ﬂ'@ D52 World's most dangerous malware
% T ey / .
RN X ) ‘ oL EMOTET disrupted through global
-l 1 5 Ar i
e SN : action
T [ s e e
AN L, with malicious malware ker:sglasnlgizre;zi:self

\ attachments or links

into running

6 Instructions Phase

= <>

Emotet reports a new
infection to its C2
server and receives
instructions

J

K processes /

&

T

NetPass.exe

-

‘;\\\\ 2| <+ =
WebBrowserPassView —— SMB

@ Network Propagation m Outlook Scraper \

Credential
Enumerator

Mail PassView /

27
JAN
2021

Law enforcement and judicial authorities worldwide have this week
disrupted one of most significant botnets of the past decade: EMOTET.
Investigators have now taken control of its infrastructure in an
international coordinated action.

This operation is the result of a collaborative effort between authorities
in the Netherlands, Germany, the United States, the United Kingdom,
France, Lithuania, Canada and Ukraine, with international activity
coordinated by Europol and Eurojust. This operation was carried out in
the framework of the European Multidisciplinary Platform Against

2 EURTPOL

Zdroj: https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action, https://www.cisecurity.org/
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- HTTP Requesis

@ Timeshift Headers

9251 ms GET
GET
GET
GET
GET

5

MOVE YOUR MOUSE TO VIEW SCREENSHOTS
()

Connections DNS Requests Threats
Process name

200: OK 056 EXCEL.EXE
200: OK 2056 EXC XE
200: OK 956 EXC XE
200: OK 2956 EXCELEXE
200: OK 056 EXC XE

Zdroj: https://app.any.run/tasks/093af2d6-3f5e-400d-9dcc-de2706a140ed/

A Malicious activity
samplel.xls

MD5: 886688995D6A1D10A98BC92870BC39B0
Start: 04.04.2022,23:37 Total time: 60 s

NinT 3
Win7 32 bit macros loader emotet

Indicators: g J¥ & [ Tracker: Emotet

b4 MaICon¥ ) Restart

¥ Get sample = 1oc

Text report Process graph ATT&CK™ matrix Export

Processes

v EXCEL.EXE /dde

regsvr32.exe -s..\cseidll

406 132 -1

regsvr32.exe |CFG| /s "C:\Users\admin\AppData\Local\G...
#* emotet 407 328 87

SUS SearchProtocolHost.exe Global\UsGthrFltPipeMssGthrPipeZ_ ...
27 [ 41

Get more awesome features with premium access! View more
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https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-d

In January 2021, law enforcement and judicial authorities
worldwide took down the Emotet botnet.

=2 EURSPOL

Participating law enforcement authorities:

- Netherlands (Politie)

@ Germany (Bundeskriminalamt)

() Lithuania (Lietuvos kriminalinés s  Canada (Royal Canadian
Mounted Police)

policijos biuras)

= uk (National Crime Agency)
= EURTPOL

o

Emotet was delivered to the
victims' computers via emails
that contained a malicious link
or an infected document.

Information
stealers

Installation

Emotet opened doors for:

~

Trojans

Started as a banking Trojan
in 2014, evolving over time.

It acted as a door opener for
other computers, allowing
unauthorised access to
other malware families.

It changed its code each time
it was called up.

Unique way of infecting networks
by spreading the threat after
gaining access to just a few
devices in the network.

i

- —— )

Ransomware

‘ ' France (Police Nationale)

% USA (Federal Bureau
~ of Investigation)

Ukraine (HauioHanbHa noniyist Ykpaikn)

The computer became
vulnerable and was offered
for hire to other criminals to
install other types of malware.

Always check your emails carefully
and watch out for:

bi/)

attachments or embedded links
from unknown senders.

messages with a sense of
urgency asking you to
download something.

offers with a promise of reward
that sounds too good to be true.
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,D0 not contact the FBI, police, or other government agencies. They do not care about your
organization, they will not let you pay the ransom, which will entail the publication of files, after
which courts, lawsuits, fines will begin.”

PLAY NEWS CONTACT

PLAY FAQ
- What happened?

- We infiltrated your network, thoroughly investigated, stole all important, personal, private, compromising information, including databases and all
documents valuable to you, encrypted your data, making them inaccessible for use.

- How can i get my organization back to normal?

- The first th_ing you need to do is leave your contact in the feedback form, after that we will contact you and discuss the terms of the deal.
?.e?xo;':::":;vem small files for decryption, we decrypt them and send it back to you, thus proving our technical ability to decrypt your network.
2_ Right before payment, you must again send several small files for decryption, after receiving the decrypted files, you pay the price we indicated to
;.u ;\;lvﬂallilr_leta. one hour after receiving the payment, we permanently delete your files from our storage, and send you a decryptor™ with detailed
:T%ﬁo:cgggr?;pt your systems, and return to normal operation.

*The speed of the PLAY Decryptor is comparable to the speed of the PLAY, also, if during the encryption process you urgently de-energized your
network, this will not affect decryption, PLAY Decryptor uses the validation of encrypted sections.

- How can i trust you?

- We monitor our reputation. We are not an affiliate program, this guarantees the secrecy of deals, there are no third parties who decide to do otherwise
than their affiliate partners.

- What happens if we don't pay?

- in case of non-payment, we will notify your partners and customers, after which we will publish your data. It is highly likely that you will receive
claims from individuals and legal entities for information leakage and breach of contracts, your current deals will be terminated. Journalists and others
will dig into your documents, finding inconsistencies or violations in them. Your organization will lose its reputation, shares will fall in price,some
organizations will be forced to close. This is incomparable to the payment for a decryptor.
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jedna z najaktivnejsich a najnebezpecnejsSich ransomware skupin
= fungovala ako Ransomware-as-a-Service (Raa$)

= zameriavala sa na velké organizacie a kriticku infrastrukturu

= vysokoprofilové Utoky: zdravotnictvo (irsko) / verejny sektor (Novy Zéland)
" Unik udajov — nastroje, postupy, komunikacia

Initial Entry and Execution Privilege Escalation Command and Control

5@ B BIr Lg

PrintNightmare Valid accounts
— ZeroLogon

Anydesk

T T /[ o Lateral Movement and

Defense Evasion

=

Phishing email o Credential Access Lateral Movement

arloader/
_— = © [
- — Greate scheclled Cobeacen, KillAV, Conti
> — task on remote systems
- =  {:
Anydesk

Kerberoasting Net-GPPPassword Kerberoasting -'-
Network Discovery = :llll; -
Tee Killav
> > @ [_I]@
® _ | I
ProcDump PSExec - -
Netscan ShareFindesr
- —[ - Exfiltration
b ™
7
>
Relone

Zdroj: https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-conti



SIETOVA INFRASTRUKTURA
= Takmer kazdu modernu siet je mozné hacknut.

Dovody su nasledovné:

= Nadbytocnost sieti — velké mnozZstvo sluzieb a
rozne vstupné body do tej istej siete.

= Priorita pohodlia pred bezpeénostou — vaznica je
bezpecna, ale velmi neefektivna na vykonavanie
cinnosti.

= Ludsky faktor — chyby v konfiguracii, socialne
inZinierstvo.

Zdroj: https://flashpoint.io/blog/history-of-conti-ransomware/

Conti (I1.)

FLASHPOINT

Posts » Conti Ransomware: Inside One of the World’s Most Aggressive Ran...

Conti Ransomware: Inside One
of the World’s Most Aggressive
Ransomware Groups

0 Flashpoint Intel Team OCTOBER 4, 2022 Ii X m

TABLE OF CONTENTS
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PRIESKUM A VYBER CIELA

Ak nemate konkrétny ciel a disponujete exploitom, mozete skenovat siet (cely internet alebo vybrané
rozsahy IP adries) s cielom najst zranitelné sluzby.
Ak chcete usetrit ¢as, pouZzite zname sluzby ako Shodan.io, ale lepSie je mat vlastny skener.

= Pricielenom utoku je nevyhnutny L L
prieskum:

1.Zacnite analyzou domény

2.Velké korporacie maju vlastné

autondmne systémy (AS), ...

3.Pouzite OSINT nastroje na ziskanie e e

Gdajov o cielovej organizacii a jej i e

zamestnancoch.

Search Engine for the
Internet of Everything

Zdroj: https://www.shodan.io/

76


https://www.shodan.io/

o hunter Product v~ Pricing Resources v Company v
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" NASTROJE OSINT

Vyhladavace informacii: Connect with

= theHarvester — zber emailov, subdomén, otvorenych portov .
= SpiderFoot — OSINT analyza Gny prOfeSSI()nal'

= hunter.io — zbiera emaily podla domény Hunter is your all-in-one email outreach platform.
Find and connect with the people that matter to
your business.

Vyhladavanie firiem:

= Zoomlnfo - firemné data See our plans

= OpenCorporates — databaza firiem

No credit card required. Free plan.

Vyhladavanie pouzivatelskych mien:
Falasenk '—-have i been pwned?

Vyh Ila d éva n ie ema i I oVv. Check if your email address is in a data breach

= Have | Been Pwned

https://haveibeenpwned.com/
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Datum: 2021-03-15T16:09:16.675Z
Od: Kalinka
Sprava: Chlapi, viete mi povedat, ako vypnut ESET File Security?

Datum: 2021-03-15T15:14:23.771Z
Od: t3chnolog
Sprava: dtssync je mizerna volba v kazdom pripade)

Datum: 2021-03-15T15:14:07.896Z
Od: Rosette
Sprava: Zhromazduje Sophos Windows logy? Je to len proti malvéru?

Datum: 2021-03-15T15:13:30.907Z
Od: Slice
Sprava: Ako nendpadna je moznost vykonat DCSync na konkrétnych pouzivateloch, ak je na DC Sophos?

Datum: 2021-03-15T14:39:56.903Z7
Od: Andy
Sprava: Jasné, vdaka, teraz to skdsim
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Datum: 2021-06-28T11:08:00.394568

Od: ***@qg3.onion

Komu: ***@q3.onion

Sprava:

Vyvinuli sme jednoduchsi koncept analyzy dat a volani\ vydierania. Navrhol som nasledovnu
schému:

Mdame samostatnu prieskumnu raketovu spolo¢nost. Prenesieme ju na analytikov, ktori vypracuju
spravu o spise. Ak su potrebné vydierania\volania, tuto ulohu pridelime volajicim. Aby volajuci
pracovali efektivne a nevolali len do prazdna, ako sa to deje teraz, su v kontakte s analytikmi a
mozu si od nich vyZiadat akékolvek dodatocné udaje,

povedzme cast zoznamu datumov alebo nejaké informacie o pocitacoch\heslach.

Ak spoloénost neodpovie, jej idaje sa odovzdaju na zverejnenie na stranke (na to je potrebné
pridat do tohto chatu bud" manazéra, alebo niekoho z jeho podporného timu).
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> Black Basta Blog
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= Ransomware-as-a-Service (RaaS) skupina aktivna od
aprila 2022

© Basta News @ Support

Zdroj: https://x.com/MarceloRivero/status/1519398885193654273/photo/1

pravdepodobne vznikla ako rebrand alebo
pokracovanie inej skupiny (napr. vazby na Conti)
disponovala sietou affiliate partnerov, ktori
realizovali utoky

pouzivala , double extortion”: Sifrovanie dat
exfiltracia a vyhrazanie sa zverejnenim (leak site
,Basta News“)

vyuZzivala pristup ,name-and-shame” (verejné
zverejnovanie obeti)

s 0
specialist in the technical
maintenance of wind turbines. Over
2000 staff ensure that the wind
turbines operate reliably around the
clock, both onshore and offshore,
throughout Europe, Taiwan and the
USA Whether it is an entire wind
turbine, control unit, nacelle, rotor
or foundation, from large
components to the tiniest electronic
parts right through to the
substation, you'll find the right
experts for your wind turbine and
wind farm

Published Visits
100% 99

Read more

cooperative
Cest une entreprise d structure

coopérative basée G Genéve, active
au niveau national et d lexport. Le

= 551 gére plusieurs sociétés

Die i wemmsbemmmygen sind Ihr
zuverldssiger Partner fir einfache
und sichere Lésungen rund um
finanzielle Absicherung. Als Teil der
europaweit agierenden Baloise
Group stehen wir Ihnen in nahezu

allen Lebenslagen zur Seite.

ADDRESS

Published Visits
100% 45

Read more

p.A.

Leh originated from the German
company Christian Lechler und
Sohn Nachfolger established in
1858 in Stuttgart by the chemist
pharmacist Christian Lechler.
Christian’s son, Paul Lechler,

expanded the business and in 1878

Les_wms

At i, we believe a home is more
than just a house; a home is where
life happens and family memories
are made. Our goal is to help you
realize your dreams, and make your
house feel more like home. We
strive to provide you with the best
possible shopping experience by
offering excellent service, quali

you can trust, and unquestionable
value at each one of our showrooms
across South Texas. While furniture
is the primary focus of our business,
we remain committed to enriching
the foundation of the communitv by

Published Visits
100% 60

Read more

Bosall Bty ranked
nationally among Engineering
News ~ Record's Top Design and
Top Construction Management
Firms, and regionally among the
Top Design Firms in the New York /

/ Region operates as a

IM& BZiiad Group

S LA Group
If you are looking for a reliable

provider of solutions for

sophisticated manufacturing plants,

IMA w is the right choice for
you. We are the specialist for the
development and fabrication of
modularized customer-specific
manufacturing systems and
processing solutions for the wood,
metal and plastic industries. As a
leading supplier of batch-size-1
workeells for a digital, fully
automated networked production,
we sell and service our intelliaent

Published Visits
100% 90

Read more

Orsa

Ol w1 groupe francais
spécialisé dans la gestion, la
location et la vente de biens
immobiliers. \.» r
franais dans le domaine de

ladministration de biens
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" @KeKB Black Basta (ll.)

Your network is encrypted by
the Black Basta group.
Instructions in the file

readme.txt

= Casto vyuzivali malware QBot (Qakbot)
= rychla eskalacia utoku — d6raz na rychle
Sifrovanie a lateral movement

Black Basta Attack Lifecycle

Cobalt Strike C2

/ System
— Discovery Black Basta
ad : A Ransomware
Phishing email ZIP Download Enable Macros Activity Dedlodment
L % ) % ' Ly =
+ ves— P (o _.'_.' :ﬁ@
URL for ZIP File Extracted XLS HTTP Traffic for Cobalt Strike Lateral
file QAKBOT DLL deployment Movement
files using RDP/
Psexec 81

Zdroj: https://unit42.paloaltonetworks.com/threat-assessment-black-basta-ransomware/, https://x.com/MarceloRivero/status/1519398885193654273/photo/2
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= aktivheho skenovania a validacie cielov:

= [2024-03-01 11:04:28] ***: Aké linky su tam zabudované?
= [2024-03-01 11:04:32] ***: Len root pouzivatel
= [2024-03-01 11:04:51] ***: Spust to
= [2024-03-01 11:06:20] ***: Cez noc to ni¢ nenaslo, ¢o je zIé AR bl T TR
= [2024-03-01 11:06:24] ***: Asi toho vela nenajde
= [2024-03-01 11:09:29] ***: (najdené endpointy s root pristupmi)
= [2024-03-01 11:09:31] ***: Naslo toto
= [2024-03-01 11:09:47] ***: Toto je ESXi, ktory asi akceptuje
akékolvek heslo svn.m wm B
= [2024-03-01 11:13:54] ***: Treba ziskat viac IP Jenkins m e W 1195167.127:3000 = s
= [2024-03-01 11:14:07] ***: Aj cez FOFA a Shodan

MITRE ATT&CK techniky:

= T1595 — Active Scanning

= T1590 — Gather Victim Network Info
= T1110 — Brute Force

= T1190 — Exploit Public-Facing App

Zdroj: https://github.com/D4RK-R4BB1T/BlackBasta-Chats, https://github.com/followthesapper/black-basta-chats-translated, https://medium.com/@fofabot/get-started-with-fofa-a-beginners-
guide-3e4d3576d14d
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= testovanie phishing kampane:

= [2024-04-22 21:09:19] ***: Link je prazdny

= [2024-04-22 21:09:34] ***: Vyzera to zle

= [2024-04-22 21:10:11] ***: Treba to opravit

= [2024-04-22 21:11:42] ***: Skontrolujte prechod cez link

= [2024-04-22 21:11:50] ***: Scan linku este bezi

= [2024-04-22 21:13:25] ***: Ak toho posleme vela

= [2024-04-22 21:13:33] ***: Doména pojde rychlo na blacklist
= [2024-04-22 21:15:03] ***: Podme najprv cielene

= [2024-04-22 21:15:19] ***: Najprv vyberieme firmy na test

= [2024-04-22 21:15:23] ***: Potom ostra prevadzka

MITRE ATT&CK techniky:

= T1566.002 — Phishing (Link)

= T1583.001 — Acquire Infrastructure (Domains)
= T1036 — Masquerading

Zdroj: https://github.com/D4RK-R4BB1T/BlackBasta-Chats, https://github.com/followthesapper/black-basta-chats-translated
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" @KeKB Black Basta (IV.)

= rozSirenie utoku o socialne inzinierstvo cez telefdn:

= [2024-06-03 18:10:02] ***: Da sa spravit, aby hovor vyzeral ako z IT oddelenia?
= [2024-06-03 18:10:12] ***: Ano, prave to robime

= [2024-06-03 18:13:32] ***: Zatial voldme na pristupy ¢o mame

= [2024-06-03 18:14:21] ***: Pripravim testovaci call cez call centrum

MITRE ATT&CK techniky:

= T1566.004 — Phishing (Voice)
= T1656 — Impersonation

= T1204 — User Execution

Zdroj: https://github.com/D4RK-R4BB1T/BlackBasta-Chats, https://github.com/followthesapper/black-basta-chats-translated
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1) Mustang Panda (APT27) — China-Aligned

2) APT41 (Double Dragon) — China-Aligned

Cina-spojena APT skupina s aktivnym pdsobenim od
2017.

cieli na NGO, think tanky a vladne entity v r6znych
regionoch.

pouziva socialne inzinierstvo a pokrocilé malvérové
taktiky

kombinuje Statom sponzorovanu Spionaz a financne
motivované utoky.

posobi v réznych odvetviach a regidonoch.

2025 aktivity zahrnali spear-phishing a
kompromitacie systémov.

Zdroj: https://socradar.io/blog/top-10-apt-groups-in-2025/
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3) APT29 (Cozy Bear / Midnight Blizzard) — Russia-Aligned
= Ruska Spiondzna skupina spojena s SVR (Foreign
Intelligence Service).
= cieli navladne, diplomatické a infrastrukturne siete
USA/EU.
= 2025: watering hole kampane a zber povereni.

4) Lazarus Group — North Korea-Aligned
= Severokorejska APT skupina s roznymi aliasmi ako
Hidden Cobra, Zinc alebo Guardians of Peace.
= globalne operacie kombinuju Spionaz aj financnu
kriminalitu.
= 2025: velkd kradez kryptomien (napr. Upbit).

Zdroj: https://socradar.io/blog/top-10-apt-groups-in-2025/, https://www.ria.ee/en/russian-bears-cyberspace
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Naming Taxonomies

Country / Selector

Name Space

Generic

China

Russia

North Korea
South Korea
Iran

India

Vietnam
Lebanon

Syria

Arab Countries
Pakistan
Georgia
Turkey
Colombia
Egypt
Kasakhstan
Criminal / Financial
Activists

FireEye / Mandiant CrowdStrike
/ Trellix

APT[X]
[X] Panda
[X] Bear
[X] Chollima
[X] Crane
[X] Kitten
[X] Tiger
[X] Buffalo

[X] Hawk

[X] Leopard
[X] Lynx

[X] Wolf

[X] Ocelot
[X] Sphinx
[X] saiga
[X] spider
[X] Jackal

FIN[X]

Kaspersky

[X] Dragon*
[X] Duke*

[X] Falcon

DELL
SecureWorks

BRONZE [X]
IRON [X]
NICKEL [X]
TUNGSTEN [X]
COBALT [X]
ZINC [X]

TIN [X]

COPPER [X]

GOLD [X]

DELL
SecureWorks
(old)

TG-[X]

Palo Alto Unit 42
(2022-%)

[X] Taurus
[X] Ursa
[X] Pisces

[X] Serpens
[X] Gemini

[X] Draco

[X] Libra
[X] virgo

Check Point  Trend Micro  Cisco Talos  Verisign

Labs iDefense

Group [X]

[X] Cedar

Water [X]
Wind [X]

Zdroj: https://docs.google.com/spreadsheets/d/1H9 xaxQHpWaa40_Son4Gx0YOIlzIcBWMsdvePFX68EKU/edit?gid=1864660085#gid=1864660085

Microsoft
Windows
Defender
Research

Microsoft
(2023-%)

Symantec 360 Dragos

APT-C-[X]
Typhoon
Blizzard
Sleet
Hail
Sandstorm

Cyclone
Rain

Dust

Volcanos, e.g. | Tempest

Thalos Gr

ATK-[#]
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' Aktuélne APT skupiny (IV.)

skupiny utocnikov, jul 2023 —jun 2024

NoEscape 0.63%
Tark Hack Team 0.81% —\ _\

Cyber Dragon 0.88% —\

UserSec 1.07% —\

Black Basta 1.24%
N\

Cactus 1.33% —\
PLAY 1.57%
_\

Anonymous Sudan 1.78% —\\

/—Unlmmmu!i
ALPHV/BlackCat 'I.BB‘—\

BBASE 2.68% —__

Cyber Army of Russla 276% ——

LockBit 5.1% —

\— NoName057 30.48%

Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

THREAT ACTOR
@ unknown

@ NoName057
©cop
LockBit
) Cyber Army of Russia
@B8BASE
@ ALPHV/BlackCat
@ Anonymous Sudan
@PLAY
Cactus
) Black Basta
@ Akira
D userSec
Russian Cyber Army
@ Cyber Dragon
Medusa
RansomHub
@ Tiirk Hack Team
@ailin
@ Server Killers
@ Anonymous Russia
[ ] MNoEscape
@RHYSIDA
@ SYLHET GANG-5G
@ Hunter International
O SiegedSec
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Victims Groups Press
RANSOMWARE 2 &
-HvE Negotiations Ransom Notes

& Buy Me a Coffee

Sponsored by Hudson Rock — Use Hudson Rock's free cybercrime intelligence tools to learn how Infostealer infections are leading_to ransomware attacks [4

o ;i ;i

Groups Victims This year This month

324 26 573 442

This page displays the 100 most recent victim disclosures attributed to ransomware groups, as detected by . Our platform continuously monitors and scrapes ransomware group leak sites to identify and
list newly published victims.

Search victims...

G* *r**n*e SHm*ry* Frpy k[ Rirgikphig kkgpkikpk Noll and Tam Architects B
Pivghopic) ivohupie =
& Discovery Date: 2026-03-17 & Discovery Date: 2026-03-17 & Discovery Date: 2026-03-17
Estimated Attack Date: 2026-03-16 Estimated Attack Date: 2026-03-16 yOLL Estimated Attack Date: 2026-03-16
TAM
ARCHITECTS
Data is not available now.... Data is not available now.... Noll &amp;amp; Tam Architects specializes in creating
innovative architectural designs that serve th...
h

e o

Zdroj: https://www.ransomware.live/
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O RansomLook Recent Groups Markets/Forums

Welcome to RansomLook

Open-source project providing real-time ransomware intelligence.

Explore Recent Posts Use the API Glossary

Group metrics

Relays online ) i
Groups tracked Admin/Affiliates

549 783

of 2491 total

Zdroj: https://www.ransomlook.io/
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kill chain predstavuje proces,
prostrednictvom ktorého utocnici realizuju
kybernetické utoky.

spolo¢nost Lockheed Martin adaptovala
koncept , kill chain® z vojenského prostredia
do oblasti informacnej bezpecnosti a vyuzila
ho ako metédu modelovania prienikov do
pocitacovych sieti.

slizi na identifikaciu a prevenciu aktivit
kybernetickych prienikov.

model identifikuje kroky, ktoré musi utocnik
splnit, aby dosiahol svoj ciel.

Zdroj: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Kill-chain model (1.)

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

foee ]
INETALL
-

............... Exploiting a vulnerability to execute
code on victim’s system

:=k=

INSTALLATION

Installing malware on the asset

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals
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Kill-chain model (l1.)

KYBERNETICKA OBRANA: NARUSENIE KILL CHAIN RETAZCA

& FIREWALL ACL
(Access Control List)

KILL CHAIN
ATTEMPT

»»»p )
e

D:I:l

o]

f@\

‘ = L \

UTOCNIK
(ATTACK SOURCE)

/* PATCH
MANAGEMENT

¥’ PROXY
FILTER

Q) ZAMEDZENIE
(DENY)

Zdroj: Obrazok vygenerovany Al - Gemini
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Diamond Model

je analyticky ramec pouzivany v spravodajstve o
hrozbach na analyzu bezpecnostnych incidentov a
profilovanie utokov.

pomaha analytikom systematicky zbierat, triedit a
prepajat informacie o priebehu JUdtoku a
identifikovat medzery v znalostiach.

analyzou vztahov medzi prvkami je mozné
pochopit motivacie Utocnika, ciele utoku a rozsah
kampane.

Ide o dynamicky proces, ktory umoznuje
,pivotovanie“ medzi prvkami modelu a tvorbu
analytickych hypotéz pocas vysetrovania.

Diamond model (l.)

Approved for public release; distribution is unlimited.

The Diamond Model of Intrusion Analysis

Sergio Caltagirone Andrew Pendergast

sergio.caltagirone@cciatr.org andrew.pendergast@cciatr.org

Christopher Betz

christopher.betz@cciatr.org

‘‘Intelligence analysts should be self-consciocus about their reasoning
process. They should think about how they make judgments and reach
conclusions, not just about the judgments and conclusions themselves."

Richards J. Heuer Jr. [1]

‘‘Intrusion analysis is as much about tcpdump as astronomy is about
telescopes” Chris Sanders [2]

Abstract

This paper presents a novel model of intrusion analysis built by analysts, derived
from years of experience, asking the simple question, “What is the underlying method
to our work?” The model establishes the basic atomic element of any intrusion activity,
the event, composed of four core features: adversary, infrastructure, capability, and vie-
tim. These features are edge-connected representing their underlying relationships and
arranged in the shape of a diamond, giving the model its name: the Diamond Model.
It further defines additional meta-features to support higher-level constructs such as
linking events together into activity threads and further coalescing events and threads
into activity groups. These elements, the event, thread, and group all contribute to a
foundational and comprehensive model of intrusion activity built around analytic pro-
cesses. It captures the essential concepts of intrusion analysis and adversary operations
while allowing the model flexibility to expand and encompass new ideas and concepts.
The model establishes, for the first time, a formal method applying scientific principles
to intrusion analysis — particularly those of measurement, testability, and repeatability
— providing a comprehensive method of activity documentation, synthesis, and cor-
relation. This scientific approach and simplicity produces improvements in analytic
effectiveness, efficiency, and accuracy. Ultimately, the model provides opportunities to
integrate intelligence in real-time for network defense, automating correlation across
events, classifying events with confidence into adversary campaigns, and forecasting
adversary operations while planning and gaming mitigation strategies.

Zdroj: https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf
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Diamond model (ll.)

- Adversary .

. Sseo )

e% ”/’ \\\\epe

o s
= Deployed via = 0
IR S - —--~---—------—--—~~ A Capability
Co
0176’ xS
C[sfo ?;‘;’\Q\O‘

Victim Q‘Q
(@)

Adversary Infrastructure
) Operator ) Logical
) Customer > Physical
> APT

Zdroj: https://cipherssecurity.com/diamond-model-of-intrusion-analysis/, https://kravensecurity.com/diamond-model-analysis/

o

Capability Victim

> Tools > Data

Y Tradecraft > Services
> Collateral
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Diamond model (lll.)

Model sa zameriava na Styri kl'ic¢ové prvky:
= utocnik (adversary)
= aktér hrozby (interny/external, jednotlivec, skupina, organizacia), ktory sa snazi kompromitovat
systémy alebo siete s cielom dosiahnut svoj zamer.
= schopnosti (capabilities)
= nastroje, taktiky, techniky a postupy (TTPs) utocnika, vratane jeho arzenalu, moznosti zneuzitia
zranitelnosti obete a schopnosti Command and Control (C2) — riadenia a kontroly utoku.

= Infrastruktura (infrastructure)
= fyzicka a logicka infrastruktura pouzivana na dorucovanie a riadenie utoku. Typ I: priamo kontrolovana
utocnikom Typ II: sprostredkovand tretou stranou (napr. botnet)
= obete (victims)
= ciel utoku — zahfna identitu (personu), aktiva/utoc¢ny povrch (interné a cloudové systémy) a
zranitel'nosti a vystavenia, ktoré moéze utocnik zneuzit.

Zdroj: https://kravensecurity.com/diamond-model-analysis/
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Diamond model (IV.)

7 axiom tykajucich sa udalosti prienikov, Utocnikov a obeti (tieto axiomy je uzZitocné mat na pamati pri
vysetrovani a analyze aktivit protivnika):

= (1) Pre kazdu udalost prieniku existuje utocnik, ktory podnika krok smerom k zamyslanému cielu,

pricom vyuziva urcitu schopnost prostrednictvom infrastruktiry proti obeti s cielom dosiahnut
konkrétny vysledok.

= (2) Existuje mnoZina utocnikov (interni aj externi, jednotlivci, skupiny a organizacie), ktori sa snazia
kompromitovat pocitacové systémy alebo siete s cielom presadit svoj zamer a naplnit svoje potreby.

= (3) Kazdy systém, a tym aj kazdy majetok obete, obsahuje zranitel'nosti a vystavenia.
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" Gkeke Diamond model (V.)

(4) Kazda skodliva aktivita pozostava z dvoch alebo viacerych faz, ktoré musia byt Uspesne vykonané
postupne, aby bol dosiahnuty pozadovany vysledok.

(5) Kaida udalost prieniku si vyZzaduje jeden alebo viac externych zdrojov, ktoré musia byt
zabezpecené pred dosiahnutim Uspechu.

(6) Medzi utoénikom a jeho obetou (obetami) vidy existuje vztah, aj ked je vzdialeny, kratkodoby
alebo nepriamy.

(7) Existuje podmnozZina utocnikov, ktori maju motivaciu, zdroje a schopnosti dlhodobo udrziavat
Skodlivé ucinky voci jednej alebo viacerym obetiam a zaroven odolavat zmierfiujicim opatreniam.
Vztahy medzi Utocnikom a obetou v tejto podmnozine sa oznacuju ako perzistentné vztahy utocnik —
obet.
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Obet (Victim) - Obet deteguje skodlivy kod
(malware) vo svojom prostredi. Ide o pociatocny
bod analyzy incidentu.

Schopnosti (Capability) - Analyza malvéru odhali,
ze obsahuje C2 doménu (Command and Control),
ktoru utocCnik pouziva na riadenie utoku.
Infrastruktura (Infrastructure) - C2 doména je
prelozend (DNS resolucia) na konkrétnu C2 IP
adresu, ktora predstavuje infrastrukturu
pouzivanu utocnikom.

RozSirenie na dalSie obete - Analyza
firewallovych logov ukaze, ze na tu istu C2 IP
adresu komunikuju aj dalSie obete, o naznacuje
SirSi rozsah kampane.

Utoénik (Adversary) - Analyza vlastnictva IP
adresy a suvisiace registracné udaje umozni
identifikovat alebo bliZSie profilovat Utocnika.

Diamond model (VI.)

Adversary

(5) IP address
ownership
details reveal

adversary

£\

Infrastructure

(3) C2 Domain
resolves to C2
IP address

(2) Malware
contains C2
domain

S —

(4) Firewall logs
reveal further
victims contacting
C2 IP address

(1) Victim
discovers
malware

Victim

Zdroj: https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf

Capability

98



Tactics, Techniques and Procedures (TTPs)
= analyza TTPs sluZzi na pochopenie sposobu utoku a schopnosti
utocnika prostrednictvom hodnotenia jeho spravania a operacii.

= taktiky predstavuju strategické ciele a fazy utoku (napr.
ziskanie pristupu, kradez dat), ktoré pomahaju predvidat
dalSie kroky utocnika.

= techniky su konkrétne metddy a nastroje pouzivané na
realizaciu taktik (malvér, socialne inzinierstvo), pricom ich
analyza odhaluje zranitelnosti systému.

= postupy opisuju detailné postupy, ako utocnik techniky
vykonava, a poskytuju vhlad do jeho cielov a sp6sobu prace
v cielovej infrastrukture.

= Analyza TTPs umoziuje identifikovat jednotlivé fazy utoku,
zostavit ¢asovu os incidentu a lepSie porozumiet rozhodovaniu a
spravaniu utocnika pocas celého cyklu utoku.

Taktiky, techniky, postupy

- 0anrovanec
— vazhueni o

T R S

Takticka
technika

Takticky
postup

TTP

(Integrované
operacie)

Technicky
postup

Zdroj: Obrazok vygenerovany Al - Gemini
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. Pyramid of Pain

konceptualny model na klasifikaciu a
prioritizaciu indikatorov
kompromitacie (IOCs) podla ich
hodnoty pri detekcii a naruseni
utokowv.

NizSie urovne (hashy, IP adresy,
domény) su lahko ziskatelné, ale pre
utocnika jednoduché na zmenu.
VysSie urovne (artefakty, nastroje a
techniky) poskytuju hlbsi pohlad na
sposob utoku a su pre utocCnika
nakladnejsie na obchadzanie.
zameranie sa na vrchol pyramidy
umoziiuje  efektivnejSie  narusit
¢innost utoc¢nika

Pyramida bolesti

Pyramid of Pain

Network/Host Artifacts

Domain Names

IP Addresses

Hash Values

Zdroj: Zdroj: https://medium.com/@fraudas/en-indicator-of-compromised-ioc-indicator-of-attack-ioa-pyramid-of-pain-2881adff6911

= Annoying

= Simple

" Easy

= Trivial

100



MITRE ATT&CK je otvoreny ramec (matica) vyvinuty
organizaciou MITRE na profilovanie taktik a technik
utocnikov a hodnotenie bezpecnostnych rizik.

jeho cielom je zlepsit detekciu utocnikov po
kompromitacii

pokryva cely zivotny cyklus utoku, od prieskumu a
prvotného pristupu az po exfiltraciu dat a dopad
utoku.

slizi ako Standardny nastroj pre threat hunterov, red
timy a obrancov a predstavuje spolocnu znalostnu
bazu pre analyzu TTPs.

vyZzaduje pravidelné aktualizdcie a nemusi zachytdvat
vsetky existujuce alebo nové utocné techniky.

MITRE ATTACK RAMEC (I.)

Procedure

Detection

Zdroj: https://www.picussecurity.com/resource/blog/mitre-attack-framework-beginners-guide
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MITRE | ATT&CK

Matrices ~

T&CK

Tactics ~

Techniques ~

Defenses ~

CTl ~

Resources ~

Benefactors

MITRE ATT&CK® is a globally-accessible knowledge base of adversary
tactics and techniques based on real-world observations. The ATT&CK
knowledge base is used as a foundation for the development of specific
threat models and methodologies in the private sector, in government, and
in the cybersecurity product and service community.

Contribute

Blog &'

Search Q

Get Started Take a Tour
Contribute Blog & With the creation of ATT&CK, MITRE is fulfilling its mission to solve
problems for a safer world — by bringing communities together to develop
FAQ Random Page | ~ . . : :
more effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge.
layout: side ™ show sub-techniques  hide sub-techniques
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Control
11 techniques 8 technigues 11 technigues 17 technigues 23 technigues 14 techniques 47 techniques 17 techniques 34 techniques 9 techniques 17 techniques 18 techniques 9 techniques 15 techniques
Active Scanning (s Acquire Access Content Cloud Account Abuse Elevation Abuse Elevation Adversary-in- Account Discovery (4 I I Exploitation of Adversary-in- Application Automated Account Access
Injection Administration Manipulation (7) Control Control Mechanism (g the-Middle (4 Remote the-Middle (4) Layer Exfiltration (1 Removal
Gather Victim Host Acquire Command Mechanism () - Application Window Services Protocol (s)
Information (4 Infrastructure (g Drive-by BITS Jobs Access Token Brute Force (4) Discovery Archive Data Transfer Data
Compromise Command and Access Token Manipulation (5 Internal Collected Communication Size Limits Destruction (4
Gather Victim Identity Compromise Scripting Boot or Logon Manipulation (s Credentials Browser Information Spearphishing Data (3 Through
Information (5 Accounts 3 Exploit Public- Interpreter ;5 Autostart - BITS Jobs from Discovery - Removable Exfiltration Data Encrypted for
- Facing Execution (14 Account Password Lateral Tool Audio Capture Media Over Impact

Gather Victim Compromise Application Container Manipulation (7 Build Image on Host Stores (g Cloud Infrastructure Transfer Alternative
Network Infrastructure (g Administration Boot or Logon - Discovery Automated Content Protocol (3 Data
Information (g) External Command Initialization Boot or Logon Debugger Evasion Exploitation Remote Collection Injection Manipulation ()
- Develop Remote - : Scripts (5) Autostart 5 - for Credential Cloud Service Service B —————m Exfiltration

Zdroj: https://attack.mitre.org/
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MITRE ATTACK RAMEC (IIl.)

Sub -tecr|1 nique of

Sub-Technique

Zdroj: https://www.picussecurity.com/resource/blog/mitre-attack-framework-beginners-guide
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MITRE | ATT&CK

Matrices ~ Tactics ~ Techniques ~ Defenses ~ CTl ~ Resources ~ Benefactors Contribute Blog &

GROUPS
Overview
admin@338
Agrius

Ajax Security Team
Akira
ALLANITE
Andariel

Aoqin Dragon
AppleJeus
APT-C-23
APT-C-36
APT1

APT12

APT16

APT17

APT18

Home > Groups

Groups

Groups are activity clusters that are tracked by a common name in the security community. Analysts track these clusters using various analytic methodologies and terms such as threat
groups, activity groups, and threat actors. Some groups have multiple names associated with similar activities due to various organizations tracking similar activities by different names.
Organizations' group definitions may partially overlap with groups designated by other organizations and may disagree on specific activity.

For the purposes of the Group pages, the MITRE ATT&CK team uses the term Group to refer to any of the above designations for an adversary activity cluster. The team makes a best effort to
track overlaps between names based on publicly reported associations, which are designated as “Associated Groups” on each page (formerly labeled “Aliases”), because we believe these
overlaps are useful for analyst awareness. We do not represent these names as exact overlaps and encourage analysts to do additional research.

Groups are mapped to publicly reported technique use and original references are included. The information provided does not represent all possible technique use by Groups, but rather a

subset that is available solely through open source reporting. Groups are also mapped to reported Software used and attributed Campaigns, and related techniques for each are tracked
separately on their respective pages.

Groups: 176
ID Name Associated Groups Description
G0018  admin@338 admin@338 is a China-hased cyber threat group. It has previously used newsworthy events as lures to deliver
malware and has primarily targeted organizations involved in financial, economic, and trade policy, typically
using publicly available RATs such as Poisonlvy, as well as some non-public backdoors.
G1030  Agrius Pink Sandstorm, AMERICIUM, Agrius is an Iranian threat actor active since 2020 notable for a series of ransomware and wiper operations in

Agonizing Serpens, BlackShadow the Middle East, with an emphasis on Israeli targets. Public reporting has linked Agrius to Iran's Ministry of

Intelligence and Security (MOIS).

Zdroj: https://attack.mitre.org/

Search Q_
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MlTRE ATT&CK‘ Matrices ~  Tactics ~  Techniques ~  Defenses ~ CTl ~  Resources ~  Benefactors  Contribute  Blog & Search Q
SOFTWARE Home > Software
. a
s »  Software
3PARA RAT

Software is a generic term for custom or commercial code, operating system utilities, open-source software, or other tools used to conduct behavior modeled in ATT&CK. Some instances of
4H RAT software have multiple names associated with the same instance due to various organizations tracking the same set of software by different names. The team makes a best effort to track
overlaps between names based on publicly reported associations, which are designated as “Associated Software” on each page (formerly labeled “Aliases”), because we believe these

AADInternals
overlaps are useful for analyst awareness.
ABK
Software entries include publicly reported technique use or capability to use a technique and may be mapped to Groups who have been reported to use that Software. The information
AbstractEmu provided does not represent all possible technique use by a piece of Software, but rather a subset that is available solely through open source reporting.
ACAD/Medre A

s Tool - Commercial, open-source, built-in, or publicly available software that could be used by a defender, pen tester, red teamer, or an adversary. This category includes both software that

AcidPour generally is not found on an enterprise system as well as software generally available as part of an operating system that is already present in an environment. Examples include PsExec,
Metasploit, Mimikatz, as well as Windows utilities such as Net, netstat, Tasklist, etc.

AcidRain
Action RAT ¢ Malware - Commercial, custom closed source, or open source software intended to be used for malicious purposes by adversaries. Examples include PlugX, CHOPSTICK, etc.
adbupd Software: 910
AdFind
ID Name Associated Software Description
Adups
ADVSTORESHELL S0066 = 3PARA RAT 3PARA RAT is a remote access tool (RAT) programmed in C++ that has been used by Putter Panda.
Agent Smith S0065  4H RAT 4H RAT is malware that has been used by Putter Panda since at least 2007.
Agent Tesla
S0677  AADInternals AADInternals is a PowerShell-based framework for administering, enumerating, and exploiting Azure
Agent.btz Active Directory. The tool is publicly available on GitHub.
AhRat
S0469  ABK ABK is a downloader that has been used by BRONZE BUTLER since at least 2019.
Akira

Zdroj: https://attack.mitre.org/ 105



MITRE ATTACK RAMEC (VI.)
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M IT I G AT | O N S Home > Mitigations > Enterprise

>

Enterprise ~y Enterprise Mitigations

Account Use Policies N ) : i . .
Mitigations represent security concepts and classes of technologies that can be used to prevent a technique or sub-technique from being successfully

Active Directory Configuration executed. Mitigations: 44

Antivirus/Antimalware

o . ID Name Description

Application Developer Guidance

Application Isolation and Sandboxing M1036  Account Use Policies Account Use Policies help mitigate unauthorized access by configuring and enforcing rules that govern how and when accounts can be used. These
. policies include enforcing account lockout mechanisms, restricting login times, and setting inactivity timeouts. Proper configuration of these

Audit policies reduces the risk of brute-force attacks, credential theft, and unauthorized access by limiting the opportunities for malicious actors to

Behavior Prevention on Endpoint exploit accounts. This mitigation can be implemented through the following measures:

Boot Integrity M1015 = Active Directory Implement robust Active Directory (AD) configurations using group policies to secure user accounts, control access, and minimize the attack

Code Signing Configuration surface. AD configurations enable centralized control over account settings, logon policies, and permissions, reducing the risk of unauthorized

. . access and lateral movement within the network. This mitigation can be implemented through the following measures:
Credential Access Protection
Data Backup M1049 = Antivirus/Antimalware Antivirus/Antimalware solutions utilize signatures, heuristics, and behavioral analysis to detect, block, and remediate malicious software, including
viruses, trojans, ransomware, and spyware. These solutions continuously monitor endpoints and systems for known malicious patterns and

Data Loss Prevention suspicious behaviors that indicate compromise. Antivirus/Antimalware software should be deployed across all devices, with automated updates to

Disable or Remove Feature or ensure protection against the latest threats. This mitigation can be implemented through the following measures:
Program
i M1013 = Application Developer Application Developer Guidance focuses on providing developers with the knowledge, tools, and best practices needed to write secure code, reduce
Do Not Mitigate Guidance vulnerabilities, and implement secure design principles. By integrating security throughout the software development lifecycle (SDLC), this
Encrypt Sensitive Information mitigation aims to prevent the introduction of exploitable weaknesses in applications, systems, and APls. This mitigation can be implemented

through the following measures:

Fnvirnnment Variahla Darmiccinne

Zdroj: https://attack.mitre.org/ 106
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ANALYTICS Home > Analytcs
Overview Aﬂa|yt|CS

Analytics contain platform-specific detection logic and represent the implementation details of a detection strategy.

Analytics: 2032

Detection

ID Platform Domain ¥  Strategy Description

ANO0O1  laaS Enterprise  DETO0001 Detects access attempts to cloud instance metadata endpoints (e.g., 169.254.169.254) from virtual machines or containerized
workloads. This includes both direct access and SSRF exploitation patterns.

ANO002  Windows Enterprise  DET0002  Detects non-standard processes (e.g., PowerShell, python.exe, rundli32.exe) making outbound connections using publish/subscribe
protocols (e.g., MQTT, AMQP) over non-browser, encrypted channels, often beaconing to message brokers.

ANO0O3  Linux Enterprise  DET0002  Detects CLI tools (e.g., mosquitto_pub, nc, python scripts) interacting with pub/sub brokers using unusual topic names, high-frequency
publication rates, or obfuscated payloads to non-standard hosts.

ANO004  macOS Enterprise  DET0002  Detects osascript, curl, or custom binaries interacting with XMPP/MQTT brokers in unapproved destinations with encrypted payloads
or frequent POST-like requests to broker URIs.

AN0OO05  Network Enterprise  DET0002  Detects pub/sub traffic over unusual ports, high-frequency topic publications, and connections to known-bad or dynamic broker

Devices endpoints outside allowlisted infrastructure.

AN0006  Windows Enterprise  DETO0003  Adversary uses built-in tools such as 'net user /add /domain’ or PowerShell to create a domain user account. The behavior chain
includes: (1) suspicious process execution on a domain controller followed by (2) user account creation event (Event ID 4720) on the
same host.

Zdroj: https://attack.mitre.org/ 107



2.

VPN Gateway

Hacker finds Colonial VPN
Account and Password

VPN Gateway

Fire Wall is bypassed
through VPN Connection

1.

Leaked Passwords are stored on Dark Web

Firewall

Colonial Pipeline

Colonial Pipeline Colonial Workers
Hacker at Anonymous Location o
- 5 Colenial Pipeline is Attacked

Attempts User Login

Zdroj: Beerman, J., Berent, D., Falter, Z., & Bhunia, S. (2023, May). A review of colonial pipeline ransomware attack. In 2023 IEEE/ACM 23rd International Symposium on Cluster,
Cloud and Internet Computing Workshops (CCGridW) (pp. 8-15). IEEE, https://medium.com/@tahirbalarabe2/colonial-pipeline-cyber-attack-root-causes-impact-and-key- 108
takeaways-f9587d26f19f



Colonial pipeline (ll.)

Pochopenie utoku na Colonial Pipeline pomocou Diamond Modelu

Infrastruktura
» Dark Web (na uniknuté hesla).
« VPN pripojenie (obidenie
firewallu).

—— g

Zdroj: Obrazok generovany Al - Gemini

Utoénik
» Ransomvérova skupina DarkSide.

» Hacker operujuci z anonymného
miesta.

i Socialno-politicka

1 na kriticku infrastruktdru.

o -

Technolégia

1 ZneuZitie kradnutych VP
| povereni na obidenie
1 bezpecnosti.

Obet’

prevadzku.

| Finanéna motivacia, zameranie

Schopnosti/Nastroje

* Ransomvérovy utok.

 Uniknuté VPN poverenia.

» Pozadovanie vykupného 75
bitcoinov (4,4 miliéna dolarov).

86—

* Colonial Pipeline, americky systém
ropovodov. Spolo¢nost zastavila
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Colonial pipeline (lIl.)

= Adversary (Utoénik)

utok uskutocnila ransomvérova skupina znama ako DarkSide.
utocnik operoval z ,,anonymného miesta"

= Victim (Obet)

primarnou obetou bola spolo¢nost Colonial Pipeline, americky systém ropovodov.
utok sposobil zastavenie prevadzky spoloCnosti.

= Capability (Schopnosti/Nastroje)

hlavnou pouzitou technikou bol ransomvérovy utok, ktory zasifroval data a pozadoval vykupné.

na ziskanie pociatocného pristupu utocnik pouzil uniknuté hesla a ucet k Colonial VPN, ktoré nasiel
na Dark Webe.

spoloc¢nost nakoniec zaplatila vykupné vo vyske 75 bitcoinov (4,4 miliéna dolarov).

110



Colonial pipeline (IV.)

= Infrastructure (Infrastruktura)
= {tocnici vyuzili Dark Web na najdenie a ulozenie uniknutych prihlasovacich udajov.

= na obidenie firewallu a ziskanie pristupu do siete Colonial Pipeline bolo pouzité VPN pripojenie cez
VPN Gateway.

" Prepojenia (Axes):
= social-Political (motivacia) - motivacia bola primarne financnd, zamerana na ziskanie vysokého
vykupného od kritickej infrastruktury.

= technology (technoldgia) - technologicky postup spocival v zneuziti platnych (aj ked kradnutych) VPN

povereni na obidenie bezpecnostnych prvkov, ako je firewall, o umoznilo nasledné nasadenie
ransomveru.
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Colonial pipeline (V.)

Ransomvérovy utok na Colonial Pipeline (2021)

= popis: Ransomvérova skupina DarkSide sa zamerala na spolo¢nost Colonial Pipeline, ¢o sp6sobilo narusenie
dodavok paliv na vychodnom pobrezi USA a odhalilo zranitelnosti kritickej infrastruktury.

MITRE ATT&CK ramec:
= phishing (T1566): Pravdepodobny pociatocny pristup prostrednictvom kompromitovanych prihlasovacich
udajov alebo phishingovych e-mailov.
= zneuzitie vzdialenych sluzieb (T1210): Boli zneuzité sietové zranitelnosti.
= Sifrovanie dat s cieflom dosiahnut dopad (T1486): Ransomvér zasifroval kritické systémy.
= exfiltracia (TA0010): Ukradnuté data boli pouzité ako paka na vymahanie vykupného.
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STIX|

Structured Threat Information Expression (STIX) i1s a language and
serialization format used to exchange cyber threat intelligence (CTI).

STIX enables organizations to share CTI with one another in a consistent

and machine readable manner, allowing security communities to better
understand what computer-based attacks thev are most likelv to see and
STIX Relationship Example

to anticipate and/or respond to those attacks

STIX is designed to improve many different ¢
collaborative threat analysis, automated thre:
detection and response, and more.

tes
&
-

Zdroj: https://oasis-open.github.io/cti-documentation/
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* €KCKB

On February 10, Threat Analysis Group discovered two distinct North Korean
Threat Actor

government-backed attacker groups exploiting a remote code execution
Attack Patte...

vulnerability in

Chrome, CVE-2022-0609 . These groups' activity has been publicly tracked as
*Tool  +Vulnerabilit...

OEeration

*Campaign

Dream Job and Operation AppleJeus .
*Campaign

We observed the campaigns targeting U.S. based organizations spanning
*|dentity

news media'

Label Typés A

 Attack Pattern a
Campaign

Course of Action

Grouping o Identity o
Indicator o
Infrastructure o

|!
@

Location | Malware m

O, |

Vulnerability O
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