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gpe cialista kybernetickej bezpeénosti

Rola:

Specialista kybernetickej bezpe énosti

Vedomosti:

Riadenie bezpe¢nosti

1) procesy, systémy a zisady riadenia informacénej
a kybemnetickej bezpecnosti vratane zisad riadenia
fiyzickej

a objektove] bezpecnosti

2) zisady organicie mformacnej a kybernetickej
bezpegnosti

3) terminologia a skratky v oblasti nformacnej a
kybemeticke] bezpecnosti

4) principy riadenia IT shuzieb, spravy systémov a spravy
poéitadovych sieti

5) hodnotiace a valida¢éné kritéria v oblasti kybernetickej

bezpegnosti (kl'a¢ové ukazovatele vykonnosti — KPI,
kli¢ové ukazovatele rizk — KRI, metodiky merania
vyspelosti atd’)

6) zdroje, charakterstiky a powzitie nformaénych aktiv
organizicie

7) organizaéné politky, organizaéné Struktiry a koncepty
plinovania vzt'ahov s mternymi a/alebo externymi
organiziciami

8) koncepcie zlepSovania organizaénych procesov a
modely hodnotenia vyspelosti procesov (napr. CMMI)

9) procesy riadenia kontinuity émnosti a plinovania
havarjne) obnovy prevadzky

10) principy podnikovej architektiry, koncepcie
bezpeénostnej architektury a referenéné modely
podnikovej architektiry (napr. TOGAF, Zachman, FEA
atd’.)

11) koncepty, termnologia a principy prevadzky
elektronickych komunkaénych systémov (poéitatové a
telefonne siete, sateliné, optické, bezdrotové atd’.)

12) model OSI, mapovanie siete, topologia sieti, hlavné
siet'ové protokoly a siefové shizby

13) principy sietovich zariadeni (rozbodovade, prepinace,
smerovace, brany, firewall atd’)

14) charakterstiky fyzickych a virtudlnych nosiéov tdajov

15) elektronické zariadenia (napr. pocitatové
systémy/komponenty, zariadenia na kontrolu pristupu,
digitalne fotoaparaty, digitalne skenery, pevné disky,
pamitové karty, modemy, sietové komponenty, siet'ové
zariadenia, siefové domdce ovlidacie zariadenia,
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" Slovakia: 16 victims

L

Low (1-99) [ Medium (100-199) [} High (200+) 8

Zdroj: https://www.ransomware.live/map?year=full
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Ransomware attack: Maastricht University
pays out $220,000 to cybercrooks

Adam Bannister 07 £

YOHRsME

Dutch institution regrets striking ‘devil’s bargain’ but said it had to put staff and students first

UNIVERSITEIT
WD W

= ——

Nemocnicu v Cesku ochromil ransomvér, napldnované operacie sa
rusia

Ve
é:, —f l_ > 7?‘

2

L :al.lmd;{"’-"
LB 3 | ) ) o | 51 NAN w

Zdroje https://mobil.sk/clanok/3517hackerisa-naburalirdo-kamier-android-smartfonowvkeby-sa-nepriznalinikto-by-to-ani-nevedel| 10
https://portswigger.net/daily-swig/ransomwareattack-maastrichtuniversity-paysout-220-000-to-cybercrooks
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Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak

m Colonial CEO hopes U.S. goes after criminal hackers abroad
CYBERSECURITY NEWS - 4 MIN READ

IKEA Suffers Ongoing Phishing Attacks
From Compromised Internal and Vendor
Accounts

LIVE ON BLOOMBERG

WatchLive TV >
Listen to Live Radio >

9 SCOTT IKEDA - DECEMBER 2,2021

000

Internal emails published by Bleeping Computer reveal that leading furniture

Photographer: Samuel Corum/Bloomberg

retailer IKEA is battling an ongoing campaign of phishing attacks, fueled by
By William Turton and Kartikay Mehrotra >
June 4, 2021, 3:58 PM EDT internal and vendor accounts that have already been compromised.

Zdroje https://www.bloomberg.com/news/articles/202106-04/hackersbreachedcolonialpipeline-usingcompromisedpassword 11
https://www.cpomagazine.com/cybewsecurity/ikeasuffersongoingphishingattacksfrom-compromisedinternal-and-vendor-accounts/
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#Firmy & Lesy SR 28.6.2022 06:55 | Telekom
Statne lesy zostali po hekerskom ) Telekom Z.a§'€‘h°| ransomverovy
uitoku bez systémov. NeméZu utok. Funguje aktivacia balickov aj e-shop

predavat palivové drevo a padol
im aj portal na kontrolu tazby

_i'_;f IVAN HALUZA  + Zapnit clanky e-mailom » = A

Zdroj: iStock a Gprava Zivé.sk

Zdroj: https://zive.aktuality.sk/clanok/j42eNLl/telekomasiahoiransomverovyutok-funguje-aktivaciabalickowvaj-e-shop/, 12
https://e.dennikn.sk/2999023/statnelesy-zostalipo-hekerskomutoku-bez-systemovnevediapredavatdrevo-a-padolim-aj-portal-na-kontrolu-tazby/
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11.7.2023 15:14 | Bezpeénost

Hackeri zverejnili data ukradnuté
Univerzite Mateja Bela, za¢inaju sa Sirit

internetom

PUBLISHED

Lrb

VAR g < ' , - .
{oSu 212t2 yt
Ko§|ckaiupa ¢elila kybernetickému utoku,

elektronické sluzby uradu su do¢asne
nefunkcné

Universitas Matthiae Belii association

Matej Bel University (commonly referred as Matej Bel or UMB),
(Slovak: Univerzita Mateja Bela) is a public research university in the

central Slovak town of Banské Bystrica. The university was

UNIVERZ[TA established in 1992. At the moment, more than 6,000 students are
MATEJA BELA studying at the university.
V BANSKEJ BYSTF
O I 5@
Zdroj: Pixabay
Zdroj: Jén Koliba
Podobne ako v minulosti, aj tentoraz malo ist o ransomveér.
Zdroj: https://zive.aktuality.sk/clanok/8rvLPeR/kosickaipacelilakybernetickemuutoku-elektronickesluzbyuradu-su-docasnenefunkcne/ 13

https://zive.aktuality.sk/clanok/cfRr3Xg/hackerdverejnilidata-ukradnute-univerzitemateja-bela-zacinajusa-sirit-internetom/
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22.3.2024 15:46 | Bezpecnost

Hackeri udreli na Slovensku narodnu
kniznicu. Nejdu pristupy k zdrojom ani
kontakty

DIKDA' Biaky

Najnovsie

Vianocné pohladnice

Priruéna kniznica SNK

Atlas mép rizikovych z6n mesta
Kosice

Blisfanova, Monik

Zdroj: reprofoto Snk.sk, iStock a tprava redakcia

{ gS

Rumunské nemocnice napadnuté ransomvérom

Vypublikované 13. 02. 2024

ransomware-nemocnice-860x360

Najmenej 25 rumunskych nemocnic bolo odrezanych od online sluZieb po tom, ¢o Gtok
ransomvéru znefunkénil ich systém na spravu zdravotnej starostlivosti. Cielom Gtoku
bol HIS, ktory sa pouZiva v nemocniciach na spravu lekarskej ¢innosti a idajov o
pacientoch. Utok, ktory sa odohral pocas noci z 11. na 12. februéra 2024, zasiahol
produkéné servery HIS a v désledku toho systém prestal fungovat, siibory a databézy
boli zadifrované. Rumunské ministerstvo zdravotnictva uviedlo, 7e incident je
predmetom vy3etrovania IT Specialistami, vratane odbornikov na kybernetickd
bezpecnost z Narodného riaditelstva pre kybernetick( bezpecnost (DNSC), a posudzuji
sa moznosti obnovy. Zoznam zasiahnutych nemocnic bol aktualizovany po zverejneni
aktualizacie DNSC a zahitia nemocnice v réznych regiénoch Rumunska vratane centier
pre regionalnu a onkologicku lie¢bu.

Zdroj: https://www.nbu.gov.sk/rumunskeemocnicenapadnuteransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hacketrelina-slovenskenarodnukniznicunejdu-pristupy-k-zdrojomani-kontakty/

212ft2 Vi

14
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TREND &  Predplatit = ilvé Predplatné ()
Hekeri po utoku na kataster Ziadaju vysoké Kataster po mesiaci: Stat prelomil
vykupné, stat nemusi disponovat’ zalohami dat micanie. Co radi a slubuje ludom

:
19585
A

.“

Zdroj: iStock, reprofoto Zbgis.skgeodesy.sk, Uprava redakcia

Zdroj: Shutterstock ?
cl
b v
Q Daniel lvancak
= online editor Lukas Filip Hanker
- Kosno

Zhrnuli sme novinky okolo katastra presne mesiag2s
9.1.7:35 | Ak sa hekersky utok v takomto rozsahu potvrdi, na Slovensku

utoku. Mame oficialne vyjadrenia tradu.
moZe nastat'chaos

Zdroj: https://www.trend.sk/spravy/hekeri-utoku-kataster-ziadaju-vysoke-vykupne-stat-nemusi-disponovat-zalohami-dat 15
https://zive.aktuality.sk/clanok/MkBBFdIl/kataster-po-mesiaci-stat-prelomil-mlicanie-co-radi-a-slubuje-ludom/
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Zdroj: https://www.timeout.com/chicago/tv/undeithe-dome-tv-review
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Computers & Security
Volume 38, October 2013, Poges 97-102

From information security to cyber security

Rossouw von Selms 9 &, Johan van Niekerk =
Show more W

+ Add to Mendeley «§ Share 99 Cite

https:/doi.org/10.1016/j.cose.2013.04.004 A Get rights and content A

Abstract

The term cyber security is often used interchangeably with the term information security.
This paper argues that, although there is a substantial overlap between cyber security
and information security, these two concepts are not totally analogous. Moreover, the
paper posits that cyber security goes beyond the boundaries of traditional information

security to include not only the protection of information resources, but also that of other

assets, including the person him/herself. In information security, reference to the human
factor usually relates to the role(s) of humans in the security process. In cyber security
this factor has an additional dimension, namely, the humans as potential targets of cyber
attacks or even unknowingly participating in a cyber attack. This additional dimension
has ethical implications for society as a whole, since the protection of certain vulnerable
groups, for example children, could be seen as a societal responsibility.

ws LYF2NNESYL | 18

INTERNATIONAL 150 /1EC
STANDARD 27032

Second edition
2023-06

Cybersecurity — Guidelines for
Internet security

Cybersécurité — Lignes directrices relatives a la sécurité sur l'internet

Zdroj:VonSolms Rossouw, and Johan Van Niekerk. "From information security to cyber seawityplters & securit38 (2013): 97102.

22
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Zdroj:VonSolms Rossouw, and Johan Van Niekerk. "From information security to cyber seaaityptiters & securit38 (2013): 97102.
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“Geke Hrozba (Il.)
TOP15 KYBERNETICKYCH HROZIEB

Malvér Utoky cez webové Phishing Utoky na webové aplikacie Spam

Kradez identity Unik adajov Hrozba zvnutra Botnety

n SREE ;1
=0 ih O

Fyzickd manipulacia, Unik informacii Ransomveér Kyberneticka $pionaz Kryptojacking
poskodenie, kradéz (vydieracsky softvér) (zneuzitie vypoctova vykonu
a strata na tazenie kryptomien)

Zdroj: https://www.enisa.europa.eu/publications/enighreat-landscape2020ist-of-top-15-threats
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" Ggexs Hrozba (l11.)

| iii \ @ A S o (_\
°  Manipulacia : )

s informaciami

Malver Ransomvér

H (vydieraésky
softvér)

Hrozby "

socialneho Utoky na /—\
inzinierstva dodavatel'sky —
e y _ s retazec wv—y
: Hrozby voci I Ny
Hrozby proti e ,
dostugr?osti udajom Utoky na

dodavatelsky rtazec

Zdroj: ENISRandscap024, https://www.enisa.europa.eu/publications/enighareat-landscape2024
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TOP 10

EMERGING Sy
CYBER-
SECURITY
THREATS
FOR 2030

* - **
* *
, enisa |
* * UN 1o[<; '\«?;:.’}r:

* x FOR CYBERSECURITY

Hrozba (IV))

1

3@ 4®

| Rise of digital
surveillance Human error
dgf Zﬂggﬁ crifzs dis/i\r?;é)arrr]rfgg - authoritarianism/ and exploited
P eahaions loss of privacy legacy systems
paig within cyber-
physical
ecosystems
s .
oS Targeted
Artificial att%cks
Intilbllgsgce enhanced by

£D

Cross border

ICT service Skill shortage
providers as
a single point

of failure

Zdroj: https://www.enisa.europa.eu/publications/enidaresightcybersecuritythreats-for-2030

THREATS
2030

smart device
data

Lack of
analysis
and control of
space-based
infrastructure
Rise of and objects
advanced
hybrid
threats
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JIKCVE-2019-0708 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resu

the information provided.

Current Description

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when

attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote Desktop Services

Vulnerability'.

Source: MITRE
#View Analysis Description

Impact

CVSS v3.0 Severity and Metrics:

Base Score: 9.8 CRITICAL

Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (V3.0 legend)
Impact Score: 5.9

Exploitability Score: 3.9

| Remote Desktop
» Connection

Computer:
Username:  None specified

»  Show Optons

The computer name field is blank. Enter a full remote computer
name

LCornoct

|

Help

CVSS v2.0 Severity and Metrics:

Base Score: 10.0 HIGH

Vector: (AV:N/AC:L/Au:N/C:C/1:C/A:C) (V2 legend)
Impact Subscore: 10.0

Exploitability Subscore: 10.0

Zdroj: https://nvd.nist.gov/vuln/detail/CVE20190708
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Ll L Invoice or shipment Users open document

- themed spam email with malicious macros

with malicious

\ attachments or links
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@ Establish Persistence\
>
Malicious macros

download Emotet registry auto start
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Emotet creates

into running

processes /

6 Instructions Phase \
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£ Media & Press

World’s most dangerous malware

EMOTET disrupted through global
action

27
JAN
2021

Law enforcement and judicial authorities worldwide have this week
disrupted one of most significant botnets of the past decade: EMOTET.
Investigators have now taken control of its infrastructure in an
international coordinated action.

This operation is the result of a collaborative effort between authorities
in the Netherlands, Germany, the United States, the United Kingdom,
France, Lithuania, Canada and Ukraine, with international activity
coordinated by Europol and Eurojust. This operation was carried out in
the framework of the European Multidisciplinary Platform Against

2 EURTPOL

Zdroj: https://www.europol.europa.eu/medigress/newsroom/news/world%E2%80%99®est-dangerousmalwareemotet-disruptedthroughglobalaction, https://www.cisecurity.org/
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Riadenie procesov (I.)
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introduced in the

ISO 27001 2022
revision

Web filtering  A.8.23
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The ISO/IEC 27000 Family of the Standard

ISO/IEC 27000
Overview and Vocabulary

ISO/IEC 27006 ISO/IEC 27001 ISO/IEC 27701
Organizations providing audit Information Security Privacy Information
and certification of ISMS Management Systems Management Systems
d : ISO/IEC '27704 : .
ISO/IEC 27002 ISO/IEC 27003 ISO/IEC 27005
Information  ISMS Guidance Monitoring, measurement, Information 13%25;:;932
Security Control analysis and evaluation Security Risk ity
Management
{ | 1
ISO/IEC 27017 ISO/1EC 27018 Protection "
Information security of PII in public clouds Other standards of

controls for doud services acting as PII processors the family

Zdroj: https://cfecertification.medium.com/théso-iec-27000family-of-standards2f04697f2e82
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ISO/IEC 27002 2022

Zdroj: https://www.is027001security.com/html/27002.html
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A ISO/IEC27000 ¢ Information security cybersecurity and privacy protection Tt
Informationsecuritymanagemensystemst Overviewandvocabulary

A ISO/IEC27001 ¢ Information security cybersecurity and privacy protection Tt
Informationsecuritymanagemensystemst Requirements

A ISO/IEC27002 ¢ Information security cybersecurity and privacy protection Tt
Informationsecuritycontrols

A ISO/IEC27005 ¢ Information security cybersecurity and privacy protection Tt
Guidanceon managingnformationsecurityrisks

A ISO/IEC27007 ¢ Information security cybersecurity and privacy protection Tt
Guidelinedor informationsecuritymanagemensystemsauditing
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\ ISO/IEC27035 ¢ Information security cybersecurity and privacy protection Tt
Informationsecurityincidentmanagement

\ |ISO/IEC27031 ¢ Information technologyt Securitytechniquest Guidelinesfor
Informationand communicationtechnologyreadinesdor businessontinuity

\ ISO/IE@7017¢ Informationtechnologyt Securitytechniquest Codeof practicefor
Information securitycontrolsbasedon ISO/IE@7002for cloudservices

\ ISO/IEC27019 ¢ Information security cybersecurity and privacy protection Tt
Informationsecuritycontrolsfor the energyutility industry

\ ISO/IEC42001 ¢ Information technologyt Artificial intelligencet Management
system
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