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Meno a priezvisko

XX.XX.XXXX



Y/ Y. ¦tW~ όLΦύ

Á¦tW~ ς ǾǑŜǘƪȅ Ŧŀƪǳƭǘȅ κ /{Lw¢-UPJS / CCVaPP

ÁŎƛŜƯΥ ȊǾȇǑŜƴƛŜ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ǇƻǾŜŘƻƳƛŀ ǊŜƭŜǾŀƴǘƴȇŎƘ ǎǳōƧŜƪǘƻǾ |  ƻǇŜǊŀǘƝǾƴŜƧ 
ōŜȊǇŜőƴƻǎǘƛ| ǾȇǎƪǳƳ Ǿ Y.
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Y/ Y. ¦tW~ όLLΦύ

3

A1 - Zariadenie 
a vybavenie KC

A2 - ¢ǾƻǊōŀ ƳŀǘŜǊƛłƭƻǾΣ 
predmetov

A4 - ±ȇǎƪǳƳƴł 
őƛƴƴƻǎǙ

A3 - ¢ǾƻǊōŀ ƳŜǘƻŘƝƪΣ 
ǾȊŘŜƭłǾŀŎƝŎƘ 
ƳŀǘŜǊƛłƭƻǾ

A5 - 9ȄǇŜǊǘƴł őƛƴƴƻǎǙ

A6 - /ŜƭƻȌƛǾƻǘƴŞ 
ǾȊŘŜƭłǾŀƴƛŜ

A8 - {ǇƻƭǳǇǊłŎŀ

A9 - hŘōƻǊƴŞ 
poradenstvo

A7 ς ½ǾȅǑƻǾŀƴƛŜ 
odbornosti



https:// cyberawareness.sk/

Y/ Y. ¦tW~ όLLLΦύ
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLΦύ

Á±ȅƘƭłǑƪŀ őΦ пфнκнлнн ½Φ ȊΦ ƪǘƻǊƻǳ ǎŀ 
ǳǎǘŀƴƻǾǳƧǵ ȊƴŀƭƻǎǘƴŞ ǑǘŀƴŘŀǊŘȅ Ǿ ƻōƭŀǎǘƛ 
ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛ ς ǇǊƝƭƻƘŀ őΦ о ŀ п

ÁƪŀǘŜƎƽǊƛŀ ǇƻǳȌƝǾŀǘŜƯƻǾ αL¢ ƳŀƴŀȌŞǊάΣ 
αƛƴŦƻǊƳŀǘƛƪάΣ αȊŀƳŜǎǘƴŀƴŜŎ Ǿ 
ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛϦ 

ÁƪŀǘŜƎƽǊƛŀ ǇƻǳȌƝǾŀǘŜƯƻǾ αƭŀƛƪάΣ αƻŘōƻǊƴȇ 
ȊŀƳŜǎǘƴŀƴŜŎά ŀ αƳŀƴŀȌŞǊά
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ÁwŜƎƛǎǘǊłŎƛŀ ς ǇƻǊǘłƭ //±ŀtt ς https://portal.ccvapp.upjs.sk/

Á±ȊŘŜƭłǾŀƴƛŜ ǇǊŜōƛŜƘŀ ƻƴƭƛƴŜ κ ǇǊŜȊŜƴőƴŜ 

ÁOnline ς MS Teams platforma

ÁǇǊŜŘ ƪŀȌŘȇƳ ǎǘǊŜǘƴǳǘƝƳ ς odkaz

ÁtǊŜȊŜƴőƴŜ ς ǇƻőƝǘŀőƻǾł ǳőŜōƶŀ - {Wн/лс όtǊƝǊƻŘƻǾŜŘŜŎƪł ŦŀƪǳƭǘŀΣ WŜǎŜƴƴł рύ

Á7 modulov 

ÁǇƻ ǳƪƻƴőŜƴƝ ǾǑŜǘƪȇŎƘ ς ƻǎǾŜŘőŜƴƛŜ ƻ ŀōǎƻƭǾƻǾŀƴƝ 

ÁDiskusia ς ǇǊƛŜōŜȌƴŜ ŀƧ ƴŀ ȊłǾŜǊ

Á{ǇŅǘƴł ǾŅȊōŀ 
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLLΦύ



2Ɲǎƭƻ 
modulu

błȊƻǾ ƳƻŘǳƭǳ
2ŀǎƻǾł 
ŘƻǘłŎƛŀ όпр 

min.)
Forma stretnutia

Modul ő. 1 ¨ǾƻŘ Řƻ YL. ŀ ǊƛŀŘŜƴƛŜ YL. 8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 2 ±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋkryptografie 8 tǊŜȊŜƴőƴŜ

Modul ő. 3 ±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋƻ ǎƛŜǙƻǾŜƧ ōŜȊǇŜőƴƻǎǘƛ16 tǊŜȊŜƴőƴŜ

Modul ő. 4 wŜŀƪǘƝǾƴŜ ŀ ǇǊƻŀƪǘƝǾƴŜ őƛƴƴƻǎǘƛ8 tǊŜȊŜƴőƴŜ

Modul ő. 5 wŜŀƪǘƝǾƴŜ őƛƴƴƻǎǘƛ ς ƪƻƳǳƴƛƪłŎƛŀ 6 tǊŜȊŜƴőƴŜ

Modul ő. 6
±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ 
ǘŜŎƘƴƻƭƽƎƛƝ LΦ

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ

Modul ő. 7
±ȅōǊŀƴŞ ƪŀǇƛǘƻƭȅ Ȋ ǇǊłǾŀ ƛƴŦƻǊƳŀőƴȇŎƘ ŀ ƪƻƳǳƴƛƪŀőƴȇŎƘ 
ǘŜŎƘƴƻƭƽƎƛƝ LLΦ

8 hƴƭƛƴŜ κ tǊŜȊŜƴőƴŜ
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±ȊŘŜƭłǾŀŎƛŀ ŀƪǘƛǾƛǘŀ όLLLΦύ
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{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLΦύ

Zdroj: https://www.ransomware.live/map?year=full
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{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLLΦύ

Zdroj: https://www.ransomware.live/stats



{ǾŜǘ ƻƪƻƭƻ ƴłǎ όLLLΦύ

2020

Zdroje: ht tps:/ /mobi l .sk /c lanok/3517-hackeri-sa-nabural i-do-kamier-android-smart fonov-keby-sa-nepriznal i-n ikto-by-to -ani-nevedel,  
ht tps:/ /portswigger.net/dai ly-swig/ransomware-attack-maastr icht-universi ty-pays-out-220-000-to -cybercrooks
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2021

Zdroje: ht tps:/ /www.b loomberg.com/news/ar t ic les/2021-06-04/hackers-breached-colon ial-p ipel ine-using-compromised-password, 
ht tps:/ /www.cpomagazine.com/cyber-securi ty/ ikea-suf fers-ongoing-phishing-at tacks-from-compromised-in ternal-and-vendor-accounts/ 11

{ǾŜǘ ƻƪƻƭƻ ƴłǎ όL±Φύ



2022

12

{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±Φύ

Zdroj :  ht tps:/ /z ive.aktual i ty.sk/clanok/ j42eNLl/ telekom-zasiahol-ransomverovy-utok-funguje-akt ivacia-bal ickov-aj-e-shop/,  
ht tps:/ /e.dennikn.sk/2999023/statne-lesy-zostal i-po-hekerskom-utoku-bez-systemov-nevedia-predavat-drevo-a-padol-im-aj-portal-na-kontrolu-tazby/



Zdroj :  ht tps:/ /z ive.aktual i ty.sk/clanok/8rvLPeR/kosicka-zupa-cel i la-kybernet ickemu-utoku-elekt ronicke-sluzby-uradu-su-docasne-nefunkcne/ 
https:/ /z ive.aktual i ty.sk/clanok/cfRr3Xq/hackeri-zverejn i l i-data-ukradnute-univerzi te-mateja-bela-zacinaju-sa-sir i t-internetom/ 13

2023

{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±LΦύ



{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±LLΦύ

2024

14Zdroj: https://www.nbu.gov.sk/rumunske-nemocnice-napadnute-ransomverom/, https://zive.aktuality.sk/clanok/1CGRx85/hackeri-udreli-na-slovensku-narodnu-kniznicu-nejdu-pristupy-k-zdrojom-ani-kontakty/



{ǾŜǘ ƻƪƻƭƻ ƴłǎ ό±LLLΦύ
2025

Zdroj :  https:/ /www.t rend.sk/spravy/heker i -utoku-kataster-z iadaju-vysoke-vykupne-s tat -nemusi-d isponovat -zalohami-dat 

https:/ /zive.aktual i ty.sk /c lanok/MkBBFdI/kataster -po-mesiac i -stat -pre lomi l -mlcanie-co- radi-a-s lubuje- ludom/
15
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{ǾŜǘ ƻƪƻƭƻ ƴłǎ

9ȄƛǎǘǳƧŜ млл҈ ƪȅōŜǊƴŜǘƛŎƪł 
ōŜȊǇŜőƴƻǎǙ Κ

Zdroj: https://www.timeout.com/chicago/tv/under-the-dome-tv-review
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ǎǘŀǾΣ Ǿ ƪǘƻǊƻƳ ǎǵ ǎƛŜǘŜ ŀ ƛƴŦƻǊƳŀőƴŞ ǎȅǎǘŞƳȅ ǎŎƘƻǇƴŞ ƻŘƻƭłǾŀǙ ƴŀ 
ǳǊőƛǘƻƳ ǎǘǳǇƴƛ ǎǇƻƯŀƘƭƛǾƻǎǘƛ ŀƪŞƳǳƪƻƯǾŜƪ ƪƻƴŀƴƛǳΣ ƪǘƻǊŞ ƻƘǊƻȊǳƧŜ 
ŘƻǎǘǳǇƴƻǎǙΣ ǇǊŀǾƻǎǙΣ ƛƴǘŜƎǊƛǘǳ ŀƭŜōƻ ŘƾǾŜǊƴƻǎǙ ǳŎƘƻǾłǾŀƴȇŎƘΣ 
ǇǊŜƴłǑŀƴȇŎƘ ŀƭŜōƻ ǎǇǊŀŎǵǾŀƴȇŎƘ ǵŘŀƧƻǾ ŀƭŜōƻ ǎǵǾƛǎƛŀŎƛŎƘ ǎƭǳȌƛŜō 
ǇƻǎƪȅǘƻǾŀƴȇŎƘ ŀƭŜōƻ ǇǊƝǎǘǳǇƴȇŎƘ ǇǊƻǎǘǊŜŘƴƝŎǘǾƻƳ ǘȇŎƘǘƻ ǎƛŜǘƝ ŀ 
ƛƴŦƻǊƳŀőƴȇŎƘ ǎȅǎǘŞƳƻǾ 

(Ϡ о ƻŘǎΦ м ǇƝǎƳΦ Ƙύ Ȋłƪƻƴŀ őΦ сфκнлму ½Φ ȊΦ ƻ ƪȅōŜǊƴŜǘƛŎƪŜƧ 
ōŜȊǇŜőƴƻǎǘƛύ

Ϊ̠ ̛̖ ̜̪̖̣̟̖̥̜̓̔̚͵ 
̡̖̫̖̓Ϋ̟̠̤ϴ˰



¢ǊƛłŘŀ /!L

ÁŘƾǾŜǊƴƻǎǙ

ÁƛƴŦƻǊƳłŎƛŜǇǊƝǎǘǳǇƴŞlen ƻǎƻōłƳ, ƪǘƻǊŞ
ǳǊőƝƳŜ

Áintegrita

ÁƛƴŦƻǊƳłŎƛŜǎǵǵǇƭƴŞa neboli nevedomky
ǳǇǊŀǾƻǾŀƴŞ

ÁdƻǎǘǳǇƴƻǎǙ

ÁƛƴŦƻǊƳłŎƛŜǇǊƝǎǘǳǇƴŞna ǇƻȌƛŀŘŀƴƛŜǘȇŎƘǘƻ
ƻǎƾōv tomőŀǎŜ

ŘƾǾŜǊƴƻǎǙ

integritaŘƻǎǘǳǇƴƻǎǙ
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α{ƪǳǘƻőƴł ƻŘƻƭƴƻǎǙ ƴŜǎǇƻőƝǾŀ Ǿ ǘƻƳΣ ȌŜ ȊŀōǊłƴƛƳŜ ƪŀȌŘŞƳǳ 
ǵǘƻƪǳΣ ŀƭŜ Ǿ ǘƻƳΣ ŀƪƻ ǊȇŎƘƭƻ ŀ ŜŦŜƪǘƝǾƴŜ ǎŀ ŘƻƪłȌŜƳŜ ȊƻǘŀǾƛǙΦά

ODOLNOSϳ ̇̀Ϊ˺ 
˼̊˳˶̃˿˶̅˺˴˼ͭ˾ 
˹̃̀̋˳͑˾



20
½ŘǊƻƧΥ ±ȅƎŜƴŜǊƻǾŀƴŞ ǇƻƳƻŎƻǳ !L DƻƻƎƭŜ Gemini

hŘƻƭƴƻǎǙ Ǿƻőƛ ƪȅōŜǊƴŜǘƛŎƪȇƳ ƘǊƻȊōłƳ όLΦύ



21
½ŘǊƻƧΥ ±ȅƎŜƴŜǊƻǾŀƴŞ ǇƻƳƻŎƻǳ !L DƻƻƎƭŜ Gemini

ÁŀƴǘƛǾƝǊǳǎƻǾŞ ǇǊƻƎǊŀƳȅ όŀƴǘƛƳŀƭǾŞǊƻǾł 
ƻŎƘǊŀƴŀύ ƳƴƻƘƻƪǊłǘ ǊƛŜǑƛ ƭŜƴ ȊƴłƳŜ 
ƪȅōŜǊƴŜǘƛŎƪŞ ƘǊƻȊōȅ

ÁǵǘƻőƴƝŎƛ ǾȅǳȌƝǾŀƧǵ ǾƛŀŎŜǊƻ ǎǇƾǎƻōƻǾ 
ǵǘƻƪǳ όǎƻŎƛłƭƴŜ ƛƴȌƛƴƛŜǊǎǘǾƻΣ ȊƴŜǳȌƛǘƛŜ 
ȊǊŀƴƛǘŜƯƴƻǎǘƝΣ ΦΦΦύ

ÁǎǇƻƭƛŜƘŀǙ ǎŀ ƭŜƴ ƴŀ ŀƴǘƛƳŀƭǾŞǊƻǾŞ 
ǊƛŜǑŜƴƛŜ ƧŜ ŀƪƻ ȊŀƳƪƴǵǙ ǾŎƘƻŘƻǾŞ 
ŘǾŜǊŜΣ ŀƭŜ ƴŜŎƘŀǙ ƻǘǾƻǊŜƴŞ ƻƪƴłΦ

hŘƻƭƴƻǎǙ Ǿƻőƛ ƪȅōŜǊƴŜǘƛŎƪȇƳ ƘǊƻȊōłƳ όLLΦύ



LƴŦƻǊƳŀőƴł ŀ ƪȅōŜǊƴŜǘƛŎƪł ōŜȊǇŜőƴƻǎǙ όLΦύ

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security."computers & security38 (2013): 97-102.
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YȅōŜǊƴŜǘƛŎƪł 
ōŜȊǇŜőƴƻǎǙ

.ŜȊǇŜőƴƻǎǙ 
IKT

LƴŦƻǊƳŀőƴł 
ōŜȊǇŜőƴƻǎǙ

!ƪǘƝǾŀ Ǿ ǇƻŘƻōŜ ƛƴŦƻǊƳłŎƛƝ 
ǳƪƭŀŘŀƴŞ ŀƭŜōƻ ǇǊŜƴłǑŀƴŞ 

ōŜȊ ǇƻǳȌƛǘƛŀ LY¢

bŜƛƴŦƻǊƳŀőƴŞ ŀƪǘƝǾŀΣ ƪǘƻǊŞ ǎǵ 
ȊǊŀƴƛǘŜƯƴŞ Ǿƻőƛ ƘǊƻȊōłƳ 
ǇǊƻǎǘǊŜŘƴƝŎǘǾƻƳ LY¢

!ƪǘƝǾŀ Ǿ ǇƻŘƻōŜ ƛƴŦƻǊƳłŎƛƝ 
ǳƪƭŀŘŀƴŞ ŀƭŜōƻ ǇǊŜƴłǑŀƴŞ 

ǎ ǇƻǳȌƛǘƝƳ LY¢

Zdroj: Von Solms, Rossouw, and Johan Van Niekerk. "From information security to cyber security."computers & security38 (2013): 97-102.
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LƴŦƻǊƳŀőƴł ŀ ƪȅōŜǊƴŜǘƛŎƪł ōŜȊǇŜőƴƻǎǙ όLLΦύ



±ƭŀǎǘƴƝŎƛ

½ǊŀƴƛǘŜƯƴƻǎǘƛ

Protiopatrenia

Risk

Hrozby

tƾǾƻŘŎƻǾƛŀ ƘǊƻȊƛŜō

!ƪǘƝǾŀ
ǾȅǾƻƭłǾŀƧǵ pre

pre

ǾŜŘǵ ƪ

ci cenia

ǾȅǳȌƝǾŀƧǵ

ŎƘŎǵ ƳƛƴƛƳŀƭƛȊƻǾŀǙ
ȊŀǾłŘȊŀƧǵ

ǎƛ ƳƾȌǳ ōȅǙ ǾŜŘƻƳƝ

ŎƘŎǵ ȊƴŜǳȌƛǙ ŀκŀƭŜōƻ ƳƾȌǳ ǇƻǑƪƻŘƛǙ

ǊŜŘǳƪǳƧǵ

ƳƾȌǳ ƻǾǇƭȅǾƴƛǙ
ƳƾȌǳ ōȅǙ ȊƴƝȌŜƴŞ ǇƻƳƻŎƻǳ

ȊǾȅǑǳƧǵ

24

Model IB a KB 



Á!ƪǘƝǾǳƳ (asset) - ǾǑŜǘƪȅ ƘƳƻǘƴŞΣ ale aj ƴŜƘƳƻǘƴŞ statky, 
ǾǑŜǘƪƻΣ őƻ Ƴł pre ƳŀƧƛǘŜƯŀ ǎȅǎǘŞƳǳ ǳǊőƛǘǵ hodnotu. 

Á ƘŀǊŘǾŞǊ ς ǇǊƻŎŜǎƻǊΣ ǇŀƳŅǙΣ ǘŜǊƳƛƴłƭȅ ŀpod.,
Á ǎƻŦǘǾŞǊ ς ƻǇŜǊŀőƴȇ ǎȅǎǘŞƳΣ ŀǇƭƛƪŀőƴŞ ǇǊƻƎǊŀƳȅ ŀpod.,
Á Řłǘŀ ς Řłǘŀ ǳƭƻȌŜƴŞ ǾŘŀǘŀōłȊŀŎƘΣ ǾǎǘǳǇƴŞ ŘłǘŀΣ ǾȇǎǘǳǇƴŞ 
Řłǘŀ ŀ ǇƻŘΦ

Á ƯǳŘƛŀ ς ǳȌƝǾŀǘŜƭƛŀ ǎȅǎǘŞƳǳΣ ŀŘƳƛƴƛǎǘǊłǘƻǊƛΣ ƻǇŜǊłǘƻǊƛ ŀ 
pod.

Á cena (hodnota) ŀƪǘƝǾŀ 
Á ƴŀƧŎŜƴƴŜƧǑƛŜ ŀƪǘƝǾŀ - Řłǘŀ a ƛƴŦƻǊƳłŎƛŜΣ ƪǘƻǊȇŎƘ ȊƴŜǳȌƛǘƛŜΣ 

strata alebo ƳƻŘƛŦƛƪłŎƛŀ by ƻǊƎŀƴƛȊłŎƛƛ alebo ǳǊőƛǘŜƧ osobe 
ǎǇƾǎƻōƛƭƻ ǳǊőƛǘǵ ǑƪƻŘǳ.

25

!ƪǘƝǾǳƳ



ÁőƻƪƻƯǾŜƪ(ƴŀǇǊƝƪƭŀŘobjekt, ƳŀǘŜǊƛłƭ, őƭƻǾŜƪ) őƻje 
ǎŎƘƻǇƴŞǇƾǎƻōƛǙproti ŀƪǘƝǾǳǘŀƪȇƳǎǇƾǎƻōƻƳ,ȌŜich
ƳƾȌŜ ǇƻǑƪƻŘƛǙ.

ÁpƻǘŜƴŎƛłƭƴŀǇǊƝőƛƴŀƴŜȌƛŀŘǳŎŜƘƻincidentu (ISO/IEC
13335).

ÁZdroje:
ÁA (accidental) - ƴłƘƻŘƴȇ zdroj - őƛƴƴƻǎǘƛΣ ƪǘƻǊŞ 
ƳƾȌǳ ƴłƘƻŘƴŜ ǇƻǑƪƻŘƛǙ ƛƴŦƻǊƳŀőƴŞ ŀƪǘƝǾŀ

ÁD (deliberate) - ǵƳȅǎŜƭƴȇ zdroj - ǵƳȅǎŜƭƴŞ akcie 
ȊŀƳŜǊŀƴŞ na ŀƪǘƝǾŀ

ÁE (environmental) - ŜƴǾƛǊƻƴƳŜƴǘłƭƴȅ zdroj
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Hrozba (I.)



Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-list-of-top-15-threats
27

Hrozba (II.)



Zdroj: ENISA Landscape 2024, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
28

Hrozba (III.)



Zdroj: https://www.enisa.europa.eu/publications/enisa-foresight-cybersecurity-threats-for-2030
29

Hrozba (IV.)



½ǊŀƴƛǘŜƯƴƻǎǙ όLΦύ

ÁǎƭŀōŞ miesto v oblasti ǾȇǾƻƧŀΣ ƛƳǇƭŜƳŜƴǘłŎƛŜΣ ǇǊŜǾłŘȊƪȅ alebo ǾƴǵǘƻǊƴŞƘƻ 
riadenia procesu, ƪǘƻǊł vplyvom ǳŘŀƭƻǎǘƝ hrozieb ǎǇƾǎƻōƝ stratu CIA alebo 
ƴƛŜƪǘƻǊŞƘƻ z ŀƪǘƝǾ

ÁƴƛŜőƻΣ őƻ ǳƳƻȌƶǳƧŜ hrozbe ǇǊŜƧŀǾƛǙ sa

ÁǇǊƛŜǎŜőƴƝƪ 3 prvkov: 
ÁǎƭŀōƻǎǙ alebo chyba ǎȅǎǘŞƳǳΣ 
ÁǵǘƻőƴƝƪƻǾ ǇǊƝǎǘǳǇ k chybe a 
ÁǵǘƻőƴƝƪƻǾŀ ǎŎƘƻǇƴƻǎǙ ȊƴŜǳȌƛǙ chybu
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½ǊŀƴƛǘŜƯƴƻǎǙ όLLΦύ

Zdroj: https://nvd.nist.gov/vuln/detail/CVE-2019-0708
31



ÁǇƻƪǳǎ ƻ ȊƴƛőŜƴƛŜΣ ǾȅǎǘŀǾŜƴƛŜ ƘǊƻȊōŜΣ ȊƳŜƴǳΣ ǾȅǊŀŘŜƴƛŜ Ȋ őƛƴƴƻǎǘƛΣ ƻŘŎǳŘȊŜƴƛǳ ŀƪǘƝǾŀ 
ŀƭŜōƻ ȊƝǎƪŀƴƛŜ ƴŜƻǇǊłǾƴŜƴŞƘƻ ǇǊƝǎǘǳǇǳ ƪ ŀƪǘƝǾǳ ŀƭŜōƻ ǳǎƪǳǘƻőƴŜƴƛŜ ƴŜƻǇǊłǾƴŜƴŞƘƻ 
ǇƻǳȌƛǘƛŀ ŀƪǘƝǾŀ όL{hκL9/ нтлллΥ нлмуύ

ÁőƛƴƴƻǎǘƛΥ

ÁƻŘǇƻőǵǾŀƴƛŜ όinterception), 

ÁǇǊŜǊǳǑŜƴƛŜ όinterruption), 

ÁƳƻŘƛŦƛƪłŎƛŀκǵǇǊŀǾŀ όmodification)

ÁǾȇǊƻōŀ όfabrication)

¨ǘƻƪ όLΦύ
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ÁƻŘǇƻőǵǾŀƴƛŜ όinterception)

¨ǘƻƪ όLLΦύ

33

ÁǇǊŜǊǳǑŜƴƛŜ όinterruption)

ÁǵǇǊŀǾŀ όmodification): ÁǾȇǊƻōŀ όfabrication)



¨ǘƻőƴƝƪ όLΦύ

Á jednotlivec, skupina, ƻǊƎŀƴƛȊłŎƛŀ alebo ǾƭłŘŀΣ ƪǘƻǊł 
vedie alebo Ƴł v ǵƳȅǎƭŜ ǾȅƪƻƴłǾŀǙ ǑƪƻŘƭƛǾŞ őƛƴƴƻǎǘƛ 
(SP 800-30).

Zdroj: MEYERS, Carol; POWERS, Sarah; FAISSOL, Daniel. Taxonomies of cyber adversaries and attacks: a survey of incidents and approaches.Lawrence Livermore 
National Laboratory (April 2009), 2009, 7: 1-22, 
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¨ǘƻőƴƝƪ όLLΦύ

ÁScript Kiddies - ƴŜƪǾŀƭƛŦƛƪƻǾŀƴȇheker, ƪǘƻǊȇkompromituje
ǎȅǎǘŞƳǎǇǳǎǘŜƴƝƳskriptov, ƴłǎǘǊƻƧƻǾa ǎƻŦǘǾŞǊǳǾȅǾƛƴǳǘŞƘƻ
ǎƪǳǘƻőƴȇƳƛhackermi

ÁhǊƎŀƴƛȊƻǾŀƴƝhackeri - ǇǊƻŦŜǎƛƻƴłƭƴƛhackeri, ƪǘƻǊƝsa ǎƴŀȌƛŀ
ȊŀǵǘƻőƛǙnaǎȅǎǘŞƳsoziskom

ÁHacktivisti - jednotlivci, ƪǘƻǊƝƘŀŎƪƻǾŀƴƝƳǇǊƻǇŀƎǳƧǵǇƻƭƛǘƛŎƪǵ
agendu, ƴŀƧƳŅǇƻǑƪƻŘȊƻǾŀƴƝƳaleboŘŜŀƪǘƛǾƻǾŀƴƝƳǿŜōƻǾȇŎƘ
ǎǘǊłƴƻƪ

Á¨ǘƻőƴƝŎƛǎǇƻƴȊƻǊƻǾŀƴƝǑǘłǘƻƳ- jednotlivciȊŀƳŜǎǘƴŀƴƝǾƭłŘƻǳ,
aby prenikli a ȊƝǎƪŀƭƛǇǊƝǎƴŜǘŀƧƴŞƛƴŦƻǊƳłŎƛŜalebo ǇƻǑƪƻŘƛƭƛ
ƛƴŦƻǊƳŀőƴŞǎȅǎǘŞƳȅƛƴȇŎƘǾƭłŘ

Á InsiderThreat - hrozbaǇƻŎƘłŘȊŀƧǵŎŀodƯǳŘƝvƻǊƎŀƴƛȊłŎƛƛ,ƳƾȌǳ
to ōȅǙƴŜǎǇƻƪƻƧƴƝzamestnanci, ǇǊŜǇǳǎǘŜƴƝzamestnanci a
ƴŜŘƻǎǘŀǘƻőƴŜǑƪƻƭŜƴƝzamestnanci
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ÁEmotet - modus operandi

Zdroj: https://www.europol.europa.eu/media-press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action, https://www.cisecurity.org/
36

¨ǘƻőƴƝƪ όLLLΦύ



ÁǵǊƻǾŜƶ vplyvu na ƻǊƎŀƴƛȊŀőƴŞ ƻǇŜǊłŎƛŜ όǾǊłǘŀƴŜ ŎƛŜƯƻǾΣ funkcie, alebo povesti), 
ƻǊƎŀƴƛȊŀőƴŞ ŀƪǘƝǾŀ alebo jednotlivcov ǾȅǇƭȇǾŀƧǵŎŜ z ǇǊŜǾłŘȊƪƻǾŀƴƛŀ ƛƴŦƻǊƳŀőƴŞƘƻ 
ǎȅǎǘŞƳǳ so ȊǊŜǘŜƯƻƳ na ǇƻǘŜƴŎƛłƭƴȅ dopad hrozby a ǇǊŀǾŘŜǇƻŘƻōƴƻǎǙΣ ȌŜ sa ǘłǘƻ 
hrozba vyskytne (FIPS 200).

ÁKB a IB ȊŀƭƻȌŜƴł na ŀƴŀƭȇȊŜ ǊƛȊƝƪ

Ádenno-ŘŜƴƴł ŀƴŀƭȇȊŀ ǊƛȊƝƪ

Zdroj: http://www.securityinfowatch.com/blog/11288612/vidsys-2013-national-security-survey-shows-risk-becoming-a-bigger-priority-for-c-level-executives 37

Riziko (I.)



±ȅƧŀŘǊŜƴƛŜ ǊƛȊƛƪŀ όƪǾŀƭƛǘŀǘƝǾƴȅ ǇǊƝǎǘǳǇύ

Dopad ­
PravdepodobnosǙ ®

ƴƝȊƪȅ ǎǘǊŜŘƴȇ ±ȅǎƻƪȇ

bǳƭƻǾł bǳƭƻǾŞ bǳƭƻǾŞ bǳƭƻǾŞ

bƝȊƪŀ bƝȊƪŜ bƝȊƪŜ {ǘǊŜŘƴŞ

{ǘǊŜŘƴł bƝȊƪŜ {ǘǊŜŘƴŞ ±ȅǎƻƪŞ

±ȅǎƻƪł {ǘǊŜŘƴŞ ±ȅǎƻƪŞ ±ȅǎƻƪŞ
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Riziko (II.)



ÁAkceptovanie/Zachovanierizika(Accept)

ÁVyhnutiesariziku(Avoid)

Á[ƛƳƛǘłŎƛŀκ½ƴƝȌŜƴƛŜrizika(Mitigate / Limit)

ÁPresunrizika(Transfer)

Zdroj: http://cnx.org/content/col11120/1.4/ 39

Riziko (III.)



.ŜȊǇŜőƴƻǎǘƴŞ ƻǇŀǘǊŜƴƛŀ όLΦύ

ÁŀƪłƪƻƯǾŜƪ őƛƴƴƻǎǙΣ ǘŜŎƘƴƛŎƪŞ zariadenie, proces, mechanizmus, alebo őƻƪƻƯǾŜƪΣ őƻ 
ŎƘǊłƴƛ ƛƴŦƻǊƳŀőƴȇ ǎȅǎǘŞƳ a jeho őŀǎǘƛ όŀƪǘƝǾŀύ pred ǇƾǎƻōŜƴƝƳ ƪƻƴƪǊŞǘƴȅŎƘ hrozieb 
alebo hrozby. 

Á!ŘƳƛƴƛǎǘǊŀǘƝǾƴŜ ς napr. politiky, ƻŘǇƻǊǵőŀƴƛŀΣ ǑǘŀƴŘŀǊŘȅ
ÁCȅȊƛŎƪŞ ς napr. ǳȊŀƳȅƪŀǘŜƯƴŞ dvere, ƴłƘǊŀŘƴȇ zdroj ƴŀǇłƧŀƴƛŀ
Á[ƻƎƛŎƪŞ ς napr. ƘŜǎƭłΣ firewally, ǇǊƝǎǘǳǇƻǾŞ zoznamy
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Ϡ 20 ods. 2 ½łƪƻƴŀ o KB: .ŜȊǇŜőƴƻǎǘƴŞ opatrenia sa ǇǊƛƧƝƳŀƧǵ a ǊŜŀƭƛȊǳƧǵ ƴŀƧƳŅ pre ƻōƭŀǎǙ

ŀύ ƻǊƎŀƴƛȊłŎƛǳ ŀ ǊƛŀŘŜƴƛŜ ƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛ ŀ ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛΣ
ōύ ǎǇǊłǾǳ ȊǊŀƴƛǘŜƯƴƻǎǘƝ ŀ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ ƘǊƻȊƛŜōΣ
Ŏύ ǎǇǊłǾǳ ŀƪǘƝǾ ŀ ǊƛŀŘŜƴƛŜ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ ƘǊƻȊƛŜō ŀ ǊƛȊƝƪΣ
Řύ ǊƛŀŘŜƴƛŜ ǳŘŀƭƻǎǘƝ ŀ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ ōŜȊǇŜőƴƻǎǘƴȇŎƘ ƛƴŎƛŘŜƴǘƻǾΣ
Ŝύ ǊƛŀŘŜƴƛŜ ƪƻƴǘƛƴǳƛǘȅ őƛƴƴƻǎǘƝΣ ȊłƭƻƘƻǾŀƴƛŜΣ ƻōƴƻǾǳ ǎȅǎǘŞƳƻǾ Ǉƻ ƘŀǾłǊƛƛ ŀ ƪǊƝȊƻǾŞ ǊƛŀŘŜƴƛŜΣ
Ŧύ ōŜȊǇŜőƴƻǎǙ ǇǊƛ ƴŀŘƻōǵŘŀƴƝΣ ǾȇǾƻƧƛ ŀ ǵŘǊȌōŜ ǎƛŜǘŜΣ ƛƴŦƻǊƳŀőƴȇŎƘ ǎȅǎǘŞƳƻǾΣ ŀǇƭƛƪłŎƛƝ ŀ ƪƻƴŦƛƎǳǊłŎƛƝΣ
Ǝύ ǇƻǎǘǳǇȅ ǇƻǎǳŘȊƻǾŀƴƛŀ ǵőƛƴƴƻǎǘƛ ƻǇŀǘǊŜƴƝΣ ǊƛŀŘŜƴƛŜ ǎǵƭŀŘǳ ŀ ƪƻƴǘǊƻƭƴŞ őƛƴƴƻǎǘƛΣ
Ƙύ ƪǊȅǇǘƻƎǊŀŦƛŎƪŞ ƻǇŀǘǊŜƴƛŀ ŀ ȊłǎŀŘȅ ǇƻǳȌƝǾŀƴƛŀ ƪǊȅǇǘƻƎǊŀŦƛŜΣ
ƛύ ōŜȊǇŜőƴƻǎǙ ŀ ǎǇƾǎƻōƛƭƻǎǘƛ ƯǳŘǎƪȇŎƘ ȊŘǊƻƧƻǾΣ
Ƨύ ǎǇǊłǾǳ ƛŘŜƴǘƝǘ ŀ ǇǊƝǎǘǳǇƻǾΣ
ƪύ ōŜȊǇŜőƴƻǎǙ ǇǊƛ ǇǊŜǾłŘȊƪŜ ǎƛŜǘƝ ŀ ƛƴŦƻǊƳŀőƴȇŎƘ ǎȅǎǘŞƳƻǾΣ
ƭύ ƻŎƘǊŀƴǳ ǇǊƻǘƛ ǑƪƻŘƭƛǾŞƳǳ ƪƽŘǳ ŀ ƴŜȌƛŀŘǳŎŜƳǳ ƻōǎŀƘǳΣ
Ƴύ ǎȅǎǘŞƳƻǾǵ ōŜȊǇŜőƴƻǎǙΣ ǎƛŜǙƻǾǵ ōŜȊǇŜőƴƻǎǙ ŀ ƪƻƳǳƴƛƪŀőƴǵ ōŜȊǇŜőƴƻǎǙΣ
ƴύ ƳƻƴƛǘƻǊƻǾŀƴƛŜΣ ȊŀȊƴŀƳŜƴłǾŀƴƛŜ ŀ ƘƭłǎŜƴƛŜ ǳŘŀƭƻǎǘƝΣ
ƻύ ŦȅȊƛŎƪǵ ōŜȊǇŜőƴƻǎǙΣ ōŜȊǇŜőƴƻǎǙ ǇǊƻǎǘǊŜŘƛŀ ŀ ǎǇǊłǾǳ ƪƻƴŎƻǾȇŎƘ ȊŀǊƛŀŘŜƴƝΣ
Ǉύ ƻŎƘǊŀƴǳ ȊłȊƴŀƳƻǾΣ ǎǵƪǊƻƳƛŀ ŀ ƻȊƴŀőƻǾŀƴƛŜ ƛƴŦƻǊƳłŎƛƝΣ
ǉύ ŘƻŘłǾŀǘŜƯǎƪȇ ǊŜǙŀȊŜŎΣ
Ǌύ ƻōǎǘŀǊłǾŀƴƛŜ ŀ ǾȅǳȌƝǾŀƴƛŜ ŎŜǊǘƛŦƛƪƻǾŀƴȇŎƘ ǇǊƻŘǳƪǘƻǾ LY¢Σ ǎƭǳȌƛŜō LY¢ ŀ ǇǊƻŎŜǎƻǾ LY¢Φ

.ŜȊǇŜőƴƻǎǘƴŞ ƻǇŀǘǊŜƴƛŀ όLLΦύ
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Mȇǘǳǎ ς YL. ƧŜ ƧŜŘƴƻǊŀȊƻǾȇ ǇǊƻƧŜƪǘ

ÁYȅōŜǊƴŜǘƛŎƪł ŀ ƛƴŦƻǊƳŀőƴł ōŜȊǇŜőƴƻǎǙ ƧŜ ƴŜǳǎǘłƭȅ 
proces, nie stav

ÁƛŘŜ ƻ ǇǊŜǇƻƧŜƴƛŜ ǇǊƻŎŜǎƻǾΣ ƯǳŘƝ ŀ ǘŜŎƘƴƻƭƽƎƛƝ

ÁProces ς ǎǵōƻǊ ǾȊłƧƻƳƴŜ ǎǵǾƛǎƛŀŎƛŎƘ ŀƭŜōƻ ǾȊłƧƻƳƴŜ 
ǇƾǎƻōƛŀŎƛŎƘ őƛƴƴƻǎǘƝ

ÁhǊƎŀƴƛȊłŎƛŀ ς ƳǳǎƝ ŜŦŜƪǘƝǾƴŜ ǊƛŀŘƛǙ ǾŜƯƪŞ ƳƴƻȌǎǘǾƻ 
ǇǊŜǾƛŀȊŀƴȇŎƘ ǇǊƻŎŜǎƻǾ
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Technol·gie



Riadenie procesov (I.)

Ak ƴŜŘƻƪłȌŜǑ ƻǇƝǎŀǙ ǘƻΣ őƻ ǊƻōƝǑΣ ŀƪƻ ǇǊƻŎŜǎΣ ǇƻǘƻƳ ƴŜǾƛŜǑΣ őƻ 
ǾƭŀǎǘƴŜ ǊƻōƝǑΦ
τ W. Edwards Deming
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Zdroj: https://history-biography.com/william-deming/



44Zdroj: https://www.cems.sk/clanok/211-sipoc-analyza

Riadenie procesov (II.)
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Riadenie procesov (III.)

ÁƘƭŀǾƴŞ ǇǊƻŎŜǎȅ κ ǇƻŘǇƻǊƴŞ ǇǊƻŎŜǎȅ
ÁǇǊƝƪƭŀŘ ǇǊƻŎŜǎƻǾ

Zdroj: https://www.noris.sk/stavebnictvo/



Riadenie procesov (IV.)

46

½ŘǊƻƧΥ ±ȅƎŜƴŜǊƻǾŀƴŞ ǇƻƳƻŎƻǳ !L DƻƻƎƭŜ Gemini



Riadenie procesov (V.)

47

ISMS (Information Security Management System) - ǎȅǎǘŞƳ ǊƛŀŘŜƴƛŀ ƛƴŦƻǊƳŀőƴŜƧ 
ōŜȊǇŜőƴƻǎǘƛ 
ÁǎȅǎǘŜƳŀǘƛŎƪȇ ŀ ǊƛŀŘŜƴȇ ǎǵōƻǊ ǇƻƭƛǘƝƪΣ ǇǊƻŎŜǎƻǾΣ ǇƻǎǘǳǇƻǾΣ ǊƻƭƝ ŀ ǘŜŎƘƴƛŎƪȇŎƘ ƛ 
ƻǊƎŀƴƛȊŀőƴȇŎƘ ƻǇŀǘǊŜƴƝΣ ƪǘƻǊŞƘƻ ŎƛŜƯƻƳ ƧŜ ȊŀōŜȊǇŜőƛǙ ƻŎƘǊŀƴǳ ƛƴŦƻǊƳłŎƛƝ Ǿ 
ƻǊƎŀƴƛȊłŎƛƛ ǎƻ ȊŀƳŜǊŀƴƝƳ ƴŀƧƳŅ ƴŀ ǘǊƛłŘǳ /!LΦ

L{a{ ǳƳƻȌƶǳƧŜ ƻǊƎŀƴƛȊłŎƛƛΥ
ÁƛŘŜƴǘƛŦƛƪƻǾŀǙ ŀ ƘƻŘƴƻǘƛǙ ǊƛȊƛƪł ƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛΣ
ÁƴŀǾǊƘƻǾŀǙ ŀ ǳǇƭŀǘƶƻǾŀǙ ǇǊƛƳŜǊŀƴŞ ōŜȊǇŜőƴƻǎǘƴŞ ƻǇŀǘǊŜƴƛŀΣ
ÁǇǊƛŜōŜȌƴŜ ƳƻƴƛǘƻǊƻǾŀǙΣ ǇǊŜǎƪǵƳŀǾŀǙ ŀ ȊƭŜǇǑƻǾŀǙ ǵǊƻǾŜƶ ƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛΣ
ÁȊŀōŜȊǇŜőƛǙ ǎǵƭŀŘ ǎ ƭŜƎƛǎƭŀǘƝǾƴȅƳƛ ŀ ȊƳƭǳǾƴȇƳƛ ǇƻȌƛŀŘŀǾƪŀƳƛ 



¢ŜŎƘƴƛŎƪŞ ƴƻǊƳȅ κ ǑǘŀƴŘŀǊŘȅ όLΦύ

ÁaȇǘǳǎΥ ōŜȊǇŜőƴƻǎǘƴŞ ƘǊƻȊōȅ ŀ ōŜȊǇŜőƴƻǎǘƴŞ ƻǇŀǘǊŜƴƛŀ ǎǵ ȊłƭŜȌƛǘƻǎǙƻǳ ǇƻǎƭŜŘƴȇŎƘ ǊƻƪƻǾ
ÁǇƻǾƛƴƴƻǎǙ ǾŜƴƻǾŀǙ sa ƛƴŦƻǊƳŀőƴŜƧ a kybernetickej ōŜȊǇŜőƴƻǎǘƛ bola ǳȌ ǇǊŜŘǘȇƳ
Á rok 2000 - ISO/IEC 17799:2000
Á rok 2022 - ISO/IEC 27002:2022 

Zdroj: https://advisera.com/27001academy/explanation-of-11-new-iso-27001-2022-controls/ 48



¢ŜŎƘƴƛŎƪŞ ƴƻǊƳȅ κ ǑǘŀƴŘŀǊŘȅ όLLΦύ

49

Á¢ŜŎƘƴƛŎƪł ƴƻǊƳŀ ƧŜ ŘƻƪǳƳŜƴǘƻƳ ǎ ƻŘǇƻǊǵőŀƴƛŀƳƛΣ ƪǘƻǊȇ ƧŜ ƳƻȌƴŞ ǾȅǳȌƛǙ ƴƛŜƪƻƯƪȇƳƛ 
ǎǇƾǎƻōƳƛΥ

ÁǎǵƘǊƴ ȊłǾŅȊƴȇŎƘ ǇǊŀǾƛŘƛŜƭΣ ǇƻŘƯŀ ƪǘƻǊŞƘƻ ǎŀ Řł ƴŀǎǘŀǾƛǙ ƪǾŀƭƛǘŀ ŀƭŜōƻ ōŜȊǇŜőƴƻǎǙ 
ǎȅǎǘŞƳǳΦ 

ÁǎǵƘǊƴ ǇǊŀǾƛŘƛŜƭΣ ƪǘƻǊŞ ŘƻŘǊȌƛŀǾŀƧǵ ǾȇǊƻōŎƻǾƛŀ ǎȅǎǘŞƳƻǾΣ ǇǊƛőƻƳ ƴƻǊƳŀ ǎŀ Řł 
ǇƻǳȌƛǙ ƴŀ ǇƻǊƻǾƴŀƴƛŜ ƪǾŀƭƛǘȅ ǎȅǎǘŞƳƻǾΦ 



¢ŜŎƘƴƛŎƪŞ ƴƻǊƳȅ κ ǑǘŀƴŘŀǊŘȅ όLLLΦύ

Zdroj: https://cfecertification.medium.com/the-iso-iec-27000-family-of-standards-2f04697f2e82
50

ISO/IEC 27000
Á ƳŜŘȊƛƴłǊƻŘƴŞ ǑǘŀƴŘŀǊŘȅ v oblasti riadenia ƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛ
Á ȊŀƭƻȌŜƴŞ na ōǊƛǘǎƪȇŎƘ ǑǘŀƴŘŀǊŘƻŎƘ rady BS 7799



¢ŜŎƘƴƛŎƪŞ ƴƻǊƳȅ κ ǑǘŀƴŘŀǊŘȅ όL±Φύ

Zdroj: https://www.iso27001security.com/html/27002.html
51



¢ŜŎƘƴƛŎƪŞ ƴƻǊƳȅ κ ǑǘŀƴŘŀǊŘȅ ό±Φύ

52

Á ISO/IEC 27000 ς Information security, cybersecurity and privacy protection τ 
Information security management systems τ Overview and vocabulary 

Á ISO/IEC 27001 ς Information security, cybersecurity and privacy protection τ 
Information security management systems τ Requirements 

Á ISO/IEC 27002 ς Information security, cybersecurity and privacy protection τ 
Information security controls 

Á ISO/IEC 27005 ς Information security, cybersecurity and privacy protection τ 
Guidance on managing information security risks 

Á ISO/IEC 27007 ς Information security, cybersecurity and privacy protection τ 
Guidelines for information security management systems auditing 



¢ŜŎƘƴƛŎƪŞ ƴƻǊƳȅ κ ǑǘŀƴŘŀǊŘȅ ό±LΦύ

53

Á ISO/IEC 27035 ς Information security, cybersecurity and privacy protection τ 
Information security incident management 

Á ISO/IEC 27031 ς Information technology τ Security techniques τ Guidelines for 
information and communication technology readiness for business continuity 

Á ISO/IEC 27017 ς Information technology τ Security techniques τ Code of practice for 
information security controls based on ISO/IEC 27002 for cloud services 

Á ISO/IEC 27019 ς Information security, cybersecurity and privacy protection τ 
Information security controls for the energy utility industry 

Á ISO/IEC 42001 ς Information technology τ Artificial intelligence τ Management 
system



PDCA model (I.)

54

tƭłƴǳƧ 
(Plan)

Realizuj 
(Do)

Kontroluj 
(Check)

Vykonaj 
(Act)

Á ƳƻȌƴȇ ǎǇƾǎƻō ȊŀǾŜŘŜƴƛŀ L{a{ Řƻ ƻǊƎŀƴƛȊłŎƛŜ - Model PDCA (planςdoςcheckςact )
Á W. Edwards Deming



PDCA model (II.)

55Zdroj: https://www.leanairline.com/blog/standardized-work



tǊƻŎŜǎƴȇ ŘƛŀƎǊŀƳ t5/! ŀǇƭƛƪƻǾŀƴȇ ƴŀ L{a{

56

PDCA model (III.)



Zavedenie ISMS (I.)
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Á2ƛƴƴƻǎǘƛΥ
1) 5ŜŦƛƴƝŎƛŀ ǊƻȊǎŀƘǳΣ ƘǊŀƴƝŎ ŀ ǾŅȊƛŜō L{a{
2) 5ŜŦƛƴƝŎƛŀ ŀ ƻŘǎǵƘƭŀǎŜƴƛŜ tǊŜƘƭłǎŜƴƛŀ ƻ ǇƻƭƛǘƛƪŜ L{a{
3) !ƴŀƭȇȊŀ ŀ ȊǾƭłŘŀƴƛŜ ǊƛȊƝƪ
4) {ǵƘƭŀǎ ǾŜŘŜƴƛŀ ƻǊƎŀƴƛȊłŎƛŜ ǎ ƴŀǾǊƘƻǾŀƴȇƳƛ ƻǇŀǘǊŜƴƛŀƳƛ ǇǊŜ ȊǾƭłŘŀƴƛŜ ǊƛȊƝƪ
5) tǊƝǇǊŀǾŀ tǊŜƘƭłǎŜƴƛŀ ƻ ŀǇƭƛƪƻǾŀǘŜƯƴƻǎǘƛ 

Á ISO/IEC 27001:2022 a ISO/IEC 27002:2022



!ƴŀƭȇȊŀ ǊƛȊƝƪ

ÁMetodika ŀƴŀƭȇȊȅ ǊƛȊƝƪ kybernetickej 
ōŜȊǇŜőƴƻǎǘƛ pre uplatnenie v procesoch 
riadenia rizika v zmysle ǇƻȌƛŀŘŀǾƛŜƪ Ȋłƪƻƴŀ ő. 
69/2018 Z.Ȱz. o kybernetickej ōŜȊǇŜőƴƻǎǘƛ

Á ISO/IEC 27005:2022 LƴŦƻǊƳŀőƴŞ ǘŜŎƘƴƻƭƽƎƛŜ ς 
.ŜȊǇŜőƴƻǎǘƴŞ ƳŜǘƽŘȅ ς Riadenie ǊƛȊƝƪ 
ƛƴŦƻǊƳŀőƴŜƧ ōŜȊǇŜőƴƻǎǘƛ 

58

Zavedenie ISMS (II.)
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Zavedenie ISMS (III.)

Á½ǾƭłŘŀƴƛŜ ǊƛȊƝƪ



ÁŦƻǊƳǳƭƻǾŀǙǇƭłƴƻǑŜǘǊƻǾŀƴƛŀǊƛȊƝƪ

ÁƛƳǇƭŜƳŜƴǘƻǾŀǙǇƭłƴƻǑŜǘǊƻǾŀƴƛŀǊƛȊƝƪ

ÁƛƳǇƭŜƳŜƴǘƻǾŀǙopatrenianasplnenieŎƛŜƯƻǾ
riadenia;

ÁŘŜŦƛƴƻǾŀǙǎǇƾǎƻō, ŀƪȇƳsaƳǳǎƝƳŜǊŀǙŜŦŜƪǘƝǾƴƻǎǙ
ȊǾƻƭŜƴȇŎƘƻǇŀǘǊŜƴƝ

ÁƛƳǇƭŜƳŜƴǘƻǾŀǙprogramyǑƪƻƭŜƴƝa budovania
povedomia;

ÁǊƛŀŘƛǙǇǊŜǾłŘȊƪǳISMS;

ÁǊƛŀŘƛǙzdrojeISMS;

ÁƛƳǇƭŜƳŜƴǘƻǾŀǙpostupya ƛƴŞopatrenia

ÁISO/IEC 27001:2022

60

LƳǇƭŜƳŜƴǘłŎƛŀ ŀ ǇǊŜǾłŘȊƪŀ L{a{ όLΦύ



LƳǇƭŜƳŜƴǘłŎƛŀ ŀ ǇǊŜǾłŘȊƪŀ L{a{ όLLΦύ

Ádefinovanie ōŜȊǇŜőƴƻǎǘƴȇŎƘ ǊƻƭƝ ŀ 
ȊƻŘǇƻǾŜŘƴƻǎǘƝ

ÁƳŀƴŀȌƳŜƴǘΣ ȊŀƳŜǎǘƴŀƴŎƛΣ 
zamestnanec IT ...

ÁƳŀƴŀȌŞǊ ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛ 
ŀ ȊŀƳŜǎǘƴŀƴŎƛ L¢ ƴŜŘƻƪłȌǳ 
ȊŀōŜȊǇŜőƛǙ ǾǑŜǘƪƻ ǎŀƳƛ

ÁǇǊłǾƴŀ ǵǇǊŀǾŀ ǾȅȌŀŘǳƧŜ ƛƴǘŜƎǊłŎƛǳ 
ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛ Řƻ 
ǊƛŀŘŜƴƛŀ ƻǊƎŀƴƛȊłŎƛŜ

ÁȊƻŘǇƻǾŜŘƴƻǎǙ ςǑǘŀǘǳǘłǊƴȅ ƻǊƎłƴ
Zdroj: https://thehackernews.com/2021/06/hackers-breached-colonial-pipeline.html
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