UNIVERZITA PAVLA JOZEFA SAFARIKA V KOSICIACH
PRIRODOVEDECKA FAKULTA

VYUZITIE METOD STROJOVEHO UCENIA V ANALYZE
BEZPECNOSTNYCH UDAJOV

Rigordézna praca

2022 Mgr. Richard Stana



UNIVERZITA PAVLA JOZEFA SAFARIKA V KOSICIACH
PRIRODOVEDECKA FAKULTA

VYUZITIE METOD STROJOVEHO UCENIA V ANALYZE
BEZPECNOSTNYCH UDAJOV

Studijny odbor:

Skoliace pracovisko:

Vedtci prace:

Konzultant:

Kosice 2022

Rigordézna praca

Informatika

Ustav informatiky

prof. RNDr. Gabriel Semanisin, PhD.
RNDr. JUDr. Pavol Sokol, PhD.

Mgr. Richard Stana



Prirodovedecka fakulta Univerzity P.J.Safarika v KoSiciach

ZADANIE
témy rigordznej prace a predmetov rigoroznej skasky

Meno a priezvisko: Mgr. Richard Stana

Studijny odbor: Informatika
Konzultant: Prof. RNDr. Gabriel Semanisin, PhD.

Teéma rigordznej prace:
VyuZitie metdd strojového u€enia v analyze bezpecnostnych tdajov

Ciel prace:

1. Analyza existujucich aplikacii strojového ucenia v oblasti pocitacovej bezpecnosti.
2. Porovnanie vysledkov znamych metod na existujucich datovych sadach pre
vybrany problém.

3. Vytvaranie datovych sad o bezpe¢nostnych incidentoch z realnej sietovej
prevadzky a ich nasledna analyza.

4. Analyza vytvorenych dat a porovnanie ziskanych vysledkov s alternativnymi
pristupmi.

Odporucana literatuara:

[1] lan Goodfellow, Yoshua Bengio, Aaron Courville. Deep Learning. MIT Press, 2016.

[2] Christian Szegedy, Wojciech Zaremba, llya Sutskever, Joan Bruna, Dumitru Erhan, lan
Goodfellow, and Rob Fergus. Intriguing properties of neural networks. arXiv 1312.6199, 2013.
[3] Ross Girshick. Fast R-CNN. In ICCV, 2015.

[4] Shaoging Ren, Kaiming He, Ross Girshick, and Jian Sun. Faster R-CNN: Towards real-time
object detection with region proposal networks. TPAMI, 2017.

[5] Joseph Redmon, Santosh Divvala, Ross Girshick, and Ali Farhadi. You only look once: Unified,
real-time object detection. In CVPR, pages 779-788, 2016.

[6] Joseph Redmon and Ali Farhadi. Yolov3: An incremental improvement. arXiv preprint
arXiv:1804.02767, 2018.

Termin odovzdania prace: 30.8.2022
Predmety rigor6znej skusky: 1. Algoritmy a Struktury dat
2. Neuronove siete

V Kosiciach, diia: e
Prof. RNDr. Stanislav Krajc¢i, PhD.



Abstrakt

Kazdy administrdtor by mal mat prehlad o bezpeénostnom stave siete, ktori spravuje
a vediet priblizne odhadnit ako sa bude vyvijat v budtcnosti. Tato tiloha je vsak
velmi naroénd z viacerych dovodov ako st nedostatok dét, naro¢énost ich pochopenia a
podobne. Cielom tejto prace je zlepsit predikciu siefového bezpeénostného situaéného
povedomia. Chceme tak urobit pomocou vytvorenia kvalitnej ddtovej sady ¢asovych
radov, ktory by pomohol komunite v dalsom vyskume v tejto oblasti. Okrem toho sa
chceme pozriet akymi sposobmi je mozné zlepsit samotni predikciu ¢asovych radov v
oblasti siefového bezpeénostného situaéného povedomia, na zaklade dat samotnych
(pouzitim externych tudajov a augumentéicie dat) a na zéklade prace s metédami

(pouzitim skladania modelov a nestandardnych loss funkeif).

KIiéové slova: sietové bezpeénostné situacné povedomie, ddtovd sada, predikcia ca-

sovych radov.



Abstract

Every administrator should be aware of cybersecurity situation status of network and
he should be able to estimate how it will evolve in future. This task is very demanding
due to several reasons such as lack of data, difficulty in theyr understanding and so on.
The aim of this thesis to improve the prediction of network security situational awa-
reness. We want to accomplish that by creating high-quality time series dataset that
would help the community in further research in this area. In addition, we want find
other posibillities how to improve time series forecasting in the area of network security
situational awareness, based on the data itself (using external data and data augmen-
tation) and improvement of methods (using model ensembling and non-standard loss

functions).

Keywords: network cybersecurity situation awareness, dataset, time series forecas-

ting.
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Uvod

Utoky na pocitacové siete prebiehaji neustale a Ziadnu siet nie je mozné zabezpecit
dokonale. S neustéle rasticou internetovou prevadzkou rastie aj sila a mnozstvo prebie-
hajticich ttokov a bezpecnostnych incidentov. Organizdcie musia vyvijatf stdle vicsie
usilie na to, aby sa chranili pred kybernetickymi hrozbami. Obrana pred kyberne-
tickymi hrozbami je vSak finanéne a ¢asovo naroc¢na. V pripade malych organizacii
je mozné zabezpecovat dostatoéni bezpecnost jednoduchymi néastrojmi (ako antimal-
vérové riesenia) a niekolkymi sprdvcami, ktori riesia aj bezpecnostné incidenty. So
zvacSujicou sa organizaciou nebudi ale jednoduché nastroje a neskoleny neprofe-
sionalny personal stacit. Na rad budu prichddzat skoleni bezpecnostni analytici, ktori
vedia posudit zévaznosti vzniknutych bezpecnostnych incidentov, ale aj vseobecni
situdciu v poéitacovej sieti. Okrem toho budi samozrejmostou §pecializované néstroje,
ktoré budd tymto analytikom pomahat zhromazdovat daje, ¢ uz o vzniknutych in-
cidentoch alebo o aktualnej situdcii v pocitacovej sieti a pomoézu im predikovat budiici
vyvoj tejto situdcie a tak im pomozu zabezpecit kybernetickd bezpeénost organizacie.

Tymito nastrojmi s ¢asto honeypoty, systémy na detekciu prienikov (IDS), sys-
témy na prevenciu utokov (IPS) a rozne systémy sliziace na zaznamendvanie uda-
losti. [jdaje z tychto systémov st velmi doleZitym zdrojom informécii o diani v rdmci
pocitacovej siete organizécie, ktori mozeme oznacit ako povedomie o siefovom bezpec-
nostnom povedomi. Castym pristupom k spracovaniu idajov zo spominanych systémov
je vytvaranie ¢asovych radov na zaklade poc¢tu udalosti za jednotku casu. Tieto casové
rady su nasledne pouzivané na rozne ucely, napriklad detekciu anomalii alebo predikciu.
Takato predikcia sietového bezpeénostného situaéného povedomia je najvseobecnejsia
oblast predikcie v kybernetickej bezpeénosti.

V rdmci tejto prace sa zameriavame prave na siefové bezpecnostné situaéné po-
vedomie. Je vSeobecne zname, ze metddy strojového ucenia nedosahuji pozadované
vysledky bez kvalitnej a dostatocne velkej datovej sady. Zial v oblasti, ktorej sa chceme
venovat, sme nenasli ddtovi sadu, na ktorej by sme mohli vyskisat kvalitu nami tes-
tovanych algoritmov. Nagou snahou je prispiet komunite venujicej sa kybernetickej

bezpecnosti, vytvorenim kvalitnej datovej sady, ktora v tejto oblasti chyba. Takéto



détova sada by vyskumnikom v danej oblasti pomohla dostatoéne overif kvalitu nimi
predstavovanych algoritmov na predikciu sietového bezpecnostného situaéného povedo-
mia. Okrem toho sa chceme zamerat aj na samotnt predikciu sietového bezpeénostného
situa¢ného povedomia. Ukazuje sa, ze publikované prace mélo pracuju s datami, ktoré
maju k dispozicii. Snazime sa teda zlepsit kvalitu predikcie siefového bezpeénostného
situacného povedomia pomocou pouzitia externych udajov a pomocou augumentacie
dat. Dalsim problémom, ktory vnimame, je to, ze existujice vyskumy pouzivaji iba
jednoduché metdédy predikcie casovych radov. Zameriavame sa preto na rozne moderné
metody strojového ucenia, neurénové siete a metddy skladania modelov a chceme ove-
rit vplyv pouzitia nestandardnych stratovych funkeif pri tréningu neurénovych sieti na
kvalitu predikcie.

Préaca sa sklada zo styroch kapitol. V prvych dvoch st uvedené teoretické poznatky
z predikcie v oblasti kybernetickej bezpecnosti a zo samotnej predikcie casovych ra-
dov. Tretia popisuje vyskumné ciele, ktorym sa venujeme s aktudlnym stavom rieSenej
problematiky a nami zvolenymi pristupmi pre rieSenie danej problematiky. V poslednej
kapitole si uvedené nami dosiahnuté vysledky, ktoré sme publikovali vo vyskumnych

¢lankoch a ¢iastocne riesenia nami stanovenych vyskumnych cielov.



1 Predikcia v oblasti kybernetickej

bezpecnosti

Podla prehladového ¢lanku [36] vieme rozdelit ilohu predikcie v oblasti kyberne-
tickej bezpecnosti na tri pripady. Ich sumdr ndjdeme v tabulke 1. Historicky je prvy
pripad projekcia ttoku, respektive rozpoznanie zameru utocnika. Ulohou je predpo-
vedat, aky je dalsf krok titocénika uZ v prebiehajicom titoku, respektive aky je findlny
ciel itoénika. Druhym pripadom je predikcia titoku. Hlavnou tlohou je predikovat
utok pred tym, ako nastane. Poslednym pripad je predikcia sietovej bezpeénostnej
situdcie, ktory je velmi vSeobecny a sivisi s kybernetickym situaénym povedomim.
Ulohou je v tomto pripade predikovat situdciu v celej sieti. V nasledujicej casti si

jednotlivé pripady popiseme konkrétnejsie podobne ako st popisane v praci [36].

1.1 Projekcia utokov

Prvé metédy projekcie itoku sa zacali objavovat okolo roku 2003 v pracach 35, 69].
Oblast vyskumu je stéle aktivna a ndjdeme ju aj v prehladovych ¢ldnkoch [102, 2]. Na
to, aby sme mohli popisat kroky 1itoku a pokusit sa ich predikovat, potrebujeme najprv
zdokumentovaf tandardné spravanie titoénikov a vytvorit popis krokov titoku. Priklad

takejto postupnosti krokov ttoku ndjdeme v praci [8]:

pripad tiloha d'als{ prehlad

projekcia titoku/ predpovedat dalsi krok ttocnika/ 102, 2
rozpoznanie zameru utoénika | findlny ciel titoénika ’

o predpovedat kedy, kde
predikcia itoku ] ) 1]
a aky typ tutoku nastane

predikcia siefovej predpovedat ako sa vyvinie 7]

bezpecnostnej situdcie celkova situacia v sieti

Tabulka 1: Tabulka oblast{ predikcie v kybernetickej bezpecnosti. [36]



1. skenovanie

2. enumeracia

3. pokus o prienik

4. zvySenie opravneni

5. vykonanie skodlivych ¢innosti

6. nasadenie malvéru/zadnych vrétok
7. odstranenie evidencie a ukoncenie

Mnoho typov ttokov pouziva tieto jednoduché kroky a je mozné ich sledovat & uz
v siefovej prevadzke alebo na cielovom systéme. Projekcia ttoku je v zdklade velmi
jednoduchd. Ak vidime sekvenciu krokov, ktora je zndma, mozeme predpokladat, ako
bude ttocénik postupovat podla zndmych krokov. Takyto vdgny popis titoku Zial nie je
pouzitelny pre algoritmicki predikciu, a teda je potrebny viac formélny popis titoku,
standardne pomocou grafov dtoku [35]. Existuje mnoho réznych typov itoku, takze je
potrebné vytvorit model, ktory bude moct byt pouzity na projekciu viacerych itokov.
Historicky prvé modely boli vytvarané rucne. Z tohto dévodu ich bolo potrebné aj rucne
aktualizovat. Moderné metédy su ¢asto zaloZené na dolovani dét, ktoré automaticky
generuju vzory utoku pre projekciu itokov.

V pripade rozpoznavania zameru ttoénika je idea velmi podobnd, rozdiel je v mo-
tivacii. Ak odhadneme ciel dtoénika, mozeme predpokladat budice bezpe¢nostné uda-
losti podla konkrétneho titoku. Rozpoznavanie zdmeru itocnika ndjdeme v praci [2], kde
sa ststredili na historické ddta. Nové techniky sa snazia zameriavat na rozpoznivanie

zameru utocnika v redlnom case a stale viac sa priblizuju projekcii utoku.

1.2 Predikcia utokov

Viac vSeobecnd tloha je iloha predikcie titokov, najmé prienikov do systému [1].
Namiesto projekcie prebiehajiceho itoku ide o predikciu nového 1toku. Vzhladom na
prili§ vSeobecni povahu 1lohy nie je v existujicich pristupoch vela spoloénych prvkov.
Kym metédy projekcie itokov sa spolichaji najmé na diskrétne modely kybernetickych
utokov, metédy a modely pouzivané pre predikciu itoku su rozne, od diskrétnych ako
graf itokov az po spojité ako napr. casové rady. Predikcia utoku je moznd pomocou
rovnakého diskrétneho modelu pouzitého pre projekciu itoku s obmenou na zaciatku.
Napriklad predikcia nezacne s aktudlne prebiehajicou skodlivou udalostou ale s prav-

depodobnostou, ze bude objavens konkrétna zranitelnost v pocitacovej sieti. Pristup
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spojitého modelu zalozeného na casovych radoch poctu utokov na konkrétny systém
alebo siet v ¢ase, moze byt pouzity na predikciu toho, ¢i dtok nastane alebo nie. Po-
krocilé metédy mozu pracovat s typmi titoku a charakteristikami titoénika a obete a tak
mozu odhadnit, aky typ itoku nastane, kto bude titoénikom a kto bude cielom ttoku.
Nové metédy casto pouzivaju aj iné zdroje dat na predikciu, napriklad informacie zo

socidlnych sieti alebo sleduji zmeny v spravani pouzivatelov.

1.3 Predikcia siefovej bezpecnostnej situicie

Poslednym pripadom predikcie v kybernetickej bezpecnosti je predikcia siefove;
bezpecnostnej situdcie. Uloha je v tomto pripade este vSeobecnejsia, pretoze sa ne-
zameriava na individudlneho 1utoc¢nika alebo na prebiehajici ttok, ale na aktualny
globalny stav systému alebo siete pod nasou kontrolou. Tento pripad je viac rozobe-
rany v praci [47]. Klicovy koncept tohoto pohladu na kyberneticki bezpecnost sa
casto oznacuje ako kybernetické situacné povedomie (CSA - cyber situational awa-
reness) alebo ako siefové bezpecnostné situacné povedomie (NSSA - network
security situational awareness). V prdci sa budeme venovat NSSA. Oba pojmy maji
pouzivand definicia situacného povedomia je z préace [23]: Vnimanie prvkov v prostredi
v case a priestore, pochopenie ich vyznamu a predikcia ich hodnot v blizkej budicnosti.
Definicia popisuje 3 stupne situacného povedomia vnimanie, pochopenie, predikcia tak

ako je popisané na obrazku 1.

Situaéné povedomie \

(7 N
[ Vnimanie Pochopenie Predikcia
S

dat a vlastnosti| aktualnej situdcie| buducich stavov
prostredia a jej ddleZitosti a udalosti

74

Obr. 1: Stupne situac¢ného povedomia. Zdroj [24].

Ked tieto pojmy aplikujeme v oblasti kybernetickej bezpecnosti, tak vnimanie
zodpovedd monitorovaniu kybernetickych systémov, ale aj detekcii prienikov, pocho-
penie zodpovedd pochopeniu kybernetickej situacie, teda modelovaniu kybernetickych

hrozieb alebo korelovaniu bezpecnostnych upozorneni a predikcia hovori o predikovani
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zmien v kybernetickej bezpeénostnej situdcii. DoleZitost predikcie je hlboko zakore-
nend v teoretickom pozadi situacného povedomia, a preto motivuje vyskum predikcie
v oblasti kybernetickej bezpecnosti.

Vicsina prac pouziva kvantitativnu analyzu na popis sietovej bezpecnostnej si-
tudcie v urcitom case [36]. Vysledné hodnoty si nédsledne pouzité na predpovedanie
budicej situacie. Takyto pristup neddva ziadnu pridant informéaciu o presnej po-
vahe budicich dtokov. Moze vsak upozornit na zlepSenie alebo zhorsenie celkovej
bezpecnostnej situdcie v sieti. Kvantitativny pristup umoznuje pouzitie metéd na ana-
Iyzu a predikciu, ktoré si preskimané a pouzivané v inych oblastiach. Kvantitativna
analyza vyzaduje metriku na vyhodnotenie siefovej bezpecnostnej situdcie. Zial ne-
existuje ziadna zavedena a Standardne pouzivand metrika. Existuju vsak dva pristupy:
hierarchicka metdda s aditivnymi vahami a metoda odhadu intenzity ttoku.

Hierarchickd metéda vyhodnocuje sietovi situdciu zdola hore. Najprv sa bezpeé-
nostna situacia vyhodnoti pre kazdé koncové zariadenie. Nésledne je hodnota kazdého
zariadenia vynasobend prislichajicou vahou a hodnoty si spocitané, pre ziskanie cel-
kovej bezpecnostnej sietovej situdcie siete. Rozni autori pouzivaju rozne metédy na
vyhodnotenie bezpecénostnej situacie koncovych zariadeni. Vahy vacsinou vacsinou vy-
jadruji dolezitost zariadeni.

Metéda odhadu intenzity tutoku spaja informaécie o prebiehajucich titokoch z roz-
nych zdrojov a odhaduje celkovi intenzitu utoku. Celkové intenzita je odvodend z
poctu a zdvaznosti itokov proti celej sieti. Predikcie potom moézu poskytnit varovanie
o prichddzajicom ndraste alebo poklese titokov. Ked'Ze vstup aj predpovedand hodnota
st numerické hodnoty, viésina modelov pouzitych na predikciu siefovej bezpecnostne;j

situacie spada do kategorie spojitych.
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2 Predikcia ¢asovych radov

Ako sme popisali v predchddzajicej casti, v oblasti kybernetickej bezpecnosti
vieme néjst viacero pripadov na predikciu. V nasej praci sa budeme venovaf najmi
predpovedaniu sietovej bezpecnostnej situdcie pomocou ¢asovych radov. V nasleduju-
com texte inspirovanom [37] si priblizime predikciu ¢asovych radov ako takych.

Casovy rad je séria hodnot (informécif, dat a pod.), ktoré st indexované s ¢asovym
usporiadanim. Najcastejsie je to sekvencia hodnot, ktoré boli zozbierané s rovnakym
¢asovym odstupom. Vécsinou st to bud namerané hodnoty (teplota vzduchu, ceny na
burze a pod.) alebo pocet vyskytov udalosti za stanovenu jednotku casu (pocet &ut,
ktoré presli cez v oboch smeroch za hodinu, pocet pokusov o prihlasenie na SSH server
za poslednych 10 mintt a pod.)

Predikcia je potrebna v roznych situaciach. Napriklad, bude spotreba elektric-
kej energie v najblizsich piatich rokoch tak vysok4, Ze bude potrebné postavit d’alsiu
elektraren? Ako spravne rozvrhnitf pocéet zamestnancov v call centre budici tyzden
podla po¢tu prichddzajicich hovorov? Ako spravne upozornif administritora siete na
prichddzajiicu hrozbu titoku podla dét z roznych bezpecnostnych sond? Niektoré veci
sa daju predikovat lahsie a niektoré takmer vobec. Napriklad ¢as zajtrajsieho vychodu
a zépadu slnka vieme odhadnit velmi presne ale vyherné ¢&fslo v lotte je presne opaény

pripad. Kvalita predikcie zavisi od viacerych faktorov:
1. Ako dobre rozumieme okolnostiam ovplyviujucim predikciu?
2. Kolko dat mame k dispozicii?
3. Ako velmi podobnd bude budicnost minulosti?
4. Moéze predpoved ovplyvnif to, ¢o sa snazime predikovat?

V pripade prikladu so spotrebou elektrickej energie vie byt predikcia velmi presna,

kedZe velmi dobre pozndme vsetky styri faktory:

1. Spotreba elektrickej energie je velmi ovplyviiovand teplotou, menej uz obdobiami

roka (sviatky, dovolenky a pod.) a ekonomickou situdciou.
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2. Bezne je k dispozicif velké mnozstvo dat o spotrebe elektrickej energie aj o pocasi

za dlhé ¢asové obdobia (roky az dekady).

3. Pre kratkodobt predikciu (tyzdne) je mozné tvrdit, ze spotreba elektrickej energie

bude velmi podobné poslednym tyZdiom.

4. Pre vacsinu domacnosti cena elektrickej energie nezavisi od dopytu, preto pred-

poved spotreby nemé takmer Ziadny vplyv na spravanie pouzivatelov.

V pripade predikcie vymennych kurzov mien je splnend iba jedna podmienka.
Mdame k dispozicii velké mnozstvo d4t. Na druhi stranu, faktorom ovplyvitujicim
predikciu rozumieme velmi malo, budicnost moéze byt velmi rozdielna od minulosti
kvoli finanénym a politickym krizam v krajindch a predpoved kurzov mien moze velmi
vyrazne ovplyvnit kurzy samotné.

V pripade kybernetickej bezpecnosti sa budeme snazit predikovat casové rady
vytvorené najmé z poctu bezpecnostnych udalosti zachytenych roznymi senzormi v
pocitacovej sieti. Zo Styroch spominanych faktorov vieme splnit s roznymi problémami

priblizne dva az tri:

1. Vo vicsine pripadov nevieme velmi dobré popisat okolnosti, ktoré si podstatné
pre predikciu. Nikdy nepozndme presne stav siete, na zaciatku nevieme presne
identifikovat motiv a ciel titoénika, kedy a akym sposobom sa bude snazit na-
padniit sief. Niektoré veci ndm vSak mozu byt ndpomocné. Napriklad novo zverej-
nend kritickd zranitelnost nejakého systému ndm napoveda, Ze sa zvysi mnozstvo

pokusov o jej vyuzitie a nasledni kompromitaciu systému.

2. Oblast déit je v tomto pripade zaujimavé, kedZe vieme ziskat velké mmnozstvo
déat z roznych zdrojov. Pri za¢inajicej organizacii musime ¢akat istd dobu, kym
nazbierame dostatoéné mnozstvo dat na to, aby sme mohli zacat nad tymito
datami robif nejaké predikcie. Zial aj po dlhsom ¢ase sa moze stat, ze sice mame
dostatoéné mnozstvo dat ale otazna je ich kvalita. Viac sa dostupnym udajom a

datovym saddm budeme venovat v kapitole 3.1.

3. V pripade podobnosti budiicnosti s minulostou vieme z kratkodobého hladiska
povedat, Ze pokusy o ttoky prebiehaju neustdle, a teda by sa ¢asovy rad mal
spravat podobne, ale moze to byt velmi nestdle pre velky pocet neznamych fak-
torov. Z dlhodobého hladiska sa mnoZstvo internetovej prevadzky zvysuje velmi

rychlym tempom, a preto moZzeme predpokladat len rasttici trend.

4. V posledom pripade mozeme s istotou tvrdit, Ze nase predikcie nijako neovplyvnia

spravanie utocnikov.
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Metddy predikcie velmi zalezia od dét, ktoréd su dostupné. V pripade, Ze nie si
dostupné data alebo dostupné data nie su relevantné pre predikciu, pouzivaju sa kva-
litativne metddy predikcie. My sa véak budeme zaoberat kvalitativnou predikciou, pre

ktori musia byt splnené dve nasledujice podmienky:

e Musia byt dostupné numerické informécie o minulosti.

e Mus{ existovat predpoklad, Ze dojde k opakovaniu niektorych vzorcov z minulosti

alebo ich c¢asti.

Existuje velké mnozstvo metdéd pre kvantitativnu predikciu, ktoré si casto vy-
tvorené a prisposobované pre Specifické pripady. Kazda metoda mé svoje vlastnosti,
presnost, klady a zapory, ktoré je potrebné zvazit pri vybere spravnej metédy. Na rozne
typy metdd sa pozrieme v dalsich sekcidch.

Pri popisovani ¢asovych radov sa objavuji pojmy ako trend, sezénnost a cyklic-
kost, ktoré je potrebné brat do dvahy. Za trend sa povazuje dlhodobd rasticost alebo
klesajicost v ddtach. Nemusi byt len linedrna. V pripade trendu mozeme niekedy ho-
vorit o ,,zmene smeru*, kedy dochddza k zmene trendu z rasticeho na klesajici alebo
naopak. Oc¢ividny trend v ¢asovom rade je mozné vidiet na obrazku 2. O sezénnosti
mozeme hovorit, ak je v détach vidno vplyv sezénnych faktorov, ako st roéné obdo-
bie, dent v tyZdni, defi a noc a podobne. Sezénnost sa vzdy spdja so zndmou periddou
fixnej dizky. Ukézku sezénnosti opit ndjdeme na obrazku 2. Cyklickost je podobna,
sezonnosti, s tym, ze rasty a poklesy v datach nemajui fixni frekvenciu.

Australian antidiabetic drug sales
30~

$ (millions)

1995 Jan 2000 Jan 2005 Jan
Month [1M]

Obr. 2: Ukézka rasticeho trendu a sezénnosti. Zdroj [37].

Uloha predikcie sa standardne sklada z piatich zakladnych krokov:

1. Definicia problému

Definicia problému vyzaduje pochopenie toho, na ¢o bude predikcia pouzitd, kto
predikciu potrebuje a ako bude predikcia pouzita organizaciou, ktora chce pred-
ikciu. Analytik, ktory sa bude zaoberat predikciou sa musi rozpravat s kazdym,

kto bude mat na starosti zber dat, ulozenie dat a samotné pouzitie predikcii.
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2. Ziskavanie informacii

Vzdy st potrebné minimalne dva druhy informacii: Statistické data a nahroma-
dené odborné znalosti Tudi, ktori zberaji déta a budd pouzivat predikcie. Casto
je narocné ziskat dostatoéné mnozstvo historickych dét pre tréning dobrého mo-
delu. Niekedy staré ddta nie st velmi uZitoéné kvoli zmendm v systéme, ktory
sa bude predikovat. Vtedy je vhodné pouzit len novsie data. V kazdom pripade,

dobry predikény model by mal byt schopny spracovat aj vicsie zmeny v systéme.

3. Predbezna analyza

Je vhodné zacat so zobrazenim ddt (najcastejSie vo forme grafu). Dolezité je
zamerat sa na zodpovedanie nasledujicich otdzok. Je v ddtach viditelny trend,
sezénnost alebo nejakd cyklickost? St v ddtach nejaké extrémne hodnoty, ktoré
si vyzaduji pozornost doménového experta? Ako dolezité st vzdjomné vztfahy

premennych dostupnych pre predikciu?

4. Vyber a tréning modelu

Vyber vhodného modelu zavisi od viacerych faktorov: dostupnost historickych
dét, dolezitost vzdjomnych vztahov medzi premennymi vstupujicimi do pred-
ikcie a vysvetlujicimi premennymi a sposob, akym bude predikcia pouzitd. Je
bezné vytvorit a porovnat viacero modelov. Na rozne typy modelov sa pozrieme

v d'alsich sekciach.

5. Predikcia a evaluacia modelu

Po vybere modelu, urceni jeho parametrov a natrénovani, sa model pouzije na
samotni predikciu. Nésledne je potrebné uréit aky presny je zvoleny model. Na

rozne sposoby vyhodnotenia presnosti predikcii sa pozrieme v d'alsich sekcidch.

Tento proces sa d4 upresnit tak, ako je zobrazené na obrazku 3. Kde Tidy (¢isty,
upratany) znamend pripravu dat do spravneho formétu, ich vycistenie, identifikova-
nie chybajicich hodnot, predspracovanie a podobne. Vizualizdcia dat (Visualise) je
potrebnd pre pochopenie dat, identifikovanie vzorcov a vyber spravneho modelu (Spe-
cify). Vybrany model je potrebné natrénovat na vzorke dat (Estimate) a nasledne
zistit, ako kvalitné predikcie poskytuje (Evaluate). Tento kolobeh sa opakuje, az kym
nie je predikcia dostatoctnd pre nase potreby, resp kym nespifla nami vopred zadané

poziadavky. Nasledne uz zostdva len pouzivat model na samotni predikciu (Forecast).
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Tidy — Visualise Estimate — Forecast

N

Obr. 3: Popis procesu predikcie od tvorby dat az po samotnu predikciu. Zdroj [37].

Evaluate

2.1 Data

V pripade kybernetickej bezpecnosti netvoria ¢asové rady hodnoty, ktoré boli od-
merané tak, ako je to napriklad pri pocasi (teplota, tlak a pod.). Véicsinou su ¢asové
rady tvorené poctom udalosti, ktoré nastali za urciti dobu. Tieto udalosti mozu byt
roznych typov a z roznych zdrojov. V préci [91] rozdeluji data v oblasti kybernetickej
bezpeénosti do troch vrstiev, ako je mozné vidief na obrazku 4.

Sietové ddta obsahuju udaje zo sietovej vrstvy, tak ako ich popisuje TCP/IP
model okrem aplikac¢nej vrstvy TCP/IP modelu. Tento typ dét tizko stvisi so sietovou
aktivitou a mozno ich pouzit na stidium roéznych ttokov (skenovanie, Dos/DDos a
pod.), &frenie skodlivého kédu v sieti a inych siefovych bezpeénostnych problémov.

Sietové ddta sa bezne pouzivaji vo forme [91]:

e Siefovych paketov, ktoré si fyzicky zachytené na siefovom rozhrani a uloZené,
ked siefové rozhranim odovzddva paket operacnému systému. Na zachytdvanie
siefovych paketov sa najéastejsie pouzivaji néstroje Wireshark a tcpdump. Stan-

dardne obsahujui ¢asovii peciatku, IP adresy, porty, velkost paketu a podobne.

e Data sietového toku (Network flow data) st standardne ukladané vo formdte
NetFlow [14]. Je to logovaci formét vyvinuty povodne firmu Cisco, no je podpo-
rovany na viacerych typoch routrov. NetFlow zaznam reprezentuje agregovanu
siefovii komunikdciu medzi dvoma zariadeniami. Ziznam obsahuje IP adresy,

porty, typ protokolu, mnozstvo poslanych dat a iné informacie.

e Déta smerovania sa pouzivajui hlavne na vyskum sietovej topoldgie. Najcastejsie

sa pouzivaju BGP data.

Data operacného systému si najcastejSie informacie, ktoré hovoria o opera¢nom

systéme ako takom. Obsahuju vytazenost systémovych zdrojov (CPU, pamat a pod.),
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informdcie o pouzivatelskych i¢toch a ich opravneniach, systémove logy a pod. Tieto
data uzko suvisia s aktivitami v ramci samotného koncového zariadenia.

Najvyssia aplika¢nd vrstva sa skladd z dvoch tried [91]:

e Didta generované aplikdciami pouzivajiicimi siet ako si napriklad emailové a we-

bové logy.
e Dita generované aplikdciami, ktoré nepouzivaji siet ako napriklad databdzové

logy.

Tieto data su tzko spété aplikdciami a pouzivaju sa na vyskum ich bezpecnosti.

T D)

Aplikicie Aplikicie Aplikatna
poufivajice siet nepouiivajice siet’ vrstva

WVrstva
operatnéha
systému

Dita operaéného
systému

Sietové ddta Siefova

\ vrstva -/

Obr. 4: Vrstvy déat v oblasti kybernetickej bezpecnosti. Zdroj [91].

V tejto casti je nutné spomenit aj konkrétne casto pouZivané zdroje dat, ako
si systémy na detekciu prienikov (IDS, Intrusion Detection System) a honeypoty.
IDS systémy [97] si zariadenia alebo programy, ktoré monitoruji siet alebo nejaky
systém na podozrivé aktivity alebo porusenie zadefinovanych pravidiel. Vniknutia alebo
porusenia st reportované administratorovi alebo st centralne ukladané v SIEM systé-
moch (Security Information and Event Management). STEM systém kombinuje vystupy
z viacerych zdrojov a pouzivaji rozne filtrovacie systémy na rozlisenie maliciéznej ak-
tivity a falosnych hldseni. Honeypot [81] je systém navrhnuty tak, aby vyzeral ako
legitimny systém, ktory by mal byt zaujimavy pre titoénikov. V skutocnosti je to vsak
izolovany, monitorovany systém, schopny blokovat a analyzovat pokusy tto¢nikov o
vniknutie do systému. Oba spominané systémy st velmi cennymi néstrojmi v oblasti
siefového bezpeénostného situaéného povedomia.

Takmer vietky vysSie popisané déta, ktoré sa daji zbieraf v oblasti kybernetickej
bezpecnosti, sa daji pouzif pre vytvorenie ¢asovych radov na zédklade poétu vyskytov
bezpecnostnych udalosti, pripadne na zdklade sietovej prevadzky. Tieto casové rady
sa nasledne daji pouzit v oblasti siefového bezpeénostného situaéného povedomia na

analyzy a predikcie.
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2.2 Metody

Existuje velké mnozstvo metdd, ktoré sa daji pouzit na predikciu éasovych radov.
Od tplne jednoduchych ako priemerovania hodnot, naivnej predikcie (ako predikciu
uvedie posledni zndmu hodnotu), cez statistické metédy a metddy klasického stro-
jového ucenia az po metédy komplexnych neurénovych sieti, ktoré stale naberaji na
popularite. Ak by chceli rozne metédy pouzivané na predikciu ¢asovych radov popisat
podrobne, prekrocili by sme rozsah pozadovany na tento typ prace. Z tohto dovodu si v
nasledujicom texte struéne popiseme vybrané metddy, niekedy aj s prikladom pouzitia

v literature.

2.2.1 Statistické metédy

ARIMA (Autoregressive integrated moving average) spolu s exponencidlnym vy-
hladzovanim patri k najpouzivanejsim modelom na predikciu ¢asovych radov [37].
ARIMA sa zameriava na autokoreldciu v datach. Vznikd pridanim diferencie do mo-
delu ARMA (kombindcia modelov AR - autokorelacia a MA - klzavy priemer). Da sa

vyjadrit nasledovne:
p q
yzgd) =c+ Z ¢zygl) + Z ngtj + Et,
i=1 j=1

kde y; je d krat diferencovany rad, c je konStanta, p a q su stupene autoregresie a
kfzavych priemerov, ¢; a ¢, su koeficienty autoregresie a kfzavych priemerov a su chyby.

Exponencialne vyhladzovanie sa zameriava na popis trendu a sezénnosti v
détach[37]. Predikcie vytvorené tymto modelom st véazenymi priemermi minulych hod-
not s tym ze vahy exponencidlne klesaju so starsimi datami. Najjednoduchsi ETS model

sa d4 popisat nasledovne:

S0 = Ty,
sg =axy+ (1 —a)s;_q, t >0,
kde a je faktor vyhladenia, 0 < o < 1.

Model prophet bol uvedeny spolo¢nostou Facebook v roku 2018, povodne pre
predikciu dennych dét s tyzdennou a roénou sezénnostou a vplyvom prazdninovych
obdobf [37]. Neskor bol rozsireny pre podporu viacerych typov dat so sezénnostou. Naj-
lepsie funguje s datami z dlhého casového obdobia, v ktorych je silny vplyv sezonnosti.

Prophet je mozné popisat ako nelinedrny regresny model takto:
ye = g(t) + s(t) + h(t) + &,

kde g(t) popisuje po ¢astiach linedrny trend, s(¢) sezénnosti s roznymi vzormi, h(t)

vplyv prazdninovych obdobi a ¢; je biely Sum.
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TBATS (Trigonometric Exponential Smoothing State) je metéda exponencialneho
vyhladzovania s Box-Cox transformaciami, ARMA modelom pre rezidua a Trigono-
metrickou sezénnostou. Slabou stréanka modelu je, Zze v pripade velkého mnoZstva
dét je vypoctovo naroény, ale k jeho silnym strankam patria: moznost implementécie
viacerych sezénnosti s vyuzitim malého mnozstva parametrov, vie pracovat aj s ne-
celocfselnou sezénnostou a vie pracovat s vysokofrekvenénymi détami. V élanku [40]
porovnavali modely TBATS, neurénovych sieti a ARIMA pri predikcii ceny elektricke;
energie.

Existuje mnoho d'alsich modelov, ktoré by sa dali rozoberat, no ¢asto st to len
rozsirenia inych modelov ako napriklad SARIMA (Seasonal Autoregressive Integrated
Moving Average), SARIMAX (Seasonal AutoRegressive Integrated Moving Average
with eXogenous regressors) [89]. Za zmienku stoja napriklad aj Grey models [6], vek-

torova autoregresia alebo bootstrap [37].

2.2.2 Metody klasického strojového ucenia

Light GBM (Light gradient boosting machine) je gradient boosting framework,
ktory pouziva na stromoch zalozené uciace algoritmy. Bol predstaveny firmou Microsoft
v roku 2017 [41] a kvoli svojej rychlosti a vykonu je pouzivany pre ulohy regresie,
klasifikdcie a podobne. V ¢lanku [108] ukazuju, ze LightGBM je rychlejsi a presnejsi
ako porovnavané metody.

XGBoost (Extreme Gradient Boosting) je d'alsia varianta gradient boosting fra-
meworku, ktora sa pouziva na rovnaké ucely. XGBoost je o nieco pomalsi ale dosahuje
podobné vysledky. Pouzity bol napriklad v praci [31] na predikciu predajov.

SVR (Support Vector Regression) pouziva rovnaké principy ako SVM (Support
Vector Machine) pre klasifikdciu len s niekolkymi malymi rozdielmi. V ¢ldnku [20]

pouzivaju varidcie SVM na predikciu rychlosti vetra.

2.2.3 Metody neurénovych sieti

V pripade neurénovych sieti nebudeme popisovat zdkladné architektiry sieti ako
perceptron, plne prepojené dopredné siete, konvolucné alebo rekurentné siete ale zame-
riame sa skor na existujice typy (aj zlozitejsich sieti) a priddme odkazy na literatiru, v
ktorej boli pouzité. Niektoré pristupy pouzivaju v pripade len jednoduché malovrstvové
dopredné siete [109, 52] a ich varidcie ako wavelet neural network [106, 32, 45] alebo
pouzivajui radialne bézicke funkcie [107]. Iné prace pouzivajui jednu alebo niekolko
vrstiev rekurentnych sieti [27], respektive varidcie LSTM (Long Short-Term Me-
mory) [77, 25] alebo GRU (Gated Recurrent Unit) sieti [27]. S pokrokom v oblasti
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spracovania prirodzeného jazyka a konvolucnych sieti sa zacali aj v oblasti predik-
cie ¢asovych radov pouzivat siete povodne navrhnuté pre iné oblasti. Priklady ta-
kychto sieti si napriklad siete typu enkéder-dekéder [22], transformer [101], in-
former [110], WaveNet [7] a podobne. V poslednych rokoch vznikaji nové typy sieti,
ktoré si priamo urcené pre tlohu predikcie ¢asovych radov ako si N-Beats, Dee-
pAR [50], Temporal Fusion Transformer [99, 51].

Metéd predikeie ¢asovych radov je ovela viac ako sme teraz popisali. Dalsie préce,

ktoré sa venuju predikciu casovych radov v oblasti informacnej a kybernetickej bezpec-

nosti si popisané v tabulke 3.
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3 Tézy dizertacnej prace

Ako sme popisali v kapitole 1, siefové bezpecnostné situaéné povedomie je jednou
z troch oblasti predikcie v kybernetickej bezpecnosti. Mnozstvo ¢lankov venujucich sa
tejto oblasti ukazuje potrebu d'alsiecho vyskumu a experimentovania. Identifikovali sme
dvojicu problémov, ktorym sa v tejto oblasti bude potrebné venovat. Jednym je ddtova
sada a druhym st metddy predikcie, ktoré sa pouzivaju v tejto oblasti. Kvalitna a do-
statocne velkd détovd sada je dolezitd pri kazdej tlohe strojového ucenia. Tabulka 2
a nasledujtica sekcia vsak ukazuji, Ze v tejto oblasti nie je dostupnd kvalitnd a volne
dostupnd ddtovéa sada. Tabulka 3 a druhd sekcia v tejto Casti zas ukazuju, Ze exis-
tuje este vela moznosti pre zlepsenie predikcii v oblasti siefového bezpeénostného si-
tuacného povedomia, pretoze existujice vyskumy pracuju len s jednoduchymi a malymi
datovymi sadami a pouzivaju len jednoduché metédy predikcie ¢asovych radov. Hlavny
vyskumny ciel tejto prace by sa teda dal sformulovat nasledovne: Zlepsenie predikcie v
oblasti sietového bezpecnostného situacného povedomia pomocou vytvorenia a zverejne-
nia kvalitnej ddtovej sady, pouZitia externych udajov a augumentdacie ddt pri samotnej
predikcii a skladania modelov a pouZitia nestandardnijch stratovych funkcie pri tréningu

neuronovych sieti.

3.1 Datova sada

V dnesnej ,,dobe neurénovych sieti“ je potrebné mat pre akikolvek tilohu spojent
so strojovym ucenim dostatocne velkd a kvalitni ddtovi sadu. V oblasti pocitacovej
bezpecénosti vnimame tento problém a preto mozeme jeden z cielov tejto prace zhrntt
nasledovne: Vytvorenie testovacej (benchmark) ddtovej sady pre oblast sietového bezped-
nostného situaéného povedomia. Dovod, ktory nas doviedol k tomuto cielu, je takyto.
Existujuca literatira nam ukazuje mnoho autorov, ktori pouzivaju rozne datové sady vo
svojich pracach, v ktorych predstavuju rozne metddy predikcie ¢asovych radov s roznou
tspesnostou. Zial, mnoho z tychto détovych séd m4 rézne problémy, ktoré si popiseme v
nasledujiicej podkapitole. Okrem toho, mnoho tychto rieSeni, je nemozné zreprodukovat

a teda naozaj urcit, ich kvality, kedZe autori nechci alebo nemozu zverejnit data s
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ktorymi pracovali, ¢i uz je to z pravnych alebo inych dovodov.

3.1.1 Aktualny stav rieSenej problematiky

V oblasti predikcie ¢asovych radov v oblasti kybernetickej bezpecénosti sa stretéa-

vame s troma hlavnymi typmi ¢asovych radov:

e casové rady vytvorené z realnej prevadzky siete,
e casové rady vytvorené z dat zozbieranych z honeypotov a podobnych senzorov,

e casové rady vytvorené z databéz zranitelnosti.

V nasej praci sa budeme venovat najmi druhému typu.
V oblasti sietového bezpeénostného situaéného povedomia mame dnes k dispozicif
viacero datovych sad. Ich prehlad mozeme néjst v tabulke 2. Zial obsahuji viacero

problémov:

e vek,
o velkost,
e nedostupnost,

Mnozstvo dat, ktoré , pretecti internetom sa podla viacerych zdrojov[15, 96, 98|
(dobry zdroj o internetovej prevadzke?) kazdy rok znésobuje. Graf rasticej internetove;j
prevadzky je na obrazku 5. Vela ddtovych sad, ktoré sa pouzivaji v oblasti kyberne-
tickej bezpecnosti, bolo vytvorenych pred rokom 2015. Podla nés nie je ¢asto mozné
takéto datové sady dnes povazovat za vhodné pre vyskumné ucely, lebo charakter in-

ternetovej prevadzky sa za 7 rokov uz velmi zmenil.

153,000 GB/s
']

/ 50,000

0.00193 156 e

1932 2002 2012 02

Obr. 5: Graf rychlo rasticej internetovej prevadzky. Zdroj[98].
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Dalsim problémom, ktorym trpia détové sady je ich dizka. Z tabulky 2 je mozné
vidiet, Ze vicsina datovych sad obsahuje zdznamy maximdlne v jednotkéch tyzdiov.
Ako sa ukazuje, pre neurénové siete je velmi dolezity dostatok déat a dé sa povedat, ze
¢im viac dat, tym lepsie vysledky neurénové siete dosahuji.

Tretim hlavnym problémom je nedostupnost datovej sady verejne. To znemoziiuje
vykonanie dalsich vyskumov nad popisovanou datovou sadou, overenia vysledkov do-
siahnutych vo vedeckej préci, v ktorej pouzivaju nezverejneni datovi sadu a podobne.
Motivov preco autori nezverejnuju data s ktorymi pracuji, alebo ich zverejnuju iba
ciastocne, je viacero. Napriklad data pochadzaji z redlnej prevadzky, ktoru nie je
mozné zverejnit kvoli bezpecnosti, porusovali by tym stkromie a podobne.

Okrem toho ddtové sady obsahuji d'alsie problémy ako napriklad, nedostatocny
popis dat, nedostatoény popis infrastruktiry na na ktorej boli data ziskavané a po-
dobne.

V [53] popisuji vlastnosti, ktoré by mala mat idedlna ddtové sada urcend pre

validdciu IDS (Intrusion Detection System), takto:

e priznaky - Datové sady by mali obsahovat priznaky zo sietovej prevddzky (Casové
peciatky, pocet bitov a paketov, ip adresy, porty a pod.) ale aj z klientov (pocet
neuspesnych pokusov o prihldsenie, logy a pod.). Najlepsie je ak st dostupné

RAW déta, v takom pripade mozu pouzit vyskumnici ITubovolné priznaky.

e reilna prevadzka - Datova sada mé obsahovat redlnu prevadzku, minimélne
prevadzku v pozadi. Syntetické generovanie moze viest k nekorektnosti pre-

dikénych modelov.

e prevadzka s redlnymi tdtokmi - Datova sada by mala obsahovat redlne titoky

urobené pomocou state-of-art technik a néstrojov.

e anotovanost - Datova sada by mal mat korektné anotécie prevadzky ako ¢istej a

maliciéznej. V pripade titokov by mali byt rozne anotdcie pre rozne typy titokov.

e trvanie - Cas zberania dat by mal byt dostatocéne dlhy (dni, t¥zdne, mesiace)

aby obsiahol cyklickost sietovej prevadzky (dem a noc, pracovny tyzden a vikend).
e dokumenticia - Datova sada musi byt dostatoéne zdokumentovana.

e format - Datové sady su standardne vo formatoch pcap(tepdump), csv alebo
flow(NetFlow). Pcap formdt dovoluje najvicsiu ndsledni analyzu a pouziva sa
vicsinou pri simulovanej prevadzke, ale nevyhodou je velkost détovej sady, preto

st vhodnejsie pre kratsie casové tuseky. Csv stibory vznikaju véacsinou spracovanim
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pcap, vybratim zvolenych priznakov. Flow dédta si vécsinou ziskavané z realnej

prevadzky a su vhodné aj na zber dat z dlhsieho casového obdobia.
V préci [71] popisuju tieto vlastnosti nasledovne:

e dynamické generovanie - Najznamejsie datové sady ako DARPA98 a DARPA
99 boli vytvorené uz pred viac ako dvadsiatimi rokmi. Kazda staticka datova
sada prestane byt v istti dobu aktudlny a teda uz nebude odzrkadlovat aktudlny
stav internetovej prevadzky. Preto je potrebné generovat nové ditové sady, ktoré

, . s, . ~ 7 Y
aktudlny stav siete a spravania pouzivatelov.

e redlne data - Ditovd sada by mal obsahovat skor redlnu prevadzku ako gene-
rovant prevadzku. Velké mnozstvo faktorov ako ¢as odozvy servera, tizke hrdl4
pripojenia a iné sumy sa generuji velmi fazko. TaktieZ redlna prevddzka moze

obsahovat nezndme ttoky, ¢o je tiez ziadice pre obsiahlu analyzu.

e topoldgia siete - Pri nasadzovani IDS je topoldgia dolezitd. Pocitacova siet v
malych alebo strednych spolo¢nostiach sa zdsadne 1isi od velkych sieti. Taktiez
rozloZenie operacnych systémov je velmi dolezité. Niektoré kanceldrske siete ob-
sahuji len Windows zariadenia, iné vii¢sie siete mozu obsahovat rozne Linuxové
servery a mix zariadeni s roznym operacnym systémom (Windows, Linux, Mac
OS, Android a pod.), kazdy s inymi zranitelnostami a moznostami titokov. Pre

vytvorenie dobrej datovej sady je potrebné toto vsetko zobrat do tivahy.

e norméalne spravanie pouzivatelov - Honeypot datové sady sa skladaji prevaz-
ne zo skodlivej prevadzky. Dobrd détova sada by mala obsahovat normdlnu pou-
7ivatelskid prevadzku lebo vicsina siefovej prevadzky v spoloénosti je normalna

a tlohou IDS je identifikovat nebezpeéné aktivity vo velkom toku dét v sieti.

e Specifické data - Dalsou poziadavkou je pritomnost predpokladanych scendrov
utoku. Napriklad, ak mé byt testovany algoritmus na detekciu skenovania por-
tov, ddtova sada by mala priméarne obsahovat skenovania portov ako nebezpeénii
aktivitu. Dobrd datovéa sada by mal byt prisposobend na aktivitu, ktord m4 ove-

rovat’ .

e anotovanost - Interpretacia sietovej prevadzky je pre tretie strany velmi naroéna
a preto musi byt datova sada dobre popisand a musi obsahovat informécie o
zariadeniach pripojenych do sieti. KedZze mnoho metdéd detekcie zneuZitia je
zaloZenych na dolovani dat, ddtové sady, ktoré sa pouzivaji musia byt korektne

anotované.
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e verejnost - Détovd sada by mala slizit pre porovnanie réznych algoritmov.
To modze byt splnené len vtedy, ak ddtovd sada bude verejne dostupnéd a rozni
vyskumnici budi moct zistovat kvalitu ddtovej sady a pouzivat ju na testovanie

svojich algoritmov.

Popisané vlastnosti si vSak definované pre IDS datasety. V nasledujicej casti
definujeme takéto vlastnosti, ktoré by mali Spl/ﬁa,t7 d4tové sady pre oblast predpovedania

siefového bezpetnostného situaéného povedomia pomocou predikcie éasovych radov.
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3.1.2 Pristup k rieSeniu vyskumného ciela

Pri riesen{ tohoto vyskumného ciela nadviazujeme na pracu [65]. V tejto préci
popisuji systém WARDEN [39], generovanie casovych radov z neho a aj ich naslednu

predikciu.

WARDEN je systém pre zdielanie informécii o detegovanych bezpeénostnych uda-
lostiach medzi organizaciami zapojenymi do systému WARDEN. Aktualne je vyvijany,
testovany a prevadzkovany najmé pre potreby siete narodného vyskumu a vzdelavania
CESNET?2.

Systém sa sklada z hlavného Warden serveru, ktory zabezpecuje hlavné ¢innosti
a klientov. Klienti mozu byt 2 typov. Odosielajici klient sa stard o odosielanie
informécii od zapojenej organizicie na Warden server. Prijimajuici klient sa stard o
ziskavanie informacii, ktoré pozaduje zapojena organizacia. Serverova strana systému
Warden sa stard o prijimanie a ukladanie informacii posielanych od klientov a umoznuje
aj pristup ku vsetkym platnym ulozenym udalostiam. Jednoduchy nékres architektury
systému WARDEN je na obrazku 6
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Obr. 6: Architektira systému WARDEN [92].

Udalost v systéme WARDEN predstavuje informéciu o zdroji detegovanej bezpeé-
nostnej udalosti niektorou zo zapojenych organizacii. Informécie si ziskavané roznymi
sposobmi. Napriklad z detekénych systémov prevadzkovanych v zapojenych organiza-
cidch (IDS, honeypoty, monitorovanie titokov na SSH a pod.) alebo z dét z tretich stran
(Shadowserver, Honeynet a pod.) alebo z uz agregovanych/korelovanych dét. Udalosti
si ukladané vo formate IDEA. IDEA format je v podstate json sibor, so Styroma
povinnymi atribitmi (format, ID, ¢as detekcie, kategéria). Dalsfmi zaujimavymi at-
ribiitmi si: kategéria, siefovd identifikdcia zdroja a ciela (IP adresa, port, protokol),

cas detekcie, cas vyskytu.
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Spominana praca mala k dispozicii data zo systému WARDEN z obdobia 11.12.
2017 az 11.12.2018. Na zaklade roznych kritérii bolo vytvorenych 21 ¢asovych radov:

e Count of all alerts,

e Count of unique IP,

e (Category recon scanning,

e Category availability DDoS,

e Category attempt login,

e Category attempt exploit,

e Category malware ransomware,
e Category intrusion botnet,

e Port 21,

e Port 22,

e Port 23,

e Port 25,

e Port 80,

e Port 443,

e Port 445,

e Protocol TCP,

e Protocol SSH,

e Protocol UDP,

e Protocol ICMP,

e Protocol Microsoft WBT Server,

e Protocol telnet.
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Kritéria boli vyberané zo vsSetkych moznych atribitov kategorie, portu a protokolu.
Kritérium muselo byt zastipené najmenej v 1% tidajov. Ndsledne bolo odstranenych
poslednych 6 ¢asovych radov z dovodu, ze obsahovali prili§ malé hodnoty, resp. boli
nulové z velkej casti. Tieto ¢asové rady boli pouzité vo vyskume [64]. Testovali dve
rozne dfiky détovej sady, jeden a dva mesiace (celd datova sada mala jeden rok) a
ako casovu jednotku v casovom rade pouzivali 30 a 60 minut. Tiez sme ich pouzili
v nasom vyskume, ktory je popisany v nasledujicej kapitole. Ako casovi jednotku
pre casové rady sme uz pouzivali 30 minit a pouzivali sme celi datovu sadu. Takto
vytvorené ¢asové rady obsahovali 17 473 hodnot. Ako je mozné vidiet na obrazku 7,
takto vytvorené casové rady mali drobné problémy ako napriklad chybajice resp. nu-
lové hodnoty na zaciatku a na konci a chybajice hodnoty v oktobri. Okrem toho maju
tieto casové rady este problém v tom, Ze pri ich tvorbe sa nepozeralo na mnozstvo
senzorov, ktoré posielali data do systému WARDEN. Priddavanie alebo odoberani odo-
sielajtcich klientov v systéme WARDEN moze sposobit velké zmeny v ¢asovom rade a

V] . . . .9 9 . .
velmi nepriaznivo ovplyvnit presnost predikcie.

Jan 2018 Mar 2018 May 2018 Jul 2018 Sep 2018 Nov 2018

Obr. 7. Ukdzka casového radu vytvoreného podla kritéria port 445/TCP(SMB) s

casovou jednotkou 30 minut.

V ramci splnenia tohoto ciela by sme chceli vytvorit tri nové ddtové sady pre
predikciu ¢asovych radov a zverejnit ich ako testovacie (benchmark) datové sady.

Prvéa datové sada by bola vytvorend z dat, popisanych vyssie. Casové rady by sme
cheeli vygenerovat znovu s ohladom na to, aby bol pocet odosielajicich klientov stéle
rovnaky.

Aktudlne uz mame z WARDENu dostupné takmer trojrocné data. Z tychto dat
by sme chceli vytvorit nové ¢asové rady podobne ako predchadzajiice. Tie by tvorili
druht détovi sadu.

Okrem toho, na univerzite prevadzkujeme telekom T-Pot[86]. Je to honeynet plat-
forma, ktorda funguje na viacerych architektirach, ktora podporuje viac ako 20 ho-
neypotov, mnoho moznosti vizualizacie pouzitim technolgie Elastic Stack, animované

mapy utokov a obsahuje viacero bezpecnostnych nastrojov.
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7 takto zozbieranych dat by sme tiez chceli vytvorit tretiu détovi sadu. Takato
ddtovd sada by mala d’alsie pridané vyhody pre naSich lokdlnych administratorov a
bezpecnostnych analytikov, kedZe by na zéklade nej mohli upravovat vlastnosti siete.
Okrem toho, by predikcie ¢asovych radov vytvorenych z dat z T-Potov mohli pomoct
lepsie chrénit lokélnu siet pred ttokmi.

Takto vytvorené datové sady by sme cheeli zverejnit ako volne dostupné testova-
cie (benchmark) datové sady podobne, ako st vytvorené datové sady pre iné oblasti
strojového ucenia ako napriklad ImageNet[19] pre oblast klasifikdcie obrdzkov. Dobéa
détova sada by vsak mala mat isté vlastnosti. V predchadzajticej podsekeii sme uviedli
vlastnosti, ktoré by mali splitat IDS datové sady podla viskumov [53] a [71]. Na zdklade
tychto vlastnosti sme odvodili vlastnosti, ktoré by mala spl,flat7 datova sada casovych

radov pre oblast siefového bezpeénostného situaéného povedomia:

e topoldgia siete - Sice topoldgia siete, z ktorej boli ziskavané povodné data, z
ktorych boli vytvorené ¢asové rady, nemusi byt dolezitd pre samotni predikciu,
ale je velmi dolezitd pre to, aby ¢lovek, ktory bude pracovat s ddtovou sadou a
vytvéarat predikéné modely mal prehlad o tom, aky bol stav siete v ¢ase zbierania
dat, aké zariadenia a systémy boli pouzité na zber dat a podobne a na zaklade

toho vedel spravne zvolif predikéné modely a ich parametre.

e dynamické generovanie, aktudlnost datovej sady - Ako vidiet v tabulke 2
mnoho datovych sid je starSicho déta a nereflektuju aktudlny stav sietovej pre-
vadzky a ani bezpecnostnych hrozieb. Aktudlnost ddtovej sady je teda nutnost a
d4 sa povedat, Ze ¢im novsia, tym lepsia. Okrem toho, ddtovi sadu je potrebné
neustéle aktualizovat novymi ddtami a pomocou nich zlepsovat aj predikéné mo-

dely.

e velkost - Velkost datovej sady je jeden z najdolezitejsich parametrov. Hlavne
pre oblast neurénovych sieti plati, Ze ¢im viac dét, tym lepsie vysledky model

déava. Velkostou ddtovej sady sa budeme viac zaoberat v nasledujiicom texte.

e anotacie - V pripade datovej sady urcenej na predikciu ¢asovych radov nie je
nutnd presnd anotdcia jednotlivych pozorovani. V kazdom pripade je nutné mat
anotované Specialne udalosti, ktoré nastali v infrastruktire, z ktorej je datova
sada nakoniec vytvarana. Napriklad, ak d6jde k vypadku niektorého zariadenia
na istti dobu, mala by byt tdto cast ¢asového radu anotovand, lebo v nej moze

dojst k poklesom, ktoré by bez tejto anotéacie mohli byt mitice.

e verejnost - Ako je vidiet v tabulke 3, viacero prac pouziva na vyskum vlastnt

datovi sadu. Casto je tato ddtova sada popisand z pohladu nastavenia infragtruk-
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tury, na ktorej vznikla, no jej nezverejnenim dochadza k nemoznosti presného
zopakovania dané¢ho vyskumu a overenia jeho vysledkov. Zverejnenie déatovej
sady teda pokladdme za velmi doleziti z pohladu vyskumu. Znemoziuje ove-
renie vysledkov existujicich vyskumov ale aj d'alsi vyskum na danej datovej
sade, a teda celkovy pokrok v danej oblasti. Otazna je eSte forma zverejnenia
datovej sady. Zverejneniu RAW dat neddvame vysokd délezitost. Ci uz kvoli
¢astej nemoznosti zverejnenia kvoli ich velkosti (niekolkorotné ddta mozu po-
hybovat v terabajtoch), ndro¢nosti na spracovanie alebo nejednoznacénosti nés-
ledného spracovania. Za dolezitejsie pokladame zverejnenie casovych radov s ¢o
najmensou ¢asovou jednotkou (vicsie casové jednotky su lahko vytvoritelné z

mensich) a presny popis vytvorenia ¢asovych radov.

Dnesné hlboké neurénové siete dosahuju svoje vysledky kvoli kvalite, ale najma
kvoli velkosti dnesnych ddtovych sad. Problém velkosti datovych sad v oblasti predik-
cie ¢asovych radov rozoberaji v praci [5]. Opisuju 43 prac, ktoré sa zaoberaji predik-
ciou casovych radov v réznych oblastiach (elektrické energia, doprava, dopyt a pod.).
Stcasne nastoluji otdzku, aké mnozstvo déat je potrebné pre spomenuté oblasti, ak
sa pouZiju neurénové siete pre predikciu. K tejto otdzke je potrebné prebraf niekolko
dolezitych bodov.

e Mnozstvo dét v tejto oblasti je ¢asto zamienané s po¢tom (rozmerom) casovych
radov. V skutocnosti mnozstvo ddt znamena znamend pocet pozorovani (kolko
zdznamov ma casovy rad na osi x). Napriklad zo senzoru, ktory neustdle sle-
duje nejaki hodnotu meniacu sa v ¢ase, vieme pri sekundovom zaznamendavani
pocas jedného roka ziskat ¢asovy rad, pomocou ktorého dokdZeme natrénovat

komplexni neurénovi siet.

e Pravdepodobne je lepsie pozerat na mnozstvo dét z hladiska informaéného mnoz-
stva. Napriklad vo finanénictve mnozstvo informacii v mnoho miliénoch transakcii
za hodinu je velmi limitované mnozstvom sumu. Naopak v pripade obchodu, kde

. e ’ J . ~ , A~ ~o ) z 7 .
predaje sleduji sezénnost a vzory, je mozné skor pouzit neurénové siete.

Podla prace [5] je mnozstvo dat najlepsie popisovat ako pocet pozorovani, ale nie-
ktoré oblasti mozu aj tak obsahovat malé mnoZstvo informécii v tychto pozorovaniach
a je naroéné pouzit neurénové siete v porovnani s robustnymi linedrnymi modelmi. Z
praktického hladiska sa ukazuje, Ze neurénové siete dosahuji dobré vysledky v oblasti
predpovedania dopytu, ak ¢asové rady obsahujui aspon 50 000 pozorovani a v oblasti
predpovedania vytaZenia elektrickej siete aspon niekolko stoviek pozorovani. V tejto

oblasti je ale potrebny este d’als{ vyskum.
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Ked predpokladdme jedno rozmernost ¢asovych radov vytvorenych podla kritérif
popisanych vysSie v spojeni s problémom velkosti ¢asovych radov z prace [5] obja-
vuje sa takyto vyskumny podciel: Akt éasovii jednotku zvolit pre casové rady v oblasti
kybernetickej bezpecnosti?

Tato otazka je dolezita, lebo ak zvolime prili§ malid hodnotu, tak sice budeme
mat v ¢asovom rade velké mnozstvo pozorovani, ale za dant ¢asovi jednotku sa podla
niektorych kritéri{ moze vyskytnit velmi malo udalosti alebo sa nemusia vyskytntt
ziadne udalosti. To moze sposobit, Ze ¢asovy rad bude tvoreny z velkej ¢asti malymi
az nulovymi hodnotami. V takomto ¢asovom rade niet velmi ¢o predikovat. Aj kvoli
tomuto problému neboli niektoré ¢asové rady vytvorené pomocou kritérii vyssie vobec
pouzité.

Naopak, ak zvolime prilis velki hodnotu, v ktorej sice budeme mat v jednot-
livych pozorovaniach vysoké pocty udalosti, no takyto casovy rad bude obsahovaf
malé mnozstvo pozorovani a jeho predikcia nemusi mat Ziadnu pridantd hodnotu pre
administratora. Napriklad, ak zvolime ako ¢asovu jednotku jeden tyzden, tak v pripade
ro¢nych dat ziskame priblizne 52 pozorovani, ¢o moze byt nepouzitelné pre tréning nie-
ktorych metdd predikcie (neurénovych siet{) a predikcia stavu sietového bezpec¢nostného
situacného povedomia ¢i uz jednokrokova alebo viackrokové nemusi byt uzitoénd pre

administratora.

3.2 Metddy predikcie casovych radov v oblasti sie-

tového bezpecénostného situacného povedomia

Dolezitou otdzkou pre oblast predikcie v bezpeénostnom situaénom povedomi je
to, preco potrebujeme (dobri) predikciu siefového bezpecnostného situaéného pove-
domia. Uved'me priklad situdcie administrétora informaéného systému (siefového/ser-
verového), ktory mé k dispozicii informécie zo systému podobného Wardenu (IDS,
Honeypot, logy a pod.). V prvotnej situdcii administrator nemé k dispozici{ ziadnu
predikciu situdcie v tomto systéme. Automatizovany systém moze zo spominanych in-
formécii vytvarat ¢asové rady, a tak ziska prehlad o situaénom povedomi v sieti. Prida-
nie predikcif tychto ¢asovych radov mu vsak dod4 d'alsiu pridant informdciu o moznom
budticom stave, ¢o moze byt velmi prospesné, lebo odhadnit budicu situdciu v sieti
je velmi fazké aj pre skiseného administratora. Ked uz si k dispozicii predikcie mozu
nastat dva hlavné pripady. Prvym je ten, Ze predikcie ukazovali nejaké hodnoty, no re-
alita ukazuje, Ze st niekolko nésobne vyssie. To moze ukazovat na to, Ze v sieti sa deje
nie¢o nezvycajné a administrator by mal na to primerane zareagovat kontrolou stavu

dalgich systémov a podobne. V druhom pripade predikény model ukazuje hodnoty,
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ktoré sa velmi vymykaji priemeru (napriklad vikendova prevadzka nejakej instittcie
m4 byt podstatne vyssia ako bezna prevadzka cez tyzden). V tomto pripade musi ad-
ministrator opét prijat primerané technické alebo bezpecnostné opatrenia, napriklad
nastavenim restriktivnejsej politiky firewalu a podobne.

V réamci zlepSenia kvality predikcie v oblasti siefového bezpecnostného situaéného
povedomia mdme dva ciele a niekolko podcielov:

Zlepsenie predikcie na zaklade ddt:

e pomocou pouZitia externych idajov (databdza zranitelnosti) ako dalsieho vstupu

pre predikény model,
e pomocou pouZitia augumentdcie dat.
Zlepsenie predikcie na zdklade upravy metod:
e pomocou skladania modelov (ensemble models),

e pomocou pouzitia nestandardniych stratovych funkcie pri tréningu neurénovich

siett.

3.2.1 Aktualny stav rieSenej problematiky

V oblasti kybernetickej bezpe¢nosti ndjdeme velké mnozstvo ¢lankov, ktoré sa za-
oberaji predpovedanim sietového bezpecnostného situacného povedomia. V tabulke 3
je prehlad vybranych ¢ldnkov, ktoré sa nejakou formou zaoberaji siefovym bezpec-
nostnym povedomim. Zobrazeny je rok, v ktorom ¢lanok vysiel, datova sada, ktoru v
praci pouzivajui, pristup, ktory zvolili a ciel, ktory autori sledovali.

Vyskumy uvedené v ¢lankoch [84, 83, 73, 66] pracuji s objavenymi existujicimi
zranitelnostami v roznych systémoch a snazia sa predikovat pocet zranitelnosti, ktoré sa
objavia v budiicnosti. Tento pristup sice nie je priamo zamerany na siefové bezpec¢nostné
situa¢né povedome, ale uvadzame ho najmé preto, lebo poécty objavenych zranitelnosti
mozu velmi stvisiet s budicou situdciou v sieti a mozu pomoct pri predikeii situdcie v
sietl.

Clanky [62, 16, 54] pracuji so siefovym tokom ako takym. Sleduji a predikuji
datovi prevadzku u poskytovatelov internetu (ISP), ktord sice priamo nehovori o
siefovej bezpecnostnej situdcii, no jej analyza a predikcia by mohli pomdct pri De-
nial of service (DoS) utokov.

Préce, ktoré sa priamo zaoberaji predikciou siefového bezpeénostného situaéného

povedomia, vieme podla delenia na konci prvej kapitoly, rozdelif do dvoch kategérii:
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e Price zaoberajtce sa predikciou hodnoty funkcie F. (Prace pouzivajice hierar-
chickii metédu na vyhodnotenie siefovej situécie, popisané na konci prvej ka-
pitoly.) F je funkcia, ktorou v pracach [45, 52, 109, 107, 12, 106, 32, 100, 26,
27, 70, 49] vyhodnocuju siefovii bezpecnostni situdciu. Problém tohoto pristupu
je ten, ze kazdy autor méa funkciu F definovant inak. Od tplne jednoduchého
stavu nejakej premennej v sieti az po zlozité vyhodnocovanie stavu bezpecnosti
na jednotlivych klientskych zariadeniach, serveroch a pod., ich nasobenie vahami
podla ich doleZitosti a nasledne séitanie pre uréenie celkovej situdcie a podobne.
Po spocitani F, sa zaoberaji meniacimi sa hodnotami F' v ¢ase a snazia sa pred-
ikovat siefové bezpecnostné situacné povedomie pomocou ¢asového radu funkcie
F.

e Price zaoberajice sa predikciou poctu ttokov. (Prace pouzivajice metédu od-
hadu intenzity itoku na vyhodnotenie siefovej situdcie, popisané na konci prvej
kapitoly.) Tieto préace [104, 94, 95, 3, 25, 68] vyuzivaji najmé data z honeypotov
a podobnych senzorov. Z dét z tychto senzorov opéit vytvaraju ¢asové rady, ktoré
predikuji roznymi metédami. Tejto oblasti sa chceme najviac venovat aj v nasej

praci.

Zaujimavy pristup je v praci [80], kde sa snazia predikovat kedy nastane bezpec-
nostny incident. Pouzivaji na to nestandardny pristup analyzy prispevkov na socialnej

sieti Twitter.
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3.2.2 Pristup k rieSeniu vyskumného ciela

3.2.2.1 Zlepsenie predikcie na zaklade dat

Externé tddaje, ako napriklad prispevky na socidlnej sieti Twitter [80], mozu
zlepsit kvalitu predikcie. Analyza hrozieb a zranitelnosti je si¢astou siefového bezpec-
nostného situaéného povedomia. V tejto préaci by sme sa vsak cheeli zamerat na pouZitie
databéz zranitelnosti ako externého zdroja pre predikéné modely, a tym zlepsit predik-
ciu v oblasti siefového bezpecnostného situacného povedomia. Mnoho préc, napr. [46,
48, 34, 10], sa zaoberd predikciou a analyzou poctu zranitelnosti v réznych oblastiach
informatiky. Na rozdiel od tychto prac nechceme predikovat budiice zranitelnosti v
roznych systémoch, ale pouZit znalost toho, Ze sa objavila nejaké zranitelnost na to,

aby sme upravili nase predikcie. Tento vyskumny ciel sa d4 rozdelif na 2 ¢asti:
1. Mad takdto externd informdcia nejaky prakticky vijznam?
2. Akym sposobom dat predikénému modelu tito dodatkovi externi informdciu?

Zial, v rémci tohoto vyskumného ciela sa ndm nepodarilo ngjst literatiru, ktors by
sa danym problémom zaoberala, preto nasledujice ivahy si v podstate hypotézami,

ktoré by sme v budticnosti chceli overit.

V pripade prvej casti pracujeme s hypotézou: Bezpecnostné udalosti a incidenty
zavisia od viacerych internych a externych vplyvov na organizaciu. Pre prienik do
systému, resp. siete je nutné, aby existovala bezpec¢nostnd zranitelnost (ide o chybu
samotného systému alebo siete), ktori utoénik vyuzije. Predpokladdame teda, ze vyvo]
poctu zranitelnosti je mozné pouzit pri predikeii siefového bezpecnostného situaéného
povedomia a to miniméalne dvoma sposobmi v dvoch situdciach. Obe vysvetlime na
priklade Portu 22 a teda ¢asového radu pokusov o prihldsenie na ssh a zranitelnost{
tykajucich sa protokolu ssh.

Prvéa situdcia nastdva, ked sa objavi novd vyznamnd zranitelnost v tomto pro-
tokole. Na zaklade tejto zranitelnosti moZzeme v najblizSom obdobi oc¢akdvat narast
pokusov o prihldsenie na ssh. To, Ze nas predikény model bude disponovat informdciou
o tejto vyznamnej zranitelnosti, by malo sposobit to, Ze by mal predikovat rasticu
krivku.

Druh4 je opa¢nym pripadom, teda model nepredikuje ni¢ problematické (ziadne
vyrazne rastice krivky), no v realite krivky prudko narastaji. Samozrejme, v tomto
pripade by mal administrator daného systému spozorniet a zaviest prisluné opatrenia,
vzhladom na povahu predikovanych dit. Okrem toho stoji za zvéZenie pozriet sa na

to, ¢i sa v blizkej budicnosti neobjavi nova zranitelnost, ktord by vysvetlovala tento
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prudky ndrast (zero day zranitelnost, ktord moze existovat v case predikcie, ale nie je

verejne znama).

V pripade druhej ¢asti je mozné zvolit viacero pristupov. Najjednoduchsim by
malo byt vytvorenie viacrozmerného ¢asového radu. Napriklad, zoberme dvojrozmerny
casovy rad pre Port 22, kde jednou zlozkou by boli pokusy o prihlasenie na ssh server
a druhou zlozkou by boli zranitelnosti objavené v protokole ssh. Tento pristup je v
principe jednoduchy, pouzitelny pre viésinu existujicich metéd, no jeho problém je
v tom, Ze obe zlozky musia mat rovnakd casovi jednotku. KedZe v nasom pripade
pouzivame najmé 30 minutovu ¢asovu jednotku, tak by najskor druhé zlozka takéhoto
¢asového radu bola vo vicsine pripadov nulové (predpokladdme, Ze nové zranitelnosti
sa neobjavuji v rddoch hodin). Pre tento pristup by sme teda museli zmenit velkost
¢asovej jednotky na velkost aspon jedného diia. V pripade, Ze chceme pouzivat kratsie
casové jednotky (v nasom pripade napriklad 30 minit), budeme musiet zvolit iny
pristup. Neurénové siete dokdzu dostat na vstup déata roznych velkosti. V ich pripade
nie je problém daf ¢asti siete 30 minitovy ¢asovy rad a inej casti siete napriklad pocty
objavenych zranitelnosti za posledny tyzdeii, mesiac a podobne, s rdznou ¢asovou jed-
notkou. Pouzitie takéhoto pristupu pre statistické metody alebo iné metddy strojového
ucenia nemusi byt vhodné.

Dalsim problémom v tejto ¢asti je to, aké parametre zvolit pri vytvarani ¢asového
radu zranitelnosti. Jednou z databaz zranitelnosti, na ktord sa chceme ststredit je Na-
tional Vulnerability Database [9]. Pre hodnotenie zranitelnost{ pouziva skére Common
Vulnerability Scoring System (CVSS) [28]. Pre vypocet tohoto skére je potrebnych
viacero parametrov, ako napriklad komplexnost titoku, potrebné oprdvnenia, nutnost
pouzivatelského zasahu, aky velky je dopad danej zranitelnosti a podobne. To, & bude
pri vytvéarani éasového radu zranitelnosti stacit zobrat len poéty novych zranitelnosti
alebo aj skére CVSS alebo bude potrebné zobrat aj nejaki kombindciu d’algich para-
metrov alebo bude nutné zobrat ako vstup pre predikény model viacero ¢asovych radov
zranitelnosti vytvorenych na zdklade viacerych parametrov bude predmetom d’alsieho

studia literatury a empirického skimania.

Augumenticia dat je v oblasti strojového ucenia, najmé neurénovych sieti velmi
dolezitd. Pouziva sa najmé pri nedostatku tréningovych dat na vytvorenie novych
dét dpravou existujucich. Napriklad pri praci s obrazovymi datami (klasifikacia, seg-
mentdcia a pod. obrdzkov) si na argumentéciu Siroko pouzivané jednoduché ipravy
obrazkov ako zrkadlové otocenie, rotacia, orezanie, skosenie, zmena skaly, rozne trans-

formacie, upravy farebnosti (prevod do ¢ierno-bielej, upravy saturacie, svetlosti, expo-
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zicie a pod.), rozostrenie, pridanie Sumu, ndhodne vyrezy a pod. a ich kombinacie. V
oblasti predpovedania sietového bezpecnostného situaéného povedomia pomocou pred-
povedania casovych radov sme sa nestretli s pouzitim augumentacie aj napriek tomu,
ze mnozstvo vyskumov pracuje s velmi malymi dadtovymi sadami. Jednym z dovodov,
7e moznosti augumentdcie dit nie si v oblasti ¢asovych radov také velké, jednoduché
a priamociare.

V praci [93] uvddzaji prehlad moznosti augumentécie ¢asovych radov. Na ob-
razku 8 je uvedena taxondémia metéd pouzivanych na augumentaciu c¢asovych radov.
Popisuju rozne metddy od najjednoduchsich z casovej domény ako pridavanie roznych
sumov, vyrezavanie, Skalovanie roznych oblasti casového radu, zrkadlové pretocenie
casového radu a podobne. Pri frekvenénom spektre popisuji prevod frekvencného spek-
tra pomocou Furierovej transformacie, kde nasledne nahradzaju alebo pridavaju am-
plitidové spektrum alebo fazové spektrum réznymi Sumami alebo prezentuji rozne iné
operacie v oblasti Furierovej a inverznej Furierovej transformacie. Z pokrocilych metod
dekompozicie spominaju napriklad dekompoziciu a tupravu rezidualov a ich néasledne
pridanie do trendu a sezoénnosti a tym vytvorenie novych casovych radov. Pokrocilé
pristupy Statistickych generativnych modelov vyuzivaji rozne metédy ako mix Gaus-
sovych stromov, Lokélne a globalne trendy, MAR a pod. na vytvaranie novych casovych
radov. Uciace metédy by mali byt schopné nie len vytvdrat podobné vzorky ale byt
schopné aj vytvarat nové data imitujtce redlne data. Ndjdeme tu metédy pracujiice s
latentnym priestorom ako MODALS (Modality-agnostic Automated Data Augmenta-
tion in the Latent Space), pristupy podobné GAN modelom, ale aj modely automaticky
hladajice najlepsie augumentacné prostriedky pomocou reinforcement learning, meta
learning alebo evolu¢nych algoritmov. Nie vSetky metédy su vSsak vhodné na augu-

mentéciu ¢asovych radov, ktoré maji byt pouzité na predikciu.
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Obr. 8: Taxondémia augumentacii ¢asovych radov z prace [93].

Okrem toho evaluuju rozne metédy augumentacie pre 3 najcastejsie tlohy pri praci
s casovymi radmi, a to: klasifikacia, detekcia anomalii a predikcia. V pripade predikcie

pracuju s piatimi casovymi radmi (electricity a traffic z UCI Learning Repository a 3
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datasety z M4 stitaze) a dvoma metédami (DeepAR [74] a Transformer vychddzajici
z [90]). Pouzili zédkladné augumentdcie dat (vyrezy, zakrivenia a pretocenia) a augu-
mentdcie vo frekvencnej doméne zaloZzené na APP. V tabulke 9 st zobrazené vysledky,
ktoré dosiahli s a bez augumentacii. Ako metriku pouzili MASE a priemerné relativne
zlepsenie (ARI) pocitali ako priemer z (MASEy /o aug — MASEy) aug)/MASEy) qug-
Ako vidiet, nie vzdy dosiahli metédy augumentécie lepsie vysledky a této oblast si

vyzaduje dalsie skimanie.

Dataset DeepAR Transformer

w/oaug  w/aug ARI | w/oaug  w/aug ARI
electricity 0.87 0.97 1.92% 1.04 1.11 —2%
traffic 0.66 0.80 —12% 0.70 091 —16%
m4-hourly 6.33 5.35 56% .77 7.87 38%
m4-daily 4.88 4.48 10% 7.85 7.38 37%
m4-weekly 12.00 9.34 76% 6.62 7.09 23%

Obr. 9: Vysledky dosiahnuté augumentéciou ¢asovych radov v préci [93].

Existuje mnozstvo d'alsich préc [4, 18], ktoré sa zaoberaji augumentdciou ¢asovych
radov. V rdmci tejto prace by sme checeli vyskusat existujice metédy augumenticie
¢asovych radov a pomocou nich zlepsit predpovedanie siefového bezpecnostného si-

tuacného povedomia.

3.2.2.2 Zlepsenie predikcie na zaklade prace s metodami

Skladanie modelov (ensemble modeling) je proces, pri ktorom je viacero roz-
dielnych modelov pouzitych na vytvorenie predikcie. Motivécia, ktora je skryta za skla-
danim modelov, je taka, ze tento pristup znizuje chybu generalizacie. Za predpokladu,
ze modely su rozdielne a nezavislé, pouzitim skladania modelov dochadza k znizovaniu
chyb predikcie. Zlozeny model ma sice na pozadi viacero modelov, no sprava sa ako je-
den model. Skladanie modelov sa bezne pouziva v praktickej datovej analyze. [43] Zial
v oblasti predikeif sietového bezpecnostného situaéného povedomia je pouzitie sklada-
nia modelov zriedkavé. Z tabulky 3 pouZivaji alebo spominaji nejaki formu skladania
modelov len préace [16, 3].

Pouzivanie skladania modelov je bezné aj v oblasti predikcie casovych radov. Exis-
tuju rozne metddy skladania modelov, napriklad rozne kombinécie predikcii jednot-
livych modelov (priemerovanie, vyberanie strednej hodnoty, vdhovanie a pod.), kom-
binovanie réznych neurénovych sieti a ich vlastnosti (architektir, parametrov, ucenie
len na castiach trénovacej mnoziny a pod.), kombinovania réznych metéd pomocou
inych metdd strojového ucenia (boosting metédy) alebo jednoduché pouzitie predikcie

z jedného modelu ako d'alsi vstup pre iny model.

42



V préci [105] predikuju vymenny kurz Britskej libry a Amerického doldra. Pou-
zivaju rozne metédy skladania modelov, najmé skladanie modelov s rozne pociatocne
inicializovanymi vahami, modelov s roznymi architektirami a modelov trénovanych
na roznych castiach dat. Ukazuje sa, ze skladanie modelov rézne pociatocéne iniciali-
zovanymi vahami neprinasSa vyrazne zlepSenie. Na druhud stranu, skladanie modelov
s roznymi architektirami dosahuje dobré vysledky. Naviac, vysledky ukazuju, ze je
vhodnejsie skladat modely s trénované na rozne dlhych vzorkdch ako modely s roznym
poctom skrytych vrstiev. Vysledky skladania modelov trénovanych na réznych castiach
datasetu taktieZ vyzeraju slubne.

Starsi ¢lanok [30] popisuji novy pristup Generalized Regression Neural Network
(GRNN) Ensemble for Forecasting Time Series, ktory spaja niekolko zdkladnych GRNN
pomocou kombinujicej GRNN na vytvorenie findlnej predikcie. Ich pristup porovnavaju
s jedenastimi inymi algoritmami na tridsiatich datovych sadach. GRNN Ensemble for
Forecasting Time Series mé sice o nie¢o vyssiu vypoctovi ndro¢nost, no prekondva
porovndvane pristupy v jedno, pit aj desat krokovej predikcii.

Dvojica burzovych indexov a dvojica vymennych kurzov je predikovand v praci [82].
Détovii sadu rozdeluji na ¢asti, na ktorych trénuji viaceré LSTM siete, ktorych vys-
ledky st nésledne integrované pomocou AdaBoost algoritmu pre vytvorenie skladaného
modelu. Zvoleny pristup zlepsuje presnost predikcie a prekondva iné jednoduché mo-
dely ale aj skladané modely.

Studia [17] z roku 2022 porovnava metddy klasického strojového ucenia, hlbokého
ucenia a skladanych modelov na predikciu poctu slnec¢nych skvin. Predstavuju mo-
del nazvany XGBoost-DL, ktory pouziva XGBoost ako metédu skladania modelov hl-
bokého ucenia, ktory dosahuje najlepsie vysledky zo vsetkych porovnavanych modelov,
dokonca prekondvaji predikcie, ktoré urobila NASA. Dalsou vyhodou tejto préce je,
ze predstaveny model je zverejneny ako python kniznica [103].

Vyssie popisané ¢lanky uvadzaji zaujimavé vysledky, ktoré ukazuju vhodnost
pouzitia skladania modelov. Pre splnenie tohoto ciela by sme cheeli vyskisat d’alsie
metédy strojového ucenia (napriklad tie, ktoré si popisané v sekcif 2.2), vyskusat rozne
popisované metdédy skladania modelov a uréit ich potencidl pre predikciu siefového
bezpeénostného situaéného povedomia. Tomuto cielu sme sa uZ ¢iastoéne venovali v
¢lankoch 1 a 2 (priloha A), kde sme na predikciu pouzili aj jednoduchi kombinéciu

(priemer) metéd ARIMA a exponencialne vyhladzovanie.
Stratova funkcia urcuje, ako velmi sa vysledok vypoctu neurénovej siete lisi od

skutocnosti. Vacsina neurénovych sieti je trénovanych pomocou stochastického poklesu

gradientu. Vyber stratovej funkcie je velmi doleZity, pretoze derivécia stratovej fun-
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kcie sa pouZiva pri vypocte gradientu pri tréningu. Stratova funkcia moze ovplyviiovat
rychlost ucenia ale aj vysledni presnost neurénovej siete. VAcsina prac v oblasti pred-
ikcie sietového bezpecnostného situacného povedomia pouziva pri tréningu mean abso-
lut error (MAE) alebo mean squared error (MSE). Existuju aj dalsie stratové funkcie,
ktoré sa daji pouzit pri tréningu neurénovych sieti, ktoré riesia regresny problém, teda
aj predikciu ¢asovych radov.

Jeden z cielov ¢ldnku [76] je empirickou analyzou uréit kombindciu stratovej fun-
kcie a optimalizatora, ktora vedie k najpresnejsim predikciam veternej elektrickej ener-
gie. 7Z optimalizatorov vyberaji SGD, Adagrad, Adadelta, Adam a Nadam. Zo stra-
tovych funkcie MAE, MAPE, MSLE, Hinge loss, Squared Hinge loss, Log-Cosh loss,
Binary Cross-Entropy loss, Kullback Leibler Divergence loss, Poisson loss a Cosine
Proximity loss. Ich vysledky ukazujui, ze ako najvhodnejsi optimalizator je dobré vo-
lit Adadelta [76]. Popisuji, Ze najcastejsie preferovand stratova funkcia v literatire je
RMSE. Z ich analyzy vsak vyplyva, ze pouzitie MAE stratovej funkcie vedie k najpres-
nejsim predikciam. Pri pouziti inej hodnotiacej metriky vyzera zaujimavo aj pouzitie
MSE stratovej funkcie.

Préaca [13] prindsa pouzitie novej stratovej funkcie pre neurénové siete pre predikciu
rychlosti vetra. Porovnavaju predikciu pomocou obyc¢ajnej rekurentnej siete, LSTM
siete a GRU siete s MAE, MSE a ich novou Kernel MSE stratovou funkciou. Kernel
MSE stratova funkcia je definovand pomocou prevodu do RKHS (reproducing kernel
Hilbert space), vypoétu vzdialenosti pomocou Mercerovho kernelu a Gausovej kernel
funkcie nasledovne:

lkernet-msE(Y, §) = Z(l — exp(—(yi — 9:)°/207)) (1)

i=1
pricom v tejto praci pouzivaji o = v/2/2. Ukazuje sa, ze nova kernel MSE funkcia
dosahuje pri tréningu lepsie vysledky a nasledné predikcie st presnejsie.

Pre splnenie tohoto ciela by sme chceli natrénovat rozne typy neurénovych sieti s
pouzitim roznych stratovych funkcii na datach, ktoré mame k dispozicii a porovnanim
vysledkov uré¢it ich vhodnost pre predikciu siefového bezpeénostného situaéného po-
vedomia. Stratové funkcie, na ktoré by sme sa chceli zamerat st napriklad tieto (v
zétvorke je uvedené ¢islo definicie prislusnej stratovej funkcie): MAE - Mean Absolute
Error (2, MSE - Mean Square Error (3), RMSE - Root Mean Square Error (4), Hubert
loss (5), MASE - Mean Absolute Scaled Error (6), RMSSE - Root Mean Squared Scaled
Error (7), MSLE - Mean Squared Logarithmic Error (8), Log-Cosh loss (9).

N
. 1 .
Wy, 9) = NZI%—%I (2)
=1
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Wy, 9) = ‘

)

(yi — :)° (3)

1) = | 3 S = 30 (@)

(yi — 4i)? ak |y, — ;| < 5)

S NI

(o) = 3 D

1 | 0(yi — 9l —30)  inak
N R
% Zi:l |yi - yz|
T
ﬁ Yoo Yt — Y|
N A~
. % Zi:l(yi — Ui)?

(y,9) =
ﬁ Z;F:Q(yt — Yp—1)?

Wy, 9) =

1 N
v,9) =~ > _(log(y: +1) — log(4; + 1))? 8)
=1

(v,9) = Z log(cosh(f; — y;)) (9)

Kde y st skutoéné hodnoty, ¢ su predikované hodnoty, N je pocet vzoriek, y; je i-ta
skutocna hodnota, g; je i-ta predikovana hodnota, d je zvoleny parameter, T je pocet
vzoriek v trénovacej mnozine. Nie vSetky popisané funkcie sa bezne pouzivaju ako
stratové funkcie a existuji aj mnohé iné stratové funkcie, ktoré bude mozné vyskusat,
¢i uz z popisanych ¢lankov alebo z d'alsej literatiry.

Tento ciel je uz ¢iastocne splneny. V ¢ldnku 2 (priloha A), ktory je popisany v
nasledujicej kapitole sme porovnali MAE, MSE a MASE stratové funkcie pri predikcii
2 ¢asovych radov (Port 443/TCP a Count of all allerts). Ukazuje sa, ze MAE a MASE
stratové funkcie dosahuju podobné vysledky a si o nieco lepsie ako dosahuje MSE.
V ¢lanku 1 (priloha A) je popisand predikcia viacerych ¢asovych radov, ktoré mame
k dispozicii. Zial, vo vécsine pripadov, vyzerd této predikcia ako naivnd predikcia aj
napriek tomu, ze boli pouzité statistické metody ako ARIMA a exponencidlne vyhla-
dzovanie alebo komplexné neurénové siete. V ramci tohoto ciela stoji za zvéazenie aj
vytvorenie stratovej funkcie, ktora by model penalizovala za predikciu, ktora je po-
dobna naivnej predikcii. Najblizsie k takejto funkcii ma funkcia MASE, ktorej slovny
popis je nasledovny: Ak je jej hodnota 1, tak predikcia je priblizne rovnaka ako naivna
predikcia. Ak je jej hodnota vyssia ako 1, tak je horSia ako naivna predikcia a ak je
mensia ako 1, tak je lepsia ako naivna predikcia. Ako sme v8ak popisali vyssie, resp v
nasledujicej kapitole, stratové funkcie MAE a MASE maji priblizne rovnaké vysledky
a ostdva teda otdzkou, ¢i je mozné definovat lepsiu stratovi funkciu, ktord by model

penalizovala za predikciu, ktord je podobna naivnej predikcii.
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4 Parcialne vysledky

V tejto kapitole zhrnieme nase doterajsie vysledky, ktoré su publikované v pracach 1
a 2 uvedenych v prilohe A. V oboch précach sme nadviazali na ¢ldnok [64] pracovali s

datovou sadou popisanou v casti 3.1.2.

V ¢lanku 1 sme sa venovali najmé porovnaniu vysledkov predikénych modelov na
datovej sade ziskanej zo systému Warden. 7 Statistickych metéd sme pouzili naivni
predikciu, ARIMA model, exponencialne vyhladzovanie a kombindciu ARIMA modelu
a exponencialneho vyhladzovania, kazdi metédu s a bez metédy posuvného okna. Z

modelov neurénovych sieti sme zvolili celkom devit roznych sieti, konkrétne:
e dopredn4 siet so styrmi skrytymi vrstvami (DN),
e rekurentnd siet s troma LSTM vrstvami (LSTM),
e rekurentnd siet s troma GRU vrstvami (GRU),
e konvoluéna siet s troma 1D konvoluénymi vrstvami (Conv1D),
e konvoluén4 siet s troma 1D konvoluénymi vrstvami (iné parametre) (Conv1DS),
e enkdder-dekdder siet s dvoma a dvoma 1D konvoluénymi vrstvami (edConv1D),
e enkdder-dekéder sief s jednou a jednou LSTM vrstvou (eld1),
e enkdder-dekdder siet s jednou a jednou LSTM vrstvou s normalizaciou (eld1LN),
e enkdder-dekdder siet s dvoma a dvoma LSTM vrstvami (e2d2).

Pri tréningu neurénovych sieti sme pouzili tri rozne skalovania datovej sady: logarit-
micku diferenciu inspirovani z [57] (log diff), standardne pouzivané odpocitanie prie-
meru a podelenie standardnou odchylkou (mean std) a nestandardni metédu zloga-
ritmovania dat (log). Vplyv skdlovania sme porovnali a najlepsie modely neurénovych
sieti sme porovnali s Statistickymi modelmi.

Pre tcely tejto prace sme pouzili 15 vybranych ¢asovych radov na zéklade pred-

chddzajiceho vyskumu [64]. Datovii sadu rozdelili na tri casti. Dizka celého Gasového

46



skdlovanie pocet
logdiff 10

1 krokova predikcia  log
meanstd
logdiff

2 krokové predikcia  log
meanstd
logdiff

5 krokova predikcia  log
meanstd
logdiff

10 krokova predikcia log

N Ot W O B W W ot Nnw

meanstd

Tabulka 4: Porovnanie po¢tov najlepsich gkalovacich metéd.

radu bola 17 473 pozorovani pri 30 minitovej ¢asovej jednotke. Prvé ¢ast zacinala
pozicii 28 a koncila na 15 549. Druha bola od 15 603 po 17 159 a tretia od 17 160 do
17 459. Hlavnym dovodom bolo to, ze medzi 15 550 a 15 601 boli chybajice hodnoty
a na zaciatku a na konci datovej sady boli velmi malé alebo nulové hodnoty. Prva a
druhd cast datovej sady bola pouZitd na tréning neurénovych sieti. Ako ¢asové okno
pre tréning neurénovych sieti bolo pouzitych 144 hodnot, teda tri dni. Druh4 ¢ast bola
pouzitd na tréning statistickych metéd s aj bez metédy posuvného okna. Tretia cast
bola pouzita na validdciu a porovnavanie predikcii jednotlivych modelov.

Zamerali sme sa na jedno, dvoj, pit a desat krokovi predikciu. Pri vyhodnocovan{
presnosti jednotlivych metéd a ich porovnanie sme pouzili Diebold-Marino test [21] a
metriku MASE (Mean Absolute Scaled Error):

MASE = mean(|g;|)

_ €j
— — ]
ﬁ Zi=2 |Yi — yi1l

Jednoduché vysvetlenie metriky MASE je také, ze ak je rovna jedna, tak predikcia

qj

je priblizne rovnaka ako naivnd predikcia. Ak je mensSia ako jedna, tak je lepsia ako
naivnd predikcia a ak je vécsia, tak je horsia.

V tabulke 4 su pocty skalovani, ktoré dosiahli najlepsie vysledky z modelov neu-
rénovych sieti pre kazdy casovy rad. Ako je vidiet, ich rozloZenie je priblizne rovnaké
a teda nevieme dojst k zdveru, ktord z nich je najvhodnejsia. Log vsak neodporticame

~ 7 )
pouzivat.
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V tabulke 4 je sumdr najlepsich neurénovych sieti pre vietky skalovacie metédy.
V kazdom z riadkov log, log diff a mean std je siucet 15 (15 ¢asovych radov). Ako je

vidiet priemerne najlepsie vysledky si z enkéder-dekdder sieti.
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Porovnania najlepsich predikcii Statistickych metod a neurénovych sieti pre jedno a
desat krokovt predikciu si v tabulkéch 6 a 7. Hrubym pismom je vyznacend najmensia
hodnota MASE. Takmer vo vsetkych pripadoch mali neurénové siete lepsie vysledky.
Pre pripady dvoj a pit krokovej predikcie boli vysledky velmi podobné. Diebold-Marino
test v tabulkéch 8 a 9 ukazuje, Ze pre jedno krokovi predikciu boli statistické metédy
horsie v 6smich pripadoch a pre desat krokovi predikciu v Siestich pripadoch (ak je p-
hodnota viésia ako 0,05 tak predikcie mali rovnaki presnost, ak mensia, tak predikcia

statistickej metddy bola horsia ako predikcia z neurénovej siete).
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Time series Stat Neu p-value
Count of all alerts | E log diff Conv1DS | 0,0200
COU IPs E log diff DN 0,1914
COU IPs (AP) E log diff GRU 8,5e-05
recon scanning Ew log diff eld1 0,0110
attempt login A log diff GRU 0,6613
attempt exploit Ew log eld1LN 0,1054
Port 22 N | log diff edConv1D | 0,08843
Port 23 AEw | mean std eld1LN | 0,0027
Port 80 AEw log diff LSTM 0,2763
Port 445 AE log diff e2d2 3,1e-12
TCP E log diff eld1 0,04933

SSH Aw log diff eld1 0,5037
ICMP Aw log GRU 0,03657

MS WBT Server Ew mean std eldl 0,0907
Telnet AE log eld1LN 0,0105

Tabulka 8: Vysledky Diebol-Marino testu pre jedno krokovii predikciu. Oznacenia:
COU - Pocet unikdtnych; AP - Iny pristup; A - ARIMA model; E - exponencidlne
vyhladzovanie; N - naivny model; AE - ARIMA + exponencidlne vyhladzovanie (prie-

merovanie); w - metéda posuvného okna.

Tabulkové hodnoty sice ukazuji v prospech predikcii neurénovych sieti oproti
Statistickym metédam, no pri blizSom pohlade na hodnoty a hlavne na zobrazenia sa-
motnych predikeii je mozné vidiet, ze predikcie si velmi podobné naivnym predikcidm.
Rovnako, kvoli tomuto problému nevieme prist k zéveru, ktory typ neurénovych siet{ a
ktort skdlovaciu metédu standardne volit. Zobrazenie predikcii umozinuje ich rozdelenie

na tri skupiny:
e dobre predikovatelné ¢asové rady,
e nepredikovatelné casové rady,
e nepredikovatelny sum.

Do prvej skupiny casovych radov spada len ¢asovy rad vytvoreny podla kritéria
Port 443 /TCP. Na obrazkoch 10 a 10 st ukazky najlepsich 1 a 10 krokovych predikeii
tohoto ¢asového radu. Hodnota MASE je v najlepsom pripade jedno krokovej predikcie
0,4209 a v pripade desat krokovej predikcie 0,6025. Port 445/TCP je pouzivany SMB

protokolom na pristup k siborom, tlac¢iarnam a sériovym portom medzi zariadeniami v
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Time series Stat Neu p-value
Count of all alerts | AEw mean std eldl 0,0003
COU IPs Aw mean std eldl 0,0012
COU IPs (AP) | AEw mean std eldl 0,0024
recon scanning | AEw log GRU 3,1e-05
attempt login A log Conv1DS 0,1580
attempt exploit Ew mean std eldl 0,0422
Port 22 N log diff edConv1D | 0,02685
Port 23 AEw log eldl 0,1153
Port 80 E mean std ConvlDS | 0,1974
Port 445 Ew log diff LSTM 0,6194
TCP A log eldl 0,0959

SSH Aw log diff Conv1D 0,2203
ICMP Aw mean std e2d2 0,3576

MS WBT Server | AE | mean std ConvlDS | 0,1114
Telnet AE log e2d2 0,1051

Tabulka 9: Vysledky Diebol-Marino testu pre desat krokovii predikciu. Oznacenia:
COU - Pocet unikdtnych; AP - Iny pristup; A - ARIMA model; E - exponencidlne
vyhladzovanie; N - naivny model; AE - ARIMA + exponencidlne vyhladzovanie (prie-

merovanie); w - metéda posuvného okna.

sieti. Je vyuzivany roznymi typmi skodlivého kédu (tréjske kone, ransomwéry a pod.)
na ich sfrenie. Zistenie, Ze tento ¢asovy rad je dobre predikovatelny je zaujimave.

V druhej skupine ndjdeme az dvandst casovych radov. Ich predikcie st velmi po-
dobné naivnej predikcii. Podla hodnoty MASE ich vieme rozdelit na dve podskupiny.
V pripade prvej podskupiny sa MASE hodnoty pohybuji medzi 0,65 a 0,8 pri jedno
krokovej predikcii a pri desat krokovej st okolo 1 alebo trochu viac ako 1. Podla ukazok
tychto predikcif na obrazkoch 12 a 13 je mozné ustudit, Ze tieto predikcie st velmi blizke
naivnej predikcii. Druha podskupina je na tom este horsie. V pripade jedno krokovych
predikcii sa hodnota MASE pohybuje nad 1 a smerom k desatkrokovym predikcidm
este rastie. Ukazky predikcii si na obréazkoch 14 a 15. V tejto skupine najdeme ¢asové
rady vytvorené z portov (22/TCP, 23/TCP, 80/TCP) alebo kategérii (Recon scanning,
Attempt login), ktoré si utoénikmi pouzivané na skenovanie alebo pociatocny pristup
do siete. Ked'Ze vysledky predikcii nie st v tejto skupine dostatoéne dobré, aktudlne
povazujeme tito skupinu za nepredikovatelnti.

Posledna skupina sa skladé z kategérii Attempt exploit and ICMP protokolu. Ako
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Obr. 10: Porovnanie jedno krokovej predikcie ¢asového radu (Port 443) pomocou e2d2
siete s log diff skalovacou metédou a kombindcie metéd ARIMA a exponencidlneho

vyhladzovania.
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Obr. 11: Porovnanie desat krokovej predikcie ¢asového radu (Port 443) pomocou LSTM
siete s log diff skalovacou metédou a metddy exponencidlneho vyhladzovania s po-

suvnym oknom.

60k original
log diff ConviDS

50k

40k

30k

17.2k 17.25k 17.3k 17.35k 17.4k 17.45k

Obr. 12: Porovnanie jedno krokovej predikcie ¢asového radu (Count of all alerts) po-
mocou ConvlDS siete s log diff skdlovacou metédou a kombinédcie metéd ARIMA a

exponencialneho vyhladzovania.

vidiet na obrazkoch 16 a 17 tieto ¢asové rady maji velmi blizko k bielemu Sumu.
Zaujimavé st malé hodnoty MASE (okolo 0,62), ktoré budu spésobené malym rozdie-
lom medzi predikovanou a redlnou hodnotou.

Vysledky tohoto vyskumu nam ukazuji, Ze enkdéder-dekéder siete vyzeraju byt
dobrou volbou pre predikciu v oblasti siefového bezpecnostného situaéného povedo-

mia, no détové sada, ktort pouzivame si bude vyzadovat d’alsiu analyzu.
V clanku 2 sme sa zamerali na vplyv stratovej funkcie pri tréningu neurénovych

sieti a vysledky sme opét porovnali so Statistickymi metédami. Pouzili sme rovnaki

détovi sadu, no len dvojicu ¢asovych radov. Jeden z kategérie dobre predikovatelnych
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Obr. 13: Porovnanie desat krokovej predikcie ¢asového radu (Count of all alerts) po-
mocou eld1 siete s mean std skalovacou metddou a kombinacie metéd ARIMA a expo-

nencialneho vyhladzovania s posuvnym oknom.
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log diff edConv1D

—N
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Obr. 14: Porovnanie jedno krokovej predikcie ¢asového radu (Port 22) pomocou ed-

ConvlD siete s log diff skalovacou metédou a naivnej predikcie.
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Obr. 15: Porovnanie desat krokovej predikcie ¢asového radu (Port 22) pomocou ed-

Conv1D siete s log diff skalovacou metédou a naivnej predikcie.
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Obr. 16: Porovnanie jedno krokovej predikcie ¢asového radu (attempt exploit) pomocou
eld1LN siete s log skalovacou metédou a metddy exponencidlneho vyhladzovania s

posuvnym oknom.
(Port 443/TCP) a druhy z kategérie nepredikovatelnych (total number of alerts). Aby

sme ziskali lepsi prehlad o kvalite predikcie, zmenili sme rozloZenie druhej a tretej ¢asti

datasetu tak, aby valida¢na bola vicsia. Druhd ¢ast obsahovala hodnoty od 15 602 do
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Obr. 17: Porovnanie desat krokovej predikcie ¢asového radu (attempt exploit) pomocou
eldl siete s mean std skalovacou metédou a metédy exponencidlneho vyhladzovania s

posuvnym oknom.

16 601 a tretia od 16 602 do 17 458. Pouzili sme rovnaké statistické metédy ako v

predchddzajicom ¢lanku, no z neurénovych sieti sme vybrali len pit sieti:
e dopredn4 siet so styrmi skrytymi vrstvami (DN),

e rckurentnd siet s troma LSTM vrstvami - uzsie vrstvy ako v predchidzajicom
¢lanku (LSTM),

e rekurentnd siet s troma GRU vrstvami (GRU),

e konvolucn4 siet s troma 1D konvoluénymi vrstvami - s mensimi kernelmi ako v

predchadzajicom ¢lanku (ConvlD),
e enkdder-dekdder siet s jednou a jednou LSTM vrstvou (eld1),

Statistické metédy boli trénované na zmensenej druhej casti détovej sady s a bez
metody posuvného okna a neurénové siete boli trénované na prvej aj druhej casti
datovej sady s vacsim casovym oknom 384 hodnot, teda osem dni. Na rozdiel od mi-
nulého clanku sme teraz pouzili aj metodu klesajiceho uciaceho pomeru. Pri tréningu
neurénovych sieti sme pouzili tri rozne stratové funkcie, a to: MAE, MSE a MASE.
KedZe ako jedna z metrik bola pouzitd funkcia MAE, je dolezité uviest uviest

Statistické informécie o datovej sade:

e v pripade ¢asového radu Count of all alerts bola minimalna hodnota 22, ma-
ximalna 155 818 a priemer 34 594,25,

e v pripade ¢asového radu Port 445/TCP bola minimélna hodnota 0, maximalna
16 168 a priemer 5 972,65.

V tabulkdch 11 a 12 st vysledky jednotlivych neurénovych sieti pre vsetky tri stra-
tové funkcie pre oba ¢asové rady. Ako vidiet, v oboch pripadoch dosahuji MAE a
MASE stratové funkcie priblizne rovnako dobré vysledky a st lepsie ako v pripade

MSE stratovej funkcie. Porovnali sme aj najlepsie vysledky statistickych metéd a
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neurénovych sieti v tabulke 10. Opét sa ukazuje, ze podla MASE (aj MAE) metrik
dosahujui neurénové siete lepsie vysledky ako statistické metédy. Pre pripad dvoch
casovych radov v tomto clanku horsie predikcie potvrdené aj Diebold-Marino testom

takmer vo vSetkych pripadoch.

casovy rad Count of all alerts port 445/TCP
najlepsia NN /stat. model || eldl MAE E GRU MASE AE
MASE 0,9166 1,0319 0,6210 0,7661
MAE 2 437,3081 | 2 744,0770 | 1 056,5102 | 1 303,3641

Tabulka 10: Porovnanie najlepsich neurénovych sieti a statistickych modelov na oboch
¢asovych radoch. Oznacenia: NN - neurénovd siet, E - exponencidlne vyhladzovanie;

AE - ARIMA + exponencidlne vyhladzovanie (priemerovanie).
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Zaver

V praci sme sa zamerali na predikciu v oblasti kybernetickej bezpecnosti. Kon-
krétne sa venujeme predikcii siefovej bezpeénostnej situdcie pomocou ¢asovych radov.
V tejto oblasti sme Specifikovali dvojicu okruhov vyskumnych problémov. Prvym je
chybajica benchmarkové datova sada v tejto oblasti a druhym je nutnost zlepSenia
predikénych metod v tejto oblasti. Pre prvy problém sme navrhli, ako by mala po-
trebna datova sada vyzerat a popisali sme sposoby jej vytvorenia. Aktudlne uz mame
vytvorent datovi sadu z dat zo systému WARDEN a dalsie pldnujeme vytvorit a v
budicnosti zverejnit. V pripade druhého problému sme navrhli styri metédy, ktorymi
sa chceme pokusit zlepsit predikciu v siefového bezpeénostného situaéného povedo-
mia. Konkrétne chceme zlepsit predikciu metédami skladania modelov a augumentdcie
d4t, pomocou pridania dalsich externych tidajov na vstup modelom a otestovanim
nestandardnych stratovych funkcii pri tréningu neurénovych sieti.

V poslednej kapitole tejto prace sa venujeme vysledkom, ktoré uz ¢iastocne napi—
naju ciele, ktoré sme stanovili v tejto praci. Tie boli publikované v dvoch pracach, ktoré
st uvedené v prilohe tejto prace. V oboch pracach pracujeme s casovymi radmi, ktoré
boli vytvorené z déat zo systému WARDEN. V prvej sa venujeme predikcii 15 ¢asovych
radov z oblasti siefového bezpeénostného situacného povedomia. Sticasne porovndvame
vysledky §tyroch statistickych modelov (naivného, ARIMA, exponencidlne vyhladzo-
vanie a ich kombindcia) a deviatich neurénovych sieti s troma réznymi metédami
skalovania dat. V druhej sa ststred ujeme na vybrani dvojicu ¢asovych radov a opét po-
rovnavame predikcie styroch statistickych modelov (naivného, ARIMA, exponenciélne
vyhladzovanie a ich kombindcia) a piatich neurénovych sieti s troma roéznymi stra-

tovymi funkciami.
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Abstract

The usage of new and progressive technologies brings with it new types of security threats and security incidents. Their
number is constantly growing.The current trend is to move from reactive to proactive activities. For this reason, the
organisation should be aware of the current security situation, including the forecasting of the future state. The main
goal of organisations, especially their security operation centres, is to handle events, identify potential security incidents,
and effectively forecast the network security situation awareness. In this paper, we focus on increasing the efficiency
of utilisation of this part of cybersecurity. The paper’s main aim is to compare selected statistical models and models
based on neural networks to find out which models are more suitable for network security situation awareness forecasting.
Based on the analysis provided in this paper, neural network methods prove a more accurate alternative than classical
statistical prediction models in network security situation awareness forecasting. In addition, the paper analyses the
selection criteria and suitability of time series, which do not only reflect information about the total number of security
events but represent a category of security event (e.g. recon scanning), port or protocol.

Key words: Neural networks, Forecasting, Network situational awareness, Time series

Introduction cyber threats or relating security alerts and predicting the
h b b it ituation” [23].

The number of cyber threats and attacks targeted towards e zn. c.y ersecurity siuation [ ] X X
Bass divided the network security situation awareness

all varieties of devices increases daily. The main topics in
v P (NSSA) in paper [2] to three stages:

cybersecurity are the detection of cybersecurity incidents and

the response to them. Security threats cannot be completely e event detection - this stage identifies the abnormal and

eliminated. Therefore, the current trend is to move from malicious activities in the network and obtains the basic

reactive to proactive activities [8]. The main goal is to prevent information and some important factors related to the

or mitigate security incidents before they cause harm to the network security,

organisation. e current situation assessment - this stage analyses collected
From the point of view of the organisation, it is vital to know data and evaluate the network security situation by using

the current situational awareness, which can be characterised the information obtained from the previous stage,

as "Perception of the elements in the environment within e future situation prediction - this stage aims to forecast the

a volume of time and space, the comprehension of their future network security tendency.

meaning and the projection of their status in the near

future” [14]. In the area of cyber threats and cybersecurity The main objective of the NSSA is the last stage -

incidents, we consider the network security situation awareness future situation prediction. In general, predictive analysis

(NSSA). In [2], Bass firstly introduced this concept, and it can methods play a significant role in predicting specific security

be defined as ”a monitoring of cyber systems, understanding incidents, predicting the next steps of the attacker or predicting

of the cybersecurity situation represented by modelling of the organisation’s security situation. In this regard, we

© The Author 2021. Published by Oxford University Press. All rights reserved. For permissions, please e-mail:
journals.permissions@oup.com
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recognise three main approaches to predictive methods in
cybersecurity [23]:

e attack projection - predicting the next move of an adversary
in a running attack by projecting the series of actions the
attacker performs [50];

e attack prediction - a type of attacks are going to happen
where and when [1];

e security situation forecast - forecast number of attacks or
vulnerabilities in the network of the organisation [33].

As the authors stated in the paper [23], the improvements
of prediction in cyber security, including the NSSA forecasting,
are a very important issue. From this point of view, the
authors identified an important aspect - the utilisation of NSSA
forecasting in practice. As mentioned above, the current trend
is to move from reactive to proactive activities. The main goal of
security operation centres is to handle events, identify potential
security incidents, and effectively forecast the NSSA. There are
several issues associated with this. The utilisation of NSSA
forecasting means considering the forecasting methods’ space
and time requirements, criteria for suitable forecasting methods
and criteria for suitable time series of security alerts, etc. It can
help with more effective NSSA forecasting.

To summarise the problems outlined above, we emphasise
the following research issues that we aim to answer:

1. comparison of selected models and data scaling for finding
out which is more suitable for NSSA forecasting;

2. time series selection criteria suitable for NSSA forecasting
concerning statistical methods and neural networks.

Whereas the predominant forecasting methods in cyber
security research and operation are statistical methods and
methods based on neural networks [23], we have decided
to forecast time series by these methods to answer research
questions. Time series models ”attempt to make use of the time-
dependent structure present in a set of observations ” [10]. The
appropriate forecasting methods depend primarily on what type
of data is available. We choose either qualitative forecasting
methods (in cases when available data are not relevant to the
forecasts) or quantitative forecasting methods. For the purpose
of research in this paper, we have available data from security
data-sharing platform called Warden system [29] and we have
chosen quantitative forecasting methods, which describe the
NSSA at a point in time [33].

This paper is an extension of our previous research
results [40, 22]. In the earlier papers, we focused on the usage of
time series in the NSSA forecasting. In the published paper, we
applied statistical methods for forecasting time series. The main
goal of this paper was to determine the effect of seasonality and
sliding window on NSSA forecasting and criteria for choosing
the suitable time series. In this paper, we bring neural network
models to our research.

This paper is organised into six sections. Section 2 focuses
on the review of published research related to NSSA forecasting
based on time series and neural networks. Section 3 focuses on
the research methodology and outlines the dataset and methods
used for the analysis. Section 4 discusses an experiment
evaluation. Section 5 states the result from analysing the
research questions and discussing knowledge obtained from
the analysis. The last section contains conclusions and future
works.

Related works

This section provides an overview of papers related to NSSA
forecasting using time series analysis or neural networks.

A frequently used class of models in the area of NSSA
forecasting is the Auto-Regressive Integrated Moving Average
(ARIMA). Examples of research work using these forecasting
methods are [38, 47, 48] In the paper [38], the author uses
a broad range of unconventional signals from various public
and private data sources and a set of signals forecasted via
the ARIMA model. Authors in [47] aim to exploit temporal
correlations between the number of attacks (denial of service,
malicious email, malicious URL, and attack on internet-facing
service) per day to predict the future intensity of cyber
incidents. On the other hand, authors in [48] investigated
the use of ARIMA models to forecast daily counts of different
cyberattack types against multiple targets. The attack methods
include in the dataset are malware, malicious URL, and
malicious email.

ARIMA models are often used in combination with
In the paper [46] authors used ARIMA
models and Bayesian Networks to predict future cyber attack

other models.

(malware, malicious URL, and malicious email) occurrences
and intensities against two target entities. ARIMA models are
also used in the NSSA forecasting with the gray-box prediction
that uses gray-box models that can accommodate the statistical
properties exhibited by the data. The authors of the paper [42]
responded to the disadvantages of the different use of the
ARIMA model (strict requirements on the input) and the gray-
box model (based on the prediction of the exponential rate
and does not take into account the randomness of the system).
A combined prediction model can be constructed to make up
for the shortcomings of the two single models. This analysis
was shown on industry data (isopropanol refining process).
Another example of the use of gray-box models is paper [51].
The authors analysed the extreme-value phenomenon, which
means the models’ incapability partly causes the prediction
errors to predict significant attack rates. The authors used two
complementary approaches - the Extreme Value Theory and
the Time Series Theory. The authors show that Extreme Value
Theory can offer long-term predictions (24-hour ahead-of-time)
in this paper. At the same time, gray-box time series forecasting
models (FARIMA + GARCH models) can predict attack rates
1-hour ahead of time.

For NSSA forecasting purposes, ARMA models are also used
in combination with another method. The objective of the
research in the paper [41] is an analysis of the fitting of ARMA
and GARMA models to the cyber-attack process. The authors
found that the performance of the GARMA model in cyber-
attack is perfect compare to ARMA. The authors used NetFlow
data obtained from communication on the university honeynet
for the analysis. In the paper [49] authors reported a statistical
analysis of a breach incident data set corresponding to 12 years
of cyber hacking activities that include malware attacks. The
AR (1) model can also be used for NSSA forecasting. In the
paper [43] authors used model AR (1) and bootstrap based on
AR (1) model to forecast NSSA. For this purpose, they used
medium-interaction honeypots (collected SSH connections).

Neural networks are commonly used in the field of time series
prediction. In cybersecurity, there is plenty of papers that use
older types of smaller feed-forward networks or wavelet neural
networks trained by backpropagation or genetics algorithm
(and its variants) to predict NSSA, for example, [55, 45,
53, 34, 31, 52, 21]. Modern approaches like recurrent neural
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networks (GRU, LSTM) were used in [16] for predicting NSSA.
In [20], authors compare ARIMA, LSTM and GRU neural
networks for cyber attacks prediction from the combination
of time series and external signals. Another work [15] predict
time series created from data collected by honeypot using
a bi-directional LSTM neural network. Research groups are
working with recurrent neural networks like LSTM and GRU for
predicting cyberattacks from time series created from industrial
data [32, 17, 18].

Methodology
Dataset

The source of data for our research is the alerts obtained from a
system called Warden [29]. It is a system that supports sharing
information about security events on individual computer
networks connected to this system. Data is stored and shared in
IDEA (Intrusion Detection Extensible Alert) format [28]. IDEA
format is a descriptive data model using a key-value JSON
structure.

The primary detection data sources that send IDEA alerts
to the Warden system include attack detection systems,
honeypots, network flow probes, system log records, and other
data sources deployed in several networks (Czech national
research and education network, Czech commercial network).
Alert in the IDEA format contains several mandatory fields
(form, ID, detection time, category) [24] and many optional
fields with multiple input support. The fields we follow most
in this research are the category, network traffic source data
(IP address, port, protocol), network traffic target data (IP,
port, protocol), detection time, and interruption time. For this
research, data were collected during one year (from 2017-12-11
to 2018-12-11). The collected dataset contains approximately
one billion records from various data sources mentioned above.

For this research, we processed a one-year dataset to 21-
time series based on different criteria. Criteria were chosen
from all possible values of category, port and protocol fields
by statistical representation throughout the whole dataset.
Chosen criteria are followings: (I) Count of all alerts; (II) Count
of unique IPs; (III) Category recon scanning; (IV) Category
availability DDoS; (V) Category attempt login; (VI) Category
attempt exploit; (VII) Category malware ransomware; (VIII)
Category intrusion botnet; (IX) Port 21; (X) Port 22; (XI)
Port 23; (XII) Port 25; (XIII) Port 80; (XIV) Port 443; (XV)
Port 445; (XVI) Protocol TCP; (XVII) Protocol SSH; (XVIII)
Protocol UDP; (XIX) Protocol ICMP; (XX) Protocol MS WBT
Server; (XXI) Protocol telnet.

Furthermore this time series was processed to multiple
versions based on reference period. We made a time series
with 1 minute, 10 minutes, 15 minutes, 30 minutes, and 60
minutes. Time series is stored in PostgreSQL database with
TimescaleDB extension. TimescaleDB extension is vital for
our future aggregations to create different views on created
time-series data.

Method Description

There is a wide range of quantitative forecasting methods,
and their usage often depends on the specific disciplines, the
nature of data or particular purposes. For choosing a particular
method, the properties, accuracies, and computational costs
must be considered. In our research, we are comparing
statistical methods with neural networks for time series

forecasting. From statistical approaches, we choose: ARIMA

models; Exponential smoothing models (state-space models);
the naive method (with drift);
ARIMA and Exponential smoothing models and from neural

combination (average) of

networks, we choose more types of networks: Dense network;
Recurrent neural networks (LSTM, GRU); Convolutional
neural networks; Encoder-Decoder networks.

Statistical methods

The most commonly used classes of models in time series
modelling and forecasting are ARIMA and Exponential
smoothing (ETS) [25]. We compared them with the naive
methods [5, 4], which can process large data sets and do
not have high computational requirements. They serve as a
benchmark for predictions in our research. We also added a
combination (average) of the ARIMA and ETS methods to
compare the standard methods with their combination. The
idea of averaging or boosting is trendy in machine learning
nowadays [23].

Prediction using ETS family models is characterised by a
weighted combination of older observations with new ones. The
new observations have a relatively higher weight compared to
the older observations. Exponential smoothing reflects the fact
that weights decrease exponentially as observations age [25, 5].

The ARIMA models represent a generalisation of the class of
ARMA models that incorporate a wide range of non-stationary
series. By finite number of differentiations, these models ensure
time-series stationarity, allowing the use of ARMA models.
ARMA models are a combination of auto-regression (AR) and
moving average (MA) [4]. The ETS class provides another
approach to time series modelling and forecasting. While
ETS models are based on a description of the trend and
seasonality in the data, ARIMA models aim to describe the
autocorrelations in the data [25].

Neural networks

On the other hand, we use nine different neural networks. There
is a lot of work done in time series forecasting with neural
networks. For example in field of stock prediction [39, 7, 30],
traffic prediction [19, 54], etc. We developed more multi-layers
neural networks, most of which were inspired by [6]. Because
our dataset was quite more extensive than datasets standardly
used in literature, we chose slightly bigger architectures of
networks so they can be reduced if needed in future work. It
is not our goal to do an extensive neural network parameter
tuning in this paper. We would like to find out which network
type is more suitable for our purposes (recurrent, convolutional
or Encoder-Decoder) and we focused on finding out which
data scaling is best for our NSSA dataset for neural network
training. In the following text, we provide a description
of the architectures (abbreviations, used later and denoting
individual architectures are in parentheses), N denotes N-steps
prediction:

e Dense network (DN) - 4 dense layers (1024, 512, 256, 128
units; activation relu), 1 dense layer (N unit; activation
linear);

e Long Short-Term Memory (LSTM) - 3 LSTM layers (512,
512, 512 units; default parameters), 1 dense layer (N units;
activation linear);

e Gated Recurrent Unit (GRU) - 3 GRU layers (256, 256, 256
units), 1 SimpleRNN layer (128 units), 1 dense layer (N
unit; activation linear);

e 1D convolution (ConvlD) - 3 ConvlD layers (256, 256, 256
filters; 7, 7, 7 kernel size; activation relu; pading same), 1
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dense layer (64 unit; activation relu), 1 dense layer (N units;
activation linear);

e 1D convolution (ConvlDS) - 3 ConvlD layers (256, 128, 64
filters; 7, 5, 3 kernel size; activation relu; pading same), 1
dense layer (64 unit; activation relu), 1 dense layer (N units;
activation linear);

e Encoder-Decoder ConvlD (edConvlD) - 2 ConvlD layers
(256, 128 filters; 7, 5 kernel size; activation relu; pading
same), 1 dense layer (1 unit; activation sigmoid), 1 dense
layer (9216 units; input dimension 128; activation linear), 2
ConvlDTranspose layers (128, 256 units; 5,7 kernel size;
activation relu; pading same), 1 dense layer (N units;
activation linear);

e Encoder-Decoder LSTM (eldl) - 1 LSTM encoder layer (512
units encoder; return state True), RepeatVector layer, 1
LSTM decoder layer (512 units encoder; return state True),
TimeDistributed (1 dense unit; activation linear);

e Encoder-Decoder LSTM with layer normalization (e1d1LN)
- 1 recurrent encoder layer (512 LSTM with layer
normalization units; return state True), RepeatVector layer,
1 LSTM decoder layer (512 with layer normalization units
units), TimeDistributed (1 dense unit; activation linear);

e Encoder-Decoder LSTM (e2d2) - 2 LSTM encoder layer
(512, 512 units encoder; return state True), RepeatVector
layer, 2 LSTM decoder layer (512, 512 units encoder),
TimeDistributed (1 dense unit; activation linear).

Forecast accuracy evaluation metrics

For forecast accuracy evaluation, the mean absolute scaled error
(MASE) is commonly used [27]. It is a preferred metric as it
is less sensitive to outliers, more easily interpreted and less
variable on small samples. MASE is defined as [25]:

MASE = mean(|q;|) (1)

where, for non-seasonal time series, ¢g; is:

€j

(2

q; =
S oy =yl

where e; is forecast error, i.e., the difference between an
observed value and its forecast, y; represents observed value,
T is the length of time series, and m is seasonality parameter
(period).

Experiment evaluation

The research questions were evaluated using a dataset from
the aforementioned security data-sharing platform (Warden
system). We have divided our evaluation into several stages:

e 1st stage - preliminary stage focused on the best
combination of time interval, period, and period in the
NSSA forecasting and analysis of the seasonality and the
usage of rolling windows;

e 2nd stage - comparison of selected statistic and neural
models and data scaling;

e 3rd stage - analysis of NSSA forecasting in order suitable

time series selection criteria.

The first stage of evaluation

The first stage of our research focused only on statistical models
(ARIMA, ETS, ARIMA+4ETS, Naive model). For each class of

models, we fitted particular models in the seasonal and non-
seasonal settings. We considered one, two, five, and ten steps
ahead forecast compared to true values included in the test set.

Furthermore, we considered two cases of model fitting. The
first one was the ”classical” one; when we kept the training
dataset (1200 values) and step by step, we added one more
observation from the test set to the training set in each round
of evaluation. In the second case, we used the so-called ”rolling
window” or ”one in, one out”, which means that in each
round of evaluation, we remove the oldest observation from the
training set and at the same time we add one new observation
from the test set to the training set.

At first, 95%
calculated,

(bootstrap) prediction intervals were

and consequently, we computed the average
coverage. It is the percentage of all confidence intervals which
covered the true (future) value of particular time series. We
also took a look at the average length of prediction intervals.
In general, shorter prediction intervals are considered more
precise.

In the first step of this stage, we evaluated forecasting
methods only on the total number of alerts. We did not address
the qualitative component (alert category, network protocol, or
network port). We used a one-year dataset and considered 24
hours and seven days period with two different time units (30
minutes and 60 minutes) and two different lengths of datasets
(month, two months). The main aim of this step was to answer
the issues of seasonality and the usage of rolling windows in the
perspective of NSSA long-term period (one year).

In the second step of this stage, we used the best
combination of time interval, period, and forecasting period
(30 minutes, seven days, one month). In this step, we evaluated
forecasting methods on 21 attributes of alerts, and we addressed
the qualitative component (alert category, network protocol,
or network port). The main aim of this step was to analyse
seasonality and the usage of rolling windows in other time series
taking into account qualitative components.

You can find a more detailed description of the experimental
evaluation of this stage in our previous work [40].

The second stage of evaluation

In the second stage of the evaluation, we focus on the
comparison of prediction models based on statistical approaches
and neural networks and finding out which data scaling method
is better for neural network training.

We choose 30 minutes time units for the time series. Every
time series consist of 17473 values. We did not use the first 27
and last 14 values because there were primarily zeros or missing
values.

We used R functions from one of the most common
R-packages called forecast [26] to implement statistical
approaches from the previous stage also described in section
Methodology (ARIMA, ETS, ARIMA+ETS and Naive model,
all with and without sliding window). Values between 15960
and 17159 (1200 values) were used to fit the models and values
between 17160 and 17459 (300 values) to test their forecasting
accuracy.

We use a window size of 144 values (3 days) for every model
and every time series for neural network training. The last 300
values (as in statistical methods) were used to test the neural
networks. The actual size of the testing set was 300 + 144
values, because finally, we wanted to compare all models on
these 300 values.
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Due to missing values between 15550 and 15601 in the whole
dataset, we split the training part of the dataset into two parts.
There were values between 28 and 15549 (15522 values) in the
first part, and in the second part were values between 15603
and 17159 (1557 values). After preparing data for training first
and second parts were concatenated, and training involved 40
epochs.

The fact that we use more data for training neural networks
than for fitting statistical models is not problem because older
data have weak impact on statistical methods and on the other
side it is better for neural networks to have more data to train
on. With more data neural networks can be better for finding
patterns in time series even in older data.

It is important to scale features before training a neural
network. We used three types of dataset scaling for neural
networks (abbreviations, used later and denoting scaling are
in parentheses):

1. Log difference (log diff) inspired by [37];
Natural logarithm (log);

3. Subtraction of mean and division by standard deviation
(mean std), mean and standard deviation was calculated
using the first part of the training set.

GPU Nvidia GTX 1080 and 1060, TensorFlow version 2.4
were used to train neural networks. Mean squared error (MSE)
was employed as loss function, the metric was set to MAE, and
the Adam optimiser was used. The batch size was set to 128.
We compared all employed models according to MAE for each
time series when the training phase is over. So we chose the
best model in each scenario. For easier model comparison, we
use the tool Weights & Biases [3]. In total, we train more than
1620 neural networks (9 networks described in Methodology x
3 scaling methods x 4-time steps x 15-time series).

In this manner, we obtained predictions (1-step, 2-steps, 5-
steps, and 10-steps) by neural networks for each time series.
Next, we compared the predictions of neural network models
with those acquired by statistical methods based on MASE, as
seen in the following section.

Apart from the comparison of prediction methods based on
statistical methods and neural networks, we would like to find
out what neural network type and what data scaling is most
suitable for time series forecasting tasks in our case.

The third stage of evaluation

In the last stage of the evaluation, we analysed the suitability
of time series for forecasting. We evaluated 15-time series as in
the previous section. For this purpose, we used all forecasting
methods and the MASE evaluation criterion. We analysed
MASE values of statistical and neural network approaches for
each time series.

‘We conduct this analysis for 1-step, 2-steps, 5-steps and 10-
steps forecasts. Subsequently, we selected and visualised the
best representative for statistical methods and models based
on neural networks. The resulting graphs show an example of
the development of values in the time series in contrast to their
forecasts.

Results and discussion

In this section, we describe in more detail the stages of
experiment evaluation. We take a closer look at the individual
results and discuss research questions based on them.

Results of the first stage of the evaluation

In the first step of the first stage, we tested statistical methods
(ARIMA, ETS, ARIMA+ETS and Naive model) in six cases
(time interval, period, time unit):

e 30 minutes, 24 hours, one month;

30 minutes, seven days, one month;

60 minutes, 24 hours, two months;
60 minutes, 24 hours, one month;

60 minutes, seven days, two months;

60 minutes, seven days, one month.

The first approach to evaluate the predictions’ quality of
particular models is the so-called cross-validation [25]. The
second approach to assessing the quality of forecasts of specific
models is an average coverage of 95 % by prediction intervals.
We used the above six cases and compared the established
forecasting approaches based on the 1-step, 2-steps, 5-steps,
and 10-steps forecast.

The main aim of this step was to determine an appropriate
case. According to results mentioned in [40] the most suitable
scenario for the methodology chosen by us is the case with
monthly data, time intervals of 30 minutes, a period equal
to 7 days. The research-based also confirms the suitability of
selecting the 7 days on time-oriented analysis and visualisation
of data collected by honeypots [44].

In the second step of the first stage, we tested statistical
methods (ARIMA, ETS, ARIMA+ETS, Naive model) with the
best result case (30 minutes, seven days, one month) on 16
selected time series. Six-time series have been removed from
the evaluation process because they contained small counts
(less than 100 — e.g. category availability DDoS) or mostly
zeros (e.g. category malware — ransomware). If the counts are
large enough (more than 100), then the difference between a
continuous sample space and the discrete sample space has no
perceivable effect on the forecasts [25].

In this step, we calculated the average MASE values for
2-steps, 5-steps forecasts and 10-steps forecasts for 16-time
series. The results from this step confirm the findings from the
first step of the first stage. The best method seems to be the
combination (average) of ARIMA and Exponential smoothing
models. Although the methods with sliding window do not have
the best results in all cases (16-time series), their results in
the average MASE value are close to the best method. More
detailed results can be found in the paper [40].

We chose the ETS and ARIMA methods as they can reflect
seasonality in the data. We hypothesised that it is unnecessary
to take seasonality into account, as the patterns in the data
do not repeat regularly (in some cases only irregularly) but
depend on other factors. As the results showed, the best values
for individual forecasts are always achieved by the method in
both its forms - taking into account, respectively, regardless of
seasonality. We discuss this in more detail in the paper [40].
For this reason, we do not consider statistical methods that
take seasonality into account in the following stages of our
evaluation.

Results of the second stage of the evaluation

In this subsection, we discuss the comparison of statistical
prediction models and forecasting models based on neural
networks and the influence of the data scaling method.

Based on previous work [40] six time series have been
removed from the evaluation process because they contained
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small counts (less than 100 — e.g. category availability DDoS) or
contained mostly zeros (e.g. category malware — ransomware).
If the counts are large enough (more than 100), then the
difference between a continuous sample space and the discrete
sample space has no perceivable effect on the forecasts [25].
However, if our data contains small counts (less than 100), then
we need to use forecasting methods that are more appropriate
for a sample space of non-negative integers. For instance, the
so-called Croston’s method can be considered [11, 9]. On the
other hand, the time series with mostly zeros can be suitable
for time series anomaly detection [36], and it is an exciting
direction for future research.

Comparison of neural networks and statistical approaches

All above mentioned statistical forecasting methods (all four
methods with and without sliding window) and forecasting
based on neural networks are compared by MASE criterion
within 1-step, 2-steps, 5-steps, and 10-steps forecasting on
15 selected time series. In total, we compared 11 forecasting
methods (eight statistical approaches and best neural network
models employing three different data-scaling approaches) per
each of 15-time series. In the following text, we discuss all
forecasting scenarios in more detail.

Within 1-step forecasting, according to the MASE criterion,
forecasting methods based on neural networks are better than
statistical approaches for 13 investigated time series. Statistical
approaches performing is better in case of attempt login and
SSH time series.All three implemented data-scaling approaches
have comparable results. As it can be seen in Table 5 the best
MASE value is 0.4209 in the case of Port 445 predicted by
the e2d2 model with log diff scaling method. An example of
prediction can be seen in Figure 1.

According to MASE criterion, in the case of 10-steps
forecasting, forecasting methods based on neural networks
are better than statistical approaches (except SSH). All three
investigated data-scaling methods have comparable results. As
shown in Table 6 the best MASE value is 0.6025 in the case of
Port 445 predicted by Conv1DS model with log scaling method.
An example of prediction can be seen in Figure 2.

According to the MASE criterion,
steps and 5-steps forecasting, forecasting methods based on

in the case of 2-

neural networks are better than statistical approaches in all
investigated time series (except SSH in the 5-steps case).
All three investigated data-scaling methods have comparable
results. We do not present tables for two and 5-steps cases
because the values are similar or average between the values
of 1 and 10-steps predictions. The best MASE value is again in
Port 445 with a value of 0.4712 (e2d2 model with log diff scaling
method) for 2-steps and 0.5964 (eld1LN model with log scaling
method) for 5-steps.

As it can be seen in Table 5 and 6,

MASE, neural network models are better in the most cases.

according to

Nevertheless, a lot of cases the best methods are worse or
comparable to the naive forecasting with drift (MASE value
is greater than or equal to 1). Even if MASE values are
much smaller than one most predictions still look like naive
predictions or worse as you can see on Figures 3, 4, 5, 6, 7 and
8. This problem is connected to the unpredictability of given
time series and will be discussed more precisely in the next
stage of the evaluation.

Additionally, we compared the forecast accuracy of the
best methods from neural networks and statistical approaches
applying the Diebol-Mariano test [12]. We calculated this test

using multDM [13] package in R. The null hypothesis was
that two forecasts have the same accuracy and the alternative
hypothesis had a setting Hl1= "less” (the first forecast is less
accurate than the second forecast). We stated that the p-value
for confirming the null hypothesis should be higher than 0.05
(we leave a 5% uncertainty rate).

Time series Stat Neu p-value
Count of all alerts E log diff Conv1DS 0.0200
COU IPs E log diff DN 0.1914
COU IPs (AP) E log diff GRU 8.5e-05
recon scanning Ew log diff eld1l 0.0110
attempt login A log diff GRU 0.6613
attempt exploit Ew log e1d1LN 0.1054
Port 22 N log diff edConvlD | 0.08843
Port 23 AEw | mean std eld1LN | 0.0027
Port 80 AEw log diff LSTM 0.2763
Port 445 AE log diff e2d2 3.1e-12
TCP E log diff eld1 0.04933

SSH Aw log diff eld1l 0.5037
ICMP Aw log GRU 0.03657

MS WBT Server Ew mean std eldl 0.0907
Telnet AE log e1d1LN 0.0105

Table 1. Results of Diebol-Marino test for 1-step forecasting. Notes:
A - ARIMA model; E - Exponential Smoothing (state space models);
N - naive model; AE - ARIMA + Exponential smoothing (average);
w - rolling window; AP - another approach.

Time series Stat Neu p-value
Count of all alerts | AEw mean std eldl 0.0003
COU IPs Aw mean std eldl 0.0012
COU IPs (AP) AEw mean std eldl 0.0024
recon scanning AEw log GRU 3.1e-05
attempt login A log Conv1DS 0.1580
attempt exploit Ew mean std eldl 0.0422
Port 22 N log diff edConvlD | 0.02685
Port 23 AEw log eld1l 0.1153
Port 80 E mean std ConvlDS | 0.1974
Port 445 Ew log diff LSTM 0.6194
TCP A log eld1l 0.0959

SSH Aw log diff ConvlD 0.2203
ICMP Aw mean std e2d2 0.3576

MS WBT Server AE | mean std ConvlDS | 0.1114
Telnet AE log e2d2 0.1051

Table 2. Results of Diebol-Marino test for 10-steps forecasting.
Notes: A - ARIMA model; E - Exponential Smoothing (state space
models); N - naive model; AE - ARIMA + Exponential smoothing
(average); w - rolling window; AP - another approach.

Results of Diebold-Marino test of the best statistical method
and neural network method for 1-step forecasting are shown in
Table 1 and for 10-steps forecasting are shown in Table 2. In
these tables, column ” Time series” means used time series, the
column ”Stat” means the best neural methods, and the column
?p-value” means p-value for Diebold-Marino test for a couple
of the statistic and neural methods.

For example, in the case of the 1l-step forecast (Count of
all alerts time series), the best statistical method is ETS, and
the best neural networks method is Log diff representative. We
tested the null hypothesis (forecasts have the same accuracy)
against the alternative hypothesis (forecast based on the
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DN | LSTM | GRU | ConvlD | ConvlDS | edConvlD | eldl | eld1LN | e2d2

log diff 1 2 2 0 1 1 3 1 4

1step log| O 4 2 2 2 0 1 3 1

mean std 1 1 3 0 0 2 4 4 0

sum 2 7 7 2 3 3 8 8 5

log diff | O 4 2 0 1 1 4 2 1

9 steps log 0 1 2 4 3 0 2 1 2

mean std 1 1 1 0 1 2 4 4 1

sum 1 6 5 4 5 3 10 7 4

log diff | O 1 2 0 1 2 4 3 2

5-steps log 0 0 2 2 3 0 5 1 2

mean std 1 2 1 0 1 3 5 1 1

sum 1 3 5 2 5 5 14 5 5

log diff | O 1 4 1 1 1 2 2 3

10-steps log 0 1 1 1 3 2 3 0 4

mean std 1 0 0 0 2 4 4 1 3

sum 1 2 5 2 6 7 9 3 10

log diff 1 8 10 1 4 5 13 8 10

. log| O 5 7 9 11 2 11 5 9
in total

mean std 4 5 5 0 4 11 17 10 5

sum 5 18 22 10 19 18 41 23 24

Table 3. Summary of counts selected models based on neural network with the best performance for each scaling method.

statistical method is less accurate than the forecast based on
neural network method). Since P-value is 0.03239, which is
less than 0.05, the null hypothesis has been rejected, and the
alternative hypothesis has been accepted in this case. In other
words, the forecast based on ETS is less accurate than a forecast
based on the log diff representative method in the case ” Count
of all alerts” time series.

Table 1 and Table 2 show the results of Diebold-Marino
test for the NSSA forecasting. The neural network methods
are better than statistical methods in the 8 cases (1-step
forecasting) and the 6 cases (10-steps forecasting). In the other
cases (time-series), the both best forecasting methods have the
same accuracy.

From our experiments, we can conclude that neural network
methods have better accurate forecast in some cases for the
NSSA forecasting, which is in contradiction with study [35]
that evaluated and compared the performance of many classical
methods (such as linear methods and exponential smoothing)
and modern machine learning and deep learning methods
LSTM, etc.) on a large
and diverse set of more than 1,000 univariate time series

(such as Multilayer Perceptrons,

forecasting problems and classical methods did outperform
machine learning methods.

Comparison of neural network type and data scaling methods
Since we considered several types of neural networks types and
several data scaling methods in our analysis, we compared
different combinations of these methods. The aim was to
identify suitable types and scaling methods.

Table 3 is the summary of models based on a neural network
with the best performance. The last row shows several cases
when the neural network method has the best results for all
combinations of all-time series, scaling methods and n-steps
forecasting. Dense networks were used as a baseline, and we
did not expect them to perform well. Table 3 shows they were
chosen as the best model only five times. 1-step forecasting of
Count of unique IPs uses the log diff scaling method, and 1-
step, 2-steps, 5-steps, and 10-steps forecasting of Port 443 uses

dataset scaling | count
log diff

1-step log

=
o

mean std

log diff
2-steps log

mean std
log diff
5-steps log

mean std

log diff
10-steps | log

G WO w|o||N]w

mean std 7

Table 4. Comparison of counts of best scaling methods per all time
series.

the mean std scaling method. We can see that Encoder-Decoder
network types were performing overall better in more cases.

Table 4 shows the best performing data scaling methods in
every 1-step, 2-steps, 5-steps, and 10-steps forecasting. It shows
how many times did scaling method performs the best result
per every time series. For example, for 1-step forecasting log
diff scaling methods have the best results ten times, log scaling
methods three times and mean std scaling methods two times.
Results can also be seen in Table 5.

Although we work with the best combination of neural
network types and data scaling methods for time series in the
research, we cannot conclude which neural network type and
data scaling methods are better. The combinations of these
methods had comparable forecasting accuracy and the majority
of time series are unpredictable (more details in the following
sections).

We should note that a slight modification of the denominator
in MASE was made to make the forecasting of neural networks
and statistical methods comparable. Because of the difference
between the size of the training dataset in the case of statistical
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Count of all alerts COU IPs COU IPs (AP) recon scanning attempt login

stat models E - 0.6904 E - 0.7336 E - 0.6958 Ew - 0.8058 A -1.0462
log diff | ConvlDS - 0.6534 DN - 0.7054 GRU - 0.6505 eldl - 0.7690 GRU - 1.0550

log eldl - 0.6553 ConvlD - 0.7191 Convl1D - 0.6619 e2d2 - 0.7758 LSTM - 1.1027

mean std LSTM - 0.6605 GRU - 0.7230 eld1LN - 0.6637 eldl - 0.7823 eldl - 1.0678
attempt exploit Port 22 Port 23 Port 80 Port 445

stat models Ew - 0.6421 N - 1.6024 AEw - 0.7286 AEw - 1.0964 AE - 0.5920
log diff e2d2 - 0.6429 | edConvlD - 1.5988 eld1LN - 0.6964 | LSTM - 1.0790 e2d2 - 0.4209

log eld1LN - 0.6246 GRU - 1.6950 | Conv1DS - 0.6941 LSTM - 1.0944 | ConvlDS - 0.4997

mean std GRU - 0.6260 | edConvlD - 1.6476 | eldlLN - 0.6898 | e1d1LN - 1.0974 DN - 0.6418
TCP SSH ICMP | MS WBT Server telnet

stat models E - 0.9661 Aw - 1.1321 Aw - 0.6323 Ew - 1.0141 AE - 0.7789
log diff eldl - 0.8316 eldl - 1.1336 e2d2 - 0.6491 LSTM - 1.0058 e2d2 - 0.7788

log LSTM - 0.8772 eld1LN - 1.2428 GRU - 0.6178 LSTM - 0.9993 | eldlLN - 0.7490

mean std eld1LN - 0.8636 | edConvlD - 1.3046 GRU - 0.6179 eldl - 0.9847 eldl - 0.7540

Table 5. MASE comparison between best statistical method and best neural network models for 1-step prediction for all time series. Notes:
COU - Count of unique; AP - another approach; A - ARIMA model; E - Exponential Smoothing; N - naive model; AE - ARIMA + Exponential

smoothing (average);

w - rolling window.

Count of all alerts COU IPs COU IPs (AP) recon scanning attempt login

stat models AEw - 0.9578 Aw - 1.1651 AEw - 0.9492 AEw - 1.0784 A - 3.3308
log diff GRU - 0.9408 GRU - 1.1880 GRU - 0.8771 GRU - 1.0629 e2d2 - 3.4062

log eldl - 0.8854 eldl - 1.0903 | ConvlD - 0.8578 GRU - 0.9483 | Conv1DS - 3.3129

mean std eldl - 0.8169 eldl - 1.0371 eldl - 0.8358 e2d2 - 0.9760 | edConvlD - 3.8772
attempt exploit Port 22 Port 23 Port 80 Port 445

stat models Ew - 0.6453 N - 3.3959 AEw - 1.1520 E - 1.8115 Ew - 0.6520
log diff eldl - 0.6507 | edConvlD - 3.3749 e2d2 - 1.2185 | Conv1DS - 1.7963 LSTM - 0.6025

log e2d2 - 0.6242 Conv1DS - 3.3820 eldl - 1.0883 eldl - 1.8320 | Conv1DS - 0.6065

mean std eldl - 0.6210 | edConvlD - 3.7218 e2d2 - 1.0983 | ConvlDS - 1.7567 DN - 0.7080
TCP SSH ICMP MS WBT Server telnet

stat models A -1.1029 Aw - 3.6500 Aw - 0.6300 AE - 1.8209 AE - 0.8734
log diff eld1LN - 1.0453 ConvlD - 3.6610 e2d2 - 0.6770 eld1LN - 1.8096 eldl - 0.9549

log eldl - 1.0144 Conv1DS - 3.9079 e2d2 - 0.6278 e2d2 - 1.8269 e2d2 - 0.8460

mean std eld1LN - 1.0584 | edConvlD - 4.1247 e2d2 - 0.6267 | ConvlDS - 1.7559 | edConv1D - 0.8750

Table 6. MASE comparison between best statistical method and best neural network models for 10-steps predictions for all time series.
Notes: COU - Count of unique; AP - another approach; A - ARIMA model; E - Exponential Smoothing; N - naive model; AE - ARIMA +

Exponential smoothing (average); w - rolling window.

methods and neural network models, the calculations of the
denominator in equation 2 were based on 1200 values used for
fitting statistical models.

Results of the third stage of the evaluation

At this stage, we use the results from the previous phase (MASE
criterion and visual representations) to divide 15-time series
into three categories:

e well predictable time series,
e unpredictable time series, and
e unpredictable noise.

The first group of time series consists of well predictable
time series in terms of future security events. This group of time
series has only one representative - 445 port. For this group, the
MASE criterion is the best of all examined time series. In the 1-
step forecasting, neural network-based methods approached to
value 0.4209 and statistical forecasting models approached to
value 0.5920. For 2-steps, 5-steps, and 10-steps forecasting, the
values are less or equal than 0.6025 for neural network-based
methods and 0.6521 for statistical forecasting methods.

An illustration of the 1l-step forecasting for this group of
time series is shown in Figure 1. This Figure shows 1-step

forecasting based on e2d2 network with log diff scaling and
combination of ARIMA and Exponential smoothing. On the
other hand, an illustration of the 10-steps forecasting for this
group of time series is shown in Figure 2.

Port 445/TCP is connected to the SMB (Server Message
Block) protocol, a communication protocol for providing shared
access to files, printers, and serial ports between nodes on a
network. This port is used by several types of malware (e.g.
trojan horses, ransomware) for their spreading. WannaCry
malware or Emotet botnet used this port within their malicious
activities and spreading. It is an interesting finding that
time series characterising malware or botnet spreading is well
predictable.

The second group of time series represents the time series,
in which the forecasting methods are comparable to the naive
forecasting with drift. This group of time series consists of 12 of
the 15 examined time series (e.g. Count of all alerts, Count of
IP addresses, Recon scanning category, Attempt login category,
Port 22, Port 23, and Port 80).

According to MASE criterion, this group of time series
The first subgroup is
characterized by MASE values in 1-step forecasting from 0.6904
to 0.8058 (statistical methods) and from 0.6553 to 0.7690
(methods based on neural networks). However, the graphical

can be divided into two subgroups.
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log diff e2d2
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17.35k 17.4k 17.45k

Fig. 1. 1-step forecasting for Port 445 time series based on e2d2 network with log diff scaling and combination of ARIMA and Exponential smoothing.
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Fig. 2. 10-steps forecasting for Port 445 time series based on LSTM network with log diff scaling and combination of Exponential smoothing with

rolling window.

17.2k 17.25k 17.3k

original
log diff ConvlDS

—E
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Fig. 3. 1-step forecasting for Count of all alerts time series based on ConvlDS network with log diff scaling and Exponential smoothing.

representation (Figure 3) indicates that the given methods
are comparable to naive forecasting with drift. In 10-steps
forecasting (Figure 4), the values are around one or slightly
above it.

The second subgroup is characterised by the fact that MASE
values are above 1 in 1-step forecasting and gradually increase
to 10-steps forecasting. Those values increase. An illustration
of the 1-step forecasting for this group of time series is shown
in Figure 5 and the 10-steps forecasting for this group of time
series is shown in Figure 6.

Time series in this group can be characterised as ports
(22/TCP, 23/TCP, 80/TCP) or categories (Recon scanning,
Attempt login) commonly used by attackers for reconnaissance
(MITRE ATT&CK tactic - TA0043) initial access (MITRE
ATT&CK tactic - TA0001). Since forecasting methods do not
give valuable results in this group of time series, they can be
considered unpredictable.

The last group of time series represents the time series,
which can be characterised as unpredictable noise. This group
of time series consists of: Attempt exploit category and ICMP
protocol time series.

In this group of time series (as shown in Figure 7 and
Figure 8), it is not possible to forecast any future values.
Although these time series have one the lowest MASE values
(about 0.6200 for neural network forecasting methods and

0.6400 for statistical forecasting methods) except for the well
predictable time series group, it is impossible to predict any
value. Good MASE values are due to the low difference between
the actual and predicted value. It indicates that, in addition
to the MASE value, it is necessary to consider the MAE
criterion as it provides additional information on the quality
of forecasting. Moreover, it is possible to apply appropriate
statistical tests (e.g. Box-Ljung, Box-Pierce) to verify if there
are some (linear) dependencies in considered time series or not.
If the correlations are zero and the time-series variance is stable,
it can be regarded as white noise.

An illustration of the 1-step forecasting for this group of
time series is shown in Figure 7. This Figure shows 1-step
forecasting of attempt exploit based on e1d1LN with log scaling
and Exponential smoothing with rolling window. On the other
hand, an illustration of the 10-steps forecasting for this group
of time series is shown in Figure 8.

Conclusion and future works

In our research, we have focused on using time series in NSSA
forecasting based on statistical methods and neural networks
methods. All the results presented in this paper are related to
a specific area of cyber security - NSSA based on data collected
and analysed by security data-sharing platforms.
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43k 50k 55Kk 47k —&— original
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35k
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Fig. 4. Ten-step forecasting for Count of all alerts time series based on eldl network with mean std scaling and combination of ARIMA and Exponential
smoothing with rolling window.
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Fig. 5. 1-step forecasting for Port 22 time serie based on edConv1D network with log diff scaling and Naive approach.
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Fig. 6. 10-steps forecasting for Port 22 time serie based on edConvlD network with log diff scaling and combination of Naive approach.
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Fig. 7. 1-step forecasting for attempt exploit time serie based on eld1LN network with log scaling and Exponential smoothing with rolling window.
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Fig. 8. 10-steps forecasting for attempt exploit time series based on eldl network with mean std scaling and combination of Exponential smoothing

with rolling window.
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In this paper, we compared tree data scaling methods,
but we can not conclude which one is best because of the
unpredictability of our time series. On the other hand, our
experiments showed that Encoder-Decoder neural networks are
better than standardly used recurrent networks (GRU, LSTM)
for NSSA time series forecasting, but it is questionable because
of the unpredictability of the time series we used.

As one result of this paper, we have divided individual
time series into three categories according to the possibility
to forecast future values. We have shown that it is necessary
to proceed to a more detailed analysis of time series in terms
of specific criteria (e.g. MASE) and a graphical representation
of the forecasting. Time series of security alerts linked
to ports (22/TCP, 23/TCP, 80/TCP) or categories (recon
scanning, attempt login) commonly used by attackers for initial
reconnaissance access can be considered unpredictable. Another
example is time series that can be regarded as unexpected
noise (e.g. ICMP reconnaissance attacks, exploitation attempt
category).

Our future research will concern the evaluation of the
findings from this paper for real-time NSSA forecasting. We
want to extend our research with another type of real security
data to generalise our results. Also, we would like to use other
types of methods for the time series forecasting (e.g. support
vector machines, Bayesian networks, neural network models
Transformers) and specify more complex criteria for time series
creation.
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Abstract. The increasing number of cybersecurity threats affects the
security situation of organisations. The maintenance of the operational
picture of the organisation, which integrates all relevant information for
selecting appropriate countermeasures, becomes a vital role for organi-
sations. In this paper, we focus on network security situation awareness
forecasting. The paper aims to answer two questions - the influence of
loss function in neural networks on network security situation awareness
forecasting and a comparison of statistical methods and neural networks
in network security situation awareness forecasting. For this purpose, we
used two-time series representing cybersecurity alerts collected by system
Warden. This paper shows an analysis according to which the MAE and
MASE loss functions give better results than MSE. Also, we can state
that neural networks are more accurate for network security situation
awareness forecasting.

Keywords: Cybersecurity, Network security, Network security situation
awareness, Forecasting, Time series

1 Introduction

Nowadays, the number of new cybersecurity threats and cybersecurity incidents
is on the rise. The main goal of organisations’ security teams is to prevent cy-
bersecurity incidents or minimise their impact. For example, the organisations’
network administrators or security teams may prevent these incidents by dis-
allowing the specific network protocols or updating systems to address security
vulnerabilities. In this respect, we observe a trend of transition from reactive
activities to proactive activities [1].

An important element in ensuring the proactive activities of the organisation
is the maintenance of the operational picture of the organisation, which inte-
grates all relevant information for identifying attacks and selecting appropriate
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countermeasures [2]. This operational picture can be defined as network security
situation awareness (NSSA). Bass et al. introduced the origin, concept, target
and characteristics of NSSA in more detail in [3].

According to a different perception of an object, NSSA can be divided into
the network security situation assessment and network security situation fore-
casting [4]. Forecasting the security situation is an essential part of the NSSA and
allows anticipating cybersecurity attacks and cybersecurity threats. It provides
network administrators and security teams time to make adequate decisions on
their next steps. Overall, this allows better analysing security threats and man-
agement of cybersecurity incidents.

Researchers have proposed and used various approaches to forecast network
security situation awareness in recent years, such as statistical methods, game
theory methods, or neural networks. In the following section, we focus on state
of the art in statistical methods and neural networks in more detail. At the same
time, there are some problems in these methods, such as the loss of network data
information caused by situation assessment and the low forecasting accuracy of
the neural network model used for the NSSA forecasting [5]. To improve the
accuracy of the NSSA forecasting, this paper aims to: (I) analyse the influence
of loss function in neural networks on the NSSA forecasting and (II) compare
statistical methods and neural networks in NSSA forecasting.

This paper is based on previous research [6,7]. Within this paper, we assume
the fact that in the NSSA forecasting, there is a lot of time series forecasting
with neural networks that look like naive forecasting with drift [8]. Definition
of the mean absolute scaled error (MASE) shows that it compares forecasting
with naive forecasting. Using MASE as a loss function, we can "punish” neural
network when its forecasting looks like naive forecasting with drift.

This paper is organized into six sections. Section 2 reviews state of the art in
network security awareness forecasting. Section 3 is devoted to research method-
ology and outlines the dataset and methods used for the analysis. Section 4 states
the experimental evaluation. Section 5 discusses the results. The last section con-
cludes the paper and discusses the challenges for future research.

2 Related works

This section overviews papers and research groups’ activities related to network
security situation awareness forecasting. This section is divided into two parts:
the statistical time series approach and the neural networks approach. Most of
the papers focus on the detection of attacks rather than a prediction of attacks
or NSSA forecasting [9].

In the field of the NSSA, the Auto-Regressive Integrated Moving Average
(ARIMA) models are a very frequently used approach. Examples of research
work using these forecasting methods are [10,11,12]. Above mentioned ARIMA
models are often used in combination with other models. For example, ARIMA
models are used with the Bayesian Networks to predict future cyber attack (mal-
ware, malicious URL, and malicious e-mail) occurrences [13]. Another example
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is a combination of ARIMA models and gray-box models. In the paper [14], the
authors responded to the disadvantages of the separate usage of these models.
ARIMA models require strict inputs, and the gray-box models do not consider
the system’s randomness. This combination is used in the extreme-value phe-
nomenon analysis [15]. An exciting combination of methods for forecasting pur-
poses is used in several research papers. The analysis of the fitting of ARMA
and GARMA models to the cyber-attack process is an objective of paper [16].
Neural networks are commonly used in the field of time series prediction in
cybersecurity. There are a lot of papers that use older types of smaller feed-
forward networks or wavelet neural networks trained by backpropagation or ge-
netics algorithm (and its variants) to forecast network security situations (e.g.,
[17,18]). On the other hand, modern approaches like recurrent neural networks
(GRU, LSTM) were used in the paper [19] for forecasting the network security
situation. In the paper [20], authors compare the ARIMA approach, LSTM, and
GRU neural networks for cyberattack prediction. This prediction is based on
the combination of time series and external signals. Another research paper [21]
predicts time series based on data collected by the honeypot. For this prediction,
the authors used a bi-directional LSTM neural network. Several research groups
have been working with recurrent neural networks like LSTM and GRU to pre-
dict cyberattacks based on time series created from industrial data [22,23,24].

3 Methodology

3.1 Dataset

Our research used a dataset collected and preprocessed by a Warden system [25].
This system was created for sharing cybersecurity alerts between hosts connected
to this sharing system. Security alerts are stored in a descriptive data model
using a key-value JSON extensible structure called IDEA (Intrusion Detection
Extensible Alert) format [26]. Primary data sources for the Warden system may
include honeypots, intrusion detection systems, network flow probes, system log
records, and other sensors and data sources. The data used in the research are
collected from real operation in the computer networks of the Czech national
research and education network and other Czech commercial organizations.

Security alerts in the IDEA format contain several mandatory fields (form,
ID, detect time, category) [26] and many optional fields. The fields we used in
this experiment are the category of security alert, source and destination IP
addresses, source and destination ports, network protocol, and detection time.
The Warden system collected the data we used in this research for one year
(from 2017-12-11 to 2018-12-11). Our dataset contains approximately one billion
security alerts from various data sources (mainly honeypots).

In our research, we used time series with 30 minutes time period. We deal
with the creation of time series and selection of periods in more detail in the
papers [27,6]. Also, we used two selected time series, such as time series repre-
senting the total number of alerts and time series representing alerts related to
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the services running on port 445/TCP. These time series are representatives of
two categories of time series for the area of NSSA forecasting (well predictable
time series, and unpredictable time series) [8].

3.2 Method Description

There is a wide range of quantitative forecasting methods, and their usage of-
ten depends on the specific disciplines, the nature of data, or specific purposes.
Our research compared the accuracy of three different loss functions mean ab-
solute error (MAE), mean squared error (MSE) and MASE, by implementing
five different neural networks to obtain predictions. After that, we compare the
best methods with usually used statistical methods for time series forecasting.
From neural networks, we employ five types of neural networks: dense network;
LSTM; GRU; Convolutional neural networks; Encoder-Decoder networks. From
the statistical method we choose: ARIMA models; Exponential smoothing mod-
els (state-space models); the naive approach (with drift); Combination (average)
of ARIMA and Exponential smoothing models. A complete description of the
mentioned architectures can be found below.

Neural networks

There is a lot of work done in time series forecasting with neural networks. For
example in field of stock prediction [28,29,30], traffic prediction [31,32], etc. We
developed five multi-layers neural networks, most of them were inspired by [33]
and similar networks were previously used in our work [8].

In the following text, we provide a description of the architectures (abbrevi-
ations, used later and denoting individual architectures are in parentheses):

— Dense network (DN) - 4 dense layers (1024, 512, 256, 128 units, activation
relu), 1 dense layer (1 unit, activation linear);

— Long Short-Term Memory (LSTM) - 3 LSTM layers (256, 256, 256 units,
default parameters), 1 dense layer (1 unit, activation linear);

— Gated Recurrent Unit (GRU) - 3 GRU layers (256, 256, 256 units), 1 Sim-
pleRNN layer (128 units), 1 dense layer (1 unit, activation linear);

— 1D convolution (ConvlD) - 3 ConvlD layers (256, 256, 256 filters, 3, 3, 3
kernel size, activation relu, pading same), 1 dense layer (64 unit, activation
relu), 1 dense layer (1 units, activation linear);

— Encoder-Decoder LSTM (eldl) - 1 LSTM encoder layer (512 units encoder,
return state True), RepeatVector layer, 1 LSTM decoder layer (512 units
encoder, return state True), TimeDistributed (1 dense unit, activation linear)

Statistical methods

The choice of statistical methods for this research is based on our previous re-
search activity [27,8]. ARIMA and Exponential Smoothing (ETS) [34] are the
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most commonly used statistical models in the modeling and time series predic-
tion classes.

ARIMA models represent a generalization of the ARMA model class, includ-
ing a wide range of non-stationary series. These models ensure the stationarity
of the time series by a finite number of differentiations. ARMA models are a
combination of automatic regression (AR) and moving average (MA) [35].

The ETS class provides additional access to time series modeling and fore-
casting. Prediction using models in this class is characterized by a weighted com-
bination of older observations with new ones. The new observations have a rela-
tively higher weight compared to the older observations. Exponential smoothing
reflects that weights decrease exponentially with the age of the observations. On
the one hand, ETS models are based on trend descriptions and seasonality in
the data. On the other hand, ARIMA models aim to describe autocorrelations
in the book [34] data.

In the research, we also use the naive methods [36,35] as a benchmark for
statistical methods. These methods can process large datasets and, at the same
time, do not have high computational demands. We also added a combination
(average) of ARIMA and ETS methods to the experiments to compare standard
methods with their diversity. The idea of averaging or increasing is currently
nothing new [?].

4 Experiment evaluation

We consider only one step ahead predictions.

For forecast accuracy evaluation, we employ two commonly used metrics -
MASE used [37] and MAE.

MASE is a preferred metric as it is less sensitive to outliers, more easily
interpreted and less variable on small samples. MASE is defined as [34]:

MASE = mean(|g;|) (1)

where ¢; is:
e

— J
= T ,
T1,1 Zi:z |yz - yi71|

where y; represents observed value, T' is the length of time series.

For a better view of accuracy in both time series, we take into account also
MAE, which is defined as follows [34]:

(2)

4q;

MAE = mean(|e;|) (3)

In both cases, e; is forecast error, i.e., the difference between an observed value
and its forecast.

Both time series we used consist of 17473 values. We did not use the first
27 and last 14 values because there were primarily zeros or missing values. Due
to missing values between 15550 and 15601 in the whole dataset, we split the
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dataset into three parts. In the first part, there were values between 28 and
15549 (15522 values), the second part included values between 15602 and 16601
(1000 values), and the last part contained values between 16602 and 17458 (857
values).

The first and the second part was used for training neural networks. The
third part was used for testing. During neural networks training, we employed
a window containing 384 values (8 days) for every model and time series. We
trained all five neural networks in 40 epochs. From every type of network, we
trained four instances with Adam optimiser, two with fixed learning rate (lr)
to 0.001 and two with decreasing Ir from 0.001 to 0.0001 decreasing by two
when testing loss did not decrease in four epochs. If testing loss of a particular
neural network had a decreasing tendency (at the end of training), we trained
it for more than 20 epochs. After training, we choose the best model from four
instances based on MASE metrics.

It is essential to prepare dataset before training a neural network. To our time
series, we applied Standardisation (subtraction of mean and division by standard
deviation - mean and standard deviation were calculated using the first part
of the dataset). For neural networks training, we employed three different loss
functions, MAE, MSE and MASE. For both, we used standard implementation,
which in TensorFlow pages. In our implementation of the MASE loss function,
we first describe the predicted value and real value as inputs. This was done
because we wanted to calculate MASE according to unscaled data. Then MASE
was implemented as described by equations 1 and 2.

GPU NVidia GTX 1080 and 1060, Keras and TensorFlow [38] version 2.4
were used to train neural networks. The batch size was set to 128. To make
models comparisons easier, we used the tool Weights & Biases [39]. In total, we
trained more than 120 neural networks (5 networks described in Methodology x
3 loss functions x 4 instances x 2-time series).

Additionally, we compared predictions based on neural networks with fore-
castings based on statistical approaches described in the previous section. Due to
missing data in the dataset, long training time when using the extensive dataset
and weak impact of older data on statistical methods, we used only values from
the second part of the dataset for fitting statistical methods (as described in the
previous section). We used values from the third part of the dataset to test their
forecasting accuracy. On the other side, we train neural networks on both (first
and second) parts of the dataset because, generally, more data means better
results from neural networks. With more data, neural networks can find more
patterns in data, generalize them better and get better results, even with older
data.

The methods were evaluated according to principles and implementations
presented in our previous work [6,27,8]. For our research, we used R functions
from one of the most common R-packages for time-series predictions called fore-
cast [40]. This package contains valuable features when working with large data
sets or potentially in real-time prediction. In addition, these functions are used
to adjust ARIMA and ETS model classes automatically. These functions are
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designed to automatically select the best model from the considered class under
the given conditions, for example, considering the information criterion [40].

In the next part of our research, we focused on two ways of adapting statistical
models: the classical model and the ”rolling window” approach. With the classic
model, we kept the entire training data sets. Step by step, we added one more
observation to the training set in each round of evaluation. In the second method,
we focused on the "rolling window” approach (”one in, one out” approach). As
in the previous method, we added one new observation from the test set to the
training set. The difference was that in each round of evaluation, we removed
the oldest observation from the training set.

Seasonality was not taken into account due to its minimal impact on fore-
casting performance as shown in paper [27] where we used the same dataset.

At this place, it is essential to note that we have modified the denominator
in MASE. The reason was the difference between the size of the training data
set in the case of statistical methods and neural network models. The aim was
to achieve comparability of forecasting for both approaches. For this reason,
the denominator calculations in the equation 2 were based on the 1000 training
values used to adjust the statistical models.

5 Results and Discussion

In this section, we compared the results which were obtained according to the
description in the previous section. Because MAE was used as a metric, we
present some statistical information about the dataset:

— time series of the total number of alerts: minimum 22, maximum 155,818
and mean 34,594.25.

— time series of the alerts related to the services running on port 445/TCP:
minimum 0, maximum 16,168 and mean 5,972.56.

test metrics|loss function DN LSTM GRU eldl Conv1lD
MAE 0.9950 0.9213 0.9286 0.9166 0.9254
MASE MSE 1.0245 0.9442 0.9550 0.9430 0.9567
MASE 1.0147 0.9192 0.9352 0.9178 0.9362
MAE 2645.9203| 2449.9389 (2469.3886(|2437.3081(2460.6580
MAE MSE 2724.2048 | 2510.7505 | 2539.4539 | 2507.7080 | 2543.9238
MASE 2698.3200 |2444.1826| 2486.8879 | 2440.6539 | 2489.3861

Table 1. MASE and MAE comparison for three loss functions on all neural networks
forecasting for the total number of alerts on testing dataset. Every bold number is the
best result for the actual neural network from 3 loss functions.

Tab. 1 and Tab. 2 show the results of comparison of neural networks mod-
els for selected time series (the total number of alerts - Tab. 1 and security
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alerts related to the service running on network port 445/TCP - Tab. 2). In the
analysis, we used MASE and MAFE metrics to evaluate the results. Each neural
network was used with a specific loss function. According to the results shown
in the given tables, it can be stated that the MSE loss function shows the worst
results in all investigated neural networks. The MAE loss function achieves the
best results or approaches them. The MASE loss function implemented by us is
comparable to the MAE loss function.

At the same time, we analysed statistical methods in the research. Their
comparison according to MASE and MAE metric may be seen in Tab. 3. As may
be seen from the results, the value of the MASE metric for NSSA forecasting
in the time series of the number of cybersecurity alerts is bigger than 1. It
means that the given forecasting method is worse than the average naive forecast.
The time series of alerts associated with services running on port 445/TCP has
another result. As may be seen from the table, the used models have a MASE
metric value below 1. Exponential smoothing appears to be the best method in
both cases. These results confirm the findings from previous research [6]. Similar
time series were used in the current article, but with a different period.

test metrics|loss function DN LSTM GRU eldl Conv1lD
MAE 0.6972 0.6633 0.6307 0.6408 0.7080
MASE MSE 0.7215 0.7118 0.7321 0.7038 0.8201
MASE 0.7020 0.6617 0.6210 0.6582 0.7208
MAE 1186.1808| 1128.4426 | 1072.9371 |1090.1418(1204.4519
MAE MSE 1227.4236 | 1210.9351 | 1245.5377 | 1197.3586 | 1395.2064
MASE 1200.1366 [1125.6894(1056.5102| 1119.8305 | 1226.3334

Table 2. MASE and MAE comparison for three loss functions on all neural networks
forecasting port 445/TCP on the testing dataset. Every bold number is the best result
for the actual neural network from three loss functions.

time series ||the total number of alerts| port 445/TCP
test metrics|| MASE MAE MASE MAE
A 1.0536 2801.7281 0.7950 | 1352.5694
Aw 1.0569 2810.3664 0.8046 | 1368.8168
E 1.0319| 2744.0770 |0.7661|1303.3641
Ew 1.0374 2758.7118 0.7741 | 1317.0408
AE 1.0411 2768.4691 0.7661|1303.3641
AEw 1.0450 2778.8436 0.7741 | 1317.0408
N 1.1851 3151.4376 0.9910 | 1686.0467
Nw 1.1854 3152.1949 0.9912 | 1686.3547

Table 3. Performance comparison of statistical models. Notes: A - ARIMA model; E
- Exponential Smoothing; N - naive model; AE - ARIMA + Exponential smoothing
(average); w - rolling window.
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time series the total number of alerts port 445/TCP
best NN/statistical model||eldl MAE B GRU MASE| AE
MASE 0.9166 1.0319 0.6210 0.7661
MAE 2437.3081| 2744.0770 | 1056.5102 |1303.3641

Table 4. Comparison of best models based on neural networks and statistical models
on both time series. Notes: NN - neural network; E - Exponential Smoothing; AE -
ARIMA + Exponential smoothing (average).
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Fig. 1. Graphical comparison of best models based on neural networks (e1d1 with MAE
loss) and statistical models (Exponential smoothing) for the total number of alerts.

Finally, we compared the best statistical method (Exponential Smoothing)
and the best neural network (eld1 MAE, respectively GRU MASE). As may be
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seen from Tab. 4, in both cases, neural networks have better MASE and MAE
metrics.

Fig. 1 shows one step predictions with the best statistical approach and
neural network approach for the total number of alerts that are similar to the
naive forecasting with drift. In the same way, in Fig. 2 are predictions for port
445 /TCP that are way more accurate in the case of the neural network approach.
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Fig. 2. Graphical comparison of best models based on neural networks (Gru with
MASE loss) and statistical models (combination of ARIMA and Exponential smooth-
ing) for port 445/TCP.

In addition to the above, we also compared the accurate predictions of the
best methods from statistical and neural network approaches. For this purpose,
we used the Diebold-Marian test [41] and its implementation in the R package
multDM [42]. If two forecasts have the same accuracy, it represents the null
hypothesis (HO). On the other hand, the alternative hypothesis (H1) had the
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setting w = "less” (the first forecast is less accurate than the second forecast).
Since we leave a 5% uncertainty rate, the p-value to confirm the null hypothesis
(HO) should be higher than 0.05.

In our evaluation, we compared all combinations of the statistical and neu-
ral methods used in this paper for two cases - ”count of all alerts” and "port
445 /TCP”.We tested the situation that forecasts have the same accuracy (null
hypothesis) against the situation that a forecast based on the statistical method
is less accurate than the forecast based on the neural network method (alter-
native hypothesis). For example, in the Diebold-Mariano test, the p-value of
comparison of Arima and dense with MAE loss is 0.003633, which is less than
0.05. In this case, an alternative hypothesis was accepted (the null hypothesis
was rejected). It means that for the time series marked ”"Count of all alerts”,
the forecast based on the statistical method (Arima) is less accurate than the
forecast based on the neural method (dense with MAE loss).

A Aw AE AEw

cnn MAE
cnn MASE
cnn MSE
dense MAE
dense MASE
dense MSE
eldl MAE
eldl MASE
eldl MSE
gru MAE
gru MASE
gru MSE
Istm MAE
Istm MASE
Istm MSE

3.331 x 1077
2.87 x 107%
3.794 x 107°7
0.003633
0.009035
0.0055
1.509 x 10797
4.465 x 107%
2.301 x 1078
2.303 x 107°7
6.323 x 107%
7.88 x 1078
7.155 x 107%
2.239 x 1078
2.393 x 1078

1.004 x 10797
1.379 x 1079
1.338 x 10797
0.002393
0.005458
0.003181
6.281 x 107%
1.45 x 10798
7.747 x 1079
9.031 x 107
2.475 x 1078
3.027 x 1078
2.748 x 1078
8.27 x 107
1.022 x 10798

2.355 x 1077°
0.0001242
2.427 x 107
0.01623
0.04873
0.02018
9.142 x 107°7
3.009 x 10797
1.509 x 10797
1.721 x 1079
5.847 x 107°7
5.738 x 10797
4.925 x 107°7
1.679 x 1077
1.887 x 10797

8.033 x 10777
6.342 x 107%
9.099 x 10777
0.009665
0.02757
0.0121
3.617 x 107°7
1.011 x 10797
5.148 x 1078
6.213 x 107°7
1.976 x 10797
2.036 x 10797
1.827 x 10797
5.845 x 1078
6.967 x 1078

Table 5. Results of Diebold-Marino test for 1-step forecasting of the count of all alerts
(Part I). Notes: A - Arima; AE - ARIMA + Exponential smoothing (average); w -
rolling window.

Results of Diebold-Marino test of statistical methods and neural network
methods for 1-step forecasting of the ”"Count of all alerts” time series are shown in
Tab. 5 and Tab. 6. In these tables, in the first column, there are neural networks
methods and the other columns contain p-value for the Diebold-Marino test for
a couple of the statistic and neural methods. The forecasts based on statistical
methods are less accurate than a forecast based on neural network methods in
almost all cases. In two cases the combination of the forecasting methods has
the same accuracy. These cases are highlighted (bold font) in Tab. 6.

Results of Diebold-Marino test of statistical methods and neural network
methods for 1-step forecasting of the port 445/TCP are shown in Tab. 7 and
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E

Ew

N

Nw

cnn MAE
cnn MASE
cnn MSE
dense MAE
dense MASE
dense MSE
eldl MAE
eldl MASE
eldl MSE
gru MAE
gru MASE
gru MSE
Istm MAE
Istm MASE
Istm MSE

1.124 x 107
0.0003741
1.059 x 1079°
0.04673
0.1431
0.04932
3.876 x 107
1.435 x 10796
7.057 x 10797
8.847 x 107
3.693 x 107
3.028 x 1079
2.402 x 1079
8.959 x 10707
1.059 x 1079

4.263 x 1079
0.0001893
4.168 x 1079
0.02514
0.07876
0.02911
1.491 x 1079
5.127 x 1077
2.531 x 10797
3.151 x 107
1.202 x 10796
1.051 x 10796
8.777 x 107°7
3.085 x 1077
3.633 x 10797

1.644 x 10798
5.355 x 107
1.061 x 1079
5.046 x 1079°
0.0003169
0.0001261
6.964 x 10797
5.35 x 1077
3.218 x 10797
2.218 x 1079
2.027 x 1070
1.006 x 107
7.2 x 1077
4.627 x 1077
6.262 x 107°7

1.629 x 1009
5.323 x 107
1.048 x 10796
4.973 x 107%
0.0003122
0.0001246
6.9 x 1077
5.297 x 1077
3.183 x 10797
2.19 x 1079
1.993 x 1079
9.934 x 107°7
7.123 x 107°7
4.575 x 10797
6.194 x 107°7

Table 6. Results of Diebold-Marino test for 1-step forecasting of the count of all alerts
(Part II). The cases where the p-value is greater than 0.05 are highlighted (bold font).
Notes: E - Exponential Smoothing; N - naive method; w - rolling window.

Tab. 8. In these tables, in the first column, there are neural networks methods
and the other columns contain p-value for the Diebold-Marino test for a couple
of the statistic and neural methods. The forecasts based on statistical methods
are less accurate than a forecast based on neural network methods in all cases.

A

Aw

AE

AEw

cnn MAE
cnn MASE
cnn MSE
dense MAE
dense MASE
dense MSE
eldl MAE
eldl MASE
eldl MSE
gru MAE
gru MASE
gru MSE
Istm MAE
Istm MASE
Istm MSE

6.793 x 10777
6.963 x 1076
4.434 x 107
2.788 x 10713
6.11 x 10712
5.697 x 10~
2.055 x 10713
1.624 x 10~
8.302 x 107 %°
< 22x1071¢
<22x10716
<22x10716
4.18 x 10~
1.245 x 10710
8.967 x 107!

7.495 x 1078
5.428 x 10797
7.059 x 107°7
3.497 x 10714
3.202 x 10713
1.508 x 1071°
6.905 x 1071°
2.595 x 10716
1.028 x 1071°
<22x1071
<22x10716
<22x1071
1.474 x 10712
2.13x 1071
1.966 x 10~

0.0004185
0.00301
0.003503
1.722 x 10798
1.73 x 10797
3.285 x 107%
8.538 x 107%°
8.628 x 1071
2.572 x 10710
6.626 x 10712
<22x10716
1.712 x 10712
2.657 x 10797
6.396 x 10797
6.882 x 10777

8.341 x 10~
0.0005788
0.0008352

9.922 x 10710

7.755 x 10799

5.847 x 10711

7.248 x 10710

4.84 x 1071

3.39 x 1071

2.885 x 10714

<22x1071

1.165 x 10713

2.998 x 10798

1.287 x 1077

1.398 x 10797

Table 7. Results of Diebold-Marino test for 1-step forecasting of the port 445/TCP
(Part I). Notes: A - Arima; AE - ARIMA + Exponential smoothing (average); w -
rolling window.
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E

Ew

N

Nw

cnn MAE
cnn MASE
dense MAE
dense MASE
dense MSE
eldl MAE
eldl MASE
eldl MSE
gru MAE
gru MASE
gru MSE
Istm MAE
Istm MASE
Istm MSE

0.0004185
0.00301
1.722 x 10798
1.73 x 10797
3.285 x 107%°
8.538 x 107%°
8.628 x 10710
2.572 x 10710
6.626 x 10713
<22x10716
1.712 x 10712
2.657 x 10797
6.396 x 10°°7
6.882 x 1077

8.341 x 1077
0.0005788
9.922 x 10710
7.755 x 1079
5.847 x 107!
7.248 x 1071
4.84 x 1071
3.39 x 107!
2.885 x 10714
<22x10716
1.165 x 10713
2.998 x 1078
1.287 x 10797
1.398 x 10797

<22x1071°
<22x1071
<22x1071
<22x10716
<22x10716
<22x1071
<22x10716
<22x10716
<22x1071
<22x10716
<22x10716
<22x1071
<22x10716
<22x10716

<22x%x10°1°
<22x10716
< 2.2x1071
<22x10716
<2.2x10716
< 2.2x1071¢
<22x10716
<2.2x10716
< 2.2x 1071
<22x10716
<22x10716
< 2.2x1071¢
<22x10716
< 2.2x10716
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Table 8. Results of Diebold-Marino test for 1-step forecasting of the port 445/TCP
(Part II). Notes: Notes: E - Exponential Smoothing; N - naive method; w - rolling
window.

These calculations confirm our results expressed by MAE and MASE mea-
sures described above.

6 Conclusion and future works

Within the paper, we focused on NSSA forecasting. For this purpose, we used
two-time series (the total number of alerts and alerts related to the services run-
ning on port 445/TCP). These time series represent two categories of time series
for the area of NSSA forecasting (well predictable time series, and unpredictable
time series) [8]. This paper aimed to analyse the impact of loss function on the
accuracy of NSSA forecasting based on neural networks. According to the ob-
tained results, we found that the loss function has an effect and the MAE and
MASE loss function give comparable results. At the same time, we compared the
best neural networks and the best statistical methods. According to the MASE
and MAE metrics, we can state that neural networks are more accurate for NSSA
forecasting. As part of future works, we would like to focus on NSSA forecasting
on time series created from other security alerts (obtained by a platform other
than the Warden system).
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