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Problém a motivacia

Low security awareness
among employees

Lack of skilled personnel

Too much data to analyze

Lack of management
support / awareness

Lack of contextual information
from security tools

Zdroj: CyberEdge Group. 2017 Cyberthreat Defense Report -
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Ciele

1) Analyzovat' standardy, normy a studie v oblasti informatickej bezpecnosti
z pohladu zvysovania povedomia v oblasti informacnej bezpecnosti vybranych

cielovych skupin.

2) Porovnat’ existujuce pristupy a nastroje pre zvysovanie povedomia v oblasti

informacnej bezpecnosti.

3) Navrhnut, implementovat’ a vyhodnotit systém pre zvysovanie povedomia

v oblasti informacnej bezpecnosti pre vybranu cielovu skupinu.



Sposoby zvysovania povedomia

UcCebné styly ( nepotvrdeny vplyv)
Interaktivne ucenie

 Gamifikacia



Zvysovanie motivacie

* Bezpecneé spravanie redukuje riziko uspesného utoku
* Neoplati sa ho obchadzat
« Kampan je relevantna pre kazdeho — ako aj hrozby

* Presvedcenie, ze clovek sa vie branit’



Poziadavky na vyber nastrojov

* Open source
« Kniznica na urcovanie sily hesiel
 Blacklist, slovnik, vzorce na klavesnici...
e LMS
« Podpore gamifikacie a interaktivneho ucenia, feedback a odpovede so
stupnom istoty (CBM)
 Phishing simulator

« Odosielanie spoofovanych sprav



Vyber nastrojov
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Vyber nastrojov |l
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Vyber nastrojov |l
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Vybrané nastroje

e Zxcvbn

+  Spina poziadavky, sila hesla ako stcet entropie casti
* LMS Moodle s pluginami

« Jediny podporuje CBM
* Phishing — sablony sprav



Temy

« Tvorba a sprava hesiel

« E-mailova komunikacia

« Komunikacia a profily socialnych sieti
«  Wi-fi



Obtaznost’

« Adaptive quiz s upravami
* Nutny zasah do jadra (nastavenia)

* Filtrovanie otazok



Obtaznost' Il

= bezpetnost

first
Participants
Badges
Competencies
Grades

m General
testing
Topic 2
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Topic 5

Dashboard

Site home

Calendar

Private files

My courses

wi-fi

hesla

socialne siete

e-mail

first course

Dashboard / My courses / first / General / ag

Attempt Summary

User: Attempt start time:

hapless student (peter.chomic@student.upjs.sk)Friday, 18 May 2018, 1:57 AM
Attempt state: Attempt finish time:
complete Friday, 18 May 2018, 1:57 AM
Score: Total time (hh:mm:ss):

1.83 *32.5% 00:00:23

Reason for stopping attempt:
Maximum number of questions attempted

Ability Measure

Answer distribution for hapless student

£ Num right (+)

aq for hapless student
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Stardard Emor
Target Level

Questibnlevel

Mumwrong (-}
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CQuestionlevel

» Scoring Tables
Question Details

A ® ruuichi




Interaktivita a gamifikacia

. H5P

* Moodle interny plugin (interaktivne obrazky)

* Odznaky
e Stash — zberatelstvo

« Level up! a Ranking block — gamifikované bodovanie



Gamifikacia
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Separate groups: All participants
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CBM

* Bodovanie podla istoty
« Ajzaporné
 Nekonzistentné znamkovanie

* Nutné upraveneé jadro



Started on Friday, 15 June 2018, 5:25 PM
State Finished
Completed on Monday, 18 June 2018, 1:02 AM

Time taken 2 days 7 hours
Marks 4.83/8.00
Grade 6.04 out of 10.00 (60%0)
For CBM, the grade corresponds fo the CB Accuracy for the whole quiz (below). @

CBM results for the whole quiz (8 questions)
CBM Total 4.8333332

Average CBM 0.60 (range: 3 to -6)
mark

Accuracy 60.4% (ignoring certainty)
CB bonus 0.0%
CB Accuracy 60.4% (including bonus)
CB Grade 6.04 out of 10.00 (based on CB accuracy: maximum 100%)

CBM Break-down by certainty
C=3 MNo responses
C=2 No responses
C=1 Responses: 8. Accuracy: 60%. (Optimal range 0% to 67%). You were OK using this certainty level.

uestion 1 - - - -
e Je tento mail pravy? Ak nie preco?
Partially correct

test

CBM mark 0.33
Weight 1.00
¥ Elag Select one or more:
question a. nie, stranka na ktor( odkazuje nevyzera byt prava

QT_EH'I ¥ b. nie, odosielatel nie je spravny «* spravne, odosielatel nie je ebay ale info-ebay
queston

C. ano

d. nie, mail mi pripada podozrivo (gramatika, slovna skladba, obsah spravy, poZiadavky v sprave...)

Certainty @ :*®C=1 (Unsure: <67%) ' C=2 (Mid: >67%) C=3 (Quite sure: >80%)

Your answer is partially correct.

You have correctly selected 1.
The correct answers are: nie, mail mi pripada podozrivo (gramatika, slovna skladba, obsah spravy, poZiadavky v sprave...), nie, odosielatel nie je spravny, nie, stranka na ktora
odkazuje nevyzera byt prava



E-maily a hesla

« Stranky s mailami v Moodli

e Osobné udaje z Moodle DB

« JS aplikacia na zxcvbn



E . I
Help us protect your account

I This message is from a trusted sender.

Is your personal info up to date, hapless student?

Get a higher level of protection

Hello hapless student,

It's been more than a year since you last updated your personal info.

Keeping your personal information up to date can help better protect your
account.

Sounds like a good idea? All you have to do is go to eBay and take a look
at your personal info to confirm that it's still correct. If you updated your
personal info recently, please ignore this reminder.

Protect your account

Sincerely,
The eBay Accounts Team

Email reference ID: [£ac6bed7580384ffeadSbe28f6bhb17684]

We don't check this mailbox, so please don't reply to this message. If you have a question, go to Help & Contact.

eBay sent this message to . Learn more about account protection. eBay is committed to your privacy. Leam more about
our privacy notice and user agreement.

This email was sent
resident, please ref

by eBay Europe S.a rl., which may use affiliates to provide eBay services. If you are a non-EU
to the user agreement for the contact data of your contracting party.

e

e e e

e



Ako bezpecné je Vase heslo?

zxcvbn

A Toto je jedno z top 100 najpouzivanejdich hesiel

Pocita¢ ho uhadne za

6 sekund
Odporucania:

« Pridajte este slovo, &i dva. Cim nezvyéajnejsie tym lepsie.
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