SUHLASIM

Ako prezit v digitalnom svete




G & sk Prihlasi sa

NeZ prejdete do tejto prezentacie

Tato prezenticia pomocou siborov cookie a Gdajov:
#  poskytuje a udriuje sluiby, napriklad sleduje vypadky a chrani pred spamom, podvodmi a zneugitim;

B meria zapojenie publika a Statistuky webu, aby pochopil, ako sa jeho slu2by pouZivaji.

Ak suhlasite, pomocou suborov cookie a Odajov tie? budeme:

Q@ zlepSoval kvalitu nasich sluZieb a vyvijal noveé;

[ zobrazoval reklamy a merat ich efektivnost’

+ v zavislost od vasich nastaveni zobrazoval prispésobeny obsah;

E v zavislost od vadich nastaveni zobrazoval prisposobené alebo vieobecné reklamy na Googli a internete.

Zobrazovany neprispdscbeny obsah a reklamy méiu byt ovplywitované napriklad aktualne prehliadanym obsahom
alebo vaSou polohou (zobrazovanie reklam je zaloené na vieobecne] polohe). Prispdsobeny obsah a reklamy
middu byt zaloZené na tychito informacidch a vase] aktivite, napriklad vwhiadavaniach Google a videdch, kioré ste
pozerali na YouTube. Prispisobeny obsah a reklamy zahifajl napriklad relevaninejsie vysledky a odporucania,
prispbsobent domovskl stranku YouTube a reklamy, kioré si upravend na mieru podla vaSich zaujmov,

Khknutim na Prnspdsobit’ s1 prezrite mo2nost vratane ovladania umoinujdceho admigtnut’ prispdsobovanie
pomocou siborov cookie a informéacie o ovladani na drovni prehliadaca umokfujice admietnut’ poutivanie
niektorych & vietkych siborov cookie na iné Béely. Tied modete kedykolvek prejst na g.co/privacyltools.

Ochrana skromia - Zminne podmianky



Obsah

- Kolko a aké data zdielame
- vedome
- nevedome

- Co na to hovori GDPR?

- Uniky dat - DATA LEAKS

- Ako chranit svoje data



NASE DATA NA
SOCIALNYCH

SIETACH




- NIKDY nevieme, €o sa s nasimi datami stane
- Niektoré data sa ukladaju NAVZDY
- Aj to, co sa zda VYMAZANE, moze byt iba SKRYTE



Vedome poskytnuté data

Linked Thank you for entering the swoepstakes. No purchase necessary. Sign up befow for a
spocial ofer 1o get anlimited dowsloadable access 1o 100,000 ebooks

Mk the most ofyou professionai

UNLIMITED ACCESS TO 100,000 EBOOKS!

Over 85,000 satiafied uters

ADORISS

One-time card data

Ty

CouNTRY | [T

STANE

Todays charge is $19.99
and this will auto renew
) Uset Agreemaent monthly until canceled
nd Cookia Policy 1 have read and
agree to the Terms
and Conditions

Privacy Policy. &
Cancel and no questions The maximum daily infernet limit set for this card is 100 EUR

f Continue with Fac asked refund policy at
anytime during membership

Already on Linkedin? Sign in

Renews monthly at thirty
nine dollars and ninety nine
cents

Linkedin Corporation © 2016




Nevedome poskytnuté data

1 data["conversations”)

Messages “from': 'You',
Auctive Time ‘message’: 'Are you a toaster? Because I want to take a bath with you.’,
‘sent_date': 'Mon, 09 Nov 2020 03:22:55 GMT'),
{'to": 103,
Photos All ‘from': "You',

- ‘message’: 'Try again’,
‘sent_date': 'Mon, 09 Nov 2020 03:53:19 GMT'}]},
{'match_id': ‘'Match 103°',
'messages’': [{'to’': 102,
‘from': "You',
‘message’: 'Should I call it COVI-19 or do you want the D?°,
‘sent_date': 'Sun, 08 Nov 2020 07:08:41 GMT'}))},
Purchases g {'match_id': 'Match 102',
; . I - ‘messages’: [({'to': 101,
Tinder Data File . ‘from': 'You',
‘message’: 'Should I call it COVI-19 or do you want the D?°,
‘sent_date': 'Mon, 02 Nov 2020 02:56:13 GMT'),

Birth Date
Places
Conmpction Count

Create Dake

Spotify Dowtails about Spotify Scngs

App Opens:

Intereated in
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Mg gges Sent
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GOOGLE

MEGACLOUD



Google Uget
¢ Google Takeout

Vas ucet, vase data.
Exportujte kopiu obsahu svojho uctu Google na ucely
zalohovania alebo pouzitia v sluzbe mimo Googlu.
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Wiy 21 703 S P PET + 17 o LEMILTONE Al Googh i ] oo gk e

'@ co

otder st T My Google Activity

Data incleded

How o handle this export

e ML EGtUmenREcn o ¥

Waure in controd of your data in YouTube and YouTube Music

Location History YouTube Hi

-\-q Risview vour dala 0 :- off 3 On

O © I © D ©

®)

BACHE Oplions 10 MANSRE YyOur pnvacy

@ ° @




Vedomo zdielané data

- Google Photos

- Google Drive

- Google Docs

- YouTube

- Profilové obrazky (aj tie, ktoré uz nepouzivate)
- Android Kontakty

- VSETKY SPRAVY NA HANGOUTS



VSETKO VYHLADAVANIE

- Google vyhladavanie
- Dopyty vyhladavania
- Linky, na ktoré ste klikli

- Vyhladavanie obrazkov
- Obrazky stiahnuté, ale aj pretiahnuté funkciou drag-and-drop

- Youtube vyhladavanie

- Vyhladavanie na mapach

- Vyhladavanie na Google Play
- Vyhladavanie v sluzbe Gmail



NAVSTIVENE MIESTA

- Cela histéria Google Chrome (ten, c¢o mam uz viac ako rok
odinstalovany)

- Histdéria navstivenych stranok s Google Ads alebo Google
Analytics

- Histéria pozretych videi na YouTube, likes (s Casom),
odbery (s casom), komentare,

- Navstivené miesta na mapach

- Casy a sposoby pouzitia sluzieb ako Stadia, &i Lens



WTF

>download data from google

- SPUSTENE APLIKACIE V
SYSTEME ANDROID

- HISTORIA VSETKEJ POLOHY (ak
ste si ju nevypli)

- NAHRAVKY HLASU Z GOOGLE
ASISTENTA

- zacinaju par sekund pred a
kon¢ia par sekund po pouziti
asistenta
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http://timeline.google.com
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nejde iba o Google



CO TO VLASTNE SU

COOKIES

A PRECO VZNIKLI



HTTP/1.1 206 OK
Content-Type: text/html;
charset=UTF-8

GET / HTTP/1.1
Host: gympos.sk <html>
<body>
Gymnazium posStova 9
</body>
</html>

Gymnazium
postova 9

e {"l“.Ol'll'.l'.'l'.'fl'.,' e ™ |
[ I

LR Bl el & o (111 A

P




“;‘EHH. SURE. BUT THIS 15 WHRT HRFHE?
coonoL! HEY. TVE JUSTYOUR, MOBILE' | |THE ovE IT-

GOT THIS NEW MOBILE | | STES MAIN PRGE. | | 1) uis age you?
VERSIONOF MY STEL | | WHERES THE | | 1 /
CHECK TouT ARTICLE T WANTED: o/ HI! TMASERVER!

/droj: xkcd.com



Web 1.0

- perzistencia dat
- nakupné kosiky, profil pouzivatela

Name -~ Value Patt Expires / Max-Ag Size HttpOnly Secur

session_key HRgdglkL/wn... bookstore.harmansky.xyz [ Sun, 08 May 2022 13:29:10GMT 75 false true Strict
ername adnmin bookstore.harmansky. xyz Sun, 08 May 2022 13:29:10 GMT 13 false true Strict




HTTP/1.1 266 OK
Content-Type: text/html;
charset=UTF-8
set-cookie: visited=true

GET / HTTP/1.1
Host: gympos.sk
Cookie: meno=adam

<html>
<body>
Vitaj, adam!
</body>
</html>

Vitaj, Adam!
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Web 2.0

- Javascript zmenil, ako funguju webstranky
- Dnes sa cookies pouzivaju aj na Sstatistiky a marketing




COOKIES A
REKLAMY




Reklamy v digitalnom svete

People consistently tell us that if they’re going to see ads,
they want them to be relevant. That means we need to
understand their interests.

Mark Zuckerberg



Ochrana nasich dat

- Stoji to za to, byt sledovany?

- EU si to nemysli

- GDPR dava strankam za povinnost dat Vam na vyber a hlavne
Vas informovat



Statistiky

336 miliard
hodnota digitalneho
reklamného priemyslu

40%

prehliadacov so
zablokovanymi
marketingovymi cookies

(o)
40-60%
zhodnost cookie profilu
medzi dvoma firmami

+2.7%

zvysenie
pravdepodobnosti
predaju produktu



Reklama a obsah v zlych rukach

prednostné vysledky vyhladavania
- manipulacia

X & Q
QA Oshoopng Ewmages O Mags D News Vore Seming:  Tooks
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; - Ad - www skachers com/ ~
SKECHERS® Shoes Official Site - (F)all About Essentials Sale
& @ . 1t's (F)all About The Essentials - Get 26% Of Your Order On Shoes, Boots, & More
Dunkin °
Comfortable Walking Shoes Get 25% Off Sitewide
Enginoered For Wallking Gear Up For The Holidays By Getting
S min 5min @ ‘ SipOn & LaceUp Designs 25% O Sitewide - Good Thry 10V22
gt Boots For All Occasions Kids Shoes
Our Latest Docts Syles: Classic Variety Of Styles For Sloys & Girls
% match Fashen, Outdost, Ramboots, & More

$0p Sp-Ons, Sandala, Boots

Ad - WwWw 20pp0s com/shoes

A [ Tis the Season to be Sippir Shoes at Zappos - 100% Free Shipping & Returns - zappos.com
2e . Warm Up ot 3 Dunkin® Near You with Huge Sefection of Top Brands. Free Returns for 365 Days. Shop New Arrivals at Zappos!
4 min (11 ml) ® Meodium Hobday Signature Lattes
Visit Today - waww duniindomuts com
Fastest route, despite the usual traffic i

Ad - style jastfab com/vip/ 15tfrom10 «
JustFab™ Shoes - Your First Style Just $10
Q@ Add stop T, Call <, Share
S Q=D :

JustFatis ™ Newest Picks. Exclusive Shoes You Woat Wan 10 Miss! Rule Your Next Event



WE VALUE YOUR

“PRIVACY "



Receive and use automatically-sent device characteristics for

Identification

Your device might be distinguished from other devices based on information it
automatically sends, such as IP address or browser type.

Actively scan device characteristics for identification

Your device can be identified based on a scan of your device's unique
combination of characteristics.



Use precise geolocation data

Your precise geolocation data can be used in support of one or more purposes.
This means your location can be accurate to within several meters.



Personalized ads and content

Ads and content can be personalised based on a profile. More data can be added
to better personalise ads and content. Ad and content performance can be
measured. Insights about audiences who saw the ads and content can be derived.
Data can be used to build or improve user experience, systems and software.

Select basic ads

Ads can be shown to you based on the content you're viewing, the app you’re
using, your approximate location, or your device type.



Create a personalised ads profile

A profile can be built about you and your interests to show you personalised ads
that are relevant to you.

Select personalised ads

Personalised ads can be shown to you based on a profile about you.



Create a personalised content profile

A profile can be built about you and your interests to show you personalised
content that is relevant to you.

Select personalised content

Personalised content can be shown to you based on a profile about you.



Measure ad performance

The performance and effectiveness of ads that you see or interact with can be
measured.

Measure content perform ance

The performance and effectiveness of content that you see or interact with can be
measured.



Match and combine offline data sources

Data from offline data sources can be combined with your online activity in support
of one or more purposes

Link different devices

Different devices can be determined as belonging to you or your household in
support of one or more of purposes.



CBAck phoronix X

We value your privacy

Review and set your consent preferences for each partner below. Expand each partner list item for more
information to help make your choice. Some personal data is processed without yoEr consent, but you have the
right to object

Tappx ED
1000mercis (Numberly) FF )
1020, Inc. dba Placecast and Ericsson Emodo F D
152 Media LLC . >
1plusX AG S
2KDirect, Inc. (dba iPromote) . >

-

TNERS f MATE INTE AGREE TO ALL




DATA V

ZLYCH
RUKACH



Uniky dat (data leaks/breaches)

- Su viac casté ako sa zda

- Hacker najde chybu v systéme a zverejni
data na internet

- Unikaju telefénne ¢isla, zahashované
hesla, IP adresy, marketingové udaje, e-
mailové adresy,

- Casto aj fotky a bankové udaje

- https://haveibeenpwned.com



https://haveibeenpwned.com

o0 W WV

Najvacsie uniky dat

- CAM4 2020 - 10.88G udajov (7TB) - najvacsi unik dat - meno,
heslo, sex. orientacia, chat, hashe hesiel, IP adresy,
platenia

- Yahoo 2017 - 3G uctov

- LinkedIn 2021 - 700 M (92%) uzivatelov

"full_name":"charlie WEE","gender":"male",
"lmkedm.tor/'_S”,
"linkedin_username":"charlie- _5","lmkedu‘._m":“2
"facebook_ur fau_boo« com/v —

“facebook_u 3

“"facebook_1i

"work_ema

"mobile_p

"industry iotechnology”,

“location_na "cambridge, massachusetts, united states",
"location :"boston, husetts”

"location_geo*:"¢ .", location_last_updated":"2020-12-01",
"1linkedin_connections" :12 ferred_salary":" s ' ,
"1n‘c"red»/ear< experience":5,

"sumnary":"I am a mouva\nd rpqpanher WIth 2
"full _name"

“linkedin_u e

"11nkedm_userr‘ame":"meharl— S,




Najvacsie uniky dat

- Facebook - 2019

- 500M uzivatelov

- Tiktok - 2020

- 235 M uzivatelov

- znamy aj za viacero problémov tykajucich sa bezpecnhosti deti
- Google

- Gmail (2014) ~ 5mil hesiel

- Google+ (mar 2018) ~ 500tis uctov
- Google+ (dec 2018) ~ 52mil uctov



AKO

PREZIT

V ONLINE SVETE



Who doesn't want to be
tracked online?
> )
‘ .H : . '» w ‘v 1 h'

1” 4—' V ‘v '

Who wants to take two
extra clicks on every
website?




Odhlasenie zo sluzieb poskytujucich reklamy

- https://optout.aboutads.info
- https://www.youronlinechoices.com/sk/vasa-volba



https://optout.aboutads.info
https://www.youronlinechoices.com/sk/vasa-volba

Nastavenia sluzieb a androidu

- Private DNS
- Do not track (silly)
- Vypnutie historie polohy (Google)

https://timeline.google.com

https://support.google.com/accounts/answer/7660719

https://myactivity.google.com/activitycontrols

- snazit sa prehladavat stranky bez JavaScript-u (moéze
obmedzit funkcionalitu)


https://timeline.google.com
https://support.google.com/accounts/answer/7660719
https://myactivity.google.com/activitycontrols

Alternativny softvér

- Ad a tracker blockery
- uBlock Origin je asi objektivne najlepsSi
- AdBlock (Plus)
- Privacy Badger
- Prehliadace
- Ungoogled chromium - google chrome bez sukromného kdédu, rovnaka
funkcionalita
- Firefox - predvolene blokuje cookies tretej strany
- Brave - zamerany na ad-blocking (a preto dava vlastné reklamy@)
- Vivaldi - blokovanie cookies a reklam
- Vyhladavace
- DuckDuckGo, Brave Search, Searx (metavyhladavac),
- Messengery - E2EE
- Signal, Element, dnes aj GOOGLE MESSAGES???



Ak to chcete vziat seriézne

- Free/Open source softvér
- zaruka bezpecnosti - kdéd je pristupny kazdému
- komunita
- Operacny systém Linux - prichadza vo vela podobach (distribidciach) - Ubuntu,
Fedora, Debian, Manjaro, Linux Mint, ZorinOS
- Stava sa ¢im dalej tym pristupnejsim a pouzitelnejsim
- F-droid - obchod/zoznam volného softvéru pre android

CRAud=1 B - Exie |




Zdroje

https://gz.com/2000490/the-death-of-third-party-cookies-will-reshape-digital-advertising/

https://foundation.mozilla.org/en/privacynotincluded/tinder/
https://youradchoices.ca/

https://www.zdnet.com/article/hong-kong-protesters-warn-of-telegram-feature-that-can-disclose-

their-identities/
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https://qz.com/2000490/the-death-of-third-party-cookies-will-reshape-digital-advertising/
https://www.theguardian.com/technology/2017/sep/26/tinder-personal-data-dating-app-messages-hacked-sold
https://www.wired.co.uk/article/gdpr-cookie-consent-eprivacy
https://foundation.mozilla.org/en/privacynotincluded/tinder/
https://youradchoices.ca/
https://www.zdnet.com/article/hong-kong-protesters-warn-of-telegram-feature-that-can-disclose-their-identities/
https://www.upguard.com/blog/biggest-data-breaches
https://firewalltimes.com/tiktok-data-breach-timeline/
https://download.microsoft.com/download/7/8/8/788bf5ab-0751-4928-a22c-dffdc23c27f2/Minimum%20Hardware%20Requirements%20for%20Windows%2011.pdf

Dakujeme za pozornost.. Co si myslite Vy?
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