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* Marek Papcun
* Emil Suchanek
* Bohus Zeman
e Jakub Vengrin

Ziaci SPSE Halova 16, Bratislava | V ramci projektu “IB awareness”
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Prehliadanie webu

* “Surfovanie”

« “WWW” —World Wide Web

» Text, obrazky, videa, virtualna realita
* (Inter)aktivny obsah

* Programy/kdd, ktory bezi na vaSom
zariadeni
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* Bezpecnost

« Utoky s cielom ukradnut/zneuzit peniaze, hesla,
zariadenie alebo identitu

* Sukromie | @
« Sledovanie aktivity W mrac kl A
* Cielené reklamy ] N g
* Ovplyvriovanie = Xﬂﬁ@ your online activities?

« Sirenie falodnych sprav
* Hoaxy



* Haveibeen pwned?
* https://haveibeenpwned.com/PwnedWebsites

P ’kI d e Scam adviser
rl a y e https://www.scamadviser.com

* Bezpecnost hesla
e https://hesla.csirt.upjs.sk

sER [

Search a website...

YEARS

Largest breaches @, IRT

uPJS

Collection #1 accounts
Reviews

legit or a scam?

Verifications.io accounts

Onliner Spambot accounts Ako bezpecné je Vase heslo?

M|

Data Enrichment Exposure From
PDL Customer accounts

Exploit.In accounts that new shopping site is legit? You're not alone.
Facebook accounts 1 2 3 4 5 6
Anti Public Combo List accounts

River City Media Spam List What is your feeling about

accounts
Pocita¢ ho uhadne za
MySpace accounts rustscore

menej neZ sekundu /100

{hat is this? Report S

’ Download app now - block scam sites in real-time...

f
&

Wattpad accounts

Disclaimer



https://haveibeenpwned.com/PwnedWebsites
https://www.scamadviser.com/
https://hesla.csirt.upjs.sk/

Obrana

* Technicka

Nastavenie prehliadaca
Nastroje

Spravca hesiel
Antivirus

Ciasto€ne U¢inna

* Pouzivatel'ska
e Opatrnost
* Kritické myslenie
* Dodrziavanie pravidiel

Critical Thinking



Nastavenia prehliadacu

* Co blokovat? . Add "Grammarly for Chrome"?
* Sledovanie a reklamy — adblock,cookies

* Povolenia It can
» Zakazat editovanie suborov v PC

* Doplnky:

* Vhodné doplnky — HTTPS Everywhere,
Adblock, Privacy badger

* Nevhodné doplnky — Nedbveryhodny alebo Your connection is not private
neznamy autor, malo pou2|vany, vysoke ) b | . .
Attackers might be trying to steal your information from
O p rav n e n I a haveibeemjld.app r()1:0rge)(an'];:ule, 3:)aswmrds, messages, or credit

cards).

* Pozor na sukromie
* Produktivita vs. sukromie

NET=ERR_CERT_DATE_INVALID

> Help me understand




Nastroje

e Spravca hesiel
e 1Password — Platena
* KeePass —Zadarmo

e 2FA —druhy faktor overenia
* NiecCo som (biometria)
* Nieco viem (heslo)
* Nieco mam (zariadenie)

* Antivirus
* Windows Defender
* Avast
* Atd...
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Windows Defender

Lo & N [V ODUEHE LU | RN T - & ot
Shared.kdbx Database kdbx
@ Database Title User Name Password  URL Notes N
E Ge.neral ﬂExample 1 user@exa... https://exa... Some notes.
p Winclows (L Example 2 user@exa,,, OO httne/fava Same natac
1] o eExampIe 3 user@exa... S d& Copy User Name Ctrl+B
9 Internet . o
. LE Example 4 user@exa... 7| CopyPassword Ctrl+C
= eMail P 5 A
@& Homebanking & Example user@exa... URL(s)
@ Recycle Bin P Example 6 user@exa.. " e =
) 4@ Example 7 user@exa... e 'Q’J Fann AlG Jype il
[ Example 8 user@exa... ™ &€  AddEntry... Ctrl+l
2\ Example 9 user@exa... g Edit Entry... Entrs
‘]d Example 10 user@exa.. ™" Edit Entry (Quick)
% Example 11 user@exa... " }
y wene. & Duplicate Entry... Ctrl+K
PExample 12 user@exa..
A e PrE— % Delete Entry Entf =
woup: Internet, Title: Example 2, User Name: user@example.net, Pa Select All Ctri+A et/

reation Time: 16.07.2020 19:40:23, Last Modification Time: 16,072




Images: O Always display external images - Learn more
@® Ask before displaying external images - This option also disables dynamic email.

]
E I I I a | y Prihlasif cez Google

0 Prihlasit cez Facebook

Prihlasit cez Apple

Registracie:

* Prihlasenie cez Facebook/Google
» Zavislost na danej sluzbe

* Potrebny mail — spam, potrebné heslo ‘ PRIHLASENIE BEZ HESLA ‘

* Bez mailu to nejde?

e Temp mail — Docasny mail

* https://temp-mail.org/en/ B4 TEMPMAIL

* Email aliasy
Your Temporary Email Address

* meno@email.org
* Meno+alias@email.org jidiliw327 @bunlets.com ‘

* Sledovanie otvorenia emailu

* VloZenie 1px obrazku


https://temp-mail.org/en/

Odkazy, subory

 NizSia kontrola ako pri mailoch

» VacsSia dovera pouzivatelov

* Klikanie na liky bez kontroly

* Automatické nacitanie/stahovanie

e Skracovace URL
e Tinyurl, bit.ly, goo.gl, ...
e Zakryvaju skutoCnu stranku

* Neklikat, pripadne si pozriet nahlad
* “+” na koniec linku




Moznosti Utoku

* Podvodnicka stranka - Phishing
» Kradez prihlasovacich udajov
* Bankovych udajov
* Rudné vypiranie ale aj copy-paste

e Podobné Stra’nky —_ Typosquatting The connection to google.com is not
* Podobné URL e
* Google.com

- Gmailk e

e Skwikipedia.org

You are seeing this warning because this site does not support

HTTPS.




Malveéer

e Zlomyselny kod, program

* Poskodi alebo zablokuje a ukradne
informacie z pocitacu
* NajcCastejsie infikovanie malwarom je
prave cez internet
 Stahovanie pochybnych suborov

* Navstevovanie
neoficidlnych/neoverenych
stranok

* Atd...

LUL

i} lhlmul'| it "llmu“I A

"luml“

|
I

ll[' |||‘ i
O
bl W

iilfhoni "'lun

10011011
11101(

"
i l

[' il
)]
i

i

(i
al” ", g |'

0:

(]

|“]|!]M||I“| iy

01110

il 3

il
i Illlmul" sl

.

[ & 0 1 |

|
i "mml"l' sttt }l‘lmnl‘w it

01100

|
"’lmnl‘

,.m””
...........




@

Attacker
- -

| Bot/Botnet -

* Vlykonavanie utoku pomocou viacerych % M &
pocitaCov naraz _— v§ 3 s
Victim

« ,Botnet” - siet nakazenych pocitacov

ktoré dalej vysielaju utok ¢ 5 : y
. v .y v 00 00 ® (Vs ©0
* Je narocné vystopovat pachatela kedze — — — =
pocitace z ktorych utok vychadza su Casto . I .
na inom mieste ako pachatel °o0 ¢ o0 °0
= = =
* VSetky pocitaCe su nakazené jednotnym | l OO0 I
virusom ) 1 ? | | 2
¢ Q0 (N
— =3 —
hd h 4 h 4 hd
o0 o0 o0 o0
| | = = | s |




| Advér

AD BLRCK

Advertising !
Wait 5 Seconds

| Start - | FREE DOWNLOAD. |

GET IT NOW FOR FREE

* Kéd/program, ktory automaticky
zobrazuje alebo stahuje reklamy

 Vacsina advér programov existuju na
podporu tvorcu aby pokryl naklady BT 24 .o o it A e

3 WILCOME TO CASINO, DAL RX) - iy

WL S . D ‘ : ' ‘ - |

® 000000 060000000000 00 ®

You've been chosen to receive a
FREE' Gateway Desktop Computer?
oot Pentium & Processor 2 66 G
© 256MB COR-SORAM, B0GB MO, 4EXCO-RW @
5 18nch Colod CRT MOnBor (18-¢h viewadie) s
Click Here to Claim Your FREE' Desktop Computeri

e Existuju ale aj Skodlivé programy
sluziace vyhradne na zaplnenie
pocitacu reklamou

 Uto&nik moze tieto reklamy vyuZit aj
na spenazenie sam pre seba

00000




Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on B . | Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time. |
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>. |
But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
mll We will have free events for users who are so poor that they couldn't pay in 6 months.

SR How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>. ‘

Your files will be lost on
52012017 00:47:55

Time Left
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

P . TR

« Skodlivy softvér, ktory zablokuje alebo
zasifruje pocitaCovy systém

= = Send $300 worth of bitcoin to this address: I
bitcoin -
it [2(9YDPgwueZ9NyMgw519p7AABisjr6 SMw
ce—_ [ creckpamen M Deom |

* Od obete sa nasledovne pozaduje
vyplatenie vykupného

FELEEELELEEPELLEEEEELEEEEEEEELEELEEEEEEEEEEEEELELLEEEEEEEEEEEEEEEEELEEEEEEEEEEEE
= #

e ()

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.,

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

* Jednoduchy ransomware zablokuje iba
systém a je pomerne jednoduché ho
odblokovat aj bez vyplatenia vykupného

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press "View” to view the list of files that have been encrypted.

Press "Next” for the next page.

* Niektoré druhy ransomwaru ale aj po
zaplateni vykupného subory/systém
neodsifruju, moze sa stat Ze pride aj ku
kompletnému zmazaniu vsetkych suborov

R 95 59 22
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RAT — Vzdialené
ovladanie PC

Remote Access Trojan

 Utoénik dostane plny pristup ku kontrole PC
* Moze prehliadat vase subory zo svojho PC

* Dokonca ma pristup k ovladani mysi a I Control - DCSC-PCTECH | DarkCodersel, Socket  3876]

J ) I
k I ave S n Ice i ] EYStEm ingo Process Manager |Remote Registry | Windows List I Uninstall Applications | System Privileges | Hosts File |
» -k Fun Functions
, a3 System Functions Process Name Process Path N°T... PID User [ Damain
H ’ L MM L4 H {8 Process Manager [E7 AAM Updates Notifier.exe C:'Progra... & 4148 DarkCodersc =
e Utok je smerovany vacsinou na cenné udaje @ RemoteRegety | || |67 sguntne Ay
k b k s . h I . ’ d . | b Remote Shell [ armsve.exe m# Process Dump I& Eme'ALM 3
ako bankovnictvo, prihlasovacie udaje alebo Windows List i1 bdagent.exe odersc
. . % Uninstall Applicatio 7] BSQLServer.exe Target process : BSQLServer.exe EmelALn
(g ol ‘
dokonca aj identita O srinodeses ||| |53 e Strtoffot - 0<[p000500 s
> -2 Remote MSConfig ||| BF [ omd.exe . oderSc
H . s s v s > -|es| Remote Scripting |%| C:\Program Files\BitDefender \BitDefender 24 Eodoti=er Qi
i V n I kt r h rl h t n I k I V r > - Files manager 4| Ci\Program Files\BitDefender\BitDefender 20 | Buffer size : 1024 Sl Byt
i |} [

v . . » g Passwords (Datas %] C:\Program Files\BitDefender \BitDefender 2{
oCami obete preberie kontrolu nad PC a = CProgram FiesiDefenderDefender 2 | OUPUGTD  [BSQServer dnp
s . . ’ , 3_ zii:;?::;::ﬁons ._<>. C:\Program Files'n,BiﬂDefEnder'n,BiﬂDefender 2
zabrani obeti pristup (Softvér ukradne) G s & C:Program Fes BiDefencer BDefender 3
» .Jf] Computer Power |%| C:\Program Files\BitDefender \BitDefender

-1y Restart Socket « i

> B Server Actions
4 1

Mumber proc : 78

CPU Usage : RAMUsage : g - Interval :
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Trojsky kon

* Skodlivy kdd/program, ktory sa tvari ako
uzitony program

* Pochdzda z podvodnych/piratskych stranok
e Jeho utoky byvaju rézne:
e Kradnutie dat

« Sifrovanie suborov

e Zahlcovanie disku subormi vyhodnymi pre
utocCnika

* Jedna sa o najnebezpecnejsi druh malvéru

e K Loading...

== erifying and downloading resources...

rmodelsfdildofte_dids

Content hosting pros

Do you want to run or save this file?

Mame: svhost,exe
Type: Application, 165 KB

From: 62,7

Run ] [ Save ] [ Cancel

While fileg fram the Intermet can be useful, this file type can
g potentially harm your computer. IF pou do not tugt the source, do not

rur o save this software. 'What's the rigk?




Quiz na zaver

Co znamena skratka ,WWW*?

Vymenujte aspon 2 rizika prehliadania na internete.

Ktora Cast obrany je dolezitejsia? Technicka alebo pouzivatelska?
Vysvetlite Co to je druhy faktor overenia.

Ktoru sluzbu je dobré vyuzit pri registracii na kratke pouzivanie?

Vysvetlite rozdiel medzi phishing a typosquatting utokom.

Co znamena , Botnet”?

Cim je typicky ransomware?

Preco su odkazy otvarané na teleféne nebezpecnejsie ako na PC?
10 Ako sa vola najnebezpecnejsi druh malvéru?

O o0 NOUEWNRE



