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- Bezpecnost
Utoky s ciefom ukradnut/zneuzit
- Financie
- Hesla
- ldentita

- Zariadenie

- Sukromie
Sledovanie aktivity

Cielena reklama
- Ovplyvnovanie

Hoaxy  FaloSné spravy
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‘myspace

LafgeSt breaCheS & Facebook

Collection #1 accounts AkO Cambridge Analvtica zranila
L Facebook. Najskor ukradli osobné
Onliner Spambot accounts ﬁdaje a potom OVprVﬁovali VOl'by

Data Enrichment Exposure
From PDL Customer MIREK TODA
accounts

Exploit.In accounts
Pouzivatel’ov Facebooku, ktorych data

boli zneuzité, mozu byt’ 2 miliardy

o[ PEOPLE FIRST

In January 2014 just one week after Gibson Security detailed vulnerabilities in the service, Snapchat

Facebook accounts

Anti Public Combo List
accounts

River City Media Spam List

accounts
MySpace accounts
Wattpad accounts

s
[T’ ol

Snapchat

had 4.6 million usernames and phone number exposed. The attack involved brute force enumeration

of a large number of phone numbers against the Snapchat API in what appears to be a response to - ’

Snapchat's assertion that such an attack was "theoretical”. Consequently, the breach enabled ' . ‘ ‘7 »
3 y——

individual usernames (which are often used across other services) to be resolved to phone numbers -

which users usually wish to keep private Zdroj: SITA/AP

Breach date: 1 January 2014

: e Tesco
Date added to HIBP: 2 January 2014
Compromised accounts: 4,609 615 In February 2014, over 2,000 Tesco accounts with usernames, passwords and loyalty card balances
Compromised data: Geographic locations, Phone numbers, Usernames appeared on Pastebin. Whilst the source of the breach is not clear, many confirmed the credentials

Permalink were valid for Tesco and indeed they have a history of poor online security




Obrana

- Technicka
- Nastavenie prehliadaca
- Pouzivané nastroje l"’
- Spravca hesiel |

- Antimalvér/antivirus "

- Pouzivatelska
- Opatrnost

«  Preciznost, dodrziavanie
opatreni

- Kritické myslenie




Vyber prehliadaca

Poziadavky:
Bezpecny
Aktualizovany
Prisposobitelny
Funkény

Napr. Chrome, Firefox, opera

Zranitelnosti su vSade

Pravidelné opravy

(Takmer) vsetky aktualne prehliadace
Dlhotrvajuca podpora

Enterprise, Extended Support

What are we?!
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Prisposobitel’'nost’

- Nastavenia

- Po spusteni/Domovska stranka Permissions
¢ H |Sté rl a, Zé IOi ky 4 ls-gzast:a: ask for your location

- Povolenia o Comers

Security and Privacy Sites can ask to use your camera

- Bezpecnost a sukromie

Clear browsing data

. Clear history, cookies, cache, and more @/ Mlcrophone
Sites can ask to use your microphone
® Cooklies and other site data
Third-party cookles are blocked In Incognito mode Notifications
Security and Privacy A Sites can ask to send notifications
e Security
Safe Browsing (protection from dangerous sites) and other security settings
B C:ear browsing data Q Background sync
Clear history, cookies, cache, and more . Site Settings Recently closed sites can finish sending and receiving data
* Controls what information sites can use and show (location, camera, pop-ups, and more)
® Cookles and other site data 0 File editing
Third-party cookles are blocked in Incognito mode % Sites can ask to edit files and folders on your device
e Security - HID devices
Safe Browsing (protection from dangerous sites) and other security settings Ask when a site wants to access HID devices
- Site Settings Clipboard
“"  Controls what information sites can use and show (location, camera, pop-ups, and more) Cl

Sites can ask to see text and images on your clipboard




Bezpecnost

Pokrocila alebo standardna ochrana

Zabezpecené spojenia (HTTPS) a DNS

Blokovanie

Sledovanie a reklamy
Nastavenie prehliadaca alebo doplnok

Cookies tretich stran

Povolenia

Zakazat/Skontrolovat editovanie
suborov a pristup do schranky

Safe Browsing

@)

Trackers & ads blocking

Upgrade connections to HTTPS

Block scripts

Cookie blocking

Fingerprinting blocking

Enhanced protection
Faster, proactive protection against dangerous websites,

you about password breaches. Requires browsing data to

Standard protection
Standard protection against websites, downloads, and ex

dangerous

No protection (not recommended)
Does not protect you against dangerous websites, downl
Browsing protection, where available, in other Google sen

Aggressive

Only cross-site

Strict, may break sites



Preco sifrovat’?

-« HTTPS
- Inak cely obsah je Citatelny (napr. WiFi)
- Aj prihlasovacie udaje

POST /user.php HTTP/1.1

Host: dsl.sk

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/
Accept: text/html,application/xhtml+xml,application/xml;g=0.9, image/avif,image/webp,
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 100

Origin: http://dsl.sk

DNT: 1

Connection: keep-alive

Referer: http://dsl.sk/user.php?action=login

Cookie: PHPSESSID=kgjnad5gd87bmobt8rh04idm25

Upgrade-Insecure-Requests: 1

action=logingsave=truedur1=SiiE

Prihlasenie uzivatela

Ak mate vytvoreny ucet pre ukiadanke meranl, ma2ete sa prihlasit a po dogineni mena ho pouivat g v
diskusiach. Ak nemdte vytvoreny Oéet, zaregistrujte sa.

Login:

{ Ibawareness

ochr. ych 0

- DN S Destination

Protocol Length Info

DNS 77 Standard query Oxd4bc7 A dsl.sk OPT
DNS 77 Standard query Ox4bbd AAAA dsl.sk OPT

- Preklad domén na IP adresy

- Inak vidno, aké stranky navstevujeme




Emaily

- Bez emailu to nejde...
- Registracie
«  Pristup k informaciam
- Clanky, dokumenty
- Stiahnutie suboru
- Zlavové kody

- =>Spam, zber informacii

- Jednorazové emaily

anoNoox.NatL

BN B B mmm T ABOUTUS DOCUMENTATION

https://temp-mail.org/

https://anonbox.net/

\lli R ONE~DAY~"EMAIL=ADDRESS IS.

e . p- , . , birj5izat4 lwc. box.
- Specifické emailové adresy B TR

Y Ou CAN CHECK YOUR MAIL HERE:

- Vhodné pre registraciu
https://anonbox.net/bglwc/br3yldrtdq

- Pre kazdu sluzbu zvlast



https://temp-mail.org/
https://anonbox.net/

Registracie

- Prihlasit sa cez Google/FaceBook

- Zavislost na danej sluzbe

- Co ak?

- Uz nebude zadarmo
- Vyuzivanie bude podmienené poskytnutim dalSich udajov

Prestane existovat

Niekto ziska pristup ku Vasmu mailu? (mobil s mailom)

Vas e-mail alebo elefonne Cislo

. PRIHLASIT SA
. Meno (email) + heslo e

PRIHLASENIE BEZ HESLA ]

- Potrebné emaily [

- Spam

- Potrebné hesla




Specifické emailové adresy

- Jedna schranka, mnoho emailovych aliasov

- meno@email.org

- meno+hocico@email.org

- Gmail aj ProtonMail

- meno@gmail.com

« meno+hocico@gmail.com

- meno@protonmail.com

« meno+hocico@protonmail.com

- Filtrovanie
- Triedenie do adresarov, aplikovanie Stitkov

- Spam? Zablokovat cely alias

0d koho

Komu meno+upjs@gmail.com

Predmet

Obsahuje slova

Neobsahuje

Velkost vacsie nez v

[0 Maprilohu [ Nezahinaf ety

Pokracovaf

Vseobecné Stitky Dorucené Uétyaimport Filtre a blokované adresy Pre

Motivy

Obrazky: () Vizdy zobrazovaf externé obrazky - Dalsie ....
@ Spytat sa pred zobrazenim externych obrazkov -



mailto:meno@email.org
mailto:meno+hocico@email.org
mailto:meno@gmail.com
mailto:meno+hocico@gmail.com
mailto:meno@protonmail.com
mailto:meno+hocico@protonmail.com

Jeden email na vsetko?

- Vela spamu

- Vlyrazna digitalna stopa

- Prepojenie vsetkych identit

- Unik jednej identity mdze viest ku kompromitacii druhej
Recyklacia hesiel

- Socialne inzinierstvo
- Na Vas
- Na poskytovatela sluzby




Casté chyby

- Slabé hesla

- Heslo/password

. : SOMEONEDISCOVERED MY
- Milujemta/iloveyou Pﬁﬁﬂﬂﬁ‘“\
- Pustmadnu/letmein
- Nbusrl23

- Uhdadnutelné hesla
- Datumy narodenia
- Mena, slova

- Filmy, piesne, ...
NOW I|HAVE TO RENAME!MY.
- Recyklacia hesiel ! DOG . cregenertior net
- Rovnaké hesla na viacerych uctoch
- 2-3rb6zne hesla, ktoré sa opakuju v zavislosti od ,,d6lezitosti“ sluzby

- Strata/zabudnutie hesla - reset cez email + lahké kontrolné otazky




Spravcovia hesiel

Jedno supersilné heslo

Pouzitie

Na co si dat pozor?

Ostatné heslé bezpecCne ulozené
'ahko sa generuju nové bezpecné hesla
MozZznost bezpecnej kontroly uniknutych hesiel

KeePass (offline), Bitwarden (online)

Copy-Paste hesla do prehliadaca
Alebo priamo doplni spravca hesiel
- Doplnok do prehliadaca

- Iba na spravnej stranke

Zabudnutie hlavného hesla
Strata zasSifrovanej databazy
Phishingové stranky

Fie Goosp Uotry Find Veow Toch Moy
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| e Dloobc i

895823 (

Slack

) alcsnion
439651 G

| ‘, soccbook

Faktory:

nieco som (biometria),
nieco viem (heslo),
nieco mam (zariadenie).

33()813 (‘

‘o Github

889812 (~

2FA= D +

2FA= [T + gt




Druhy faktor

- Grid karta ani SMS nestaci

- Moznost skopirovania karty, malo kombindcii

BEHEEE
ESEE-

+ SMS ma vela zranitelnosti

- Autentikator

- Aplikacia, ktora generuje kédy

- Bezpecnostny kluc
- FIDO2, WebAuthN protokol
«Odolné voci phishingu
Yubikey (25-80 Eur), Key-ID (8 Eur)

-
£ 4

- Na ¢o si dat’ pozor? foo
ALLIANCE
Phishingové stranky
Strata druhého faktora
Strata druhého faktora

SMS,Email, kontrolnéotdzky,zadloznékddy




Odkazy, subory

- Zriedkava kontrola zo strany poskytovatela
- NiZSia bezpecnost ako pri emailoch
- Vacsia dovera pouzivatelov
- Automatické nacitanie/stahovanie

e .
,Klikanie“ na mobiloch Natom videu sty OBOB |

, . https://8r3.cc/dieAgX0eSx
Bez kontroly, kam odkaz realne smeruje ' o

- Skracovace URL
- Tinyurl, bit.ly, goo.gl, ...
- Zakryvaju skuto€nu destinaciu
- Neklikat, pripadne pozriet si nahlad

-+ na koniec odkazu




Utoky a prevencia




Phishing

Podvrhnuty odkaz
Kradez prihlasovacich udajov

Rucné vyplnenie a Copy-Paste hesla




Typosquatting

- Podobné URL
- Google.com
- Gmail.sk
- facebook.com.lang-eu.xyz

- Skwikipedia.org

- Zdanlivo rovnaké URL
« IDN homografy
- Azbuka a latinka
« CCCP vs SSSR
«  Apple.com

- Rovnaké URL
«  Unesené domény, falosny certifikat
- Zmena DNS

A

The connection to gmail.sk is not secure

You are seeing this warning because this site does not support HTTPS. Learn more

‘ Continue to site ’

A

Your connection is not private

Attackers might be trying to steal your information from untrusted-root.badssl.com
(for example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID



Obrana

- Neklikat na podozrivé odkazy
- Dobveruj, ale preveruj
Nahlady skracovacov URL

Nespoliehat sa na zeleny zamok (https)
- Radsej napisat doménu ru¢ne do adresného pola a preklikat sa
- Mat délezité URL v zalozkdach a klikat iba na ne namiesto tych z mailov

Internetbanking

- Spravca hesiel integrovany v prehliadaci/Bitwarden

Automaticka kontrola spravnej domény

- Bezpecnostny kluc
Yubikey/Key-ID

- Kritické myslenie




Dakujem za pozornost’

1.T




